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Nowadays, cyberspace has become the “fifth 
frontier” after the ocean, land, air, and space. With the 
globalization of information, cyberspace has never 
faced so many challenges, such as principle innova-
tion, theory innovation, technology innovation, and 
application innovation. Thus, the transition from tra-
ditional cyberspace to new cyberspace is inevitable. 
In the future, cyberspace will have many important 
characteristics, such as openness, heterogeneity, mo-
bility, dynamism, and security. 

With the rapid development of information 
technologies, future cyberspace will have higher 
openness, dynamism, and flexibility. The realization 
of cyberspace security is particularly important and 
emergent. Compared with traditional network security, 
future cyberspace security has its particularity be-
cause of the following factors. First, the traditional 
static security methods based on known threat char-
acteristics can no longer effectively defend against 
novel threats, such as 0-day attacks and advanced 
persistent threats (APT). Specifically, for backdoor 
threats, neither static defense nor dynamic defense, 
not even encryption technology, can do anything 
about it. By exploiting the concealed and complicated 
means, attackers could launch targeted attacks and 
persistent penetrations, presenting strong conceal-
ment, latent and long-term entanglement. Usually, the 
detection and isolation nature of passive defense 
technology are invalid for these unknown novel 

threats. Second, because future network is based on 
network programming and virtualization, it can pro-
vide programmable interfaces for network applica-
tions, and these interfaces will also provide oppor-
tunity for hackers to attack, making future networks 
face greater risks than traditional networks. Third, 
due to the incomplete collection of network traffic, 
state and semantic gap, vulnerability analysis is dif-
ficult. To achieve multi-level, multi-angle, and multi- 
function security threat assessment, security defense 
and awareness approaches are necessary. 

Regarding the aforementioned challenges, novel 
and efficient security should be studied. First, security 
should be taken as the priority in the design of archi-
tecture, to avoid or reduce the threat of attacks from 
various unknown vulnerabilities or backdoors in 
hardware and software designs, to make the system 
immune to endogenous security. Second, dynamic 
defense architecture should be considered, which can 
provide adaptive security protection for cyberspace. 
Moreover, many advanced security technologies, 
such as novel cryptography, should be studied and 
used. Finally, novel networking, computing, and arti-
ficial intelligence can all benefit high-level security 
for future cyberspace.  

In this context, the Chinese Academy of Engi-
neering (CAE) organized a special issue of “Cyber-
space Security” in Frontiers of Information Tech-
nology and Electronic Engineering. This special issue 
aims to promote advanced theory, technologies, and 
industry of cyberspace security. Seven papers are 
included in this special issue, by invitation or      
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contribution, including three survey papers and four 
research papers. 
 

 
1  Scanning the special issue 

 
Mimic defense is an endogenous security de-

fense technology with generalized robust control 
capability based on architecture design. It is a prom-
ising and efficient security technology with defense 
capability against unknown novel threats (Jiang-xing 
WU’s group). The cloud workflow, which makes full 
use of a mimic defense based dynamic heterogeneous 
redundant (DHR) robust task execution space, is 
much more capable of resisting unknown vulnerabil-
ities and backdoor threats. Based on the diverse 
physical servers, hypervisors, and virtual machine 
operating systems, cloud workflow constructs heter-
ogeneous redundant parallel task execution subspaces. 
The result of task execution is judged by a multi- 
mode decision mechanism, where the inconsistency 
found is used to determine whether the running task is 
being attacked. If any inconsistency appears, the en-
vironment of the compromised task execution will be 
cleaned. Moreover, feedback control mechanism will 
be adopted to perform dynamic reconstruction of the 
defense scenario, which would block the attack pro-
cess and defend against attacks based on unknown 
backdoors effectively and ensure reliability and 
credibility of cloud workflow execution. 

Artificial intelligence (AI) is one of the fastest 
growing branches of computer sciences, and offers a 
feasible way to achieve cyber security and resolve the 
aforementioned challenges. When AI meets cyber 
security, such cross-disciplinary studies focus on two 
aspects. AI technologies, such as deep learning, can 
be introduced into cyber security to construct smart 
models to implement malware classification, intru-
sion detection, and threat intelligence sensing. 
Moreover, AI models need specific cyber security 
defense and protection technologies to combat ad-
versarial machine learning, preserve privacy in ma-
chine learning, secure federated learning, etc. The 
intersection of AI and cyber security was discussed by 
Jian-hua LI.  

Bankcard enrollment on mobile device, being 
the first step of mobile transactions, has become the 
first target of fraud attempt. Hong-feng CHAI’s group 

introduced several traditional machine learning algo-
rithms, and finally chose the improved gradient 
boosting decision tree (GBDT) algorithm software 
library for a real system, which is XGBoost. Their 
work expands multiple features based on analysis of 
the enrollment behavior, and they plan to add histor-
ical transactions in their future work. The results and 
framework are adopted and absorbed into the new 
design of a mobile payment fraud detection system 
within the Chinese payment processor. 

The Competition for Authenticated Encryption: 
Security, Applicability, and Robustness (CAESAR) 
supported by the National Institute of Standards and 
Technology (NIST) is an ongoing project calling for 
submissions of authenticated encryption (AE) 
schemes. The competition itself aims at enhancing 
both the design of AE schemes and related analyses. 
Kui REN’s group introduced the requirements of the 
proposed design and the progress of the candidate 
screening in the CAESAR competition. Then, the 
candidate AE schemes in the final round are classified 
according to their design structures and encryption 
modes. Next, comprehensive performance and secu-
rity evaluation are conducted on these candidates, and 
research trends for the future are discussed. 

Software-defined networking (SDN) is one of 
the most popular and promising technologies. In SDN, 
the high-level strategy is deployed by proprietary 
equipment, which is used to guide data forwarding of 
the network equipment; this can reduce many com-
plicated functions of the network equipment and im-
prove the flexibility and operability of the imple-
mentation. However, this novel networking technol-
ogy faces many challenges in terms of architecture 
and security. Shen WANG’s group offered a com-
prehensive review of the state-of-the-art research on 
novel advances of programmable SDN, to highlight 
what has been investigated and what needs to be ad-
dressed, particularly, in terms of architecture and 
security. 

The current boom in Internet of Things (IoT) is 
changing daily life in many ways, from wearable 
devices to connected vehicles and smart cities. Kaoru 
OTA and Mian-xiong DONG’s group proposed a 
Byzantine fault-tolerant networking method and two 
resource allocation strategies for IoT fog computing. 
The aim is to build a secure fog network called 
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“SIoTFog” to resist Byzantine faults and improve the 
efficiency of transmitting and processing IoT big data. 
Two cases are considered, one with a single Byzan-
tine fault and the other with multiple faults, to com-
pare their performances when facing different degrees 
of risk.  

With the development of fog computing, the 
need has arisen to delegate private set intersection 
(PSI) on outsourced datasets to the fog. However, the 
existing PSI schemes are based on either fully ho-
momorphic encryption (FHE) or pairing computation. 
Fu-cai ZHOU’s group proposed a novel primitive 
called “faster fog-aided private set intersection with 
integrity preserving,” where the fog conducts dele-
gated intersection operations over encrypted data 
without the decryption capacity.  

 
 

2  Future work 

 
Cyberspace security faces a lot of challenges and 

opportunities. In the future, some new topics should 
be paid more attention. First, human-factor security is 
an interdisciplinary topic, which can fetch up the 
shortcomings of current security technologies. Sec-
ond, intrusion-tolerant cryptography is an important 
issue for new networks, such as 5G/6G. Third, the 
applications of cyberspace security technologies 
should be extended to a lot of new areas. 
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