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Abstract

Data is being produced in large amounts and in rapid pace which is diverse in qual-
ity, hence, the term big data used. Now, big data has started to influence modern day
life in almost every sphere, be it business, education or healthcare. Data being a part
and parcel of everyday life, privacy has become a topic requiring emphasis. Privacy
can be defined as the capacity of a person or group to seclude themselves or infor-
mation about themselves, and thereby express them selectively. Privacy in big data
can be achieved through various means but here the focus is on differential privacy.
Differential privacy is one such field with one of the strongest mathematical guaran-
tee and with a large scope of future development. Along these lines, in this paper, the
fundamental ideas of sensitivity and privacy budget in differential privacy, the noise
mechanisms utilized as a part of differential privacy, the composition properties, the
ways through which it can be achieved and the developments in this field till date has
been presented. The research gap and future directions have also been mentioned as
part of this paper.

Keywords: Differential privacy, Big data, Big data privacy, Airavat, PINQ,
Geo-indistinguishability, GUPT, Privacy budget, Sensitivity, Laplace, Exponential

Introduction

Differential privacy [1] is a technology that provides researchers and database analysts a
facility to obtain the useful information from the databases that contain personal infor-
mation of people without revealing the personal identities of the individuals. This is
done by introducing a minimum distraction in the information provided by the data-
base system. The distraction introduced is large enough so that they protect the privacy
and at the same time small enough so that the information provided to analyst is still
useful. Earlier some techniques have been used to protect the privacy, but proved to be
unsuccessful. In mid-90s when the Commonwealth of Massachusetts Group Insurance
Commission (GIC) released the anonymous health record of its clients for research to
benefit the society [2]. GIC hides some information like name, street address etc. so as
to protect their privacy. Latanya Sweeney (then a Ph.D. student in MIT) using the pub-
licly available voter database and database released by GIC, successfully identified the
health record by just comparing and co-relating them. Thus hiding some information
cannot assures the protection of individual identity. With the advent of big data, privacy
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has been a topic of utmost concern. Data is being collected from all sources and traded
and there are few effective controls over how it is used or secured. Privacy is a term that
incorporates varied components including physical privacy, communications privacy,
and information privacy.

This paper presents the basics of differential privacy as a privacy preserving mecha-
nism [3, 4] for big data. Differential privacy (DP) was considered to manage protection
dangers to avert undesirable re-distinguishing proof and other security dangers to peo-
ple whose individual data is available in big datasets, while giving helpful access to infor-
mation. DP tends to the puzzle of adapting nothing around an individual while learning
profitable data about a people. Based on the survey of privacy aspects in big data [5], few
of the privacy preserving mechanisms can be listed down as in Table 1.

“Differential privacy” section gives the definition and an overview of differential pri-
vacy. “Basic terms of differentially privacy” section represents basic terms of differential
privacy. “Mechanisms used in differential privacy” section consists of the noise mecha-
nisms and properties of DP. “Approaches to achieve differential privacy” section provides
the approaches to achieving DP. “Approaches to achieve differential privacy” section also
puts forward a perspective of big data in terms DP and summarizes the implementations
different methods of DP. “Differential privacy and big data” section represents differen-
tial privacy and big data with comparative study of different differential privacy mecha-
nism. “Research gap, Challenges, Conclusion and future work” section consists of the
research gap, also provides the challenges and future work prospects & ends the paper
with the conclusion.

Differential privacy
DP is a definition, not a calculation. It was initially created by Dwork, Nissim, McSherry
and Smith, with real commitments by numerous others throughout the years [6, 7]. Gen-
erally, DP works by embedding’s a go-between bit of programming between the exam-
iner and the database [1].

Figure 1 shows the differential privacy mechanism [8]. The analyst sends a query to

an intermediate piece of software, the Privacy guard. The guard assesses the privacy

Table 1 Privacy mechanisms in big data

Name Approach Protects from adversial Focus

HybrEx [44] Data separation Cloud Only does partitioning as a meas-
ure to handle privacy
Does not deal with key generation
in map phase
Does not deal with adversarial
users

EPIC [45] Homomorphic encryption Cloud User does not trust cloud infra-
structure
Supports counting operation only
Purpose specific

Secret-shared [46,47] Secret sharing User and cloud Cost overhead
Airavat [22] MAC +differential privacy = User Full trust on cloud providers
Cannot guarantee privacy for
calculations which output keys
created by untrusted mappers
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NOISY RESPONSE -

Fig. 1 Differential privacy mechanism [1]

impact of the query by making use of a special algorithm. Then, the query is sent to
the database by the guard getting back a clean answer based on data that has not been
distorted in any way. The guard then adds the appropriate amount of “noise,” scaled to
the privacy impact, accordingly making the answer uncertain to ensure the confiden-
tiality of the individuals whose information is in the database, and sends the modified
response back to the analyst.

Formally speaking let D;, D, be two datasets. D; and D, in Eq. 1 are said to be
neighbors if they differ in at most one data entry. An algorithm M is e-differentially
private if for all pairs of neighboring datasets D;, D, and all outputs x,

Pr{M(D1) = x] = exp(e) PriM(D2) = x] (1)

i.e. given the output of the computation, one cannot tell if any specific data item was
used as part of the input because the probability of producing this output would have
been the same even without that item. Not being able to tell whether the item was used
at all in the computation precludes learning any useful information about it from the
computation’s output alone. The computation of the function must be randomized to
achieve privacy.

To better understand the concept of differential privacy, we can take an example as
shown in Fig. 2.

As we can observe from the figure above, with differential privacy, one cannot learn
more about an individual (Person C) whether she is in or not in the database.

One of the major challenges is protecting data from unauthorized access and mini-
mizing data leakage during analysis of data. For a given computational task T and a
given value of ¢ there will be numerous differentially private algorithms for achieving
T in an e-differentially private way. Some will have better accuracy than others. At the
point when ¢ is small, finding a highly accurate e-differentially private algorithm for
T can be troublesome, much as finding a numerically stable algorithm for a specific
computational task can require effort.

One way to deal with characterizing privacy with regards to data analysis is to
require that the analyst does not know not any more about any individual in the data
set after the analysis is completed than she knew before the analysis was begun.

Differential privacy [9, 10] will provide privacy by process; specifically, it will pre-
sent randomness. An early case of privacy by randomized process is randomized
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Fig. 2 Differential privacy through noise [17]

response, a strategy created in the social sciences to collect statistical information
about embarrassing or unlawful conduct, caught by having a property P.
Study participants report whether they have property P as follows:

1. Flip a coin.
2. On the event of tails, then react truthfully.
3. On the event of heads occur then flip a second coin and react “Yes” if heads and “No”

if tails. “Privacy” comes from the plausible deniability of any result [11].

For the most part, differential privacy does not ensure that what one believes to be
one’s secrets will remain secret. It simply guarantees that one’s participation in a survey
will not be disclosed, nor will the participation lead to disclosure of any specifics that

one has contributed to the survey.

Basic terms of differential privacy

Privacy budget ()

It tells quantity of queries should be answered in given data due to privacy restriction. A
cost for each query is deducted depending on how private it is. The parameter ¢ is called
privacy budget, which is utilized to control the proportion of output of function A in
Eq. 2 in neighboring datasets D, and D,. The smaller ¢ is, all the closer the proportion
is to 1, i.e. the output probability distributions of function A in neighboring datasets D,
and D, are roughly the same. The higher the security becomes, the lower the utility gets.
The value of ¢ is small normally, such as 0.01, 0.1, 0.5, and 0.8 [12].

Pr[A(D; € S] < €€ x Pr[A(D,) € S], (2)
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Sensitivity

It tells us how much noise is to be added to the results. It depends on how much the
output can change if addition or removal of a single row is done. Given a sequence of
counting queries Q, D; and D, are neighboring datasets, the sensitivity of Q, denoted
AQin Eq. 3, is:

AQ = max||Q(D1) — Q(Dy)| 3)

Mechanisms used in differential privacy

Noise

The two primary noise mechanisms in DP are Laplace mechanism (LM) and exponential
mechanism (EM). The magnitude of noise alludes to privacy budget and global sensitiv-
ity [13-15].

Laplace mechanism
As the name suggests, the Laplace mechanism will just compute function, and perturb
each coordinate with noise drawn from the LM distribution. The scale of the noise will
be adjusted to the sensitivity of the function (divided by €). LM is used when the output
is numerical [11].

Given a dataset D and the function f: D —R"d, global sensitivity is Af, random algo-
rithm in Eq. 4,

A(D) = f(D) + noise (4)

Satisfies e-differential privacy if the noise complies with the Laplace distribution; that is,
noise~Lap(Afe); there into, location parameter (LP) is zero and scale parameter (SP) is
Afie. Let Lap (b) signify the Laplace distribution when LP is 0 and SP is b, and its prob-
ability density function is (x) =exp (—|x|/b)/2b. The larger noise added to the output is,
the larger b is and, in the meanwhile, the smaller € becomes [16]. Let o(y) denote stand-
ard deviation; D(y) denotes variance, and noise~Lap(b) in Eq. 5,

o0 = VDO, D(x) =26, and b= Af/e; (5)
Then the results obtained are in Egs. 6 and 7,

D(x) = 2(Af/e)? = 2Af%/¢?, (6)

o(x) = VD(x) = \/24f%/e? = \/2Af /¢ (7)

Exponential mechanism

Exponential mechanism is another security-controlled plan to fulfil differential privacy
when the outputs are non-numerical. Intuitionally, exponential mechanism still guaran-
tees that this change of a single DB tuple does not influence the outcome of the score
function [16]. The exponential mechanism was designed for circumstances in which it
was wished to pick the best response. Let D denote the input dataset; » € R denotes one
of the potential answers, given a score function u: D xR—R; if a random algorithm A
selects an answer based on the probability as follows, then the algorithm A is said to sat-
isfy e-differential privacy in Eq. 8:
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A(D, u) = {r: |Pr[r € Rloocexp(eu(D,r)/2Au)}, (8)
where Au denotes the sensitivity of score function « and is defined as in Eq. 9:
Au = max(r € R) max((|[DAD’|)) = D|u(D,r) — u(D,r)]| 9)

The exponential mechanism can yield non-numerical results as indicated by their val-
ues of score function. The output probability refers to privacy budget from the given def-
inition, and the highest scored result is given as output with higher probability when ¢
is larger; in the interim, when the difference between the output probabilities grows, the
security turns out to be less; vice versa, the smaller ¢ is, the higher the security will be.
The exponential mechanism can characterize a complex distribution over a large arbi-
trary domain, thus it may not be conceivable to implement the exponential mechanism
proficiently when the range of u is super polynomially large in the natural parameters of
the issue [11].

Combination properties
Differential privacy has two important properties:

Sequential composition (SC)

SC refers to a sequence of calculations, each providing DP in isolation, providing also DP
in sequence. If there are n independent algorithm: A,,..., A, whose privacy budgets are
£1,---»&y, respectively, then any function K of them:

n
K(Ay,...Ay) is g — Z differentially private.
i=1

SC demonstrates that protection spending plan and error are combined directly when
various DP is used to release information for the same dataset. SC says that by social
occasion differentially private information about an arrangement of people, DP isn’t bro-
ken, yet rather the level of privacy diminishes.

Parallel composition (PC)

PC can be alluded to a few e-differentially private calculations, each on information from
a disjoint arrangement of subjects giving e-differentially private yield on the informa-
tion from the pooled set of subjects. In the event that the past systems are registered
on disjoint subsets of the private dataset then the capacity K would be max {i}-differen-
tially private. PC exhibits that the level of protection ensure relies on the estimation of ¢;;
when the estimation of ¢; grows, the security diminishes step by step. Parallel piece can
be repeated as: The arrival of e-differentially private informational indexes D,, where D,
alluding to disjoint arrangements of people, for some i € I, is e-differentially private. The
said organization properties hold for differentially private inquiry replies and differen-
tially private datasets. Along these lines, to adjust the security and the utility of the infor-
mation, it is required to be considered as on the best way to meet the greatest number
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of questions utilizing the littlest spending plan before depleting € or how to enhance the

exactness of inquiry under given &.

DP example on dataset application

In order to see the effect of differential privacy on a dataset, consider its use against
a publicly available healthcare dataset, in this case a dataset containing the intraocu-
lar pressure for 238 patients visiting an ocular disease clinic. A common way to view
the dataset is in terms of intraocular pressure (IOP) ranges as noted in Table 2 [17].
When applying differential privacy with an epsilon value of e=0.1, an example of the
result set that might be returned is shown in Table 3. Table 3 is acquired by applying
differential privacy according to PINQ [18], an implementation of DP.

Table 2 shows the actual values of the number of patients in the column Number of
patients (real value) whereas in number of patients (differential privacy applied) col-
umn the values that would be answered in case a query about the number of patients
in made. This is only one of many possible results; since differential privacy by PINQ
is the application of random noise, the results can be different every time. The appli-
cation of this random noise can result in wide ranges of variation. The higher the
epsilon (g) value, the smaller the degree of variation and the more accurate the values
are to the real value.

Approaches to achieve differential privacy
There are two principle ways to produce differentially private data sets [19]:

(i) Create a manufactured informational collection from a e-differentially private model
for the information (typically from a differentially private histogram), or
(ii) Add noise to cover the estimations of the first records (most likely in mix with some

earlier conglomeration capacity to decrease the measure of required commotion).

Table 2 Intraocular pressure ranges ranges based on the Woolson dataset (Woolson)
with the differential privacy applied at €=0.1[17]

0P Number of patients (real value) Number of patients
(differential privacy
applied)

08-09 1 —1.089174486

10-11 2 0.332053694

12-13 17 16.71256706

14-15 20 18.67770913

16-17 43 62.75784853

18-19 63 79.93521335

20-21 57 44.60007283

22-23 23 28.04627043

24-25 7 — 1462243625

26-27 2 15.67088707

28-29 0 19.38616653

30-31 2 9491168864
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Table 3 Advantages and drawbacks of DP mechanisms
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Mechanism

Advantages

Drawbacks

PINQ[18]

Airavat [22]

GUPT [26]

Geo-indistinguishability [25]

Telco big data [12]

e-Health data release [21]

First platform providing differential
privacy guarantees

Expands the set of capable users of
sensitive data, increases the portabil-
ity of privacy-preserving algorithms
across data sets and domains, and
broadens the scope of the analysis of
sensitive data

First system that integrates manda-
tory access control with differential
privacy, enabling many privacy-pre-
serving MapReduce computations
without the need to audit untrusted
code

Can be deployed in large scale distribu-
tion, without the need of rewriting
existing MapReduce applications

Uses the aging model of data sensitiv-
ity, to allow analysts to describe the
abstract ‘privacy budget'in terms of
expected accuracy of the final output

GUPT automatically allocates a privacy
budget to each query in order to
match the data analysts'accuracy
requirements

Defends against side channel attacks
such as the privacy budget attacks,
state attacks and timing attacks

Proposes a generalized notion of
differential privacy instantiated with
the Euclidean metric which can be
naturally applied to location privacy

Offers the best privacy guarantees for
the same utility, among all those
which do not depend on the prior
knowledge of the adversary, i.e, the
mechanism is designed once and for
alland it is applicable also when we
do not know the prior

First attempt to implement three basic
DP architectures in the deployed
telecommunication (telco) big data
platform for data mining applications

Proposed with the observation that the
accuracy loss increases by increasing
the variety of features, but decreases
by increasing the volume of training
data

Improves the performance of the previ-
ous work by designing a new private
partition algorithm of histogram and
also proposing a heuristic hierarchical
query method

Real experiments were conducted
and the schemes compared with
the existing one to show that the
proposal is more efficient in terms of
data processing and updating

Increase of the accuracy of data release
through consistency and gives a
proof of privacy to show that the pro-
posed algorithm is under differential
privacy

Does not consider the application devel-
oper to be an adversary

Subjected to a weaker privacy constraint.
Hence, vulnerable to state attack, pri-
vacy budget attack and timing attacks

It further requires the developers to
rewrite the application to make use of
the PINQ primitives

Cannot confine every computation
performed by untrusted code. Only
considers the map program to be an
“untrusted” computation while the
reduce program is “trusted” to be
implemented in a differentially private
manner

Supports only limited Reducer functions

Vulnerable to state attack and timing
attacks

GUPT assumes that the output dimen-
sions are known in advance. This may
however not always be true in practice

Inherits limitations of differential privacy
regarding splitting og privacy budget

Linear degradation of the user’s privacy
that limits use of the mechanism over
time

The level of noise of the Laplacian
mechanism has to be fixed in advance
independently of the movements of
the user

Despite achieving the flexible behavior,
the tiled mechanism would not satisfy
geo-indistinguishability to its full
potential

The privacy of people in the training data
is protected, but the privacy of people
in the prediction data (that is, the data
which will be applied to the trained
model to) is not

Design of adjustable privacy budget
assignment strategies is required for
better accuracy along with privacy
guarantee

Data release issues under differential pri-
vacy, such as real time monitoring and
publishing of e-health data is proposed
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On the basis of above two principles there are following approaches to achieve dif-

ferential privacy:

Differential privacy in Telco big data platform [12]

Differential privacy is a privacy definition which guarantees the result of any authenti-

cated query/calculation to be insensitive to any individual record in the database. Dif-

ferential privacy is favored because of its strong mathematical boundary of the leaked

privacy. The implementations of DP can be broadly categorized into three fundamental

architectures:

1. Data publication architecture;

2. Separated architecture; and
3. Hybridized architecture [12].

(i)

Data publication architecture In the data publication architecture as appeared in
Fig. 3, the Database service utilizes a schema to publish a synthetic dataset with
the DP guarantee from the real original dataset. Along these lines, the differen-
tial privacy interface is executed inside the database amongst original and syn-
thetic datasets. Since the synthetic dataset is privacy insensitive, any data min-
ing [20] service can be directly applied on top of the published and protected
synthetic dataset.

The advantage of this architecture is that all data mining algorithms can be uti-
lized without privacy concerns.

The weakness is that data mining service runs on the synthetic dataset instead of
the real/original one, so that the mining quality is truly limited by the schema of

generating synthetic dataset under the differential privacy guarantee.

Page 9 of 24
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(ii) Separated architecture [12] The separated architecture as in Fig. 4 is an imple-
mentation that isolates the database service from the data mining service
through a differentially private interface. The database provides the query inter-
face, which supports the traditional aggregation queries (like the counting que-
ries) with the differential privacy guarantee. The database service has no clue
about how the data mining service will use the results of these queries.

The advantage of this framework is that the traditional database structure does
not require any change to support specific data mining services. Since the data
mining services are particularly intended to utilize these query results, the sys-
tem accuracy is expected to be higher than the data publication architecture.
The data mining services being on the top of aggregation queries, cannot be
implemented and optimized beyond the scope of traditional queries. This may
bring about some design limitations of the data mining services and lead to
some accuracy loss.

(i) Hybridized architecture [12] Figure 5 shows the Hybridized architecture. It
adapts only the differential privacy interface into data mining services. In this
situation, the database service is designed to support some specific queries for
specific DM services.

The benefit of this architecture is the differential privacy implementation is opti-
mized for a specific data mining method. So, the accuracy of the data mining is
expected to be the highest among the three basic architectures.

The shortcoming is that the logics of both data mining and database services
depend closely. The database developers must handle extra types of queries for
specific data mining services, which are different from the traditional ones sup-

ported by database services.

Efficient e-health data release with consistency guarantee under differential privacy [21]
Another mechanism to implement DP is to apply differential privacy after data release.
Data can be released in the form of histogram, tree structure, time series, graph or pat-
tern mining. So, one of the mechanisms presented here can be to apply DP on histogram
data release [21]. The steps include:

Step 1:  User generates a query sequence Q and submits it to the private database D.
Step 2:  Private database receives Q from the user. The query Q could be a set of range
queries that asks statistical information of the dataset. Database firstly maps

DM SERVICE

DB SERVICE

Fig. 5 Hybridized architecture [12]
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Step 3:

Step 4:

its dataset into a histogram and sends it to differential privacy mechanism
together with Q.

Differential privacy mechanism first divides the histogram into adjacent but
disjoint buckets. Each bucket consists of several bins. This process is enti-
tled as partition stage or stage 1. The algorithm designed for stage 1 should
comply with ¢&,-differential privacy. After stage 1, each bin’s count is replaced
by the average count of its corresponding bucket. Then, differential privacy
mechanism answers Q through the new divided histogram and puts results
into a non-negative integral vector q=Q(D). Let Y denote a vector, where
each element is sampled from a Laplace distribution with scale AQ/e2. Ran-
dom vector Y has the same length as that of Q. As can be seen in Fig. 6, add Y
to q, and have the noisy output denoted as p. The above operations are enti-
tled as stage 2, where ¢, is the privacy budget of this stage. Moreover, p is
submitted to post processing mechanism.

Stage 2 leaves an issue of query result inconsistency. For example, the result
of a larger range query should be equal to its sub-intervals. However, this
numerical relationship may be broken when Y is added. Post-processing
mechanism is aimed to solve the problem and transforms noisy answer pinto
consistent answer p’. Stage 3 is used to represent the above mechanism.
Without processing the original data q, Stage 3 consumes no privacy budget.
User receives query result p’ from the post-processing mechanism. Per the
composition property of differential privacy, the total privacy budget of the
scheme is (g +¢,).

Fig. 6 Efficient e-health data release system model [21]

[

Private Data

Jd{

D

;‘!:'/» 2 Q

Differential Privacy
Mechanism

(Step 1) Q

(Step 3) p

’ p : ‘

Post-Processing User
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Airavat model: security and privacy for Map Reduce [22]
One more mechanism to give an end to end privacy and security guarantee can be
to implement DP with access control mechanism such as mandatory access control
(MAC) [22].

It basically consists of three components:

1. Data provider Data provider sets several privacy parameters (e.g. privacy budget,
etc.) as well as different access control labels for their own data.

2. Computation provider This entity might attempt to access input values, intermediate
values, or even the final output through malicious data mining algorithms written in
the framework.

3. Computation framework as in Fig. 7.

Such kind of framework ensures access restriction along with privacy guarantee
through differential privacy.

Location based privacy based on differential privacy [23, 24]

Location based services are the ones that are used to find places. In terms of differential
privacy, it would mean that the exact location is not revealed but assuming that reveal-
ing an approximate location is fine. The principle of geo-indistinguishability is the same
being a formal notion of privacy that protects the user’s exact location, while allowing
approximate information.

(i) The notion of geo-indistinguishability, which is a property similar to that of differ-
ential privacy [25] is based on the idea to obfuscate the real location by reporting an
approximate one, using some random noise. The idea is that from the reported location,
the attacker may be able to make a good guess of the area where the user is actually
located, but it should not be able to make a good guess of the exact location of the user
within this area.

FRAMEWORK: MAC + DP OUTPUT

Fig. 7 Framework for access control and DP mechanism
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This mechanism can be implemented by using a noise with a Laplacian distribution
that is a negative exponential with respect to the distance from the real location, like
in the case of differential privacy. This method provides a good level of robustness with
respect to composition of attacks, in that the level of privacy decreases in a controlled
way (linearly). Geo-indistinguishability, which guarantees that the user’s location is pro-
tected, within a radius r, with a level of noise that decreases with r, at a rate that depends
on the desired level of privacy. Intuitively, this means that the real location is highly
indistinguishable from the locations that are close, and gradually more distinguishable
from those that are far away. It is a particular instance of d-privacy, an extension of dif-
ferential privacy to arbitrary metric domains, obtained by replacing the Hamming dis-
tance, implicit in the definition of differential privacy with the intended distance namely
the geographical distance in our case. Like differential privacy, geo-indistinguishability is
independent from the side knowledge of the adversary and robust with respect to com-
position of attacks. Location Guard is an open source web browser extension based on
geo-indistinguishability that provides location privacy. Implementation of geo-indistin-
guishability by adding random noise drawn from a planar Laplace distribution is shown
in Fig. 8.

(ii) Geo-indistinguishability and its current implementation Location Guard are just a

preliminary approach to location privacy, and they present two main limitations:

First, when used repeatedly, there is a linear degradation of the user’s privacy that lim-
its the use of the mechanism over time.

Second, the level of noise of the Laplacian mechanism has to be fixed in advance inde-
pendently of the movements of the user, providing the same protection in areas with
very different privacy characteristic, like a dense city or a sparse countryside. This lim-
its the flexibility of the mechanism over space.

Fig. 8 Probability density functions of two planar Laplacians, centered on the (real) locations (— 2, —4) and
(5, 3), respectively [23]
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As such, extensions were proposed along with a scope for future work:

Geographic fences

Areas around highly recurrent locations where the mechanism reports uniformly, effec-
tively stopping the privacy erosion. On one side the user has to release publicly the posi-
tion of her fences but on the other the budget cost when reporting from inside them is
zero, leading to a practical solution that can be used in combination with the predictive
mechanism.

In Fig. 9 we can see an example of fence introduced in an elastic metric. On the left
there is the distribution of reported locations inside the fence that is perfectly uniform,
covering a few blocks and proving an adequate level of privacy while costing zero on the
budget. On the right the distribution of reported locations can be seen of a point right
outside, the fence is clearly visible and the mechanism reports right around it.

Tiled mechanism

An elastic mechanism is the one that adapts the level of noise to the semantic character-
istics of each location, such as population and presence of position of interests. A lighter
version of the elastic mechanism is proposed wherein instead of adapting the noise dif-
ferently in locations tens of meters apart, it can only adapt to large areas of a city, cov-
ering tens of square kilometers. These areas, that are called tiles, are small enough to
distinguish a park from a residential area, but still easily computable. In order to build
the set of tiles, two online geographical services are queried, overpass-turbo and dbpe-
dia to obtain a set of polygons together with a quantitative description of the amount of
privacy they provide. This dataset should cover an area large enough to contain most of
the user usual movement and it can easily reach a few tens of kilometers while retaining
a small size. Once this small dataset is build, a mapping from tiles to their privacy mass
is got which is used to define a function / that, for each location, finds the containing
polygon and returns a privacy level adapted to the privacy mass provided by the tile.
Examples of the kind of maps that we aim at obtaining with this method are shown in
Fig. 10.
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Fig. 9 Probability distribution of reported location inside and outside the fence [23]
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Fig. 11 Overview of GUPT's architecture [26]

GUPT mechanism for differential privacy [26]

GUPT is a system that guarantees differential privacy to programs not developed
with privacy in mind, makes no trust assumptions about the analysis program, and is
secure to all known classes of side-channel attacks. GUPT uses a new model of data
sensitivity that degrades privacy of data over time. This enables efficient allocation of
different levels of privacy for different user applications while guaranteeing an overall
constant level of privacy and maximizing the utility of each application. GUPT also
introduces techniques that improve the accuracy of output while achieving the same
level of privacy. These approaches enable GUPT to easily execute a wide variety of
data analysis programs while providing both utility and privacy.

There are three logical parties:

1. The analyst/programmer, who wishes to perform aggregate data analytics over sensi-
tive datasets.
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2. The data owner, who owns one or more datasets, and would like to allow analysts to
perform data analytics over the datasets without compromising the privacy of users
in the dataset.

3. The service provider, who hosts the GUPT service.

The data owner and the service provider are assumed to be trusted whereas the ana-
lyst is untrusted. The approach is as shown in Fig. 11.

The dataset manager is a database that registers instances of the available datasets
and maintains the available privacy budget.

The computation manager instantiates computations and seamlessly pipes data from
the dataset to the appropriate instances. The isolated execution chambers isolate and

prevent any malicious behavior by the computation instances.

PINQ[18]

“Privacy Integrated Queries” is a trustworthy platform for privacy-preserving data anal-
ysis. PINQ provides private access to arbitrarily sensitive data, without requiring privacy
expertise of analysts or providers. The interface and behavior are very much like that of
Language Integrated Queries (LINQ), and the privacy guarantees are the unconditional
guarantees of differential privacy.

PINQ is a software application framework as shown in Fig. 12, that applies the math-
ematics of differential privacy. It is built on top of LINQ which is a .NET framework that
allows developers and IT professionals to query any data source using the same meth-
ods. This allows users to apply differential privacy without understanding the mathemat-
ics behind it. For example, with LINQ .NET framework method can be written to ask a
question from a database and it will provide with the answer. With PINQ, the same ques-
tion is asked but it will give an answer with differential privacy applied, meaning that
there will be some exponential noise added to results. How much noise is used depends
on the epsilon value, €, which the user provides to PINQ. The larger the epsilon value,
the less noise is applied to the result set, which means it is more accurate but poten-
tially more privacy revealing. Conversely, the smaller the epsilon value, the more noise is
applied to the result set which means there is more privacy but less accuracy [17].

PINQ provides a restricted programming language with a small number of trusted,
primitive data operations in the LINQ framework. PINQ employs a request/reply model,
which avoids adding noise to the intermediate results of the computation by keeping
them on a trusted data server or an abstraction of a trusted data server provided by a dis-
tributed system. PINQ provides a thin protective layer in front of existing data sources,
presenting an interface that appears to be that of the raw data itself. Figure 11 shows the
control/data flow in PINQ. Here, an analyst initiates a request to a PINQ object, whose
agent (A) confirms, recursively, differentially private access. Once approved by the pro-
viders’ agents, data (D) flows back through trusted code ensuring the appropriate level of
differential privacy.

PINQ provides language level guarantees. PINQ’s contribution is not only that one

can write private programs, but that one can write only private programs.
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Fig. 12 PINQ request/reply model [18]

Advantages and drawbacks of different differential privacy mechanisms
The advantages along with the drawbacks of the different differential privacy mecha-
nisms above can be formulated as in Table 3.

Differential privacy and big data

DP is a worldview that concerns nothing about the sensitive information except for the
component of the presence of the information. The primary reason for DP stays to give
security saving responses to inquiries performed on the original information. Any user
who adds a computation to a larger pool of aggregate data should not be revealed as the
source, let alone what data they contributed. In terms of big data [27-29], differential
privacy has been implemented in various scenarios. Airavat [22] uses the MapReduce
paradigm for DP implementation. However, airavat itself consists of potential drawbacks
and not properly secure. So, airavat can be taken as the first step in implementing dif-
ferential privacy through mapreduce for big data keeping its considerations and princi-
ples in view. But MapReduce implementation of DP requires more work to be done. In
the GUPT [26] mechanism, points regarding the block size that impacts the noise and
accuracy were mentioned. It was observed that increase in block size leads to increase
in noise and decrease in estimation error. So, the block size needs to be optimally cho-
sen. The block size can be compared to the mapper in case of MapReduce. Using the
observations, the number of mappers can be optimally chosen to see the impact it has
on the overall output. As in [16], the data release mechanisms fulfilling differential pri-
vacy needs to be evaluated according to the dataset, its purpose in providing privacy and
the phase of big data in which it is to be implemented. The basic query operations and
the noise added to guarantee privacy with the optimal parameters being chosen are to
be referred from the implementations of DP [18] till date as almost every mechanism
has presented a whole new perspective of the DP scenario along with research gaps in
the concerned area. Location based services is also an emerging field in differential pri-
vacy implementation. Semantic data is required for accurate results but also the mecha-
nism needs to be flexible in the presence of large amount of data. Position and size of an
area in accordance to the user and their point of interests must be fulfilling privacy [23].
Gathering this large scale of data and then processing on it to give the best results is still
work in progress.
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Apple’s case

Apple has implemented differential privacy in its iOS 10. Apple can collect and store its
users’ data in a format that lets it glean useful notions about what people do, say, like
and want. But it can’t extract anything about a single, specific one of those people that
might represent a privacy violation. And neither, in theory, could hackers or intelligence
agencies. Apple is actually sending more of data than ever off of an individual’s device to
its servers for analysis, just as Google and Facebook and every other data-hungry tech
firm does but apple is only transmitting that data in a transformed, differentially private
form. The method used has been mentioned as three transformations: Hashing, a cryp-
tographic function that irreversibly turns data into a unique string of random looking
characters; subsampling, or taking only a portion of the data; and noise injection, add-
ing random data that obscures the real, sensitive personal information [30]. The points
below describes the mechanism in detail:

+ Hashing takes a string of text and turns it into a shorter value with a fixed length and
mixes these keys up into irreversibly random strings of unique characters or “hash”
This obscures data so the device isn't storing any of it in its original form.

+ Subsampling means that instead of collecting every word a person types, Apple will
only use a smaller sample of them. For example, if a person has a long text conver-
sation with a friend liberally using emoji, instead of collecting that entire conversa-
tion, subsampling might instead use only the parts Apple is interested in, such as the
emoji.

+ Finally, the device injects noise, adding random data into the original dataset in order
to make it vaguer. This means that Apple gets a result that has been masked ever so
slightly and therefore isn't quite exact.

« All this happens on the device, so it has already been shortened, mixed up, sampled,
and blurred before it is even sent to the cloud for Apple to analyze.

Apple is only using differential privacy in four specific areas:

+ When enough people replace a word with a particular emoji, it will become a sugges-
tion for everyone.

+ When new words are added to enough local dictionaries to be considered common-
place, Apple will add it to everyone else’s dictionary too.

+ A search term can be used in Spotlight, and it will then provide app suggestions and
open that link in said app or allow to install it from the App Store.

+ It will provide more accurate results for Lookup Hints in Notes.

So, the power of differential privacy relies on Apple being able to examine large
amounts of aggregate data, all the while ensuring that it is none the wiser about who
is sending them that data. Since DP is a whole new paradigm on such a large scale sce-
nario, people who don’t trust one the mechanism can opt out right from the device’s
settings [31].

Therefore, as it can be seen, differential privacy is being adopted in the world of big
data with many research prospective further ahead.
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Table 4 Comparative study of different differential privacy mechanism

S.no Years Paper/work Focus

1

2008  US Census Bureau [17] Protecting patient data confidentiality and
indicating driving examples

2009 PINQ[18] Interactive DP which guarantees, at runtime,
that inquiries adhere to a worldwide security
spending plan

2010  Airavat model [22] MAC + differential privacy, i.e. access control
mechanisms in integration with DP

2012 GUPT [26] Makes protection saving information investiga-
tion simple for security non-specialists, the
expert can transfer subjective information
mining projects and GUPT ensures the secu-

rity of the yields
2014 Google's Rappor. randomized aggregatable For telemetry, for example, learning insights
privacy-preserving ordinal response about undesirable programming comman-

deering clients’settings

2014 Location privacy—geo-indistinguishability [25]  Ensures the client’s correct area, while permit-
ting surmised data—normally expected to
acquire a specific wanted administration—to

be discharged
2015  Google For sharing historical traffic statistics
2015  DP in telecommunication big data platform, Implemented three basic DP architectures in
VLDB 2015 [12] the deployed telecommunication big data
platform
2015  Efficient e-health data release with consistency  Investigated e-wellbeing information discharge
guarantee under differential privacy, 2015 issue and proposed an effective and secure
[21] e-wellbeing information discharge conspire

with consistency ensure under DP

2016 Apple’siOS 10 [30] DP implemented in the messaging app and
search recommendations

Comparative study of different differential privacy mechanism

Table 4 lists down the comparative study of different differential privacy

mechanism chronologically.

Research gap, challenges, conclusion and future prospects

Research gap

1.

Differential privacy has been termed as a promising technique that can achieve
mathematically precise guarantee of privacy. The future work that could be explored
is the other data release issues under DP, such as real time monitoring and publish-
ing of e-health data [21].
Differential privacy has been a topic that is widely explored by academia and the
research community but less in industry due to its strong privacy guarantee. To
make DP practically usable, three possible research directions can be made:
a. Relaxing privacy guarantee and studying its effectiveness on specific industrial
applications.
b. Designing specific privacy scheme for specific data mining algorithms.
Using large volumes of data but with low variety for training the classification
models [12].
Differential privacy, unlike previous schemes, is currently the strongest privacy pro-
tection, which does not need any background information assumption of attackers.
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Research community prefers differential privacy because of its strong mathemati-
cal boundary of the leaked privacy. The first, second and third generation of privacy
protection techniques may be explored and compared in telco big data platform.

First generation of privacy protection technique removes or replaces the explicitly

sensitive identifiers of customers, second generation publishes a sanitized database

with certain anonymity or diversity requirements and the third generation is DP [12,

32-34].

4. Improvement of the hybridized architecture by adapting DP on the entire data min-
ing system.

a. Use of exponential mechanism to select a tree structure.

b. Use Laplace mechanism to assign proper probability values in the final published
tree [12].

5. Division of privacy budget.

a. Instead of equally dividing the privacy budget to each layer of decision tree [35],
design an adjustable privacy budget assignment strategy.

b. A tradeoff DP mechanism for Random Forests can be designed [12].

6. Airavat cannot confine every computation performed by untrusted code. It can-
not guarantee privacy [36—39] for computations which output keys produced by
untrusted mappers [22].

7. Local sensitivity measures how much the output of the function changes on the
neighboring inputs from a subset of the function’s domain. It often requires less
amount of noise added to the output to achieve DP guarantee. This approach can be
investigated in future work [22].

8. Data release techniques under various strategies are one of the main research con-
tents for differential privacy and the theoretical basis for practical applications. Clas-
sification and comparison of the differential privacy data release methods prove that
there are few achievements in this research area. But there still exists new directions
to be explored. For example:

a. In multiple-dimensional or graph data, whose sensitivity is so high that it may
lead to poor utility of the data, how the sensitivity of function can be reduced
and the utility enhanced.

b. When time series data is concerned, how the utility and the security is to be bal-
anced when the time is increasing and privacy guarantee for online data.

c. Also, the computational complexity of many differential privacy algorithms is
relatively high, so one of the areas for research can be on how to ensure privacy
while also improving algorithm efficiency.

d. Ifthe data are stored in multiple parties, problem exists on how to share the data
along with guaranteeing user’s privacy between multiple parties. So, an efficient
and safe algorithm with lower communication overhead is required.

And yet again, design of an optimal privacy budgeting strategy is a great chal-
lenge [16].

9. Challenges relating to the tradeoff between privacy and utility still apply with the
application of DP.

a. New mechanisms: Conventional mechanisms under differential privacy place no
restrictions on the scenarios of the analysis and the potential relations among the
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datasets. New mechanisms keeping these points in view can be summed up as

follows.

(i) Matrix mechanism

This mechanism was developed to deal with correlated linear queries with
privacy guarantee on top of Laplace mechanism. These are for cases when
multiple correlated queries of a structured database are necessary, while con-
ventional differential privacy would only increase the sensitivity and make

the noisy output useless.

The matrix mechanism brings to us more accurate answers to queries from
the analysts than simple use of Laplacian mechanism. However, as it is pre-
sented, the workload of these queries is supposed known in advance.

(i) MWEM algorithm

This algorithm is designed to improve the accuracy or performance of linear
queries by some expert learning techniques of the answer given to the que-
ries from the data analyst in such circumstances when conventional mecha-
nisms for achieving e-differential privacy add unacceptable levels of noise.
The algorithm iteratively maintains and adapts an approximating distribu-
tion to the true datasets per the difference between the approximating data-
sets and the true datasets used as the multiplicative weights for updating.
Whilst a good trade-off between the accuracy and the privacy may be yielded
using this algorithm, the policy of optimization is still relatively unknown, so
requires further research [40].

10. The newly arrived wave should be focused on more fine-grained protocols that

mediate stateful mechanisms that deal with not only correlated datasets, but also

correlated processes in virtual clouding environments. In these circumstances, dif-

ferential privacy might not be the only paradigm on which we need to rely on, and

other more sophisticated methods that combine with cryptography may be invented

[40].

11. For the tiled mechanism of the location based services, it is required to make the

function “/” itself differentially private. More work required in this mechanism in

order to provide both a formal proof of privacy as well as an efficient implementa-

tion to include in Location Guard [23].

Challenges and future prospects

(i) Promises of differential privacy are rather robust and direct but can come at the

expense of accuracy.

a. For a series of differentially private queries asked, more noise is required to be
added to the results.
b. After a series of queries exhausts the privacy budget, the user needs to be killed.

If the original guarantee is to be kept across k queries, noise must be injected k

times. When k is large, utility of the output is destroyed.
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d.  Count works well because the presence or absence of a single record only
changes the result slightly. Sums and max can be a problem.

(ii) The privacy guarantee could be relaxed. This can include increasing privacy budget
parameter and studying its effectiveness on specific industrial applications. It can
be interesting to check what privacy leakage is tolerable in real industrial systems.

(ili) Challenges demand for schemes to be used in combination with cryptography.

(iv) Designing privacy scheme for certain data mining algorithm, like adapting differen-
tial privacy over the whole data mining service in the hybridized architecture.

(v) Implement DP for privacy protection in industrial scenarios such as the one men-
tioned in [41] where anonymization [42, 43] is used for privacy in big data.

(vi) Location based services also require evaluating how to automatically configure
position and size, like by using user input, to increase the performance in terms of
both privacy and utility [23].

(vii) Differential privacy in big data scenario is yet to be explored and implemented in
real world datasets on a large scale to make use of its full potential being the one
with the strongest mathematical guarantee.

Conclusion

Differential privacy is one of the major topics in present day research on big data pri-
vacy. Here, in this paper, a review on differential privacy is presented, the basics of
DP and the current practices. The usage of differential privacy have also been listed
down to give an idea of the work done in this field till now. Some of the future work
perspectives include applying cryptography techniques to DP, designing efficient
schemes for DP implementation in practical life or change in privacy budgets to see
its effectiveness. Conclusively, differential privacy is still an area requiring in depth
research. Many challenges still exist, but further work might tackle them.
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