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Retailers utilize the latest technology for obtaining con-

sumer data and marketing analytics including IP addresses,

geo-fencing data, beacons, behavioral data from the Inter-

net of Things, automated facial recognition data, and radio

frequency identification (RFID) tags (Andrews et al. 2016;

Blázquez 2014; Lewinski et al. 2016; Luo et al. 2014; Roh

et al. 2009). Studies show the value of geo-conquesting, a

method of competitive locational targeting enacted by

sending mobile promotions to consumers near a competi-

tor’s location (Fong et al. 2015). It is essential to under-

stand how these new technologies can collect marketing

information and analytics in a retail environment, and the

obstacles they present, especially in terms of data privacy

and security. Considering the development of new regu-

lations, such as the European GDPR, more studies are

needed on these topics, to assess novel retail technologies

for obtaining high-quality marketing analytics. In the fol-

lowing, we present some examples of technologies and

potential future research that could contribute to improving

the use of marketing analytics in retailing.

RFID

RFID tags are tiny chip sets that can identity products; they

constitute one of the main components of the Internet of

Things. The technology includes four parts: RFID tags,

readers and antennas, RFID middleware, and back-end

RFID enterprise service (Fiorito et al. 2010; Roh et al.

2009). Open-loop RFID applications track items from a

starting point to a terminal destination, as in from a man-

ufacturer to a store, with passive, low-cost RFID tags or

with battery-powered active RFID tags, like tracking

shopping carts or visitor ID’s through a store (Heim et al.

2009; Kumar et al. 2009).

The benefits of RFID include improved accuracy in

managing inventory, reduced logistical costs, improved

customer service, communication, and capacity to hold

more information (Park et al. 2010; Reyes et al. 2016;

Slettemeås 2009). However, there are also many issues that

impede the use of RFID technologies. For example, when

considering the new GDPR, retailers should consider issues

surrounding consent and transparency. For example, an

RFID privacy impact assessment process could be enacted

so that such information would be required by operators of

RFID application systems. The new EU regulations refer to

RFID chips as an example of identification technology that

is especially relevant in the context of wearable technol-

ogy. According to GDPR, any personal information cap-

tured through RFID should be completed through a process

that is both lawful and ensures appropriate security and

confidentiality.

Research shows that the main issues related to the use of

RFID in retailing are privacy and security, difficulty with

standardization, technical bugs, and high costs (Leung et al.

2014; Roh et al. 2009; Slettemeås 2009; Wu et al. 2012;

Zhu et al. 2012). Regarding privacy, research notes that

RFID tags can be scanned by anyone with an RFID scan-

ner, providing potential leeway for external entities to

access data encoded on RFID tags (Park et al. 2010; Wu

et al. 2012; Zhu et al. 2012). Studies emphasize that when

an RFID system is installed, the integrity of the tags is
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paramount to preventing unauthorized tracking and data

interception (Reyes et al. 2016). Under these circum-

stances, data privacy and security in RFID use, in addition

to consumer attitudes and perceptions towards this tech-

nology, influences marketing analytics outcomes and

warrants further research.

Geo-fencing and geo-conquesting

Geo-fencing includes the ability to separate workloads

within a trusted compute pool on known hosts in autho-

rized geographies and servers. IBM, Intel, VMware, and

HyTrust provide varying solutions that ensure the decryp-

tion and processing of data from specified locations.

Solutions such as HyTrust offer the ability to log admin-

istrator actions by individual, so evidence-based audits and

reports can be generated and utilized as an effective mar-

keting analytics source. As illustrated by research,

approximately 3 billion consumers own smartphones

globally. Geo-fenced mobile ads, sent to consumers in the

virtual perimeter of a store, are considered an optimal

mechanism to convince customers to try a store and shop

inside. Moreover, geo-conquest ads target consumers near

competitors’ stores (Andrews 2017; Andrews et al. 2016).

Considering the need for organizations to meet GDPR

requirements, as well as HIPAA, PCI, and more, data

security is a significant concern with geo-fencing, espe-

cially in the context of cloud adoption. As such, research

studies could focus on not only how geo-fencing and geo-

conquesting can help marketing analytics in the retailing

sector, but also on how the use of these location-based

technologies influence consumers’ perceptions of privacy

(Krishen et al. 2017; Raschke et al. 2014).

Facial recognition systems

Research shows the benefits of measuring consumer emo-

tions and attention during visits to retail locations and its

potential to provide helpful insight to marketers (Lewinski

et al. 2014, 2016). Studies also note that automated facial

recognition systems can assess objective emotion responses

with near-human accuracy rates (Lewinski et al.

2014, 2016). This technology can also be used to help with

counting people, monitoring visitor movement and attrac-

tion patterns, and tracking and profiling (Lewinski et al.

2016; Liu et al. 2017). However, these practices may

infringe on an individual’s right to their own image, which

is protected as part of the right to privacy. Consumer

reaction to the use of facial recognition systems is a major

topic of research, especially with an emphasis on the limits

and conditions of usage for this type of technology.

Additionally, complications related to the collection of

information through this technology and data processing

should be analyzed in the context of individual rights to

privacy and data management.

In general, future research should focus on how retailers

handle consumer privacy concerns while simultaneously

using new technologies to collect marketing analytics

about their customers and customer behavior.
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