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Biosecurity: Friend or Foe for Public
Health Governance?
David P. Fidler

The annals of public health record many milestones in the evolution of
this area of the governance of human affairs. The development of bacterio-
logy in the late nineteenth and early twentieth centuries represents one 
of these transformational events that changed the theory and practice of
public health forever. Other seminal changes include the emergence of
international cooperation on public health in the late nineteenth and early
twentieth centuries, the development of antibiotics and vaccines in the
mid-twentieth century, and the convergence of public health and the
human rights movement in the second half of the twentieth century. This
chapter analyzes another transformational moment in public health as a
governance activity – the emergence of biosecurity.

The rise of ‘biosecurity’ as a policy and governance issue in the last
decade represents one of the most profound changes to affect public health
in its long history. The shift in public health caused by biosecurity is still so
recent that its importance and portents remain unsettled and ambiguous.
This chapter’s major purpose is to explain the significance of the emer-
gence of biosecurity as a policy issue and to describe the new public health
governance reality created by biosecurity’s emergence. Biosecurity has
changed public health forever; but the nature of this change remains, in
many respects, to be determined by how states, international organiza-
tions, and non-state actors shape this transformation in the years ahead.

My analysis proceeds in four parts. First, I define ‘biosecurity’ to ensure
that the reader understands the concept as used in this chapter. Second, 
I provide an historical overview of the relationship between national and
international security and infectious diseases. This overview develops
context that is necessary for grasping the policy revolution biosecurity rep-
resents. Third, the chapter describes the emergence of biosecurity over the
past decade. Finally, I analyze the significant impact the rise of biosecurity
has on public health governance nationally and globally. I draw examples
from biosecurity policy in the United States where the pursuit of biosecu-
rity is prominent and advanced. This analysis involves assessing whether
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the current trends in biosecurity policy help or hinder the task of public
health governance in the early twenty-first century.

Defining ‘biosecurity’

Although increasingly used in policy debates and academic discourse,
‘biosecurity’ does not have an agreed meaning. The diversity of definitions
reveals the messiness that develops when new concepts emerge, but this
diversity also reveals deeper issues at work in the evolution of the concept.
The most common definition associates biosecurity with efforts to protect
states from attacks using biological weapons (bioweapons), with emphasis
on securing a nation against biological terrorism (bioterrorism). In the
United States, for example, biosecurity forms part of the larger strategy of
strengthening homeland security: preventing terrorists’ attacks on the
United States, protecting US citizens and critical infrastructure from terror-
ist attacks, and preparing to respond effectively to terrorists’ attacks that
might occur.1

A broader definition of biosecurity incorporates security threats not only
from bioweapons but also from naturally occurring infectious diseases. This
more expansive interpretation captures arguments made in the last decade
that severe epidemics of infectious diseases can constitute threats to national
and international security. Both the Clinton and Bush administrations
advanced the notion that naturally occurring infectious diseases can threaten
national and international security.2 The World Health Organization (WHO)
has also connected threats posed by infectious diseases with the concept of
security through its strategy to achieve ‘global health security’.3

This chapter uses the broad definition of biosecurity because the 
profound transformation that public health has experienced in the past 
10 years has touched virtually every aspect of public health’s involvement
with infectious diseases. The emergence of biosecurity simultaneously
affected concerns about bioweapons and naturally occurring infectious dis-
eases, making it artificial to try to separate the two areas when defining
biosecurity. Using the broad definition of biosecurity does not mean,
however, that biosecurity policies currently unfolding give equal weight to
bioweapons and naturally occurring infectious diseases. As explored below,
one of the ‘fault lines’ in biosecurity policy involves controversies about
whether attention paid to bioweapons discounts the threat presented by
naturally occurring pathogenic threats.

The historical relationship between security and infectious 
diseases

My claim that biosecurity constitutes a transformational moment for
public health governance does not mean that security concerns about
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infectious diseases have never arisen before. This section examines the 
historical relationship between security and infectious diseases in order to
provide the background necessary for the reader to understand the trans-
formation biosecurity triggered for public health. Traditional concepts of
security dominate this historical relationship, which means the relation-
ship focused on states’ concerns with how infectious diseases connected 
to fears about external military threats to state power and capabilities 
in the international system. Such traditional framing of the security
concept meant that security concerns with infectious diseases infrequently 
connected with the theory and practice of public health within states.

Experts have often observed that military forces during wartime histor-
ically lost more troops to infectious diseases than to combat operations.
The pathogenic threat to preparedness and power caused national armed
forces to focus on military health. In the late nineteenth century, mil-
itaries implemented sanitary reforms in order to reduce the toll infectious
diseases imposed on fighting forces. The Prussian military was particularly
effective with its sanitary reforms: its forces suffered fewer deaths from
infectious disease than battlefield deaths during the 1870–1871 Franco-
Prussian War. This achievement was the first time in European military
history that infectious diseases did not kill more soldiers than combat.4

Military interest in reducing infectious disease morbidity and mortality
also appeared in connection with efforts by countries to maintain and
expand their imperial territories or realms of hegemonic influence. The
efforts made, for example, by the United States Army to address yellow
fever connected to the Army’s role in maintaining US military and eco-
nomic hegemony in the Western hemisphere.5 Likewise, interest in tropical
diseases emerged as European countries deepened and broadened their
empires in tropical regions around the world.6

Although military efforts against infectious diseases produced some
benefits for civilian public health,7 the objective of military health was to
preserve the readiness and strength of the armed forces as one of the 
critical attributes of state power in the international system. The compet-
ition for power among states in international relations that drove military
interest in infectious diseases sometimes influenced how states framed
civilian public health approaches to the threat of disease importation from
other countries. In the late nineteenth and early twentieth centuries, for
example, Germany feared ‘an epidemic spreading like wildfire from the
east [that] could attack the nation’s political, military, cultural, and eco-
nomic superiority’, producing a situation in which ‘Germany’s aspirations
as a world power in commerce and international politics spurred on the
build-up of its bacteriological defences’.8

The second context in which security and infectious diseases had a rela-
tionship concerns the potential use of bioweapons by states during war.
Late nineteenth-century advances in the science of infectious diseases
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created the possibility that states might develop and use biological agents
as weapons in times of war. Crude efforts to use infectious diseases as
weapons populate the history of warfare prior to the twentieth century, but
the scientific advances made in the late nineteenth and early twentieth
centuries made conceivable more sophisticated weaponization of biological
agents. States responded to this new threat to military forces and the
conduct of war by prohibiting the first use of bioweapons in the Geneva
Protocol of 1925.9 The Geneva Protocol did not prohibit the development
of bioweapons; nor did it ban the use of bioweapons against (1) countries
not party to the Geneva Protocol; and (2) states parties to the Geneva
Protocol that violated the Protocol’s first-use prohibition. The Geneva
Protocol put use of bioweapons firmly within the corpus of the laws of war,
an indication that states believed that bioweapons presented a clear and
present danger to their military power and preparedness.

Embedding bioweapons within the laws of war had, however, no impli-
cations for public health generally in the 1920s and 1930s. Concerns with
the possibility of battlefield use of bioweapons, exacerbated by the develop-
ment of long-range airpower, did not produce national security interest in
the quality of the civilian public health infrastructure inside states. The
issue of bioweapons’ use by states remained within the traditional worlds
of foreign policy and national security.

The third aspect of the historical relationship between security and infec-
tious diseases involves arms control. In 1972, states, including the United
States and the Soviet Union, adopted the Biological Weapons Convention
(BWC), which banned the development, production, and stockpiling of
biological and toxin weapons.10 Countries joining the BWC agreed to end,
or forgo, research into, and development of, bioweapons, an approach that
terminated decades of efforts by states to build such capabilities.

Public health was not the catalyst for these events, although ending
bioweapons programs would clearly benefit it. The decisive factor was the
US government’s unilateral determination in the late 1960s that bio-
weapons had little military utility and thus could be abandoned without
threatening US national security interests.11 This calculation flowed from
traditional views of national security and military power and owed nothing
to the development of public health in the decades following the Geneva
Protocol. If public health factored at all into biological arms control, it was
as a source of friction. International legal prohibitions on bioweapons
development could not outlaw peaceful research on, and uses of, biological
agents because such activities were necessary for public health purposes,
namely scientific research on pathogens and applied research on, and
development of, drugs and vaccines. The friction arose because drawing a
clear line between peaceful scientific research on pathogens for public
health purposes and research on offensive bioweapons capabilities has
always been difficult.
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The historical relationship between security and infectious diseases
showed no signs that military and national security concerns with bio-
weapons involved public health or its governance. The development of
public health during this historical period exhibits the same separation of
public health from security concerns with bioweapons. For example,
national and international public health systems operated without any ref-
erence or connection to national and international security concerns about
bioweapons. States never applied the international legal regime for infec-
tious disease control in ways supportive of national and international secu-
rity concerns about bioweapons. Nor were national and international
public health systems and resources designed or applied with the threat of
bioweapons in mind.

One connection between public health and bioweapons appeared briefly
after World War II in the United States because of fears of possible Soviet
use of bioweapons against the United States. This fear helped stimulate
development of US federal public health capabilities, such as the Epidem-
iological Intelligence Service.12 This integration of public health and
national security proved short-lived, however, as the two policy areas sub-
sequently developed along different tracks with no interdependence.

The separate development of the policy spheres of security and public
health was not irrational or illogical but reflected the nature of the threats
posed by bioweapons, on the one hand, and naturally occurring infectious
diseases, on the other. The prospect that a state would use bioweapons
against the troops or civilian population of another state has always been
remote. Japan used bioweapons against Chinese troops and civilians before
and during World War II; but no state – whatever its ideology – subse-
quently joined Japan as a country that used bioweapons in armed conflict.
Although many countries were involved in developing bioweapons after
World War II, these development programs did not trigger serious fears
that use of such weapons was imminent or even likely. Feeding into this
perception was the realization that developing effective bioweapons was
scientifically difficult, even for countries with sophisticated scientific talent
and resources.

The US decision in the late 1960s to abandon unilaterally its offensive
bioweapons program reinforced the separation of security and public health
as policy endeavors. Although the Soviet Union accelerated its offensive
bioweapons program after the United States terminated its efforts, the US
move, combined with the BWC’s adoption, took the biological-weapons
edge off Cold War international politics. Thus, incentives for extensive and
sustained public health preparations, especially for civilian populations, to
address possible bioweapons use were minimal, if not non-existent.

In terms of naturally occurring infectious diseases, a number of factors
explain why such diseases were decreasingly considered security threats in
a military or geopolitical sense. First, most of the twentieth century wit-
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nessed progress by developed countries in reducing morbidity and mortal-
ity caused by infectious diseases. Such reductions widened the gap between
public health and security as infectious diseases faded as a threat to public
health in more affluent countries. Second, as noted earlier, security in the
twentieth century was associated with traditional concerns about external
military threats calculated through the geopolitical balance of power. The
idea that naturally occurring infectious disease outbreaks could threaten
national security, as traditionally defined, would have only made sense if
outbreaks could adversely affect a country’s military power and prepared-
ness vis-à-vis a dangerous rival state. The only infectious disease outbreak
in the first 80 years of the twentieth century that might have qualified as a
national security threat in this sense was the 1918–1919 influenza pan-
demic, but this calamity did not produce efforts to broaden the concept of
national security beyond its traditional military and geopolitical focus.

Third, public health activities at the international level underwent
significant changes in the post-World War II period. From the mid-
nineteenth century until World War II, the effort to ensure that national
public health measures, such as quarantine, did not unnecessarily restrict
flows of international trade and commerce of powerful trading nations
dominated international health activities.13 This balancing act was not con-
cerned with improving health conditions inside developing countries or
regions. After World War II, the theory and practice of international health
changed dramatically.

This change can be sensed in the principles contained in the preamble of
the WHO Constitution.14 It stated, for example, that the enjoyment of the
highest attainable standard of health is a fundamental human right. This
principle shifted the focus of international health activities from the trade
interests of the great powers to the health conditions affecting individuals.
The WHO Constitution’s preamble also contains a concept of security that
bears little resemblance with the traditional definition of this notion in
foreign policy and international relations. The preamble interprets security
to include health: ‘The health of all peoples is fundamental to the attain-
ment of peace and security’.15 Security in this perspective is not military
security embedded within a balance of power but what is later in the
century termed ‘human security’.

Although the WHO Constitution contained a new concept of security
that incorporated public health, the concept had little impact on how
states and foreign policy makers conceived of security or public health. The
Cold War struggle between the United States and the Soviet Union kept tra-
ditional interpretations of security dominant. In its activities, however,
WHO pursued the vision set out in the preamble of its Constitution by
turning its attention to improving health conditions in developing coun-
tries and regions, as illustrated by the ‘Health for All’ campaign launched in
the late 1970s.16 This direction in international health fed perceptions in
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foreign policy thinking that public health was ‘mere humanitarianism’, a
form of ‘low politics’ peripheral to the real game of international politics.
With the Cold War hardening acceptance of traditional concepts of secu-
rity, and with WHO shifting international health away from the trade
interests of powerful countries toward efforts aimed at helping those most
in need, public health and security continued to go their separate ways as
policy endeavors.

Policy worlds collide, biosecurity emerges

The policy worlds of security and public health collided after the Cold War
because of developments in the areas of bioweapons and naturally occur-
ring infectious diseases. The scientific, political, and moral restraints that
made state use of bioweapons against another state during the Cold War
unlikely did not exhibit the same strength in the post-Cold War era.
Although still scientifically difficult, the challenges of developing bio-
weapons were receding with rapid advancements in microbiology and their
global dissemination. The old political and moral constraints deterring
states from using bioweapons might not hold if terrorists contemplated the
malevolent use of microbes.

The growing scientific and political possibility of bioterrorism generated
a new kind of security threat in the post-Cold War world. The policy
responses to bioterrorism could not rely on deterrence but had to include
preparing for the actual use of a biological weapon against civilian popula-
tions. In this context, the quality of national and international public
health capabilities became a critical security concern for states and the
international system. When national security communities realized the
importance of public health to defense against bioterrorism, the gap
between these policy worlds closed rapidly.

The world of public health changed not only with the rise of the
bioterrorism threat but also with recognition of a global crisis in emer-
ging and re-emerging infectious diseases. After decades of complacency,
developed and developing states realized that a complex set of factors
was driving the resurgence of infectious diseases.17 The complacency that
individuals and populations had developed concerning infectious dis-
eases dissipated; and, in connection with the HIV/AIDS pandemic, states
in the developing world faced microbial-related destruction of their pop-
ulations, economies, development prospects, and military power and
preparedness.

The resurgence of infectious disease encouraged security and public
health experts to broaden the notion of security to include naturally occur-
ring infectious diseases. This broadening occurred simultaneously with
more general efforts to develop the concept of ‘human security’, which
attempted to refocus security thinking on threats faced by people and indi-
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viduals in their daily lives rather than on states, their military power, and
the potential for war.18 Expanding the concept of security to include infec-
tious disease threats produced the policy need to strengthen public health
infrastructure nationally and internationally.

The threat of bioterrorism propelled security thinking toward public
health, and the resurgence of infectious diseases launched public health
toward the realm of security. These changes gathered momentum from the
mid-1990s on. The collision of the policy worlds of security and public
health produces the new policy space called biosecurity. This, in turn, has
affected how both security and public health are conceptualized and
pursued. The threats posed by bioterrorism and naturally occurring infec-
tious diseases make the quality of public health capabilities a central polit-
ical and governance concern nationally and internationally. The new
domain of biosecurity elevates public health’s political status, melding
together the former ‘high politics’ of bioweapons and ‘low politics’ of natu-
rally occurring infectious diseases into a new type of politics without 
historical precedent.

The importance of biosecurity as a product of the collision of the policy
worlds of security and public health can be illustrated by reference to the
Report of the Secretary-General’s High-Level Panel on Threats, Challenges, and
Change issued in December 2004.19 In this Report, the UN High-Level Panel
noted the traditional focus of ‘collective security’ within the UN on the
security of the state from a military perspective; but the Panel proceeded to
develop the concept of ‘comprehensive collective security’. It defined a
threat to international security to involve ‘[a]ny event or process that leads
to large-scale death or lessening of life chances and undermines States as
the basic unit of the international system’.20 The UN Secretary-General
applauded the High-Level Panel’s finding that ‘[w]e need to pay much
closer attention to biological security’.21

Infectious diseases feature prominently in two threat clusters identified
by the UN High-Level Panel – bioweapons and naturally occurring infec-
tious diseases. The UN Secretary-General’s own report on reform of the
United Nations also stressed the importance of addressing naturally occur-
ring infectious diseases and the threat posed by bioweapons.22 These threat
clusters are the core concerns of biosecurity. With respect to these threats,
the UN High-Level Panel and the Secretary-General urged the strengthen-
ing of national and international public health capabilities. These recom-
mendations underscore the importance of public health governance to the
UN High-Level Panel’s and Secretary-General’s concept of comprehensive
collective security. Although the comprehensive collective security concept
encompasses more than biosecurity, the prominence of biosecurity threats,
and the necessity of addressing them effectively, found in these reports
stand as important evidence that a policy revolution has taken place, the
nature of which we are still trying to comprehend.
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Biosecurity and public health governance

The emergence of biosecurity as a policy issue has generated controversies
about the most appropriate ways to respond to the threats of bioweapons
and re-emerging infectious diseases. Some controversies involve different
evaluations about whether the impact of biosecurity on the theory and prac-
tice of public health is positive or negative. Although consensus exists that
biosecurity has transformed public health, agreement on the meaning of the
transformation for public health has not emerged to date. Arguments stress-
ing the positive impact of biosecurity’s emergence note that the coming-
together of the policy worlds of security and public health has brought
public health political attention and financial resources it would never have
received otherwise. Biosecurity has elevated public health from the margins
of ‘low politics’ to a seat at the table of the ‘high politics’ of national 
security, foreign policy, and international relations.23

Negative reactions to biosecurity’s rise include concerns that biosecurity
has transformed public health’s general mission to protect and promote
human health into one fixated on defending against very low-probability
bioterrorist attacks. Biosecurity mutates public health’s traditional human-
itarian ethos into a mentality that echoes conventional, narrow interpreta-
tions of security. Thus, tremendous amounts of political and economic
capital are devoted to defending against bioterrorist attacks, the actual risk
of which may not support such massive efforts. In short, biosecurity repre-
sents just another form of public health’s subordination to traditional
notions of national and international security.24

Understanding whether biosecurity represents ‘friend or foe’ for public
health requires digging into the impact that biosecurity has had, or might
have, on the governance of public health activities. This task leads analysis
into considerations of how biosecurity affects key public health governance
functions, such as surveillance. Analysis of these functions reveals two
major fault lines in the emerging area of biosecurity: a fault line between
(1) bioweapons and naturally occurring infectious diseases; and (2) a
national and an international focus on biosecurity. The fault lines allow us
to see that the collision of the policy worlds of security and public health
has not produced a partnership of equals.

National and international public health authorities require two basic
kinds of capabilities in order to address threats posed by pathogenic
microbes – capabilities for surveillance and for interventions. Surveillance
capabilities allow public health officials to know what disease threats are
affecting what parts of what populations. Intervention capabilities let
public health agencies act to prevent, protect, or contain disease threats.
Stripped to its simplest form, public health governance seeks to develop
and maintain sufficient surveillance and intervention capacities at
national and international levels. The collision of the policy worlds of
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security and public health has underscored the governance importance of
the surveillance and intervention functions.

Without question, the most important public health governance func-
tion is surveillance. As defined by the US Centers for Disease Control and
Prevention, ‘[p]ublic health surveillance is the ongoing, systematic collec-
tion, analysis, interpretation, and dissemination of data regarding a health-
related event for use in public health action to reduce morbidity and
mortality and to improve health’.25 Preventing, containing, or eliminating
disease threats are impossible tasks if threats cannot be recognized and
reported to public health authorities for action in a timely manner. The
policy world of security can relate to the importance of surveillance for
public health governance because it needs a similar capability – intelli-
gence. Preventing and protecting against security threats are impossible
missions if a government does not have intelligence about what security
threats exist and the extent of their severity.

With threats identified, reported, and analyzed, public health officials
can, if necessary, intervene against the threats. Public health governance
involves three basic types of interventions (Figure 11.1). First, interventions
can prevent disease threats from affecting populations. The objective of
these interventions is to prevent pathogenic microbes from reaching the
population. One example of a prevention intervention is the treatment of
water supplies to ensure that pathogens do not reach people. Eradication
campaigns are also prevention interventions because successful eradication
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of a disease will mean that no one comes into contact with it. Thus, the
eradication of smallpox in the late 1970s has prevented millions of people
from being exposed to smallpox.

Second, interventions can seek to protect people from pathogenic
microbes with which they might come into contact. Protection interven-
tions can include something as simple as hand washing or as sophisticated
as a vaccine. Handwashing is a tried-and-tested intervention that reduces
the likelihood that a pathogen in the environment will infect the person
washing his or her hands. Vaccination against influenza also represents a
protection intervention because the vaccine affords the recipient some pro-
tection against the influenza virus circulating seasonally in the community.
Protection interventions in the context of HIV/AIDS include behavior
change interventions, such as the promotion of abstinence and ‘safer sex’.
The premise of protection interventions is that people will come into
contact with germs but that protection interventions ‘harden the target’
against incoming microbes.

Third, response interventions occur when a microbe infects a population,
causing morbidity and mortality. Such interventions seek to contain infec-
tion by breaking the chain of transmission in the affected population and
to mitigate the infection’s impact on victims. Response interventions can
involve complex technologies, such as anti-microbial drugs, or low-tech
methods such as quarantine and isolation. By bringing infection under
control, response interventions allow public health to undertake, if poss-
ible, prevention and protection interventions to prevent similar outbreaks
in the future.

Although crude, this description of surveillance and intervention as the
critical public health governance functions reveals two further points. First,
effective surveillance and interventions require a significant commitment
of trained personnel, economic resources, and sustained political under-
standing of the importance of public health to a society. Second, surveil-
lance and intervention are interdependent governance functions. Weak
surveillance undermines the effectiveness of any type of intervention.
Likewise, inadequate intervention squanders information provided by a
surveillance system. This interdependence makes public health governance
fragile should political and economic support for public health wane.

Biosecurity, public health governance, and the synergy thesis

The emergence of biosecurity has, without question, focused increased
attention on public health surveillance and intervention capabilities at
national and international levels. Addressing the threats posed by bio-
weapons and naturally occurring infectious diseases requires robust surveil-
lance and intervention capacities. Framing both threats as security
challenges makes these public health governance functions more important
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politically than they had previously been. Security officials and public
health experts reached the same conclusions about the condition of
national and international public health – significant improvements would
be required for biosecurity to be achieved.

One feature of convergence in thinking about biosecurity is the ‘synergy’
or ‘dual purpose’ thesis. This thesis posits that improvements made to
public health would benefit efforts against both bioweapons and infectious
diseases. When an outbreak occurs, experts argue, the first line of defense is
the public health system, whether the outbreak was intentionally caused or
naturally occurring.26 Thus, strengthening public health through bio-
security policy would achieve the dual purpose of defending against
bioweapons and protecting societies from naturally occurring infectious
diseases. An implication of the synergy thesis is that biosecurity policy does
not have to choose between security and public health or between defense
against bioterrorism and protection from infectious diseases.

As subsequent sections of the chapter examine, the dual purpose or
synergy thesis has merit but not as much as many people believed in the
early stages of the development of biosecurity strategies. The synergy thesis
proves more accurate in connection with surveillance than with interven-
tions. Further, the synergy thesis does not capture tensions or frictions that
exist between policies designed to deal with bioterrorism and those needed
to address resurgent infectious diseases. The synergy thesis became bio-
security’s equivalent of the ‘harmony of interests’ doctrine familiar to inter-
national relations experts.27 This doctrine described how states, especially
powerful countries, would maintain that a harmony existed between their
interests and the interests of other countries or the ‘international com-
munity’. The reality of international politics usually reveals not a harmony
but a divergence of interests. Similarly, the reality of biosecurity suggests
that the synergy thesis is insufficient to understand the challenges created
by coupling security and public health together to respond to threats from
bioweapons and infectious diseases.

Biosecurity and surveillance strategies

The importance of surveillance to both defense against bioweapons and
infectious diseases has been recognized. Real-world crises, including the
anthrax attacks against the United States and the global SARS outbreak,
hammered home the critical nature of surveillance in both contexts. With
both security and public health stressing the importance of surveillance,
this endeavor has received more attention and resources than ever before.
In the wake of the anthrax attacks, the United States strengthened public
health surveillance within its territory and recognized that global surveil-
lance played a role in the nation’s strategy to counter the bioterrorist
threat. Improving surveillance at the global level has been a key theme of
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most bodies and experts making recommendations about how to manage
resurgent infectious diseases. WHO began the improvement process in 
the latter half of the 1990s with the development and implementation of
its Global Outbreak Alert and Response Network (GOARN). For WHO,
GOARN’s capabilities bolster defenses against bioterrorism and naturally
occurring infectious diseases, and are central to its strategy of achieving
global health security.

The nature of surveillance as a governance activity lessens the potential
for the fault line between bioweapons and naturally occurring infectious
diseases to damage biosecurity policy. Improving the speed, comprehen-
siveness, and technological capabilities of surveillance is a ‘dual purpose’
objective of biosecurity policy. Synergy between security and public health
interests on surveillance tends, thus, to be robust. The most frequent criti-
cism made concerning surveillance is that, despite progress, national and
global surveillance capabilities still fall far short of what biosecurity
requires. Two reports on US bioterrorism policies published in December
2004 both noted the inadequacy of US surveillance capabilities.28 Globally,
WHO remains concerned about infectious disease surveillance and has suc-
ceeded in ensuring that the revised International Health Regulations
include a duty for states’ parties to develop and maintain core surveillance
capacities to detect disease events and report public health emergencies of
international concern to WHO.29

The recognized inadequacy of national and global surveillance systems
raises questions for surveillance initiatives that do not build dual purpose
capabilities for both security and public health. The United States has, for
example, launched BioWatch, a $100 million effort to place environmental
sensors in 30 cities to detect possible bioweapons attacks against the United
States.30 The idea behind BioWatch is to create capabilities to detect a 
possible bioweapons attack earlier than public health surveillance systems,
thus giving response and recovery activities more time to be effective.
BioWatch’s sensors do not, however, promise to add much, if anything, 
to public health surveillance because they focus on detecting very low-
probability releases of bioweapons agents. In other words, security concerns
about bioweapons have created a surveillance program offering little
benefit to public health’s task of addressing infectious diseases nationally
and internationally. Public health governance might more appropriately
target the millions spent on BioWatch on the serious problems still 
plaguing infectious disease surveillance generally in the United States and
internationally.

Biosecurity’s other fault line – that between national and international
focus – appears more starkly in connection with surveillance than the fault
line between bioweapons and infectious diseases. Again, the robustness of
the synergy thesis in the governance function of surveillance means, gener-
ally, that improvements in surveillance nationally will benefit surveillance
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capabilities internationally. The main reason for this situation is the 
division of humanity into approximately 190 sovereign states. Interna-
tional surveillance systems are, in large part, the sum of national surveil-
lance capabilities. This reality is why WHO wanted states parties to the
revised International Health Regulations to be under an obligation to
improve their national surveillance capacities. The problem emerging from
this dynamic is the growing ‘surveillance gap’ between developed and
developing countries, a gap perhaps widened and deepened by the rise of
biosecurity.

The surveillance gap simply describes the growing gulf between the ability
of developed and developing countries to conduct infectious disease surveil-
lance. This gap forms part of public health disparities between rich and poor
countries, especially disparities concerning infectious disease morbidity and
mortality. Most developing countries need improved surveillance for general
public health purposes not security against bioweapons attacks, and these
countries need financial and other forms of assistance to improve their 
surveillance abilities. Yet, developed countries are spending significant sums
on improving their own surveillance systems not those of countries in the
developing world. The BioWatch initiative helps illustrate how the current
direction of biosecurity policy in the United States emphasizes narrowly
conceived national interests over more broadly-framed global needs.
BioWatch sensors in US cities sniffing the air for bioweapons agents will not
help any country, including the United States, detect the emergence of new,
virulent pathogens in the developing world with the potential to spread
globally through international trade and travel. The widening surveillance
gap reinforces the public health governance warning raised above about
biosecurity policy disproportionately focusing on fear of bioweapons at the
expense of broad-based improvements in surveillance of infectious disease
events of whatever origin.

Biosecurity and intervention strategies

The second pillar of public health governance is the ability to intervene to
prevent, protect against, or respond to a serious infectious disease threat.
Intervention strategies have received significant attention in the develop-
ment of biosecurity policies; and, as with surveillance, experts often stress
the synergies achieved by developing intervention capabilities for either
area of biosecurity concern. For example, emergency response plans deve-
loped for a bioterrorist attack using smallpox may prove beneficial in the
event of pandemic influenza, and vice versa. Similarly, anti-virals stock-
piled for a bioweapons attack may be used to address an unforeseen 
epidemic triggered by the emergence and spread of a new virus.

The fault lines of biosecurity policy are, however, more prominent con-
cerning intervention strategies than surveillance. Part of this prominence

David P. Fidler 209



reflects the diversity of intervention strategies that exist. As Figure 11.1
depicted, prevention, protection, and response interventions are distinct
categories; and, within each category, multiple approaches exist. Such com-
plexity means that some intervention strategies relevant to infectious dis-
eases may have little relevance for defense against bioweapons, and vice
versa. Despite its fondness for abstinence as an intervention for stopping
the transmission of HIV/AIDS, the Bush administration is unlikely to inte-
grate abstinence into its approach to bioweapons because this public health
intervention makes no sense in defending against bioweapons attacks.
Similarly, the complexity of intervention as a component of public health
governance highlights tensions that may arise between national and inter-
national approaches. Is a country’s national vaccine stockpile to be shared
with other countries in the event of an international emergency?

The difficulty of creating robust ‘dual purpose’ approaches to biosecurity
in the intervention area can be illustrated by comparing prevention inter-
ventions for bioweapons and infectious diseases. One strategy used to
prevent pathogens from infecting populations has been disease eradication
through vaccination, as happened with smallpox and as WHO is attempt-
ing with polio. Eradication does not, however, have much relevance for
preventing bioweapons agents from threatening populations. In fact,
disease eradication can create a bioweapon opportunity because of the 
vulnerability of unvaccinated populations. For example, smallpox’s erad-
ication has made it a feared bioweapon agent.31 Similar worries accompany
the potential eradication of polio, creating the need for keeping stocks of
the polio virus in laboratories secure from theft and misuse.

The prevention objective for bioweapons has to be to prevent bio-
weapons agents from being obtained and developed by states or terrorist
organizations potentially interested in biological mayhem. This objective
requires regulating and controlling the storage and transfer of dangerous
pathogens; the safety and security of laboratories in which such pathogens
are kept; vetting the backgrounds of scientists and technicians who work
with, or in facilities housing, bioweapons agents; and overseeing scientific
research done on dangerous pathogens. Many of these tasks are familiar to
national military bioweapons research but not to national and interna-
tional civilian research, which was not subject to extensive regulation for
security purposes until concerns about bioterrorism achieved critical mass
in the latter half of the 1990s. Civilian research in the biological sciences
has not experienced the security oversight under which civilian nuclear
research historically proceeded. The new context of biosecurity creates
unprecedented public health governance challenges that connect to the
creation of scientific knowledge, its dissemination, and use in innovative
health technologies.

Ensuring pathogen, laboratory, scientist, and research security with
respect to dangerous pathogens delivers benefits for public health because
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it helps prevent intentional or accidental releases of germs with outbreak
potency. This synergy comes, however, at a price in three respects from a
public health perspective. First, increasing pathogen, laboratory, scientist,
and research security means creating a regulatory and oversight system that
requires significant resources to sustain effectively. From public health’s
perspective, these resources represent an ‘opportunity cost’ because the
money spent on these aspects of biosecurity cannot be used to address
other problems badly in need of funds.

Second, other biosecurity policies could increase these costs substantially,
such as policies that expand scientific research into dangerous pathogens 
for the purpose of developing countermeasures (for example drugs and 
vaccines) against bioweapons agents. The United States is significantly
expanding research into dangerous pathogens considered likely bioweapons
agents, through initiatives such as Project BioShield.32 This policy direction
has caused controversy, with critics concerned that the expanded research
program and additional facilities (1) are not justified by the low probability
of bioweapons attacks; (2) will make it more likely that dangerous patho-
gens fall into the wrong hands or cause public health crises through failures
in laboratory safety and security; and (3) will drain funding away from other
areas of scientific and public health research.33 Laboratory-contracted cases
of tularemia – a recognized bioweapons agent – at Boston University in 2004
(but not reported to public health authorities in a timely manner) have
highlighted criticisms of the manner in which the United States is expand-
ing research into dangerous pathogens.

Third, intensifying research into dangerous pathogens for biosecurity
purposes raises the ambiguous line between ‘defensive’ and ‘offensive’
research with respect to bioweapons. Concerns have been raised that some
biosecurity research planned by the United States may violate, or raise the
perception that the United States is violating, the BWC.34 The United States
defends novel research on dangerous pathogens as necessary to anticipate
how states or terrorists may bio-engineer pathogens to overcome estab-
lished defenses and countermeasures.35 Such research constitutes a form of
pre-emptive biodefense by the United States. This controversy demon-
strates that the fault line between national and international interests in
biosecurity appears with respect to increasing research on dangerous
pathogens.

The category of protection interventions does not fit the security and
public health components of biosecurity equally. Public health uses many
protection interventions (for example, vaccines, education, behavior
modification techniques) because it assumes that populations will come
into contact with pathogenic microbes. The policy world of security cannot
make the same assumption in connection with bioweapons agents, except
concerning military forces that might be subject to bioweapons attacks.
Thus, protection interventions made by public health, such as influenza
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vaccination, produce no synergies for biosecurity with respect to defending
against bioweapons agents. Similarly, military vaccination of troops against
smallpox and anthrax to protect them from intentional release by enemy
forces, has no ‘dual purpose’ potential for protecting against naturally
occurring infectious diseases. Protection interventions for security and
public health proceed, thus, as parallel rather than converging governance
tasks for biosecurity policy.

The attempt in the United States to vaccinate public health and health
care personnel for smallpox reveals the extent to which prevention inter-
ventions do not work well with respect to bioweapons agents. The idea
behind vaccinating individuals who would represent the ‘troops in the
trenches’ in case of a smallpox attack on the US population was to protect
such essential ‘troops’ in the time of crisis – essentially the same reason the
military has vaccinated troops for anthrax and smallpox. The smallpox 
vaccination campaign, which in its first phase aimed to vaccinate 500,000
people, failed to achieve a vaccination rate anywhere near the original
goals because an overwhelming proportion of people targeted for vaccina-
tion decided not to be immunized because of the health risks involved.36

A similar fate probably awaits vaccines developed in the future as counter-
measures to bioweapons agents, which means that such vaccines will 
function as a response intervention.

The deepest synergy levels for biosecurity policy in intervention appear
in capabilities for responses to infectious disease outbreaks. Both security
and public health experts acknowledge that addressing intentionally-
caused or naturally-occurring outbreaks requires similar types of interven-
tions to control the epidemic, break any chain of transmission, treat the
infected, and move society toward recovery. Such interventions include
mass distribution and administration of antibiotics or vaccines, surge
capacity in health care facilities to provide clinical treatment to the ill, and
the capability to engage in quarantine and isolation of infected persons or
those suspected of being infected. Training exercises, such as the bioterror-
ism-focused TOPOFF (‘Top Officials’) exercises in the United States, and
real-world outbreaks, such as anthrax and SARS, serve as evidence that even
sophisticated public health and health care systems in developed countries
are unprepared for the challenges severe infectious disease outbreaks would
create.

The fault lines of biosecurity policy appear strongly in the area of
response interventions, which means that the governance task of improv-
ing response capabilities faces difficult choices and a potentially con-
tentious political context. Choices being made in the United States about
response interventions illustrate the tensions that arise between bio-
weapons and naturally occurring infectious diseases in this area. The US
government is committing billions of dollars to initiatives designed to
provide public health and health care personnel with drugs and vaccines to
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respond to bioweapons attacks. These initiatives include a strategic stock-
pile of medicines for treating victims of bioterror attacks, a stockpile of
smallpox vaccine with enough vaccine for every US citizen, and Project
BioShield’s effort to encourage the development and acquisition of new
vaccine and drug countermeasures against bioweapons. With the exception
of anti-viral treatments and medical supplies in the strategic stockpile,
none of these initiatives provide ‘dual purpose’ capabilities for the United
States in the event of pandemic influenza, considered by many public
health specialists to be far more likely than another bioterrorist attack. Nor
do these initiatives deliver benefits to the on-going global struggle to
contain the spread of, and devastation caused by, HIV/AIDS. In the United
States, the sums being directed at countermeasures against bioterrorism
($7.6 billion requested from Congress for fiscal year 2005) substantially
exceed annual US contributions to the global fight against HIV/AIDS.

The national/international fault line also appears in the area of response
interventions. While improved national capabilities to respond to severe
infectious disease outbreaks contribute to international preparedness, 
policies that almost exclusively focus on national interests in biosecurity
preparedness do not significantly help efforts required globally to increase
response intervention capacities. Thus, biosecurity policies run the risk of
increasing the ‘response gap’ that exists between developed and developing
countries on preparedness to manage severe infectious disease outbreaks.
For much of the world, naturally occurring infectious diseases, not
bioweapons attacks, are the greatest source of concern with respect to
response preparedness. In terms of response interventions, both the
bioweapons/infectious disease and national/international fault lines gener-
ate serious governance tensions for biosecurity policy that must be 
effectively managed.

Emergence of a ‘biosecurity industrial complex’?

The effective management of the governance fault lines appearing in biose-
curity policy may be made more difficult if current trends in biosecurity
policy are not reassessed. The momentum in US biosecurity policy that
privileges bioweapons over naturally occurring infectious diseases and
national over international interests may groove developments in this area
in a way that deepens these fault lines and makes policy recalibration and
reform more difficult. We could see a ‘biosecurity industrial complex’
emerge in which government bureaucracies, academic institutions, and
private-sector enterprises develop entrenched interests in the continuation
and acceleration of present policy directions.

The dramatic increase in US government attention on, and appro-
priations for, the threat of bioweapons has already produced a ‘biosecu-
rity policy industry’ that encompasses federal and state governments,
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universities, and the private sector. Calls for even more spending on
national defense against bioweapons, such as Senator Bill Frist’s argu-
ment in January 2005 for ‘something that even dwarfs the Manhattan
Project’ for US biodefense, indicate that biosecurity may continue to be a
growth industry for governmental and non-governmental actors and
interests.37 The money spent on US biodefense will fund the creation of
bureaucratic turf (for example, Department of Homeland Security), acad-
emic institutions and reputations (for example, universities seeking 
to build BSL-3 and BSL-4 laboratories to do biodefense work),38 and
potential profit streams for pharmaceutical and high-technology compa-
nies (for example, economic incentives created by Project BioShield 
and Project BioWatch), all of which will provide incentives for people
invested in biosecurity policy to argue that continued, and even 
more, funding is required to protect the United States from bioterrorist
attack. The ‘biosecurity industrial complex’ may develop as these 
interests seek to influence government decisions about the amount and
kind of spending that is required to keep the United States safe from
bioterrorism.

Concerns are appearing about the narrow focus of US biosecurity policy
and the dynamics it may be creating. For example, a group of 758 microbi-
ologists in the United States wrote an open letter to the National Institutes
of Health (NIH) in March 2005 arguing that ‘[t]he diversion of research
funds from projects of high public-health importance to projects of high
biodefense but low public-health importance represents a misdirection of
NIH priorities and a crisis for NIH-supported microbiological research’.39

Similarly, experts criticized a highly publicized smallpox outbreak exercise,
called Atlantic Storm, conducted in January 2005 because they believed
that the exercise involved implausible assumptions predicated on worst-
case scenario analysis and thus overstated the threat for political pur-
poses.40 Both episodes demonstrate that the fault lines analyzed above are
real and becoming more entrenched as US biosecurity policy funds bureau-
cracies, institutions, and companies dependent on the present policy 
trajectory. Thus, we may be witnessing the emergence of a biosecurity
industrial complex that could make needed policy reforms more difficult in
the future.

The double burden of biosecurity on public health governance

Analyzing biosecurity’s implications for surveillance and intervention
reveals a double burden biosecurity imposes on public health governance.
The first burden is conceptual. The collision of the policy worlds of security
and public health has not produced a partnership of equals because the 
collision was not between policy equals. The emphasis on national defenses
against bioweapons in US biosecurity policy reveals the continuing
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strength of traditional conceptions of security that focus on defending the
nation from exogenous attacks against its power and material capabilities.
The rise of biosecurity has encouraged some experts to posit that tradi-
tional notions of security are fading in the face of more expansive perspec-
tives that resonate better with public health’s traditional concerns with
human health in a globalized world. The conceptual transformation repre-
sented by biosecurity may, however, reveal a new type of subordination of
public health to security. The previous hierarchy, captured by the distinc-
tion between the ‘high politics’ of security and the ‘low politics’ of public
health, was a distant one because security and public health did not deeply
intersect in their respective historical pursuits. The current hierarchy is
direct and immediate because security and public health have become
intertwined areas of national and international policy; the hierarchy is now
one within the realm of ‘high politics’. This change elevates public health
conceptually but perhaps, ironically, reinforces its subordination to security
as a governance pursuit.

The second burden biosecurity creates for public health governance is
practical. The political importance and range of surveillance and inter-
ventions activities now falling under the rubric of public health gover-
nance have increased significantly as biosecurity policy has developed.
Public health governance now has to navigate the shoals of both
bioweapons and naturally occurring infectious diseases at national and
international levels informed by security and public health concepts and
communities. This chapter has only mentioned a handful of the many
and diverse challenges biosecurity policy confronts. In addition, public
health governance still bears the burden of addressing public health
threats that do not constitute biosecurity threats, such as growing
national and international problems with non-communicable diseases.
This taxing, dangerous, and stressful environment in which public
health now operates is not an ephemeral sea change but an upheaval of
epic proportions that will change the theory and practice of public
health for generations.

The double burden biosecurity imposes on public health governance
suggests that public health should see biosecurity neither as friend nor
foe but as a dominating fixture in its current and future policy land-
scape. The upheavals that have made biosecurity a fixture for public
health governance are so recent that attempting to reach definitive con-
clusions about how exactly biosecurity will shape public health gover-
nance, and whether such governance will likewise shape biosecurity, is
a fool’s errand. Biosecurity is largely the product of reactions to crises
anticipated and unforeseen; and future crises may well determine 
the relationship between biosecurity policy and public health gover-
nance more than sincere, reflective efforts to prepare and plan for
future challenges.
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Conclusion: Biosecurity, public health, and good governance

This chapter has focused on the transformation of public health gover-
nance created by the emergence of biosecurity as a policy endeavor. This
transformation contains sobering implications for public health that
require acknowledgment if public health governance is to find its way in
this new policy environment. However, the sobering elements for public
health found in the rise of biosecurity should be placed within a larger
framework of analysis that considers the role of public health in ‘good 
governance’ in the twenty-first century. Conceptions of good governance
have not typically identified public health as a key ingredient of such gov-
ernance, preferring instead to focus on ideas such as democracy and the
rule of law. The role of public health in biosecurity helps reveal, however,
how important public health is becoming for good governance nationally
and globally.

The elevated political importance of public health seen in the develop-
ment of biosecurity policies also features in governance contexts other than
security, namely economic prosperity, development, and protecting and
promoting human dignity. The post-Cold War world has witnessed public
health’s growing significance for international economics. The various con-
troversies over the World Trade Organization’s impact on national and
global public health signal a shift in how public health relates to interna-
tional economic governance. Further, public health has emerged as a
central objective in development thinking, as illustrated by the recommen-
dations made the WHO’s Commission on Macroeconomics and Health and
the health objectives and targets contained in the UN’s Millennium
Development Goals. Finally, public health has also emerged as an impor-
tant issue in the human rights area with respect to both civil and political
rights and economic, social, and cultural rights. The heightened impor-
tance of public health in human rights resonates with public health’s tradi-
tional connections to the promotion and protection of human dignity.

The importance of public health across security, economic, development,
and human rights agendas suggests that it is becoming an independent
marker of good governance in the early twenty-first century. This broader
context helps keep public health’s collision with the world of security in 
perspective and provides incentives for those working in public health to
engage fully with this emerging new world order. The fault lines of biosecu-
rity policy demonstrate that making public health an effective component of
good governance nationally and globally will not be easy, and success is not
inevitable. But, never before has public health been as important to security
and other fundamental governance objectives. Biosecurity has transformed
public health, but it has also produced the opportunity for public health to
participate in the broader governance transformations affecting virtually
every area of human endeavor as the twenty-first century unfolds.
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