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Abstract

Mobile Device Management (MDM) in companies becomes more and more important due to security reasons. Since a
mobile device—as the term expresses—is mobile, it cannot be controlled by a company and local administrators like
stationary equipment. Most of today’s mobiles are operated by an Android system. Current MDM-solutions, as well as
their implementation and impact on change management, will be discussed. This paper will not provide any recom-
mendations for or against any MDM-system. Instead, the goal is to provide a general How-To, to illustrate what an MDM-
system is capable of, especially when implemented as a cloud-based solution and how to make the best use of it for your
company. As an example, one commercial and two open-source systems will be discussed.
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1 Introduction

A large number of people in companies are using smart-
phones for access to critical company data. These tools,
called mobile device management (MDM), become more
and more essential. It is a fast-growing market that rises
rapidly from year to year. In 2012, the market value was
over $500 million with more than one hundred software
vendors, when in 2015, the market value was already $2
billion. The forecast until 2019 for the MDM market value
has been announced with $3.94 billion [1]. Combined with
an increasing number of mobile devices and a need for
security, there is no end to the increasing market value
insight. This paper focuses on management and security
in Android phones. Although the MDM-solutions we show
in this paper support other devices, Android is currently
the most used operating system on the mobile market, as
shown in Fig. 1. In order to not exceed the scope of this
paper, the focus is on how to make other devices compli-
ant and how to manage them. With regard to the general

data protection regulation (GDPR), the introduction of an
MDM solution is interesting for companies to ensure data
protection compliance. Such a tool provides central man-
agement of a company'’s policy for mobile phones allow-
ing the restriction of functions for preventing improper
use. Improper use would mean the risk of losing company
data due to a lack of proper security settings and the risk
of harmful installations by users, for instance, viruses or
trojans on a company'’s personal computer (PC).

Due to the high amount of different mobile device man-
agement vendors and different feature descriptions, it is
very difficult to select the proper MDM vendor. As shown
by the statistics above, an MDM-solution cannot only focus
on Android but has to offer support for other systems, as
well. The question of which MDM system should be used
arises in every organization that plans to introduce such
a system. In 2017, Gartner Inc. released the magic quad-
rant for mobile device management software that is often
used to make purchase decisions, as illustrated in Fig. 2.
Although the magic quadrant shows leaders, visionaries,
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Fig. 1 Global market share held by the leading smartphone operat-
ing systems in sales to end users from 1st quarter 2009 to 1st quar-
ter 2018 [2]

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of June 2017

Fig.2 Gartner magic quadrant for MDM software Gartner Inc. [3]

challengers, and niche players of the market and gives a
certain overview, special circumstances in the small and
medium market are not considered.

While administrators today are using powerful tools for
ensuring a PC’s security by group policies and antivirus
software on Windows systems or powerful management of
user rights on Linux machines, mobile devices in companies
lack such tools. Furthermore, while critical server equipment
to a company can be safely placed in special secured envi-
ronments with access restrictions, people who use mobile
devices usually are no administrators. Everyone with physi-
cal access to the devices has potential access to a company
network when using corporate APNs. This becomes critical
whenever a mobile device gets forgotten or lost. The only
control of these devices can now be achieved using wireless
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communication, relying on infrastructure not controlled by
the company [4].

2 Methodology

The purpose of this paper is to give an overview of one com-
mercial and two freemium MDM-systems, their implemen-
tation, and central management through the cloud and for
devices in the cloud, i.e., for staff members. The example
use case covers the lock of the camera application on the
mobile device as an example of restrictions. The steps for
accomplishing this task should be a blueprint to be used for
the implementation of other scenarios like restricting usage
time, phone costs, or geo-blocking a company phone. This
paper shows organizational aspects regarding security for
a company when its staff accesses the corporate network
with its own devices.

To evaluate the technical aspects of implementing MDM
solutions, several criteria must be met by these. In the
appendix, a table will give a decision base to a company'’s
management, which solution might fit best. This paper, on
the other hand, cannot provide any recommendation for or
against any of the analyzed MDM-systems due to various
facts that need to be considered, for instance, costs, number
of devices, support, personal preference of a graphical user
interface (GUI) and so on. The change management part,
however, will cover possible implementation strategies
based on organizational development and the Technology-
Organization-Environment-framework (TOE) [5], which will
be adopted for the cloud-based MDM solutions. The evalu-
ated systems are the two freemium solutions Miradore
MDM and ManageEngine MDM, while Sophos MDM comes
as a complete commercial solution. All systems offer an on-
premise installation part with supporting routines stored
in the cloud and cloud-based solutions only. We started
with the on-premises installation for testing purposes and
switched to the cloud solutions afterward. Since all solu-
tion providers intend to give up their on-premises part in
the MDM-systems, this step seems to be logical, especially
when on-premises-solutions cannot work without expensive
infrastructures like Exchange/Sendmail-Server and a mes-
saging system, in order to send out configuration profiles
and compliance short message system (SMS) as shown at
the end of the appendix. Furthermore, it needs to be men-
tioned that all solutions work with web browsers.

3 Related work-security and compliance
in general-technological aspects

MDM is vital for ensuring that a company’s data are
secured. According to M. Pierer, the concept of MDM
systems can be categorized in the following areas [1]:
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definition of security policies, distribution of policies over
the air, Controlling, maintaining and monitoring compli-
ance, and reacting on policy breaches. In general, bringing
one’s device-appliances (BYOD) with software installed by
staff members themselves can be considered as a trend
and driving force behind MDM and company policies [4].
On the other hand, almost all mobile devices require an
account from the manufacturer to work correctly. That
means one might upload data on cloud servers without
noticing it [6]. This happens almost whenever using stand-
ard settings. All tested systems offer features to restrict
settings in Android for implementing security profiles. The
only problem was what happened if older devices would
be used. The only system, or more precisely its agent, capa-
ble of managing an older Android version, was Sophos.
This system offers plugins for multiple hardware manu-
facturers of devices. The downside, however, is the agent
and the plugin for the specific device need to be installed.
Both freemium systems offer only one client, yet at least
support Samsung mobiles separately.

Due to the various Android systems from device to
device, the restrictions possible by MDM vary as well. So,
the criteria for the evaluated systems are not the number
of possible restrictions, but a working environment, espe-
cially the setup process, management, and costs. Evalu-
ated Systems were Sophos Mobile Device Management
as a commercial system, Miradore, and Mobile Device
Manager Plus, as freemium environments. The criteria
catalog can be found in the appendix. The outcome, how-
ever, revealed that the commercial system, due to multiple
plugins for many devices as well as a TCO over five years
lower than a freemium system, would be the best choice.

Regarding manageability, application rollout, and
restrictions, there is not that much difference in the fea-
tures of the tested systems since, as already mentioned,
these settings depend on the managed device and its
Android system. For Samsung devices, Samsung KNOX in
devices starting with Android 5 offers much more restric-
tions than Android steered devices without Samsung
KNOX. The choice of what system to implement has to be
based on the number of managed devices and the security
needed. The need for additional server hardware regard-
ing on-premises solutions, however, needs to be kept in
mind while an outsourced cloud solution provides more
flexibility and scalability. The tested freemium systems can
only be used for a company when one pays for advanced
features. If not, they are limited in the number of devices
and restrictions for profiles.

The process of MDM requires the setup or registration,
the adding of devices, and making them compliant. As a
first step, an agent has to be installed on the device. This
agent has to be acquired from the Google Play Store for
Android devices or the solution provider as an APK-file.

It is not recommended to download these agents from
other sources since they might have been tampered with.
Depending on the device, there might be plugins for com-
municating with the MDM. They are comparable to the
hardware abstraction layers for Windows or specific ker-
nels for Linux. As an example, Samsung smartphones and
Sophos MDM require the Sophos Mobile Control Applica-
tion, as well as the Sophos Samsung Plugin. Furthermore,
communication between the MDM and the smartphone
needs to be enabled. In companies, a static IP-address
is being reserved for this purpose, and a contract with a
mobile network operator for each own Access Point Name
(APN) is concluded. The advantage is that any smartphone
communicating over this APN can be integrated into one’s
corporate network. No matter if a user chooses to bring
his own device (BYOD) or one offered by the company,
choosing your own device (CYOD) is a question of com-
fort only [6]. Of more importance is that every mobile
device uses your corporate firewall and can access only
resources in your network grant to him. After a device is
compliant, management can be accomplished with poli-
cies according to the company’s needs. The deployment
and management process (Fig. 3), from an enrollment of
a mobile device to issuing security commands, is part of
any MDM-solution.

However, not all devices support every restriction,
which depends on the mobile device and implementa-
tion of the Android system rather than on the MDM itself.
So, there are various possibilities in restricting functions
on a specific device, while other devices lack these. Mostly
you might want restrictions on the access point name, so
a user cannot change the Access Point Name-settings
(APN) to bypass the corporate network. Other useful set-
tings include the limitation of installable applications.
So, you can lock the device on Google Play Store apps
and prohibit all unknown sources. Even if a user tries to
unlock unknown sources, he will not be able to do so.

Fig. 3 The deployment and management process for the introduc-
tion of a MDM-soltion [7]
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Furthermore, the Play Store could also be completely
disabled.

The configuration of mobile devices is being done by
the over the air-standard (OTA), supported in all MDM-
solutions. This standard ensures the configuration of
devices using any available channels like near field com-
munication (NFC), Bluetooth, Wireless Fidelity (WiFi)/wire-
less local area network (WLAN), or the mobile network
itself [1]. Almost any setting accessible via the Android
system can be restricted. The most useful feature of MDM
is the rollout of applications. That means you can do nearly
anything like global policy objects (GPOs) in a Windows
environment. So, you can keep every mobile device
updated at the same level, all having the identical applica-
tion versions, which makes support easier while prevent-
ing users from updating their apps on their own and test
compatibility before the company approves an update. In
the appendix, further details about restricting the use of
applications will be shown.

For security reasons, if a device gets lost or is reset,
MDM ensures, it can no longer access the corporate net-
work, while management is done by a web browser from
any location [6]. More important than the rollout of APKs
are entire security profiles in preventing users from install-
ing apps or taking configurations steps on the device by
themselves. The profiles avoid modifications of the con-
figuration, which a user should not be authorized to do.
This also covers changing the APN, usage of SD-cards for
storing company data, accessing WLANSs, or the use of the
camera. The latter being a beautiful feature in critical envi-
ronments, where taking pictures is not allowed. Examples
for this restriction are shown in the appendix, as well as
the setup of the MDM-solutions.

4 The organizational aspect

According to literature, modern MDM solutions are cloud
solutions. Even though they were not invented initially as
such [4], they did develop in this direction [8] and are today
mostly handled as such [9]. The relationship between tech-
nology, particularly modern usage of smartphones, and
organizational change, has not been sufficiently explored
in the literature. Some studies have revealed that a rapid
introduction of technology could greatly affect insti-
tutional arrangements such as formal organizational
processes, including human actions and social relations
[10]. Organizations exist and operate within an environ-
ment that influences their shape, determines their struc-
ture, offers opportunities, and poses threats. Customers
and competitors are paramount amongst these external
factors.
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An analysis of an enterprise’s environment must first
determine if a change that is planned (introduction of an
MDM solution) has an impact on the organizational envi-
ronment, especially on the external environment. If this is
not the case, only the inner organization environment is
considered.

Although the introduction change of an MDM solution
for a company could be seen, according to Butterfield “as
a concrete discreet change with a general period of time
and little emotional impact”[11], the introduction should
not only follow a pure Systems Intervention Strategy (SIS),
but tend to use this as a guideline for a Change process
and should also be augmented by a realistic approach.

The TOE [4] framework is an organization-level theory
that represents one segment of how firm contexts influ-
ence the adoption and implementation of innovations, as
illustrated in Fig. 4.

According to Min et al., the Frameworks is based on
the three aspects of an enterprise context: Technological,
Organizational, and Environmental. These aspects have
an impact on internet technology (IT) innovation-related
decisions like MDM and the use of technological innova-
tions in organizations [13].

The technological context includes any technology rel-
evant to the company, technology already in use at the
company, as well as the one being available in the market-
place, but not currently in use. The organizational context
refers to the characteristics as well as the resources of a
company, including linking structures between employ-
ees, intra-company communication processes, company
size, and the number of available resources. The environ-
mental context includes the format of the industry, the
availability of technology service providers, and the regu-
latory environment [14]. The definitions of the aspects
show that there are crucial general business issues that
need to be considered. Because of that, an adaptation of
the TOE framework was approached, as illustrated in Fig. 5.

As mentioned before, these aspects of the TOE can be
seen as essential, as has been denoted by several studies.
First, the advantage, i.e,, the greater the perceived relative
advantage of ES, the more likely it will be adopted [16,
17]. Secondly, compatibility, i.e., the greater the perceived

Technological Organisational Environmental

e Relative ® Size e Competitive
advantage e Top management pressure

e Uncertainty support ® Industry

e Compatibility * Innovativeness * Market scope

* Complexity e PriorIT e Supplier efforts

e Trialability experience and external

! ‘—l
[t

Fig.4 The TOE framework [12]
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Fig.5 The extended TOE framework [15]

compatibility is with current infrastructure, values, and
beliefs, the more likely they will be adopted [16, 17].
Thirdly, the lower the perceived complexity is, the more
likely it will be adopted [16, 17]. Furthermore, the ability
to experiment with MDM encourages its adoption [16,
17]. Top management support can provide a motivating
environment of innovation diffusion through oral notes
[18]. The greater the top management’s support, the more
likely it will be adopted [16, 17]. An organization and its
decision-making management should make an effort to
access and analyze possible changes in organizational
culture, process, and work relationships [17] to avoid the
negative impact that comes with an introduction of MDM
solutions. Also, experience is seen as a critical aspect. The
greater the expertise available in the organization, the
more likely it will be adopted [16], especially the usage
and experience with Mobile devices. When it comes to
trust, the experience can be seen as an essential turning
point. Trust is a core requirement of a positive relationship
in various contexts [19], and competitive pressure can be
seen as an effective motivator. Competition in the industry
is generally recognized to influence IT adoption positively,
which is also true for MDM [17]. The trading partner sup-
port, in other words, the Provider of the Device Manage-
ment, also has a significant positive effect on the adoption
[17]. Security is another trading partner-related concern
which is not only about authenticity, authorization, and
accountability but is more concerned with data protection,
disaster recovery, and business continuity [19]. Because
dealing with security concerns has always been a focus
of most firms, MDM should not present unusual or addi-
tional challenges. In some instances, the restricted config-
uration or customization possibilities of MDM noticeable
presented fewer security risks [18]. Also, as a part of the
security aspect is the BYOD concept for firms. Security and
privacy must be given, an integrated and integrative pro-
cess encompassing the whole organization. The concept

is already prevalent in many organizations worldwide,
and a successful strategy can provide benefits for both
employees and organizations. Seen from the viewpoint of
an employee, it can increase mobility, flexibility, and ability
to adopt the technology of choice. Moreover, it can lead
to greater job satisfaction and an increase in employee
productivity in organizations”[20]. Modern MDM is the pri-
mary key to allow your employees to bring their device,
since through the separation of company and private data,
employers and employees can participate of the benefits
of using the device of their choice (in the defined limita-
tions, like using a particular OS, etc.) and minimizing the
hazards. Furthermore, a lack of usage of an MDM solution
is the main reason for structural problems with BOYD [20].
As an alternative to the BOYD approach, Corporate Owned,
Personal Enabled (COPE) is possible. This means the organ-
ization buys the mobile device, and the user can use the
mobile device privately. Although the initial investment
for the organization is high, the auditing and monitoring
are inexpensive. Moreover, the familiarity of the mobile
device to the end-user is given because end users tend to
utilize their favorite mobile devices for business purposes.
Therefore, productivity and efficiency can be increased
[11. In general, a combination of those initiatives is used
in organizations. In departments, where sensitive data is
stored extensively, it is advisable to choose the Corporate
Owned Business Only (COBO) initiative.

Roll-Out: As for the SIS, the organizational require-
ments, security policies, and data protection issues must
be considered first, which will be mainly related to security.
Yet, these must be defined for each firm on a best prac-
tice base, depending on the organization’s complexity and
company size. Organizations have to think about a roll-out
strategy to enroll all mobile devices, which belong to them
over a mobile device management system. Because of the
direct impact of mobile end users, this phase is seen as
the most critical one. However, the cooperation of each
employee is necessary, without the collaboration of the
users, the enrolment and application distribution cannot
take place, and the control and maintenance is difficult”

[1].

5 Conclusion

Regarding technological aspects, Mobile Device Man-
agement can be considered a solution for enterprises to
extend their security from classic internal networks to
mobile devices, even when users bring their own devices
(BYOD). Yet, it also plays an essential role when using
COPE or COBO approach in firms for security reasons.
MDM ensures these devices are compliant with corporate
policies, like GPOs in Windows. That means a user cannot
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tamper with a device without being banned from the cor-
porate network once a policy violation is being detected.
Even for the management, it is made much more comfort-
able to update many mobile devices to current software
version (APK-files), comparable to software distribution in
Windows. A mobile device can be remotely controlled as
well, monitored, and restricted in their functions to the
desired level.

Regarding the Organizational aspect, we showed the
relation of MDM solutions that are state of the art to the
cloud and the relationship between technology modern
usage of smartphones, and organizational change. Fur-
thermore, the importance of the external and internal
corporate environment was shown. Indeed, there is not
a mere change of fixed timescales and limited emotional
impact, but other organizational aspects are affected as
well.

Since the relevance of TOE framework is found increas-
ing in the recent literature for IT innovation-related deci-
sions, the authors used the extended version of the Frame-
works (extended by the aspect of business strategy) to
analyze in the literature which aspects could be essential
for an introduction and acceptance of an MDM solution.

Concerning the technological aspect, relative advan-
tage, compatibility, complexity, organizational readiness,
and compatibility were identified as essential. Also, the
ability to experiment has been identified as an important
aspect. In the Organizational aspect of the TOE, the top
management support is seen as crucial for the acceptance,
as well as experience. As for the environmental aspect,
competitive pressure is seen as an effective motivator for
adoption.

As for the last aspect, the business strategy was ana-
lyzed. Due to this analysis, it was shown that security is
the main factor and is thus of the highest importance for
firms. Hence, dealing with security concerns has always
been a major focus.

In the course of evaluating an MDM solution, a com-
pany should define a strategic approach to the acquisition
and use of hardware (BYOD, COPE, COBO, etc.)

In an MDM Rollout, any company needs to consider the
organizational requirements, security policies, and data
protection issues. The strategy for the enrolment of all
mobile devices also has to be taken into account. Collab-
oration with employees is also seen as an essential factor
for a rollout, due to the direct impact of mobile end users.

This study was based on literature research. Certainly,
more thorough research on practical implementation
could provide deeper insight and detect possible weak-
nesses in implementation.
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Appendix
Relevant organizational models for the paper

As illustrated in Fig. 6 the model of an organization’s envi-
ronment is shown.

As illustrated in Fig. 7 the three phases of the System
Intervention Strategy model (SIS) are shown.

Technical information regarding setup—all
illustrations are own screenshots from the mdm
systems

The installation platform for all MDM-Systems was Win-
dows Server 2016 standard edition with all available
Microsoft-patches until April 2018.

Used versions at the time of this writing were:

1. MiradoreV 4.7.0 (www.miradore.com)

2. SophosV 8.0.5 (www.sophos.com)

3. ManageEngine Mobile Device Manager plus V 9.0.0
(www.manageengine.com)

Organisation

Fig. 6 Organization’s environment model [21]


http://www.miradore.com
http://www.sophos.com
http://www.manageengine.com
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Fig. 7 Systems intervention strategy (SIS) [21]

For every solution, the process consists of three steps.
First the registration (for cloud solution only) or the on-
premises setup of the MDM-solution itself, followed by
the adding of devices, which means making them com-
pliant and third the management of them. However, any
on prem-installation cannot work without a company mail
server and SMS-gateway for issuing compliance com-
mands to the specific mobile device.

Once this is done, you need to scan a QR-Code on the
device to finish the compliance process. Since the QR-code
is generated by the servers hosting the MDM-solution and
most e-mail-providers do not allow other source e-mail-
addresses than registered, any home e-mail server from
an internet provider will fail to send this compliance mail.
So, you have to be an enterprise customer, in order to test
MDM-solutions. For testing purposes, these prerequisites
could not be fulfilled due to a lack of resources (especially
money) for working on-premises installation. Anyway,
since all of the solutions we had in mind for evaluation
offer online setups as well, these platforms were tested in
the cloud. Another issue was the IP-address. Since MDMs
require static IP-addresses for evaluation at the time of this
writing using a home internet service provider you get a
dynamic IP-address each time you log in, especially the
managing web server could not be found with a chang-
ing IP-address every time. Workarounds like dynDNS could
have been used but would not change the behavior of
the MDM-system in comparison to the cloud solutions, we
have chosen for evaluation. So, the MDM-solutions had
been registered at the homepages of the solution pro-
vider's web pages.

Anyway, the on premises-installation is outlined in brief
as follows. Please keep in mind, that once installed there is
no difference in working on-prem or in the cloud regard-
ing making your devices compliant a managing them.
Furthermore, when using the cloud solution, you do not
need a database system like Microsoft SQL-Server, which
costs you additional license fees. You might think of using
MySQL/Maria DB, but since these solutions are not natively

Sophos Central Dashboard nion

May 11,2018 1116 A

age Summary Sefepot  Web Stats

BN =]

L]

Endpoint User Activity Status

® 28%01i0s

[

Global Security News

Fig.8 Sophos endpoint protection integrated suite 4.18 dashboard

developed for Windows—the system most enterprises are
familiar with—the recommendation is using Microsoft
SQL-Server. Furthermore, since Microsoft plans to trans-
fer all services to the cloud by 2023, even MDM solution
providers are focusing on the same path. Miradore says:

“This version is also the last release with the legacy
mobile device management as we are gradually replacing
the old mobile device management features with Mira-
dore Online”

Source: https://www.miradore.com/blog/miradore-
421-release-news/.

Sophos offers an entire suite including malware-scan-
ners, where MDM is only a part of it as illustrated in Fig. 8.

ManageEngine already is split in a cloud solution for
managing mobile devices, while only the GUI can be
installed on premises. That means, the future of MDM
resides in the cloud, too, which makes sense, due to no
additional configuration is needed. This appendix, there-
fore, focuses on the management and making Android
devices compliant, once the MDM solution is set up. Any-
way, the setup process is shown in brief for all suites.

Miradore

Miradore is installed along with the Miradore Manage-
ment Suite, while asset management of mobile devices is
done completely online in the cloud. Data, however, can
be imported into the management suite. However, this
system requires Android Version 5 or higher, in order to
work. Versions below Android 5 cannot be restricted like
required.

The platform was a virtual system called “hypersys0001”
as illustrated in Fig. 9.

Due to a lack of money for a commercial SQL-server
license, SQL-Server Express has been used. This system
comes along with the setup of Miradore. However, for
large enterprises, SQL-Server Express will not fit the
requirements due to restrictions in database size and
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Fig. 10 Miradore V. 4.7.0 SQL-server-express-instance

manageability regarding automated backups. Figure 10
illustrates the instance name of the testing environment.

The final settings of the entire MDM-solution are illus-
trated in Fig. 11.

After completion of the installation process, you can
log in at the Miradore-webpage using a common web
browser that you enter the following address: localhost/
Miradore/Login/Login.aspx&ReturnUrl = %2fMiradore as
illustrated in Fig. 12.

Like mentioned before, the on-premises solution
won't work, due to lack of enterprise e-mail servers,
SMS-gateways, and web space to be reached without
DynDNS. Therefore, the cloud solution has been used
for compliance making and managing.
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Miradore: making devices compliant

The enrollment process of a device is a straightforward
procedure. You enter the devices phone number, as illus-
trated in Fig. 13, in order to add it to the system:

After that, you have to carry out the instructions
below by downloading and installing the Miradore
online client on the selected device as illustrated in
Fig. 14.

When the device is located somewhere in a subsidiary
thousands of kilometers away, as the screenshot says,
the information is sent as e-mail and SMS as well - that’s
the reason why the on-premises solution cannot work as
already mentioned—except, we would buy such solu-
tions, which was not necessary for giving an overview
of the MDM-solution. Anyway, the person, to whom this
device belongs can carry out the enrollment process
without administrator intervention. Unless the device
is enrolled it will not be compliant and can be handled
appropriately by a corporate firewall, like not letting it
participate in the corporate network. This means the per-
son can not continue its work, until doing so.

Miradore: management

After the device is enrolled, it can be managed and par-
ticipate on the corporate network. However, restrictions
depending on the used Android version apply. One of
our own test devices (an Archos C50 neon) could not be
managed at all even it was compliant, due to Android
Version 4.4.2. Support of Miradore admitted, what as
mentioned above, that you require at least Android 5 or
higher, in order to make full use of MDM as illustrated in
Fig. 15, there are clients, that could not be managed due
to a lack of a supported Android version.

Anyway, a device with Android 5 or higher can be
managed and restricted by configuring profiles and
policies just like GPOs in Windows. Rolling out APK-files
compared to executables MSlI-files in Windows can be
accomplished as well as illustrated in Fig. 16.

Important for a company would be playing an alarm
sound or much better, locking or wiping of a device,
once it gets lost as illustrated in Figs. 17, 18 and 19.

Furthermore, as illustrated in Fig. 20, an example roll-
out of the opera mini application via the Miradore-MDM
is given.

You can provide the APK-file itself or as a link to the
Google, what means, that you can be sure to get the lat-
est version, but you might risk incompatibility issues if
you do not test the APK before being rolled out.
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Fig. 11 Miradore V. 4.7.0
settings-summary

Completing the installation of Miradore 4.7.0
(Miradore)

Miradore 4.7.0 (Miradore) is now ready to be installed on this
computer.

Instance = Miradore

Server = HYPERSYS0001

Http(s) Port = 80

Use /Require SSL = FALSE / FALSE
Destination = C:\Program Files\Miradore\Server \Miradore
Company = FH Burgenland

SQL Server = localhost

SQL Instance =

Database = MDCMDBSMiradore

SQL User =sa

DNS Domain = 91,130.17.251
SMTP Server = smip.easyname.com
SMTP Sender =

| <Back || next> | [ cancel

[0 0 calhost/Miradore/Login/Log

Complete enrolling your device

". Miradore Here's how you can enroll your Android device to Miradore Online. We'll contunue
once you've enrolled.

i >
Welcome to Miradore > FH Burgenland @) install Wiradore Online Clien: from Google Play
Login
e Open Miradore Online Client
Login name: e Enter usernarne: bnxb5

Password
e Enter password: 5153
o Click "Enroll device"

Enrollment credentials have also been sent to you by email & SMS,

Fig. 12 Miradore V. 4.7.0 login-page (on-premises)
Fig. 14 Miradore V. 4.7.0 steps for enrolling the client app

& https//i1.online miradore.com/MDCloud/Welcome 1
1,400 device 2 Invee device user 3. Complete emvollment MY STUFF g s v i adora Ol i
Invite device owner - e - Y

Select wholl recewe device enrcllment invtation. You can nvite new people and MOBILE MANAGEMENT
customize ivtation text. ,

Neon

Emait | chrgo@ive.com : :

Send enrcliment by SMS: (2

Phone numbers |Austria (+43] <

£3 Configuraion profies

- - T
e sv‘sm.q :‘
Fig. 13 Miradore V. 4.7.0 adding (=enrolling) a device m =

ManageEngine mobile device manager plus
Fig. 15 Miradore V. 4.7.0 an enrolled device, that could not be man-
On-premises installation of ManageEngine Mobile Device ~ 29ed:duetoandroidV. 4.4.2
Manager plus is done straightforwardly without much
administrator interaction. You only have to start the setup
and optional enter support-information. First, you choose
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Configuration profiles
MOBILE MANAGEMENT

oo

oooao

MY COMPANY

Fig. 16 Miradore V. 4.7.0 possible management tasks

= W Miradore

MY STUFF
Play alarm sound

MOBILE MANAGEMENT

MY COMPANY

..........

SYSTEM =4

= W0 Miradore

MY STUFF

MOBILE MANAGEMENT

Devices

MY COMPANY Slacrcetime: - [t age 1 11

KOO

SYSTEM

Fig. 18 Miradore V. 4.7.0 locking a device

between a cloud solution or the on-premises version as illus-
trated in Fig. 21.

For evaluation, the on-premises solution has been cho-
sen. The setup implements the local database and the web
server, that can be started at localhost, port 9020 from the
below link:

https://www.localhost:9020/mdmTab.do?actionToCa
[I=listMdmRequests&source=leftree

After the initial configuration of NAT- and proxy-settings
and a corporate or local firewall are configured to open the
ports as illustrated in Fig. 22, you are ready to go.

ManageEngine mobile device manager plus: making
devices compliant

The enrollment of devices was done with the cloud solu-
tion, due to no possible working configuration in the
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Actions

Enroll dewvice

Lnenroll device

Reset passcode

Enable lost mode
Play alarm sound
Reboot device

Update client

Fig. 19 Miradore V. 4.7.0 wiping a device

Applications
MOBILE MANAGEMENT

Fig.20 Miradore V. 4.7.0 rollout of an application (APK-file)

Managetrnd
Mobile Device Manager Plus

r your 30-day free triall Start o

sign up \ l Download ‘

Fig.21 ManageEngine mobile device manager plus V 9.0.0 choos-
ing between cloud and on-premises solution from https://www.
manageengine.com/products/service-desk/?gclid=CjwKCAjwma
3ZBRBwEiwA-CsblD4f_o8Uqd6fIB9sFTC5_fu71UrjICKcyZ479R1pH
wl-KiEe2V4VaxoCgYkQAvD_BwE

ManageEngine Mobile Device Manager Plus
Service Status: Running

HTTP Port: 9020

HTTPS Port: 9383

A i DEU

12:54 AM
6/6/2018 L'_"l

Fig.22 ManageEngine mobile device manager plus V 9.0.0 running
services and web server
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Fig.23 ManageEngine mobile device manager plus V 9.0.0 why
working internet connection is required (with e-mail as well)

Enroll devices in bulk through Knox enroliment

1) Smplfed st Mondtory [ et |
Outof wrollment Over-t
Enroll Android Devices
Device to be enrolled* @© By myself O Through user invites
<chrigo s
Select User = chri on
Owned By @personal O Corporate
Assign to Group Standardgruppe ~ 4 Create Group

Fig. 24 ManageEngine mobile device manager plus V 9.0.0 adding
(=enrolling) a device in the system

on-prem solution like mail-server and SMS-gateway, as
mentioned at the Miradore-MDM-solution. How the solu-
tion works is illustrated in Fig. 23.

However, the enrollment is not very different from Mira-
dore. The first step is to enter the device phone number
and a group, where to put it in. That's important for later
profile rollout and management as illustrated in Fig. 24.

After that, you have to follow the steps SMSed or mailed
to you by installing the ManageEngine APK. As you can see
in the following screenshot, the steps are not very different
from Miradore. You have to download an app and register
it to the MDM-server provided in the link from step three.
What to do is illustrated in Fig. 25.

After successful enrollment, your device is manage-
able by ManageEngine Mobile Device Manager plus as
well using profiles and restrictions just like in Miradore as
illustrated in Fig. 26.

As illustrated in Fig. 27 a few test devices are shwon,
that had been enrolled in ManageEngine Mobile Device
Manager plus:

ManageEraind
Mobile Device Manager Plus

0 Davies

0 st tcous & van balow of Provida 1 UKL glan baow

B AtvDinetory

[ ApalaEmolmant DEP|

Costaurator

e

AN MMM Ao

Fig.25 ManageEngine mobile device manager plus V 9.0.0 steps

for enrolling the client app

Enroliment Succeeded !

Fig.26 ManageEngine mobile
device manager plus V 9.0.0
accompanying APP showing
successful enroliment

Your device has been enrolled
successfully.

Corporate policies and configurations
provisioned by your IT administrator, are
being applied to your device. This may
take a few minutes

B Enroll Device @ Bulk Enrollment  &%Modify User Details X Remove Device 7 Filter Total:4 | Q m J

[m] UserName  Email DeviceName  Requested Time Enrolled Tirme Status  Remarks Action

chrigo chrigo@live.com May22,20180218  May22.20180228 Gy Successtuly Enoled

Apr30,201809:44  Apr30,201809:47 I .
o o Enrolled  Successfully Enrolled

-

chrigo. chrigo@livecom (1407

710 APr29,20181135  Apr29,201811:58
Y ™M

chrigo. chrigo@live.com  chrigo Enrolled  Successfully Enrolled

Admin has revoked device
management.

O o o o

hrigo ARCHOS ~ Apr29,201811:16  Apr29,201811:20
Neon M ™M

chrigo chrigo@live.com ;o Retired

1-40f4 2 -

Fig. 27 ManageEngine mobile device manager plus V 9.0.0 a few
enrolled and one retired device, where the administrator has
revoked the management

ManageEngine mobile device management plus:
management

Besides the fact, you can restrict almost anything with
Miradore, as illustrated in Fig. 28 an example of remote
controlling a device using ManageEngine Mobile Device
Manager plus is given:

Like in Miradore even in ManageEngine Mobile Device
Manager plus profiles and restrictions of a device are
important. As illustrated in Fig. 29, you have various pos-
sibilities, in order to accomplish this.

As an example, the built-in camera has been disabled,
by implementing a profile and distribute it to the device(s)
as illustrated in Figs. 30, 31 and 32.
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Fig. 28 ManageEngine mobile device manager plus V 9.0.0 remote
controlling a mobile device showing its screen

ManageEngine
Mobile Device Manager Plus

Your Tralexpiresin 28 éays Upgradel Get Quote

Admin

Marcae Kamera_aus

@ Groups & Devices Summary Profile Datails Associated Groups Associated Devices
Profiles

& Modity

& App Repository

o, Passcode Device Functionality
0 Remots Control = Restore Factory Settings °
@ FRestricions Ji
B Contant Managamant. Reactivation Lock. °
Syncand Storage
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ClipBoard °
Browser Restriction Cligboard Share o
(
Nesdsmorenew festuras? Network and Roaming Safe Mode °
ar2 a newidea orpriortze
yourrequirement inour NFC and Bluetooth Developer Mode °
dman Share List °
Tethering
Location Services
Phone
Miscelaneous

Fig.29 ManageEngine mobile device manager plus V 9.0.0 possi-
ble restriction options

ManageEngine
Mobile Device Manager Plus

YourTriale

Home gmt Inventory

Enrollment Reports Admin

+ Create Profile v M MovetoTrash Platform  All

Manage
@ Groups & Devices [0 ProfleName  Platform  CreatedBy  CreationTime  LastModified Time Latest®
[ Profiles O Testprofi Android  FH /;grl?;o;\s)13 i,‘\’,’l 30,201810:12
& App Repository B s S o /;;031054013 o 30,20180952
{ Renciecoe O Knoxtest Android  FH AraD0ls  ARA20181Z06

& Content Management

@ KNOX

Puirttinte

Fig. 30 Manageengine mobile device manager plus V 9.0.0 imple-
menting a profile

Furthermore, when you try to tamper with the device, a
policy violation will be detected immediately, that results
in either restricting the device from acces to your corpo-
rate network or in a complete device lock, by blacklisting
it as illustrated in Fig. 33.

SN Applied Sciences

A SPRINGERNATURE journal
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Fig. 31 ManageEngine mobile device manager plus V 9.0.0 restrict-
ing the camera functions
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Fig. 32 ManageEngine mobile device manager plus V 9.0.0 distrib-
uting the profile

A ManageEngine MDM

A Violation!

The following policies are not imposed on this
device.

You have Violated the Policies & Restrictions,
your device is blacklisted.

Pending Policies

A Enable/Change Device Passcode

Lock screen with a pattern, PIN or
password

Fig. 33 ManageEngine mobile device manager plus V 9.0.0 viola-
tion detected on a device
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Sophos mobile device management

Sophos Mobile Device Management-Installation is done
like ManageEngine by starting the setup process. After a
prerequisites check, that includes free ports, internet con-
nectivity to supporting sites, since the MDM works only
if the connection to them is not restricted through a cor-
porate or other firewall system and of course the IIS as
illustrated in Fig. 34, the process can continue.

Most important is the setup of the database. Setup of
Sophos includes Microsoft SQL-Server Express Edition,
but like mentioned, for production environments at least
a standard version of SQL-server is recommended. For
evaluation purposes - and of course, due to lack of money
for licensing - the free SQL-server was used as illustrated
in Fig. 35.

The Instance: “hypersys0001\mssqlserver” with the
database:“SMCDBv2"was chosen. However, like the other
MDM-suites, even Sophos will not work on-prem without
an SMS-gateway and properly configured e-mail server.
Therefore, it was time to switch over to the cloud solution
once again due to a lack of resources for implementing a
local setup completely. Since mentioned above, a home
environment most often cannot fulfill the requirements
for an MDM-system. Anyone can do the following steps in
the Sophos cloud test environment, that you can register
directly at the manufacturer’s website:

https://secure2.sophos.com/de-de/products/mobil
e-control/free-trial.aspx

Anyway, if you fulfill the requirements, you still can
choose a complete on-premises installation as illustrated
in Fig. 36.

[0} Sophos Mobile - System Property Checks | = | = [IISCH

This tool checks the system environment before the installation of Sophos Mobile.
Please press "Check" to run the tests.
All tests must be ok before Sophos Mobile can be installed successfully.

Rule Status A
The I1S must be disabled on this computer. Passed
The HTTP/S Ports 80, 443, 8080 and 8181 are available on this co... Passed
The computer can connect to the Apple Push Notification Service. Passed
The computer can connect to the Android GCM servers. Passed
The computer can connect to the Sophos services. Passed

The computer can connect to the Windows Push Notification Servi... Passed
The computer can connect to the Apple Volume Purchase Program.  Passed

The computer can connect to the Apple iTunes webservice. Passed
The computer can connect to the Apple Lock Bypass webservice. Passed
The computer can connect to the Apple Device Enrollment Progra...  Passed
The computer can connect to the Android Enterprise webservice. Passed

cccoccCccocccecceccoc

The computer can connect to the Google ReCaptcha webservice. Passed v

Report ” Next > |[ Cancel

Fig. 34 Sophos mobile device management V. 8.0.5 Prerequisites

SQL Server 2016 Setup.

Installation Progress

Installation Progress

B8 \\indd

Fig.35 Sophos mobile device management V. 8.0.5 Setup includes
SQL-Server Express

Sophos mobile device management: making devices
compliant

Using Sophos, the rollout and compliance-process for
devices do not differ much, too from the already men-
tioned MDM-solutions from Miardore and ManageEngine.
Compliance of a device is made by two steps:

Step 1:you have to add a device as illustrated in Fig. 37.
Step 2: you enter its phone number and other identifi-
cations like, to whom it belongs, a corporate IP from a
data guard system, mail-address, etc.. Off course these
data must not be illustrated in Fig. 38 on the right side,
due to privacy issues. However, the names of the fields
are illustrated as well.

PRODUKTE v SOPHOSLABS  PARTNER  SUPPORT

UNTERNEHMEN [ Q@ AWHELDEN v

SOPHOS

v Danke fUr Ihr Interesse an Sophos Mobile
Control
Jetzt kennenlernen

Zum Download

= Formularzu den
Installationsvoraussetzungen

= Keine Installation erforderiich

= Live-web

rflache
= Installation auf Windows 2008 R2
~ Funktionen kennenlemen o

- Interagieren Installationsanleitung

- Startup-Anleitung

Fig. 36 Sophos mobile device management V. 8.0.5 Cloud registra-
tion
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Dashboard

SOPHOS

Fig. 37 Sophos mobile device
management V. 8.0.5 add
(=enroll) a device

D Add
device

Knox container

Fig. 38 Sophos mobile device management V. 8.0.5 enter device
data

[} Actions o W Saved filters

=% Enroll % Device group

=% Manage SMC app E4 Set emnail access

< Refreshdata @ Set container access

@b Configure telecorn expense management & Set network access
= Send message i Delete
& Lock
® Unenraoll
= Reconfigure the SMC app
=% Install app
=1 Install profile or assign policy
Galaxy  Android
172.21.15.54 Device v v v ¥

Xcover3 511

Fig.39 Sophos mobile device management V. 8.0.5 enrolling the
device

After that, you can send the enrollment e-mail as illus-
trated in Fig. 39.

Then you have to install once again an app. For Sophos
Mobile Device Management, it is Sophos Mobile Control,
then scan the QR-Code submitted to you and do the first
sync. As illustrated in Fig. 40, the details are shown.
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Von: Sophos Mobile <al

Gesendet: Montag, 16 April 2018 11:50
An|
Betreff: Enroll your Android device "R " with Sophos Mobile

SOPHOS (0)

Perform steps A and B on your Android device to enroll it with Sophos Mobile:

A. Install the Sophos Mobile Control app on your mobile device
Toinstall the app on your mobile device, do one of the following:

Option 1: If you are reading this email on your mobile device, tap the following link:
Install app

Option 2: Search for "Sophos Mobile Control” in the device's app store and install it

B. Configure the app on your mobile device

Fig. 40 Sophos mobile device management V. 8.0.5 QR-Code for
making device compliant to the MDM-server

Devices

Adrministrator (Adrministratc

SOPHOS

Devices "

Fig.41 Sophos mobile device management V. 8.0.5 a device is
compliant

The device should be compliant briefly after that and
can be managed including status reports as illustrated in
Fig. 41.

Sophos mobile device management: management
of devices

Sophos is capable of managing a device like the features in
Miradore and ManageEngine since these features, in fact,
are not part of the MDM-solution but represent features
of a mobile device. So, if a device lacks a built-in camera, it
can not be restricted. That leads once again to the exam-
ples of managing restrictions and rolling out profiles. The
first step in restricting the camera is to create the profile:

In detail, once the profile is rolled out and a user tries to
take a picture using the integrated camera of an Android
device, the system will show an error, that a security policy
has been violated, as illustrated in Fig. 42.

As mentioned, the camera example is just a part of the
entire possibilities, that can be accomplished by MDM. In
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Fig. 42 Samsung Xcover 3 smartphone screenshot: Policy violation
detected by trying to use the camera

SOPHOS Alerts Admiriaraor [ASministratee)

Fig. 43 Sophos mobile device management V. 8.0.5: alert messages
from MDM

fact, you can restrict WLAN, Bluetooth, APNs, the Micro-
phone, Web Browser, and Internet-Usage. So, in order
to have a hardened device capable of using as a mobile
phone only you might restrict it by locking to the country,
disable any network functionality and SMS-usage, prevent
it from making a master reset and in order not to access
corporate data to be stored on an external SD-card you
can disable it. Just like most PC systems MDM also have
logs, what happened with the managed devices. As the
following figure shows, there had been a compliance vio-
lation resolved:

Furthermore, as an example of much more detail of
managed devices, you have the possibility to show pro-
files, installed apps, compliance status, and running tasks.
All in all, as a conclusion to the technological aspects a
company today would put itself on risk in losing data or
opening security leaks to third parties when a mobile
device gets lost or into false hands. So, using an MDM-
system is absolutely vital for every company that allows its
staff to access the corporate network via mobile devices.
As illustrated in Fig. 43 an alert message from the MDM

Show device

Administrato

SOPHOS

Samsung Galaxy Xcover3 Namme

& B’

4

ul
8]
B 8

Status  Profiles  Policies  Device properties

Installed apps

Systemapps  Tasks

Management mode  Device

Device is managed v

Ernail access v

i ® 3% e:E

Device is comnpliant v

Networkaccess o

Deviceis not compromised  + Opentasks )

Device is password protected 3¢

Device is encrypted x

Fig. 44 Sophos mobile device management V. 8.0.5: detailed view
of a device status

&

smtp [plain, $5L oder T15)

Fig.45 Sophos-MDM manual V 12.2015p.7.: detailed view of the
communication flow when using MDM-systems

system is shown, while as illustrated in Fig. 44 the device
status is being reported.

Sophos MDM pointed out to offer separate cloud end-
point protection with the ability to integrate the MDM
solution. So as a company to make administration of all
your PCs and mobile devices easy, this system might be
the best choice, especially when protecting BYOD as a
combination of MDM and endpoint protection. However, if
your budget devices are limited, Miradore and ManageEn-
gine would be your primary choice. The decision, what
system will be picked has to be done at the management.
Finally, as illustrated in Fig. 45 the communication flow
for the Sophos MDM-system is shown. However, all other
solutions work similar to it.
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Discussion According to these tables, most restrictions are
offered from ManageEngine. This is due to Android-
An overview of central specifications of all evaluated  settings on Samsung devices, especially the so-called
MDM-systems is presented in table Table 1, while features ~ Samsung KNOX standard. That’s the reason, why the
with criteria and costs are presented in Table 2. freemium systems support at least Samsung devices
as this de-facto standard. Otherwise, not all features to

Table 1 Criteria and Costs (created by the authors)

Criteria Sophos Miradore Massgeenhine
Clod/an premise Both Both
Support Phone/web/mail Phone/web/mail Phone/web/mail
Plugins in multiple devices  For Samsung (KNOX) and gethess  For Samsung (KNOX) For Samsung (KNOX)
Cilent ilcening Per client licence Free, but restricted to password lock  Free up to 25 clients
only and lock and wipe
Costs 5651$ per client and year Free restricted to password lock only  2.195$ standard pre year 250 users
and lock and wipe
1$/device and month: Location, 3.895% professional per year 250
restrictions, support, custom users
reports
2S$/device and month: all features
Support costs 11,995 per client and year Included in costs pre device Included
Restriction features 120 106 168
Use case
10 Devices
1st year 685.00 240.00 240
2nd year 119.90 240.00 240
3rd year 119.90 240.00 240
4th year 119.90 240.00 240
5th year 119.90 240.00 240
$ Total 1164.60 1200.00 1200.00
50 Devices
1st year 3425.00 1200.00 1200
2nd year 599.50 1200.00 1200
3rd year 599.50 1200.00 1200
4th year 599.50 1200.00 1200
5th year 599.50 1200.00 1200
$ Total 5823.00 6000.00 6000.00
250 Devices
1st year 17,125.00 6000.00 3895
2nd year 2997.50 6000.00 3895
3rd year 2997.50 6000.00 3895
4th year 2997.50 6000.00 3895
5th year 2997.50 6000.00 3895
$ Total 29,115.00 30,000.00 19,475.00
1000 Devices
1st year 58,500.00 24,000.00 15,580
2nd year 11,990.00 24,000.00 15,580
3rd year 11,990.00 24,000.00 15,580
4th year 11,990.00 24,000.00 15,580
5th year 11,990.00 24,000.00 15,580
$ Total 116,460.00 120,000.00 77,900.00
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Table 2 Features (created by the authors)

Features sophos Amount Features Miradore Amount Features Manageengine Amount
Security 21 Date and connectivity 6 Passcode 8
Accounts 4 Administration 14 Functionality 12
Network and communications 22 Device owner 21 Security 8
Tethering 5 Accounts Management 3 Sync and Storage 9
Hardware 11 Camera and audio 2 Application 9
Application control 17 User Restrictions 9 Browser restriction 6
Exchange ActiveSync 19 Application control 6 Network and roaming 11
Knox additional 12 Location tracking 4 NFC and Bluetooth 9
Passcode 9 General 5 Tethering 4
Exchange ActiveSync 20 Location services 3
Web Shortcuts Phone 10
Wifi 3 Miscellaneous 9
Passcode Wifi 5
Email 22
Exchange ActiveSync 8
Kiok 9
Wallpaper 2
Global http-proxy 4
Certificate 2
Web shortcuts 4
Web counter filter 3
APN 12
Total 120 106 168

comply with company policies could be restricted on
mobile devices.

Furthermore, it points out, that the commercial Sophos
system is cheaper over a period of five years for smaller
companies, while larger companies save money when
using ManageEngine with 250 or more mobile devices.
The lack of features in Sophos comes from the software
being used as a professional tool, and not for playing
games like changing wallpapers on targeted devices.

A little bit surprising is, that restriction features -
although targeting Android - are not named and struc-
tured identically in the MDM systems. Sometimes they
follow a very strange logic, especially Miradore and Man-
ageEngine offer “features” you do not really need, while
Sophos follows a clear logic. In reality, all of the MDM sys-
tems fit a company’s needs for restricting mobile devices.

As mentioned in the main essay, there is no preference
for or against any of these systems, since it depends on the
use cases, the budget and the individual preference for the
layout of the GUIs. The headquarter of Sophos, however, is in
the United Kingdom, which means, that after the BREXIT, it is
not sure, on how the software will be maintained according
to the GDPR in the future. Miradore comes from Sweden,

what means the product definitely will be maintained under
the GDPR, while ManageEngine from Canada mostly might
target the US-market and not Europe.
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