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Abstract. We present practical conference key distribution systems
based on public keys, which authenticate the users and which are ‘proven’
secure provided the Diffie-Hellman problem is intractable. A certain
number of interactions is needed but the overall cost is low. There is
a complexity tradeoff. Depending on the network used, we either have
a constant (in the number of conference participants) number of rounds
(exchanges) or a constant communication and computation overhead.
Our technique for authentication can be extended and used as the basis
for an authentication scheme which is ‘proven’ secure against any type
of attack, provided the Discrete Logarithm problem is intractable.

1 Introduction

To communicate securely over insecure channels it is essential that secret keys are
distributed securely. Even if the encryption algorithm used is computationally
infeasible to break, the entire system is vulnerable if the keys are not securely
distributed. Key distribution is central to cryptography and has attracted a lot
of attention (e.g., [17, 24, 6, 5, 30, 26, 31]). Research has focused on security and
on efficiency. Many practical systems have been proposed [30, 26, 31, 36, 18, 38].
The most familiar system is the Diffie-Hellman key distribution system [17].
This enables two users to compute a common key from a secret key and publicly
exchanged information. If more than two users want to compute a common key,
then a conference key distribution system is used. Designing such systems can be
particularly challenging because of the complexity of the interactions between
the many users. Many conference key distribution systems have been presented
recently [24, 25, 31, 36, 19, 8]. These however are either impractical, or only
heuristic arguments are used to address their security. Our goal in this paper is
to present a practical and proven secure conference key distribution system.
Ingemarsson, Tang and Wong proposed several conference key distribution
systems in which the common key is a symmetric function [24]. These have many
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attractive features, particularly the second order system which has a low com-
munication and computation overhead. However they demonstrated that this
particular system is insecure because the information exchanged by the users
makes it possible for a passive eavesdropper to compute the key. Our main sys-
tem is similar, but we use cyclic functions. This prevents the attack by passive
eavesdroppers whilst retaining the efficiency of the former scheme. For authen-
tication we use a public key (interactive) authentication scheme which is proven
secure assumning the Discrete Logarithm problem is intractable. Combining the
two systems we get a conference key distribution scheme which is provably secure
against eny known type of attack, including those by malicious active adversaries
working together, provided the Diffie-Hellman problem is intractable.

Our authentication scheme is of interest in itself, because of its efficiency and
proven security. We note that all proven secure signature schemes presented so
far {22, 28, 33, 1, 2] are impractical. We therefore extend our scheme so that
it is proven secure against any type of attack, including adaptive chosen text
attacks by real-time middle-persons, under the same cryptographic assumption.
The resulting scheme is roughly as fast as RSA [32], but in addition is proven
secure.

The organization of this paper is as follows. In Section 2 we give definitions
and present our model for conference key distribution systems and for authen-
tication schemes. In Section 3 we present various protocols for. conference key
distribution systems which are secure against attacks by passive eavesdroppers
provided the Diffie-Hellman problem is hard. In Section 4 we adapt the protocols
to get authentication. In Section 5 we present an authentication scheme which
can be used to get a conference key distribution scheme which is secure against
any type of attack. In Section 6 we extend the security of our authentication
scheme, and we conclude in Section 7.

Because of page limitations there are no proofs. These will be given in the
full version of the paper.

2 Definitions

In one of our scenarios we consider networks® in which the users U; can broad-
cast ‘messages’ (strings) to each other. We allow for the possibility that an
eavesdropper* E (a malicious adversary) may read the broadcast messages or
substitute some of them. We distinguish two types of networks: those for which
E is passive and those for which F is active. Let N be the security parameter.

3 A network is a co]lection of n interactive probabilistic Turing machines U; with e}
write-only tapes, e? read-only tapes, a history tape, a knowledge tape and worktapes
* An eavesdropper is an mteractlve probabilistic Turing machine with E" el read-
only tapes T;; and Z ¢? write-only tapes W;,. The eavesdropper rea.ds from
T:; and writes on W,,. If what is written is different from what is read then the
eavesdropper is active. Otherwise the eavesdropper is passive. This, together with
our definition of a network, allows for a scenario in which a broadcasted message can
be substituted for each individual receiver. Eavesdroppers are polynomially bounded.
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Definition1. Suppose that n = O(N°®), ¢ > 0 constant, interactive Turing
machines Uy, ..., U, take part in a protocol to generate a key. We say that the
protocol is a conference key distribution system if, when all the Uy,...,U, are
as specified, then each U; computes the same key K = K;. A conference key
distribution system guarantees privacy if it is computationally infeasible for a
passive eavesdropper to compute the key K.

Definition2. Suppose that n = O(N°) interactive Turing machines Uy, ..., U,
use a conference key distribution system, and that each U; has received (from an
oracle) a secret key s; (written on its knowledge tape) which corresponds to its
public key k;, which is published. Let n’ > 0 of these be honest®, n”” = n—n’ > 0
be impersonators®, and assume that there is a secure network between the imper-
sonators and the (passive or active) eavesdropper. A conference key distribution
system is (computationally) secure, if it is computationally infeasible for any set
of n”, 0 < n” < n, impersonators U/ in collaboration with the eavesdropper to
compute the same key K; as computed by any of the honest machines U;.
Remark. If the set of impersonators is empty then we require that the (active)
eavesdropper cannot compute K;.

Definition 3. (Informal) Consider a network with eavesdropper E. A proto-
col (U1, Uz) in which U; sends a message m is an authentication system if,

— Compliance: When Uy, Us; are honest and E is passive then U, accepts and
outputs m with overwhelming probability,

— Secure against tmpersonation: Us rejects with overwhelming probability a
dishonest U7,

— Secure against substitution: If E is active and Uz outputs m’ # m then U,
rejects with overwhelming probability.

Definition4. The Diffie-Hellman [17] problem: given p, o, B3, 7, find B'°8sYmodp
if it exists.

Breaking this problem has remained an open problem for more than 15 years.
Even if the factorization of the order of « is known [29, 15, 27, 23] the problem is
assumed to be hard (cf. [7, 9, 10]). It is well known that if the Discrete Logarithm
problem is easy then so is the Diffie-Hellman problem, but the converse may not
be true.

3 Private Conference Key Distribution

In this section we are only concerned with privacy. Authenticity is addressed
in Section 5. We consider various conference key distribution systems which are

5 An honest machine U; has a secret key s, written on its knowledge tape. An im-
personator U, is any polynomially bounded interactive probabilistic Turing machine
which replaces U, but does not have the secret key of U, (or an equivalent). In our
model the eavesdropper is not an impersonator: it can only impersonate U, with the
help of an impersonator (if there is one). We will strengthen the definition in the
final paper to allow for insiders’ attacks.
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based on the Diffie-Hellman [17] key exchange. These are designed to exploit the
particular configuration of the network used. Our main protocol is in Section 3.3
and Section 3.4. The other protocols are given for comparison.

We use a discrete logarithm setting. A center chooses a prime p = @(2V°),
¢ > 1 constant, and an element a € Z, of order ¢ = ©(2"). If the order has to
be verified then the factorization of ¢ is given. The center then publishes p, «
and q. Let n be polynomially bounded in the length of p.

3.1 A Star Based System

In this system a chair U; exchanges a Diffie-Hellman key K; with each user U;,
and then chooses a random conference key K which it sends to each U; encrypted
under K;. That is,

Protocol 1. Let Us,...,U, be a dynamic set of users® who want to generate
a common conference key. U; is the chair.

Step 1 Each U;, i = 1,...,n, selects” r; €Eg Z, and computes z; = a"™ modp.
Then U; sends z; to all the U; and the U; send 2; to Uy, i1 =2,...,n.

Step 2 U; checks® that ord(e) = ¢q. Then U; computes K; = z[*modp for
i=2,...n, and selects® a conference session key K €g (@). Uy sends'®
Y; = K - K; (modp) to each U;, i = 2,...n.

Step 3 Each U;,i =2,...,n, checks® that ord(a) = ¢, computes K; = z]*modp,
and decrypts Y; to get the session key K.

3.2 A Tree Based System

This is similar to the star based system, except that a tree configuration network
is used. The users Uy, Us, ... are labelled in such a way that the sons of U, are
Usa and Ugsyi. Uy is the root.

Protocol 2. Let Uy,...,U, be a dynamic set of users who want to generate a
common conference key. Uy is the chair.

Step1  Each U, in the conference selects r, €g Z, and computes z, =
amodp. Then U, sends 25 to Ujgyz, if @ > 1, and to Us, if
2a < n, and to Uzg41 if 2a + 1 < .

Step 2  Each U, in the conference checks® that ord(a) = ¢. Then if @ > 1
it computes K, = z[;/zj modp and Kaq4i = 235,;modp, i = 0,1, if
2a + i < n. U; selects a conference session key K €g () and then
sends!? You; = K - Ka4; modp to Uayi, i = 0,1. Set £ = 0.

8 Any set of n users, which may dynamically change.
" We use the notation ¢ €r A to indicate that a is selected from the set A uniformly
and independently.
8 This check is only done once. If the center is trusted (oracle) it is even not required.
? (@) is the multiplicative group generated by « in Zy.
10 Other encryption schemes may be used.
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Step 3+£ If U, is at level £ of the tree (if [logza] = £), then U, decrypts Y, to
get K, and then sends Ya,4: = K - Koz modp to Usgqs, 1 = 0,1,
if2a+i<n. Setf:=£+1.

Remark. The users in conference must trust each other against jamming. If U,
replaces the key K by K’ then all his descendents will use K/, and not K.

3.3 A Broadcast System

Protocol 3. Let Ui,...,U, be a dynamic set of users who want to generate a
common conference key. The indices are taken in a cycle: so U, 41 is U;, and Uy
isU,.
Step 1 Each U;, i =1,...,n, selects r; Eg Z,, and then computes and broad-
casts z; = o™ modp.
Step 2 Each U;, i = 1,...,n, checks® that ord(a) = ¢. Then it computes and
broadcasts

Xi = (zi41/2i—1)"™ (modp).

Step 3 Each U;,i=1,...,n, computes the conference key,

K; = (zi-1)™ ~X{‘_1 -X?_I__lz -++ Xi—a (modp).

Remark. Honest users compute the same key,
K = gniretrarat - tran (modp).

Indeed, set A;-1 = (2i-1)™ = a™ " (modp), A; = (2i-1)-X; = o™+ (modp),
Ais1 = (2ic1)™ - Xi - Xig1 = o™ 742 (modp), etc., and we have K; = 4;_; -
A; - Aiq1 -+ - Ai_a. So the key is a second order cyclic function of the r; (but not
symmetric as in [24]).

For n = 2 we get X1 = Xp = 1 and K = a1 = o?"172(modp), which
is essentially the same as for the Diffie-Hellman [17] system (clearly there is no
need to broadcast X, X, in this case).

3.4 A Cyclic System

This is similar to the broadcast system except that a bi-directional cyclic network

is used. So Uy, ..., Uy are linked in a cycle, with U; connected to U;4y.
Protocol 4. Let Ui,...,Us be a dynamic set of users who want to generate a
common conference key.

Step 1 Each U;,i=1,...,n,selects r; €g Z,, and then computes and
sends z; = o modp to U;_; and U;;;. Then U; checks® that
ord(e) =q.

Step 2 Each U; ¢ = 1,...,n, computes X; = (zj4+1/2i-1)™ (modp).

Leti=1.Let bg=co=1.
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Step 3+i—1 U; sends to Uiyq (b, ¢;) where b; = X3 - X3 --- X; (modp),
and ¢; = X{™' - X372 ... X;_; (modp). Observe that ¢; :=
bi_1-¢i—1(modp). Let i:=i+ 1. Let £=1.

Step n+ 1+ ¢ Ug sends to Upyy: X1 - Xa - -+ X, (modp), and dy = Xtﬂ? .
X?_;: -++ X¢—1 (modp). Observe that dy := (X1 - X3 --- X3) -
de—1-X; " (modp).

Step 2n+2 Each U;,i=1,..., n, computes the conference key,

Ki=(z-)" - XP7H-XPR2 - Xig

=a rira+reryt--trar

(modp).

3.5 Security

Theorem 5. If n is polynomially bounded in the length of p and if the Diffie-
Hellman problem s intractable, then Protocols 1,2,3, and 4 are conference key
distribution systems which guarantee privacy.

3.6 A Comparison of the Communication and Computational
Complexity of the Proposed Systems

In the following table we summarize the communication and computational costs
of the proposed systems (compared to the Diffie-Hellman scheme).

PRIVACY (without authenticity)
Complexity Star Tree Broadcast Cyclic
chair |others

Communication*[x 2(n — 1)T[ % 1 * 5t *2 * 6
Round 2 2 |14 [logn] 2 2n+1
Computation* * n} *2 x4 |%2+ n[logn]/[logp][* constant
Delay In the final paper
* Per user.

! This means 2(n — 1) *log p bits.
¥ Users corresponding to leafs have lower communication and computation costs.
§ This means n % 2log p multiplications.

Remark. Clearly anybody can masquerade as U; in the protocols described in
this section. So the users are not authenticated. In the following section we

present an authentication scheme which, when combined with the systems above,
offers both privacy and authentication.

4 Authenticated Conference Key Distribution

In this section we use a general authentication protocol, e.g. signatures [22].
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Remark. One has to be careful when using authentication to achieve authenti-
cated key distribution [18]. We discuss this problem and time dependency prob-
lems in more details in the final paper.

We are mainly interested in indirect authentication [18].

4.1 Star Based Authentication

Protocol 5.

Each U;,i=2,...,n, in Protocol 1 authenticates z; to U, and U; authenticates
z1 to all U;. Then U; sends Y; to each U;, 1 = 2,...,n. If some U; fails to
authenticate z; then if ¢ > 1, U; does not send Y;, else (i = 1) one stops.

4.2 'Tree Based Authentication

Protocol 6.

Each U, in Protocol 2 authenticates z, to its parent U|s/2; and to its sons Uz,
and Usq41 (if these nodes exist). If the authentication of some 2, fails no further
communication with U, takes place. There is no need to authenticate Yo, if
we are only interested in indirect authentication.

A variation of this scheme is obtained by having each U, authenticate z, to its
parent in the first round, sequentially (from leafs to root, no parallelism between
levels). Then, in the next round, the reverse procedure is used. This idea can be
adapted to authenticate the broadcast and cyclic systems (Protocols 3 and 4).
Details will be given in the final paper.

4.3 Broadcast Authentication

Protocol 7. Each U; in Protocol 3 authenticates z; to Ujy1, i = 1,...,n.
If the authentication of z; fails then U;y; halts. Then this process is repeated
sequentially. That is, U; first authenticates 2q to Us. Then each U;, i =2,...,n
waits until z;_; is authenticated, and if this is successful, it authenticates the
empty string to U;;1. This second round serves to guarantee that all the z; are
authenticated, as will be explained in the full paper.

4.4 Cyclic Authentication

Protocol 8. This is essentially the same as the previous protocol, the only
difference being that a cyclic network is used.

4.5 Security

Theorem 6. If n is polynomially bounded in the length of p and if the Diffie-
Hellman problem is intractable, and if a secure authentication scheme is used
then Protocols 5,6,7, and 8 are conference key distribution sysiems which are
secure against impersonation and substiiuiion atiacks.
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4.6 A Comparison of the Communication and Computational
Complexity of the Authenticated Systems

This is similar to Section 3.6. A table with details is given in the full paper.

5 An Authentication Scheme

5.1 The Basic Scheme

As in Section 3, a center chooses p, @ and ¢, but now ¢ is a prime. Then each
user P selects a,b €r Z,, computes § = a®modp, ¥ = a’modp, and registers
k = (B,7) as its public key.!!

Protocol 9. Common input: (p, e, q,5,7)-
P has a, b written on the knowledge tape, where 8 = a®modp, v = a®modp. P
is given 2z € Z,.

P authenticates z to V: P sends z to V and then proves to V that it knows
the discrete logarithm of ?y modp (= az + bmodg), by using any interactive
zero-knowledge proof of knowledge (e.g., [14, 13, 3, 16}).

V verifies this and checks® that @ # 1(modp), o? = #? = 77 = 1(modp) and
that ¢ is a prime. If this fails V halts.

Theorem 7. Protocol § is an autheniication scheme secure against ¢ generic
chosen-message attack (z € Z, is chosen independently of v) if the order of  is
prime, provided the Discrete Logarithm problem is intractable.

Remark. Although zero-knowledge proofs do not guarantee inherently secure
identification [4], in the context of authentication only real-time attacks in which
the message is not authentic (e.g., substituted) make sense. To prevent real-time
substitution attacks in which the adversary combines proofs of knowledge of
different messages, only one proof at a time must be ran. We shall discuss such
real-time attacks and ways to avoid them in the full version of the paper.

5.2 Application to Key Distribution

Theorem 8. Let py, o1 and q; be as in Section 8, and ps, oz and q3 be as
in Section § with ¢ a prime and py < q2. If each U; authenticates z; as in
Protocol 9 with parameters py, aa,q2 and public key ki = (B2,72), as required in
each of the protocols of Section 4, then the conference key distribution systems
are secure against tmpersonation and substitution attacks, provided the Diffie-
Hellman problem is intractable.

Corollary 9. Protocol 9 can be replaced by any proven secure authentication
scheme, provided its security assumption is added to the conditions of Theorem 8.

11 There is no need for p, ¢ to be standard.
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6 A Proven Secure Authentication Scheme

The authentication Protocol 9 has not been proven secure against a chosen at-
tack. Indeed in Theorem 7 the proof of security against a substitution attack
relies on the independence of the message from =, of the public key. We now
will modify Protocol 9 to obtain security against all known attacks, including
adaptive chosen text attacks.

Let (p2, @2, ¢2), (Pa, @3, ¢3) be as in Section 5 with ps < ¢3,and k = (82, 3, 73)
be the public key of user U, with f2 = a3?modps, s = ajz*modps, 13 =
ag“ modps, az €ER Z,,, a3,bs €r Z4,. The following protocol is used to authen-
ticate any number z € Z,,.

Protocol 10. Common input: (p2, @2, 42,3, @3,43; P2, F3,73)-
P has written on its knowledge tape as,as, b3, where By = a3’modps, B3 =

a3*modps, 13 = ay*modps. P is given z € Z,,.

P authenticates z to V: Psendsto V:z and 72 = ag’ modps, where b3 €r Z,,,
and then proves to V, simultaneously, that it knows the discrete logarithm base
as of Bs7 - v modps (= a2z + by modqs), and the discrete logarithm base a3
of 83" - 73 modps (= asgy2 + bz modgs), by using a zero-knowledge proof of
knowledge (e.g., [14, 13, 3, 16]).

V verifies this, checks that 4, = 1 (modp;), and then checks® that a # 1(mod
p), ay? = B,1* = 1(modpz), as® = A5* = 75" = 1(modps) and that gs, g3 are
primes and ps < g3. If this fails V' halts.

Theorem 10. Protocol 9 is a secure authentication scheme if the Discrete Log-
arithm problem is intractable.

7 Conclusion

We have presented a variety of conference key distribution systems which are
proven secure against a passive adversary if the Diffie-Hellman problem (a 15
year open problem) is hard. The session key of our main system is a cyclic
function (of the indices of the users) of degree two, which is the main reason for
its practicality. Ingemarsson Tang and Wong considered conference systems for
which the key was a symmetric function of degree two, but these were insecure.
Shamir’s signature scheme [35], cryptanalyzed by Coppersmith and Stern, also
uses symmetric functions. Our results suggest that cyclic functions still have
some use in cryptography. Although it is hard for an adversary to compute the
session key, it is not clear which bits of this key are hard. Since this problem
is also open for the Diffie-Hellman key exchange, it is beyond the scope of this
paper.

To achieve security against active adversaries we have extended our confer-
ence key distribution protocol. Users have a public key and authenticate their
messages using an appropriate authentication scheme. The resulting system is
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proven secure against an active attack under the same assumptions as before,
while remaining practical.

The authentication used in our protocol is only proven secure against a
generic chosen-message attack [22], i.e., an attack in which the message to be
authenticated is chosen independently of the public key (which is sufficient for
the security of the conference key system). We have extended our authentication
system so that it is also proven secure against an adaptive chosen text attack by a
real time middle-person provided the Discrete Logarithm problem is intractable.
This resulting scheme remains practical.
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