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Abstract. This paper deals with test aspects for the introduction of 5G
technologies into industrial communication. In this context, test types,
test objectives and test objects need to be re-evaluated. For the informa-
tion and communication industry it is new to consider specific fields of
application. For the automation industry, the type of network technology
is fundamentally changing. Therefore, the role of validation, demonstra-
tion, conformance tests and tests to prove the fulfilment of application
requirements for both industries will be reconsidered. Furthermore, es-
sential test objects are described with their possible test interfaces. The
example of the test for proving the fulfilment of application require-
ments of communication links shows how closely the views of the infor-
mation and communication industry and the automation industry are
interconnected. On the basis of an assignment of test types to test ob-
jects, recommendations are made on how the topic of testing industrial
5G technologies can be further developed in a systematic way.

1 Topic test in 5G-ACIA

The aim of the paper is to discuss approaches for unified testing of industrial
communication solutions based on 5G technologies. Industrial communication
is a specific field of data communication. For cost reasons, the aim has always
been to use standard communication technologies for industrial communication.
However, so far neither standards such as Manufacturing Messaging Specifica-
tion (MMS) nor standards of the IEEE 802 series could be applied unchanged.
This will also apply to standards that are summarized under the terms Time
Sensitive Networking (TSN) or 5th Generation Mobile Networking (5G) if in-
dustrial automation stack holders, so called Operational Technology companies
(OT), would not contribute to the requirement specification development. For
the use of 5G technologies in industrial automation applications the 5G Al-
liance for connected industry and automation (5G-ACIA) has been founded in
April 2018. Thus, a platform was created for the cooperation of Information
and Communication Technology companies (ICT) and Operational Technology
companies (OT) to jointly contribute to the development of application-oriented
communication standards.
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The cooperation in 5G-ACIA includes aspects of testing communication solu-
tions. This subject area includes conformity and interoperability tests as well
as reliability and timing tests with regard to the requirements of industrial au-
tomation. An important aspect here is the specification and design of interfaces.
In addition to the user data transmission (User Plane), mobile communications
technology also knows separate levels for control (Control Plane) and manage-
ment (Management Plane) of networks. For each of these levels, in addition
to radio transmission, various higher protocols such as IEEE 802.3, in future
TSN standards, Internet Protocol (IP), Message Queuing Telemetry Transport
(MQTT), Representational State Transfer (RESTful), etc. are used. This is the
basis that will be available for industrial communication. Based on this situation,
a number of questions arise for testing automation devices with 5G communica-
tion as well as for network installations.

2 Types of tests and test objectives

2.1 Test within a product life cycle

The general term test denotes a methodical experiment or check to determine
the suitability, characteristics or performance of an object.
The test method depends on the life cycle phase of the object and on the test
objective. Figure 1 provides an overview over types of tests. Validation, demon-
stration and trial are important stages on the way towards implementing tech-
nologies into products. If a communication standard has been developed the
implementations shall be tested for conformance to the standard and for inter-
operability with other implementations of the communication standard. Within
the production process of the developed implementations product evaluations
are advisable in different productions steps. When a communication product is
installed and configured within an application system approvals of installation
and commissioning ensure the readiness for use and can provide documentations
of the initial state. Periodic audits can discover dangers deviations of the initial
or expected state. The same task take diagnosis functions. If even so an error
occurs dedicated tests may discover the fault.
Tests can be performed by using a simulation platform or a software test bed,
or by using a hardware test bed.

2.2 Validation

Newly developed methods, algorithms or models are typically validated against
the requirement specification. This can be done by simulation or by measure-
ments of exemplary implementations in a hardware test bed. This kind of test is
performed in research and in early phases of product development. With respect
to industrial applications this kind of tests are necessary for example to support
the development of new radio technologies considering the industrial propaga-
tion conditions.
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Fig. 1. Types of tests within a product life cycle

Validation procedures often focus very strongly on the specific research object
and its degree of maturity. The specification of a uniform procedure is hardly
possible here. However, application-related parameters and influences and con-
ditions affecting them should already be taken into account in this phase of
product development.

2.3 Prototype demonstration

Prototype demonstration is an effective way to present the key features of a new
product development. That means not every aspect of the planned product have
to be in the focus. The prototype is put into an operational environment accord-
ing to the intended objective of the demonstration. The operational environment
should represent the relevant influences and conditions. The main focus of the
test is the proof of certain functions and not the in-depth metrological analysis
of the behaviour of the prototype.
One example of prototype demonstrations is a so called plug fest. Different ven-
dors of network hardware and software demonstrated the interoperability of their
products within a communication network. Since ICT and OT are involved in
building industrial communication networks with 5G technologies, such kind of
demonstrations are strongly recommended.

2.4 Test of conformance

If there is a standard for a communication technology, devices that refer to it
must be tested. With a number of well specified test cases the conformity of an
implementation to the related standard has to be proven. Successful test results
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of conformance tests are the necessary condition to build an error-free network.
If 5G technologies are used for industrial communication, most likely additional
communication standards such as IP or industrial application layers may be
necessary. Experience has shown that implementations of communication layers
and an application are usually not retroactive. This has to be considered when
specifying conformance tests for industrial 5G implementations.
While 5G standards are developed by 3GPP, further relevant standards are devel-
oped by IEC or by other organisations. So, it has to be clarified who is responsible
for test case development and how and by whom industrial 5G implementations
should be tested.

2.5 Test of application requirements

Industrial applications have a wide variety of requirements regarding network
size and coverage, data volume, time and error behaviour, and passive and active
environmental conditions. To avoid having to test a radio solution for every
application, application profiles were defined and partially specified in [1]. A
similar procedure is followed with [2]. In [1] it is also defined which parameters
can be used to specify requirements. This provides the basis for testing radio
solutions in an application-oriented manner to ensure that the requirements are
met. This approach should be considered for the development of application-
oriented 5G test beds.

3 Test objects and interfaces

3.1 System under test

A system to be tested can be of different shape in relation to industrial 5G
implementations. A system under test can be an entire communication solution
or even a set of communication solutions. The latter is relevant if for example
wireless coexistence issues are addressed. Furthermore, physical entities such as
hardware or or software implementations or logical entities such as a link be-
tween to well-defined endpoints can be test objects.
The core network and its components such as the radio access network or base
station are not the subject of these considerations. We assume that these ob-
jects are part of demonstrations and proof of compliance with application re-
quirements. However, they do not represent an extra object of investigation, for
example for conformity tests.

3.2 Concept, method or algorithm

Concepts, methods or algorithms of data transmission functions or communi-
cation functions are developed during the first phase of a live cycle. Examples
are concepts for plug & work, medium access methods or security algorithms.
For it, models are developed or prototypes are implemented. The tests can be
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carried out by simulation of model instances or by investigation of prototype
implementations.
The concepts, methods or algorithms are validated with respect to defined func-
tional requirements.
Depending on the particular test object the reference interfaces can be very
different. Therefore, these interfaces are clearly to be specified. Standardised
characteristic parameters and measuring units shall be used.

3.3 Wireless communication solution

A wireless communication solution is a specific implementation or instance of
a wireless communication system. It consists of wireless (automation) devices,
infrastructure devices, and communication relations between them. A wireless
communication solution provides the infrastructure to implement a set of logical
(communication) links between distributed application functions.
While in industrial communication the focus is on productive data transmis-
sion, with the introduction of 5G technologies additional functions for network
management and network control will have to be considered. Such functions will
become more and more important as production processes become more flexi-
ble. This results in further interfaces between application and communication in
addition to the productive data transmission. If applications rely on the func-
tionalities and behaviour of the network, these must also be the subject of tests.
A wireless communication solution can be object of several types of tests. Exam-
ples are tests of installation and commissioning, periodic audits, diagnosis and
failure analysis. The tests are performed with respect to the requirement speci-
fication. The requirement specification may be adapted during the life cycle for
example due to plant extensions. Depending on the hardware and software im-
plementation, and the degree of integration, the reference interfaces can be very
different.

3.4 Communication link

A communication link is a relation between two endpoints of a communication
solution. Several shapes of communication links are possible. If the endpoints
are assumed above the MAC layer, this can be considered as an end-to-end con-
nection of the 5G network. An IP connection is defined by the endpoints of the
IP service. Most relevant for industrial automation is the logical link. It is the
communication relation between two logical end points. The set of logical end-
points forms the reference interface between the application function and the
communication function.
User data, for example measurement data of a sensor or set points for drive con-
trol, are provided to the logical source end point for transmission. The identical
user data are expected at the logical target end point within an anticipated time
interval or time frame, or according to an anticipated data throughput.
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For reproducible tests of a logical link and for comparable test results the re-
quirements and conditions that influence the transmission should be standard-
ised. This standard should be independent of any communication technology.
The standard should allow to describe use cases formally. Alternatively, appli-
cation profiles of connected industry and automation can be developed.
Logical links are in the first place object for tests of application requirements. For
it requirement specifications shall specify target conditions and characteristics
in a quantifiable manner. Standard definitions should be available for relevant
parameters. Depending on the hardware and software implementation, and the
degree of integration, the reference interfaces of a logical link can be very differ-
ent.

3.5 Wireless device

From the point of view of industrial wireless communication, a wireless (au-
tomation) device comprises both wireless communication functions and automa-
tion functions [4]. Examples of wireless devices in this context for example I/O
devices, temperature transmitters, programmable logic controllers, tablets, or
smart phones.
A wireless device can be subject of prototype demonstration, conformance test
or of test of application requirements.
Depending on the hardware and software implementation, and the degree of
integration, the reference interfaces can be very different. An I/O device with
5G technologies may only provide digital inputs and outputs for test purposes.
temperature transmitters may provide an Ethernet or RS585 interface. In any
case the hardware and software interface (IP, fieldbus, etc.) to be used for test
purposes are clearly to be specified. Standardized characteristic parameters and
measuring units shall be used. A specific wireless device in this context is a
wireless module.

3.6 Wireless communication module

We call a wireless module an implementation, which contains wireless communi-
cation functions but normally no application functions. It is typically not devel-
oped specifically for industrial applications, but must meet their requirements.
Therefore, industrial 5G implementations do not require any additional confor-
mity tests for radio modules. Proof of compliance with application requirements
is, however, a relevant test task. In addition, radio modules can also be part of
application-related demonstrations.
Wireless modules typically provide for the application computer interfaces such
as PCI express, SPI or USB . In some cases, the application can also be imple-
mented on a processor used for communication.
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4 Test of application requirements of communication
links

4.1 Characteristic parameter values and interfaces

If parameters that characterise communication are to be determined on a stan-
dardized basis, a uniform understanding of the relevant interfaces, the measure-
ment endpoints, is of decisive importance. However, there are frequently mis-
understandings about the relevant interfaces and the associated terms. Here, a
clear distinction must be made between the application view and the 5G network
view. The biggest problem is when the application requires values promised by
the 5G network. But the 5G network is not the complete communication stack.
In figure 2 is a communication stack with the different layers pointed. The dif-
ferent layers lead to different responsibilities. A stack have a application layer1
which we count among the higher communication layers (HCL). The application
layer provides the data for the application. The bottom layer is the physical
layer. The physical layer and the MAC layer2 pertain to the 5G network. In
some respects, the IP layer3 is part of the considerations to. The layers of the
5G network we count to the lower communication layers (LCL).
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Fig. 2. Mapping of characteristic parameters

1 regarding to OSI/ISO model
2 OSI/ ISO model: Data link layer
3 OSI/ ISO model: Network layer
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For the assessment of the communication it is important to differentiate
between the 5G network performance and the whole communication up to the
application layer. In figure 2 the different parts to be assessed are marked with
different coloured arrows. The red arrow depicts the application point of view.
The light violett shows the 5G network with the IP layer and the back arrow
without the IP layer. It is to see, it is not likely that the the same values will be
reached by the application layer interface compared to the 5G network interface.
The section of Quality of Service will go deeper in the topic of characteristic
parameters. In this section the clear distinction of parameters regarding to the
interface is shown. Figure 3 shows the transmission of messages. The source
application hand over a message to the reference interface of the communication
stack. In the Higher Communication Layers (HCL) the data is processed. From
the HCL the data is transferred to the Lower Communication Layers (LCL) or
rather the 5G network. After the transmission via the media and the LCL of the
second stack, the data goes to the HCL and the target application. The figure
shows various characteristic parameters using the time of the transmission as an
example. For the application view the transmission time is measured, for the
5G network the end-to-end-latency. End-to-end means in this context the end of
the 5G network [3]. Not to associating end-to-end with the application interface
is the challenge.

Fig. 3. Differentiation of tomatoes according to different layers; AF - Application func-
tion; OS - operating system; HCL - higher communication layer; LCL - lower commu-
nication layer
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4.2 Characteristic parameters

Figure 4 shows a selection of characteristics for the QoS assessment at the appli-
cation level. The QoS assessment uses the characteristics of the dependability.
General dependability parameters [5,6] which are often used are availability, re-
liability, up time and down time. Characteristics for the communication are for
example the transmission time and the update time (Figure 3) as well as pa-
rameters of the status of the message (e. g. Number of Lost Messages). From all
parameters can be calculated statistical values (e.g. mean up time, Message Loss
Ratio). The measurement and calculation of them is explained and standardized
in [1, 7].

Fig. 4. Overview of characteristics

4.3 Jitter is out

If you are looking for the term jitter, you will find a large selection of definitions
and interpretations for this term. Jitter is the “the maximum deviation of a time
parameter relative to a reference or target value” [3]. This means jitter is not a
stand-alone parameter, it comes every time together with a time parameter. One
example can be at the application level the transmission time or the update time
and at the 5G network level the end-to-end latency. This is one interpretation of
jitter. Because of the ambiguity of jitter, for the variation of a time parameter
the timeliness is given.

4.4 Timeliness

Timeliness (TL) is described by a time interval (see Figure 5). The interval is
restricted by a lower bound (tLB) and an upper bound (tUB). This interval
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contains all values tA that are in time with respect to the required value tR.
A message reception is considered in time or valid, if it is received within the
timeliness interval. It is received outside the timeliness interval, the message
reception is considered invalid. In equation 1 are the lower and the upper-bound
in the interval, in equation 2 are they out. A mix of the condition is possible.

tLB ≤ tA ≤ tUB (1)

tLB < tA < tUB (2)

Figure 5 shows the timeliness. The point 4 is the required value and the optimum
for the actual value. Is the timeliness defined by equation 1 the range 1 & 7 are
invalid. The points 2 & 6, as well as range 3 & 5 are valid. Is the timeliness
defined by equation 2 the range 1 & 7 and the points 2 & 6 are invalid. The
range 3 & 5 are valid.
The classification and detailed level can be freely expand. The following param-
eters -Accuracy, Earliness and Tardiness- show how the timeliness requirements
are met.

tR

TL

tA
tLB

1 3  5 7

tUB
0

2 6
4

Fig. 5. Timeliness (TL); 1 & 7 invalid range; 3 & 5 valid range; 2 lower bound (tLB);
4 required value; 6 upper bound (tUB)

4.5 Accuracy, earliness and tardiness

Accuracy (AC) describes the discrepancy between the actual time value (tA) and
the desired time value (tR). The value range of Accuracy can assume positive as
well as negative values.

AC(tA) = tA − tR (3)

AC(tA) < 0 for tA < tR, the actual time value is too early (4)

AC(tA) = 0 for tA = tR, the actual time value is on time (5)

AC(tA) > 0 for tA > tR, the actual time value is too late (6)
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Earliness (E) describes how much the actual time value is before the required
value. The earliness function is positive for actual time values smaller than the
required time values.

E(tA) = tR − tA = −AC(tA) for tA < tR (7)

E(tA) = 0 for tA ≥ tR (8)

Tardiness (T) describes how much the actual time value is after the required
value. The tardiness function is positive for actual time values greater than the
required time values.

T (tA) = tA − tR = AC(tA) for tA > tR (9)

T (tA) = 0 for tA ≤ tR (10)

4.6 Survival time

According to [3] and [2] the survival time is "the time that an application con-
suming a communication service may continue without an anticipated message".
This means that the 5G network is in the up-state for the entire survival time,
even if no message has been received correctly. If a message was received correctly
before the survival time expires, the 5G network will remain in the up-state, oth-
erwise it will go to the down-state. A message is considered available when the
conditions for timeliness and correctness are met.
The survival time is a important parameter for the requirement specification.
The number of violations of the survival time is in inverse proportion to the
communication service availability. A thorough explanation can be found in An-
nex A of [3].

5 Tasks for IT and OT

It should be explicitly noted that the following assessments are made from the
perspective of the application of 5G technologies for industrial automation ap-
plications. It is undisputed that beyond this, tests of 5G technologies and their
implementations are necessary, but do not have to consider any specific aspects
of an application.
Table 5 summarizes which tests we recommend for which object to test. Con-
cepts, methods and algorithms are to be validated in the context of research
and development, whereby application-related parameters should be consid-
ered. Within the framework of the introduction of 5G technologies, coordinated
demonstrations of industrial radio solutions should be offered. Standards should
be developed to prove conformity to the communication standards used. A stan-
dard procedure based for example on [1] should be developed for demonstrating
compliance with the application requirements. The properties of implementa-
tions of logical links will be the subject of validations and demonstrations within
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the framework of research and development. A standard approach should be de-
veloped to demonstrate compliance with the application requirements. From the
point of view of industrial 5G implementations, test standards should be devel-
oped for wireless devices, but this is not necessary for wireless modules. Proof
of compliance with the application requirements should for both objects based
on a standard.

Table 1. Relevant tests for further consideration of industrial 5G implementations

Validation Demonstration Conformance
test

Test of
application

requirements
Concept R - - r
Wireless solution - R S S
Logical link R R - S
Wireless device - R S S
Wireless module - r - S

r: Test recommended
R: Test required
S: Standard for testing required

The 5G Core network and its components such as the radio access network
or base station are not covered in this paper. Like wireless devices and wireless
modules, they will be part of demonstrations. These systems are also required
to demonstrate compliance with application requirements but will not be con-
sidered separately as test items.
In the tests to be standardized, the challenge is to consider the different com-
ponents of an industrial wireless solution and their interactions. This requires
close cooperation between ICT and OT.
In addition to testing pure data transmission functions, future network man-
agement (monitoring) and network control functions must also be taken into
account. Furthermore, the investigation of the behaviour of transient processes,
such as the establishment of a connection or the use of a service after a longer
pause, will gain special importance.
The aspects of industrial 5G implementations testing discussed here should al-
ready be considered in the specification of application requirements. Specified
requirements are only of value if they can be verified.
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