Just Test What You Cannot Verify!
Mike Czech, Marie-Christine Jakobs, and Heike Wehrheim
University of Paderborn, Germany
mczech@mail.upb.de, {marie.christine.jakobs,wehrheim}@upb.de

Abstract. Today, software veriﬁcation is an established analysis method
which can provide high guarantees for software safety. However, the
resources (time and/or memory) for an exhaustive veriﬁcation are not
always available, and analysis then has to resort to other techniques, like
testing. Most often, the already achieved partial veriﬁcation results are
discarded in this case, and testing has to start from scratch.
In this paper, we propose a method for combining veriﬁcation and
testing in which testing only needs to check the residual fraction of an
uncompleted veriﬁcation. To this end, the partial results of a veriﬁcation
run are used to construct a residual program (and residual assertions to be
checked on it). The residual program can afterwards be fed into standard
testing tools. The proposed technique is sound modulo the soundness
of the testing procedure. Experimental results show that this combined
usage of veriﬁcation and testing can signiﬁcantly reduce the eﬀort for the
subsequent testing.

1

Introduction

Today, software veriﬁcation has reached industrial size programs, with a large
number of tools providing an automatic analysis (see e.g. the annual software veriﬁcation competition [5]). Still, veriﬁcation tools might fail in analyzing the program at hand. This might have two reasons: (1) the resources necessary for a
complete veriﬁcation are not available, e.g. because an "on-the-ﬂy" analysis is
needed, or (2) the property to be veriﬁed is beyond reach of the veriﬁcation
technology, e.g. when complex structural properties are involved. In this case,
software engineers need to resort to other analysis techniques, for instance the
most widely used method of testing [4]. In this case, the work done in a prior,
but incomplete veriﬁcation run is usually discarded, and testing is started from
scratch, again considering the complete program and set of properties to be
analyzed. This seems to be an unnecessary waste of time and eﬀort.
In this paper, we present a method for combining veriﬁcation and testing in
such a way that a testing run following an unﬁnished veriﬁcation run need just
test those parts of the program which have not been veriﬁed. Prior combinations
of veriﬁcation and testing most often follow other principles: either one of the
techniques is used to generate likely properties which the other technique then
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has to check (e.g. for likely invariants [29] or potential error locations [6]), or
information computed by one technique is used to enhance the other technique
(e.g. test data used for abstraction reﬁnement [27]). Computation of residual
programs (or properties) is employed in none of these approaches. The only other
work aiming at a reduction of one parts of the analysis is [12]. They use a value
analysis to compute potential errors (so called alarms), and use program slicing
[32] on the statements occurring in alarms to reduce the eﬀort of successive
testing. The ﬁrst static analysis is therein executed on the whole program and
only the dynamic analysis has a reduced eﬀort. Here, we introduce a true divideand-conquer type of combining static and dynamic analysis: veriﬁcation is doing
one part (basically as much as it can under restricted resources) and testing is
then simply doing the rest.
Our technique is based on conditional model checking [7], which allows to save
the information computed in a veriﬁcation run (complete or incomplete) in the
form of a so-called condition. In [7], this condition is given to a second, diﬀerent
veriﬁer to complete veriﬁcation. Here, we will use the condition to compute a
residual program for a subsequently running testing tool. Two guiding principles
lead the construction of residual programs: on the one hand, we do not want
to test program parts which already have been veriﬁed w.r.t. the properties
under interest, and on the other hand, we need to generate syntactically correct
programs again such that these can be fed into standard testing tools. Here,
we will propose two techniques for this, both fulﬁlling these guidelines, which
have however diﬀerent consequences for the testing step. Technique 1 uses the
condition itself to generate a residual program, building the synchronous product
of condition and original program thereby removing the already veriﬁed parts.
This usually leads to a residual program which is structurally diﬀerent from the
original program. The second technique uses the condition to extract a slice of
the original program (thus obtaining a syntactic subprogram) which is then used
as residual program.
Our technique can be proven to be sound modulo soundness of the testing
tool, i.e., if the testing tool could faithfully show absence of errors our combined technique would be able to deﬁnitely state safety of programs. We have
implemented our technique using the software analysis tool CPAchecker [9]
as veriﬁcation tool and the concolic testing tool KLEE [10] for dynamic analysis.
Using the results of our experiments we will also discuss which of the two residual
program construction techniques is more suitable for which type of program.

2

Background

For the description of our approach, we assume programs to be written in a
simple imperative language using assignments, assume and assert statements on
integer variables only.1 Following [8] describing conﬁgurable program analysis
(the veriﬁcation framework we employ later), we model programs as controlﬂow automata (CFA) P = (L, G, l0 ), where L is the set of control locations,
1

In our experiments we use programs written in C intermediate language (CIL) [28].
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l0
f lag

¬f lag
l2
¬x ≥ 0

l3

l4
r := 0
l5

r := x%2 ∗ x%2

l1

x≥0

r := 1

l0 : i f ( flag )
l1 :
i f ( x>=0)
l3 :
r :=1;
else
l4 :
r :=0;
else
l2 :
r :=x%2∗x%2;
l 5 : a s s e r t r >=0;
l6 :

assert r ≥ 0
l6

l0
s := 0
l1
x≤0
l3

l8

l5
s := s + i

1

l7

i+

¬i ≤ x

l4

i := 1
i≤x

=

assert s ≥ 0

l2

¬x ≤ 0

i:

l0 : s :=0;
l 1 : i f ( x<=0)
l2 :
a s s e r t s >=0;
else
l3 :
i :=1;
l4 :
w h i l e ( i <=x )
l5 :
s := s+i ;
l6 :
i := i +1;
l7 :
a s s e r t s >0;
l8 :

l6
assert s > 0

Fig. 1. Example programs EVEN/SIGN and SUM and their CFAs

G ⊆ L × Ops × L the control ﬂow edges and l0 the program entry location. The
set Ops contains all assignments, assume and assert statements. Figure 1 shows
our example programs EVEN/SIGN and SUM and their CFAs. Program EVEN/SIGN
computes – depending on the value of variable f lag – either the sign of variable
x or whether x is even or odd. Program SUM sums up all integer values in interval [0; x]. The assert statement states the property to be checked. Indicator r
describing if x is even/odd is expected to be non-negative. Sum s is non-negative
and positive if x > 0. Note, the property (sum positive if x > 0) stated in line
7 of SUM is only true when neglecting overﬂows. Both CFAs contain two assume
edges per condition of an if- or while-statement (one per valuation), and one
assignment and assertion edge for each assignment and assertion, respectively.
The semantics of a program P = (L, G, l0 ) is given by a labeled transition
system T (P ) = (C, G, →) consisting of a set of concrete states C, the labels G
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(the control-ﬂow edges of the program) and a transition relation →⊆ C × G × C.
g
We write c → c for (c, g, c ) ∈→. Let V denote the set of all integer variables
of program P . A concrete state c either assigns to any variable v ∈ V a value
c(v) and to the program counter a control location c(pc) ∈ L or it is the error
(l,op,l )

state, c = cerr , denoting that an assertion is violated. A transition c −−−−−→ c is
contained in T (P ) if c = cerr and c(pc) = l and either op is an assume statement,
c |= op, c (pc) = l and ∀v ∈ V : c(v) = c (v), or op ≡ v := expr is an assignment
and c (pc) = l , c = c[v → expr] or op ≡ assert cond and either c |= cond
and c (pc) = l and ∀v ∈ V : c(v) = c (v) or c |= cond and c = cerr . We
gn−1
g0
g1
call c0 → c1 → · · · → cn a path of program P if c0 = cerr , c0 (pc) = l0 and
gi
∀0 ≤ i < n : ci → ci+1 . Intuitively, a path of a program describes a (partial)
execution of P . We denote the set of all paths of P by paths(P ).
Finally, we are interested in program safety. In our case this means that none
of program P ’s executions violates an assertion. All (partial) executions of P ,
gn−1
g0
g1
that are all paths in paths(P ), are safe. Formally, a path c0 → c1 → · · · →
cn ∈ paths(P ) is safe if cn = cerr . Let pathssaf e (P ) ⊆ paths(P ) denote the set
of safe program paths. Then, a program P is safe if pathssaf e (P ) = paths(P ).
Unfortunately, a veriﬁcation tool may fail to prove a program safe, e.g. due
to resource limits it only proves that a subset of the program paths are safe. We
use conditional model checking (CMC) [7] to describe which paths are proven
safe by the veriﬁcation tool and which paths still need to be veriﬁed. CMC can
be used with any veriﬁcation tool that keeps track of its (abstract) state space
exploration in form of a reachability graph. Subtrees of the reachability graph
which are completely veriﬁed are aggregated into a single safe state. For all
other parts there is a one to one correspondence between the reachability graph
and the condition generated by CMC. Coming back to our example programs
EVEN/SIGN and SUM (Fig. 1), we assume that the veriﬁcation tool only veriﬁed the
left branch of the (outer) if statements. Figure 2 shows the conditions for these
partial veriﬁcations. The rectangle node is the safe state. Since the left branch
of each program has already been veriﬁed, it directly ends in the safe state. For
the unproven right part of program EVEN/SIGN there is one automaton state per
CFA location and if two of these CFA locations are connected by an edge g, then
there is an edge between the corresponding automaton states and the label is
the CFA edge g. For the unproven right part of program SUM we see that the
veriﬁer already revealed that the while loop is executed at least once and that
it unrolled the while loop once (see path q3 , q4 , q5 , q6 ).
Formally, a conditition can be deﬁned as follows. For the details of the condition construction and the CMC approach we refer the reader to [7].2
Definition 1. A condition for a program P = (L, G, l0 ) is a four-tuple CP =
(Q, δ, q0 , qs ), where Q is a set of states, δ ⊆ Q × G × Q a transition function, q0
the initial state and qs the safe state. The transition function ensures that the
safe state is never left, i.e., ∀g ∈ G : (qs , g, qs ) ∈ δ. A run of CP is a sequence
of states q0 q1 . . . qn such that ∀0 ≤ i < n ∃(qi , ·, qi+1 ) ∈ δ.
2

Note that, the condition is called assumption automaton in [7].
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q7

(l6 , i := i + 1, l4 )
(l5 , s := s + i, l6 )
q5
q4
(l
6,
i:
=
i+
1,
l5
)
(l5 , s := s + i, l6 )

q8

Fig. 2. Conditions showing partial veriﬁcation result for programs EVEN/SIGN and SUM

We further assume that the veriﬁcation tools produce conditions CP for programs
P fulﬁlling the following well-formedness properties. These properties ensure that
the condition correctly summarizes the work done by the veriﬁcation tool. Note,
our veriﬁcation tool CPAchecker always generates well-formed conditions.
Path Coverage. Every program path is described by a run of the condition.
gn−1
g0
g1
Formally, for all paths c0 → c1 → · · · → cn ∈ paths(P ) there exists a run
q0 q1 . . . qn s.t. ∀0 ≤ i < n : (qi , gi , qi+1 ) ∈ δ.
Safety. If the tail of a program path is subsumed by the safe state of the congn−1
g0
g1
dition, then the program path is safe. Formally, all paths c0 → c1 → · · · →
cn ∈ paths(P ) are safe for which a run q0 q1 . . . qn exists s.t. ∀0 ≤ i < n :
(qi , gi , qi+1 ) ∈ δ and ∃k < n∀k ≤ j ≤ n : qj = qs .
If a program has been completely veriﬁed and is safe, then the condition consists
of two states only, namely q0 and qs . Given a condition describing which program
paths are veriﬁed and which not, our idea is to provide to a test tool only the
non-proven program paths in form of a residual program. Next, we describe
two techniques to compute such a residual program, one based on subprogram
extraction and the other on slicing.

3

Extraction of Residual Program from Condition

Our ﬁrst technique extracts a subprogram from program P which contains only
the unproven program paths. The idea is that the subprogram P  results from
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(b) Residual program of SUM

(a) Residual program of EVEN/SIGN
(l0 , q0 )
f lag

( l 0 , q0 ) : i f ( f l a g )
( l1 , qs ) :
;
else
( l 5 , q1 ) :
r :=x%2∗x%2;
( l 6 , q2 ) :
a s s e r t r >=0;
( l7 , qs ) :

(l1 , qs )
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¬f lag
(l5 , q1 )

r := x%2 ∗ x%2
(l6 , q2 )
assert r ≥ 0
(l7 , qs )

( l 0 , q0 ) : s : = 0 ;
( l 1 , q1 ) : i f ( x<=0)
( l2 , qs ) :
;
else
( l 3 , q2 ) :
i :=1;
( l 4 , q3 ) :
i f ( i<=x )
( l 5 , q4 ) :
s := s+i ;
( l 6 , q5 ) :
i := i +1;
( l 4 , q6 ) :
w h i l e ( i <=x )
( l 5 , q7 ) :
s := s+i ;
( l 6 , q8 ) :
i := i +1;
( l 7 , q9 ) :
a s s e r t s >0;
( l8 , qs ) :

Fig. 3. Source code of residual program constructed by synchronization of example
programs and respective condition, also CFA for residual program of EVEN/SIGN

the syntactic, synchronous composition of program P and condition CP . Subprogram P  starts in the initial locations of P and CP and may only execute
an operation if both P and CP agree that the execution step is possible in
the current situation. Furthermore, executions of P  stop if CP determines that
all possible extensions of the execution are already proven safe (CP reaches
safe state qs ). The subprogram extracted this way is the residual program used
for further validation. Note, the residual program is not necessarily a syntactic
subprogram. Its branching structure may be diﬀerent. Nevertheless, all veriﬁed
program executions are excluded from the residual program.
Figure 3 shows the source code for the residual programs extracted in the
described way for our example programs (Fig. 1) and the respective conditions
from Fig. 2. For program EVEN/SIGN also its CFA is given. The locations of
the residual programs are a product of original program location and condition
state. Moreover, the residual program contains an edge from location (l, q) to
location (l , q  ) if an edge g = (l, op, l ) in the original program and a transition
(q, g, q  ) in the condition exist. Furthermore, it stops in locations (·, qs ). Both
residual programs remove the proven program part but since in the condition
for program SUM the while loop is unrolled already once, the residual program
of program SUM has more locations than program SUM. The following deﬁnition
now formally describes the explained construction of the residual program.
Definition 2. Let P = (L, G, l0 ) be a program and CP = (Q, δ, q0 , qs ) a wellformed condition for P . The residual program extracted from P and CP ,
denoted by residual_program_of (P, CP ), is a program P  = (L , G , l0 ) inductively deﬁned as follows:
1. (l0 , q0 ) ∈ L ,
2. if (l, q) ∈ L , q = qs , g = (l, op, l ) ∈ G and (q, g, q  ) ∈ δ, then (l , q  ) ∈ L
and ((l, q), op, (l , q  )) ∈ G .
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Our goal is to validate the part of a program that has not yet been proven
safe by the veriﬁcation tool. Since we plan to check the residual program, we
need a correspondence between safety of program P and residual program P  .
Especially, the residual program P  may not lack any unsafe program path of
P . To prevent the user from being bothered by non-existing bugs, the residual
program P  should not contain new unsafe program paths that are not contained
in program P . The following theorem guarantees these properties.
Theorem 1. Let P be a program and CP a well-formed condition for P . Then,
program P is safe iﬀ residual_program_of (P, CP ) is safe.
Proof (by contraposition). Denote P  = residual_program_of (P, CP )
(l0 ,op0 ,l1 )

(l1 ,op1 ,l2 )

(ln−1 ,opn−1 ,ln )

“⇒” If P is unsafe, exists c0 −−−−−−→ c1 −−−−−−→ . . . −−−−−−−−−−→ cerr ∈
paths(P ) and run q0 q1 . . . qn s.t. ∀0 ≤ i < n : qi = qs ∧ (qi , (li , opi , li+1 ), qi+1 ) ∈
((l0 ,q0 ),op0 ,(l1 ,q1 ))

((l1 ,q1 ),op1 ,(l2 ,q2 ))

δ (CP well-formed). Consider p = c0 −−−−−−−−−−−−→ c1 −−−−−−−−−−−−→
((ln−1 ,qn−1 ),opn−1 ,(ln ,qn ))

. . . −−−−−−−−−−−−−−−−−−→ cerr s.t. ∀0 ≤ i < n : ci (pc) = (li , qi ) ∧ ∀v ∈ V :
ci (v) = ci (v). By construction of P  and deﬁnition p ∈ paths(P  ). P  is unsafe.
((l0 ,q0 ),op0 ,(l1 ,q1 ))

((l1 ,q1 ),op1 ,(l2 ,q2 ))

“⇐” If P  is unsafe, exists a path c0 −−−−−−−−−−−−→ c1 −−−−−−−−−−−−→
((ln−1 ,qn−1 ),opn−1 ,(ln ,qn ))

(l0 ,op0 ,l1 )

. . . −−−−−−−−−−−−−−−−−−→ cerr ∈ paths(P  ). Now, consider p = c0 −−−−−−→
(l1 ,op1 ,l2 )

(ln−1 ,opn−1 ,ln )

c1 −−−−−−→ . . . −−−−−−−−−−→ cerr s.t. ∀0 ≤ i < n : ci (pc) = li ∧ ∀v ∈ V :
ci (v) = ci (v). By construction of P  and deﬁnition p ∈ paths(P ). P is unsafe.

4

Residual Program via Slicing

Our second technique uses program slicing [32] to compute the residual program
that describes the unproven part of the program. Program slicing is a technique
for extracting those parts of a program which may aﬀect a so-called slicing
criterion. Slicing usually computes executable subprograms which is important
since we want to give the residual program to a testing tool. We use slicing in the
following way: First, we use the condition to identify those assertions of program
P that have not been fully proven by the veriﬁcation tool. Then, we take these
assertions as slicing criteria to get those program parts of P which inﬂuence the
unproven assertions. The obtained program slice is the residual program.
Next, we are coming to the details. First, we need to identify the set of
unproven assertions. Given a well-formed condition CP , we only know that
assertions which at most occur in transitions of the form (qs , ·, qs ) ∈ δ are
not violated. Hence, any assertion assert cond that occurs in a transition
(q, (·, assert cond, ·), q  ) ∈ δ, q = qs must be in the set of unproven assertions.3
Looking at our example conditions (Fig. 2), we see that one unproven assertion in each condition, assert r ≥ 0 and assert s > 0, respectively, exists.
3

Our implementation represents assert cond by if(¬cond) __assert_fail(...).
We only add assertions if a transition with __assert_fail(...) exists. Thus, we
do not add proven assertions which are on a program path that is not completely
proven.
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To distinguish between same assertions (same operation) used on diﬀerent CFA
edges, we use the CFA edge to describe an assertion. Hence, for our examples
the sets of unproven assertions are SCEVEN/SIGN = {(l6 , assert r ≥ 0, l7 )} and
SCSUM = {(l7 , assert s > 0, l8 )}. Generally, the set of unproven assertions is
deﬁned as follows.
Definition 3. Let P be a program and CP = (Q, δ, q0 , qs ) a well-formed condition for P . The set SCP of unproven assertions is deﬁned as
SCP = {g | ∃(q, g, q  ) ∈ δ ∧ q = qs ∧ g ≡ (·, assert ·, ·)} .
To ensure that we do not miss any bug, we must assure that the computed set
of unproven assertions SCP is complete. This means that if an unsafe path in
the original program exists that violates assertion a, then a is contained in the
set of unproven assertions. The following lemma gives us this property.
Lemma 1. Let P be a program and CP a well-formed condition for P . If P is
unsafe, then an assertion g ∈ SCP from the set of unproven assertion is violated.
Proof (by contradiction). Let P be unsafe. By deﬁnition an unsafe program
gn−1
g0
g1
path exists. Let p = c0 → c1 → · · · → cerr ∈ paths(P ) be an arbitrary unsafe
/ SCP . Since CP wellpath. Since p unsafe, gn−1 ≡ (·, assert ·, ·). Assume gn−1 ∈
formed, exists run q0 q1 . . . qn s.t. ∀0 ≤ i < n : (qi , gi , qi+1 ) ∈ δ. Since gn−1 ∈
/ SC P ,
it follows that qn−1 = qn = qs . Contradiction to well-formedness (safety) of CP .
After computation of the set SCP of unproven assertions from condition CP ,
we now generate the residual program via slicing. The general idea of slicing is
to delete those statements from the program that do not inﬂuence the semantic
property deﬁned by the slicing criteria. Typical slicing criteria are the variable
values at certain program location. We are interested in the evaluation of the
computed, unproven assertions at the location they are deﬁned. Slicing should
delete those statements which do not inﬂuence evaluation of any assertion in SCP .
Looking at our example programs (Fig. 1) and the sets of unproven assertions
SCEVEN/SIGN = {(l6 , assert r ≥ 0, l7 )} and SCSUM = {(l7 , assert s > 0, l8 )}, we see
that we cannot delete any statement in program EVEN/SIGN. Every statement
inﬂuences the evaluation of the assertion. In program SUM only the right branch
of the if statement inﬂuences the assertion in SCSUM . Hence, slicing deletes the
statements of the left branch. The resulting program slice, the residual program,
for SUM and SCSUM = {(l7 , assert s > 0, l8 )}, is the residual program shown in
Fig. 4. Here, we refrain from deﬁning the computation of program slices but
just deﬁne constraints on the constructed slice, which standard slicing technique
will however give us. Slicing only removes program statements (CFA edges).
Technically, a statement is removed by deleting the respective CFA edge (l, op, l ).
To keep the initial location l0 , we do not relink l’s predecessors. Instead, we relink
successors of l to l. Furthermore, locations without predecessors and successors
are removed. The following deﬁnition describes the structural appearance of
a program slice obtained from a program by deletion of some the program’s
statements.
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l0
s := 0
l1
x≤0
l3

1

l8

i+

l7

=

¬i ≤ x

l4

i := 1
i≤x

l5
s := s + i

l2

¬x ≤ 0

i:

l0 : s :=0;
l 1 : i f ( x<=0)
l2 :
;
else
l3 :
i :=1;
l4 :
w h i l e ( i <=x )
l5 :
s := s+i ;
l6 :
i := i +1;
l7 :
a s s e r t s >0;
l8 :

l6
assert s > 0

Fig. 4. C code and CFA of residual program constructed by slicing of program SUM
using slicing criterion SCSUM = {(l7 , assert s > 0, l8 )}

Definition 4. Let P = (L, G, l0 ) be a program. A slice of P is a program
P  = (L , G , l0 ) with L ⊆ L, l0 = l0 and if (l, op, l ) ∈ G , then a sequence
of locations l1 . . . ln , n ≥ 2, exists with l1 = l, ln = l , (ln−1 , op, l ) ∈ G,
∀1 ≤ i < n − 1 : (li , ·, li+1 ) ∈ G ∧ li ∈
/ L .
So far, we deﬁned the structural appearance of a program slice. In addition we
require that the behavior of program slice and original program is identical w.r.t.
the slicing criterion. In general, a slicing criterion is a set of program statements
of interest. Since program statements are deﬁned by CFA edges and we are
only interested in unproven assertions, the slicing criterion is a set of assertion
edges, namely the set of unproven assertions. In this case, original program and a
program slice behave identically w.r.t. the slicing criterion – we call the program
slice sound w.r.t. the slicing criterion – if the following holds. If an arbitrary
execution of the original program violates an assertion ga in the slicing criterion,
then an execution of the program slice exists, that violates the corresponding
assertion ga in the program slice. Formally, this is stated as follows.
Definition 5. Let P = (L, G, l0 ) be a program and SC a slicing criterion,
SC ⊆ Gassert = {g | g ∈ G ∧ g ≡ (·, assert ·, ·)}. Then, a program slice
P  = (L , G , l0 ) of program P is sound w.r.t. the slicing criterion SC if for any
gn−1
g0
concrete state c0 ∈ C the following holds: if there is a path c0 → c1 · · · → cerr ∈
paths(P ) ∧ gn−1 = (l, assert expr, l ) ∈ SC in program P , then there is also a
g


gm−1

0

path c0 →
c1 · · · → cerr ∈ paths(P  ) ∧ gm−1
= (·, assert expr, l ) in program

slice P .

We use dependence based slicing [23] to compute a program slice w.r.t a slicing
criterion SC. The work in [2] ensures that the computed slice obtained from
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dependence based slicing is sound w.r.t. SC. That is why, in the latter we assume
that the residual program, the program slice computed from program P and
slicing criterion SCP is sound w.r.t. SCP .
Remember, our goal is the validation of the non-proven part of the original
program. Validating the residual program obtained from slicing the original program using the set of unproven assertions as slicing criterion is planned as one
option. That is why, we need some correspondence between the original program
and this residual program. Especially, the residual program must only be safe if
the original program is safe. The following theorem ensures this property
Theorem 2. Let P be a program, CP a well-formed condition for P and P  a
slice of program P which is sound w.r.t. the set of unproven assertions SCP (the
slicing criterion). P is safe if P  is safe.
(l0 ,op0 ,l1 )

(l1 ,op1 ,l2 )

Proof (by contraposition). If P is unsafe, exists a path c0 −−−−−−→ c1 −−−−−−→
(ln−1 ,opn−1 ,ln )

. . . −−−−−−−−−−→ cerr ∈ paths(P ) and opn−1 ≡ assert cond. Due to lemma 1
(ln−1 , opn−1 , ln ) ∈ SCP . Since slice P  is sound, P  is unsafe.
Note that the two presented residual program construction techniques can be
combined as follows. Given a program P and a condition CP for P , ﬁrst, use the
technique extraction of residual program from condition and compute program
P  = (L , G , l0 ) = residual_program_of (P, CP ). Take all assertions in P  as
unproven assertions, SCP = {g | g ∈ G ∧ g ≡ (·, assert ·, ·)}, and apply the
technique residual program via slicing to get program slice P  sound w.r.t. SCP .
Program P  is the input for testing in the combined approach.

5

Experimental Results

In our experiments, we studied the actual beneﬁts of our techniques for combined
veriﬁcation and testing. For that, we examined whether a partial veriﬁcation
run with subsequent testing is faster than a complete veriﬁcation. Furthermore,
we determined whether a residual program reduces the test eﬀort. Finally, we
compared all three techniques, the two techniques for construction of residual
programs as well as their combination, with the naive approach always testing
the complete program.
For (partial) veriﬁcation we used the conﬁgurable software analysis tool
CPAchecker (svn r13520). We conﬁgured CPAchecker to use predicate
analysis4 and to produce a condition after partial veriﬁcation. Also, the residual
program from condition is generated by CPAchecker. We sliced the original
program and the residual program from condition with the help of the source
code analysis platform Frama-C (v.Neon-20140301) [17]. Finally, we utilized the
concolic test tool KLEE (v.git-20140327) [10] to generate the test-case suites.
We evaluated our techniques on our examples, on two programs called search
4

Our technique allows the usage of arbitrary analyses, e.g. value analysis or even
sequential combinations of analyses as illustrated in [7].
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Table 1. Experimental Results

Program
EVEN/SIGN
SUM
search
sort
get_tag
mim7to8
esc_uri

Veriﬁcation
V
p.V
2.71 2.71
3.66 3.48
7.55 4.17
16.28 11.23
9.71 4.11
21.58 14.34
72.07 49.91

Veriﬁcation+Testing
P
C
S C+S
2.8 3.15 3.45 3.59
4.54 4.68 5.52 5.64
5.51 5.73 5.73 5.29
11.88 12.94 12.32 13.61
4.71 4.64 5.1 5.35
20.8 23.18 17.07 20.16
50.56 52.5 51.35 53.61

Program Size
P C
S C+S
51 43 51 34
49 51 48 49
217 243 201 167
760 780 569 574
415 248 159 199
939 1142 538 966
808 1052 638 757

P
3
2
14
19
16
48
29

#Tests
C S C+S
2 3
2
3 1
3
17 14
8
19 15 14
8 6
8
79 28 48
51 26 38

and sort, which allow the user to select one from popular array search and
array sort algorithms, as well as 3 programs constructed from the Verisec benchmark [26]. Each of the three programs looks at one test case in the benchmark
and allows to select between the diﬀerent variants of that test case available
in the benchmark. Except for our examples, all assert statements checked the
absence of buﬀer-overﬂows. Furthermore, every program was preprocessed with
CIL [28]. All programs are error free excluding overﬂows which the veriﬁcation
tool assumes not to happen. Moreover, the test tool found the errors regarding
overﬂows if they are part of the test tool’s input program. Our experiments were
performed on a 2.4 Ghz Intel Core 2 Duo Arch Linux system with 4GB memory
and statement coverage, measured with gcov from the GNU Compiler Collection
(v.4.8.2) [1], was always about 90-100% for all generated test-case suites.
Table 5 shows our results. All times are given in seconds. Columns V and p.V
show the times for complete and partial veriﬁcation. The times for EVEN/SIGN are
the same because due to the modulo operator used in EVEN/SIGN CPAchecker
was not able to prove the full program using predicate analysis. The next four
columns show the total times for partial veriﬁcation and subsequent testing
for all four approaches: testing complete program (P), residual program from
condition (C), residual program constructed via slicing (S) and the combination
of the latter two (C+S). Total time includes the time for partial veriﬁcation,
construction of residual program (if any, e.g. slicing time) and test generation
time. The last 8 columns reﬂect the test eﬀort. First, the sizes of the programs
put into the test tool are given in number of control locations. Thereafter, the
number of generated test cases per test suite is depicted. The smallest total
time, program size and number of tests for each evaluated benchmark program
is presented in bold.
Our experiments show that in most cases, partial veriﬁcation with subsequent
testing is faster than a complete veriﬁcation and thus, enables “on-the-ﬂy” analysis.
Surprisingly, the naive approach testing always the complete program performs
best in half of the cases. We believe that this is not a general weakness of our
approaches. In fact, KLEE performs well even for large programs (much larger
than ours) and currently constructing the residual program takes a signiﬁcant
amount of time. The following comparison of program size and number of tests
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will support our position. In contrast to total execution times, program size and
number of tests are usually lower for the two residual program approaches based
on slicing (S,C+S) than for the complete program but this is rarely true for
the residual program from condition (C). In case of the slicing approaches, testing following a partial veriﬁcation beneﬁts from residual program construction.
Moreover, none of the two slicing approaches (S, C+S) always outperforms the
other. As already seen for our example programs EVEN/SIGN and SUM which
approach performs better depends on the partial veriﬁcation, e.g. do assertions
exist which are only partially veriﬁed or do loops exist which are only partially
veriﬁed. Hence, strategies choosing the correct technique need to be developed
considering e.g. the program structure and the condition.

6

Related Work

There are a number of diﬀerent approaches combining veriﬁcation and testing
which we shortly discuss here. VART [29] uses testing to identify likely invariants
and exclude intentionally invalidated invariants after update. Bounded model
checking determines the invariants from the likely invariants and checks the
non-invalidated invariants on the updated program. In unit checking [20] a LTL
formula speciﬁes program paths being suspicious. A model checker explores these
paths. A satisfying assignment to the respective path condition is used for test
generation. Approaches like [31,30] check if a model satisﬁes a property and then
verify that the implementation is consistent with the model.
Like us, many approaches use collaboration of veriﬁcation and testing to either
verify a program or ﬁnd bugs. The approaches in [25,33,19,3,13,21,27] describe
(interleaved) collaboration of veriﬁcation and testing in which testing assists to
ﬁnd a proof. [33] generalizes test observations to a likely abstraction. A theorem
prover checks the abstraction. If this check fails, the counterexample is used
to compute the next input for testing and generalization starts again. [27] uses
testing to choose a good abstraction conﬁguration for the analysis. [21] uses test
data to simplify invariant constraints. [25,19,3,13] including Synergy [19] and
Dash [3] search for errors and proofs at the same time. Test information (e.g.
unavailability of concrete counterexample) is used for reﬁnement of abstraction
in case of spurious abstract counterexamples. Abstract counterexamples are used
to derive a test for a concrete counterexample. In our approaches collaboration
is purely sequential, ﬁrst veriﬁcation, then testing, and testing does not assist
veriﬁcation.
A diﬀerent class of collaborating approaches [6,15,16,18,12] uses static analysis
to detect potential bugs and then test if the bugs really exist in the program.
DyTa [18] ﬁrst detects potential defects with a static analyzer, then identiﬁes
branching conditions which must be valid to trigger a defect, and adds an assume
statement for this condition to guide test input generation via symbolic execution. BLAST [6] reports error locations considered reachable and computes
a test input for every error path, a satisfying assignment for the symbolic error path. Check’n’Crash [15] and DSD-Crasher [16] use ESC/Java to identify
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potential errors and compute a satisfying assignment to the error condition for
every potential error. These assignments are given to JCrasher to generate JUnit
tests. SANTE [12] uses a static abstract interpretation based value analysis to
compute alarms. Then, it instruments the program with special error branches
to enable alarm guided test generation and computes one or more program slices,
depending on the conﬁguration. These program slices are subject to test generation. Our second approach can be understood as testing potential defects. Any
unproven assertion is a potential defect. In contrast to all the other approaches,
we do not verify the whole program and we believe that an error found by our
veriﬁcation tool is a real bug. Nevertheless, similar to SANTE [12] in conﬁguration ALL (computing a single slice) we also apply slicing using the non-veriﬁed
assertions instead of the alarms as slicing criteria.
Further approaches [24,7,14] divide the program like we do. One part of the
program is veriﬁed, the other is tested. Program partitioning [24] takes the opposite direction. It ﬁrst tests. Then, it removes the suﬃciently tested paths and
veriﬁes the residual program. In contrast to our approaches the residual program
in [24] is always a subgraph of the original one. Conditional model checking [7]
produces an assumption automaton to sum up the veriﬁcation work and thus
partitions the program. In [7] the technique is used to verify the non-veriﬁed
partition by a second veriﬁer. It is only mentioned that the technique can be
used to guide test generation. We describe two approaches for actual guidance.
Christakis et al. [14] instrument the program with assumptions and assertions
describing the veriﬁcation eﬀort already done. The subsequent testing tool is
guided to test the assumptions or the validated property but in contrast to our
approaches, the tested program is not simpliﬁed by slicing or deletion of program
paths.
Conditioned program slicing [11] and its extension [22] provide a general model
for the extraction of those program parts which keep the behavior of a program
statement w.r.t. a set of program executions. Hence, their idea is similar to our
extraction of a residual program from condition and our combined approach. An
important diﬀerence between our approaches and [11,22] is that we use a structural description of the program executions (the condition) and [11,22] require
a logic formula on a subset of the input variables. We think that it is non-trivial
to transform our condition into a logic formula needed for conditioned program
slicing.

7

Conclusion

In this paper we presented a new way of combining veriﬁcation and testing.
The approach divides the labor of safety checking onto veriﬁcation and testing,
testing only having to analyze those parts of the program which have not been
veriﬁed. To this end, we presented two ways of constructing residual programs
for testing. We implemented both techniques and experimentally evaluated them
on a number of example programs. The experiments showed that in almost all
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cases the subsequent testing following an incomplete veriﬁcation could beneﬁt
from residual program construction.
As future work we in particular would like to work on strategies for dividing
the available amount of time into the part for veriﬁcation and that for testing. Furthermore, the experiments so far indicate that the program’s syntactical
structure might inﬂuence what residual program construction technique works
better, so that the choice for the technique could be based on the program at
hand. Another line of improvement could be a parallelization of the two techniques since they are completely independent.
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