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Abstract. Online social networks have been widely used for a large
number of activities in recent years. Utilizing social network information
to infer or predict trust among people to recommend services from trust-
worthy providers have drawn growing attention, especially in online envi-
ronments. Conventional trust inference approaches predict trust between
people along paths connecting them in social networks. However, most
of the state-of-the-art trust prediction approaches do not consider the
contextual information that influences trust and trust evaluation. In this
paper, we first analyze the personal properties and interpersonal proper-
ties which impact trust transference between contexts. Then, a new trust
transference method is proposed to predict the trust in a target context
from that in different but relevant contexts. Next, a social context-aware
trust prediction model based on matrix factorization is proposed to pre-
dict trust in various situations regardless of whether there is a path from
a source participant to a target participant. To the best of our knowledge,
this is the first context-aware trust prediction model in social networks
in the literature. The experimental analysis illustrates that the proposed
model can mitigate the sparsity situation in social networks and gener-
ate more reasonable trust results than the most recent state-of-the-art
context-aware trust inference approach.

Keywords: Social Networks, context, trust prediction, social recom-
mendation.

1 Introduction

In recent years, a growing and large number of users have joined e-commerce,
online employment and social network web sites while online social networks
have proliferated to be the platforms for a variety of rich activities, such as
seeking employees and jobs, and trustworthy recommendations for products and
services. In such activities, trust (the commitment to a future action based on a
belief that it will lead to a good outcome, despite the lack of ability to monitor
or control the environment [2]) is one of the most critical factors for the decision
making of users. It is context dependent and it is rare for a person to have
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full trust on another in every facet. For example, the case of full trust in all
aspects is less than 1% at popular product review websites of Epinions.com
and Ciao.co.uk [12]. In real life, people’s trust to another is limited to certain
domains.

Trust prediction is the process of estimating a new pair-wise trust relation-
ship between two participants in a context, who are not directly connected by
interactions in the context [14]. Recently, some studies suggest to predict trust
taking into account some kind of social contextual information. Liu et al. [7]
propose a randomized algorithm for searching a sub-network between a source
participant and a target one. In this work, contextual factors, such as social inti-
macy and role impact factor, are taken into account as constraints for searching,
rather than simple trust inference or propagation. Wang et al. [12] propose a
probabilistic social trust model to infer trust along a path in a social network
exploring all available social context information. However, this method only
relies on trust paths and ignores participants off the path who might also have
an impact on the predicted trust.

In the literature, most trust prediction models suffer from the following draw-
backs: (i) The property of trust values has not been studied sufficiently. For
example, the similarity of people’s trust can be modeled not only from the trust
values but also from their distributions [14]. (ii) The diversity of social contexts
is not well dealt with. In real life, the connection between two people can be any
of friendship, family member, business partnership, or classmate etc. Even the
same relationships—say friendship, their interaction frequency and interaction
contexts can be largely different [12]. (iii) The ways to incorporate social infor-
mation require further study as inappropriate introduction of social information
may introduce noise and degrade the trust prediction quality. (iv) Differences
of contextual information are not handled properly. For example, how to model
the relationship of two contexts? To what extent, the trust in context C; can be
transferred to context C;?

In order to address the above drawbacks, we first present a social context-
aware network model taking into account both personal properties (i.e., features
extracted from personal preference, habit, expertise and active context revealed
in historical data) and interpersonal properties (i.e., features extracted from
two participants including social relationship, social intimacy, similarity etc.) of
participants. Then, we propose a new approach to compute the trust transferred
from interaction contexts to a target context considering both the properties of
participants and the features of contexts in which they have interactions. Finally,
we modify matrix factorization methods, by introducing indicator functions of
both interaction trust and transferred trust, to predict the trust of a participant
in others’ minds regarding a certain target context.

The main contributions of our work are summarized as follows: (i) we intro-
duce relevant context information into our model; (ii) we propose a context-aware
trust transference method that can mitigate the sparsity problem and enhance
the trust prediction accuracy; and (iii) we propose a matrix factorization based
method that can predict the trust between two participants in a target context
regardless of whether there is a path connecting them.
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2 Contextual Social Networks

Context is a multi-faceted concept across different research disciplines with vari-
ous definitions [10]. In this paper, we define context as any information available
for characterizing the participants and the situations of interactions between
them. If participant p; has an interaction with participant ps, the context about
p1 and po in the social society is referred to as the social contexrt, among which
the interaction context refers to any information about the interaction includ-
ing time, place, type of services etc. If po recommends a service to p;, then the
information about the service is referred to the target context.

2.1 Social Context

Social context describes the context about participants. Before it can be used
to predict trust of participants, the properties of each aspect must be extracted
modeling the characteristics of participants and the relationship between them.
Therefore, social contexts can be divided into two groups according to the char-
acteristics of each impact factor: personal properties (e.g., role impact factor,
reliability and preference) and interpersonal properties (e.g., preference similar-
ity, social intimacy and existing trust).

Role Impact Factor: Role impact factor (denoted as RI chl) has a signif-
icant influence on the trust between participants in a society [7]. It illustrates
the impact of a participant’s social position and expertise on his/her trustwor-
thiness when making recommendations based on that the recommendation from
a person who has expertise in a domain is more credible than others with less
knowledge. There are various ways to calculate the role impact factor in different
domains. For example, the social position between email users is discoverd by
mining the subjects and contents of emails in Enron Corporation® [4].

Recommendation Reliability: In a certain context, the reliability of rec-
ommendations (RLBj!) measures the rate of a participant’s recommendations
accepted by recommendees [3]. On the dataset MovieLens?, the leave-one-out
approach is used in [3] to calculate the deviation between the predicted rating
and the actual ratings as the reliability of a participant.

Preference: Preference (PSy: ) is an individual’s attitude or affinity to-
wards a set of objects in a decision making process [6]. This property may dif-
fer greatly between different contexts in real life. The similarity of two partici-
pants’ preferences can impact the trust between them to some extent [12]. Here,
pSgi o, = PSpi . 1t can be calculated from the rating values given by users
using models such as PCC and VSS [8].

Social Intimacy: Social intimacy (SIS ) refers to the frequency of connec-
tions between participants in a social network. The degree of social intimacy can
impact trust as people tend to trust these with more intimate social relation-
ships [1]. Here, SIS is not equivalent to SIS . Models like PageRank [11],

P1,p2 p2,p1
are able to calculate the social intimacy degree values.

! http://www.cs.cmu.edu/~enron/
2 http://movielens.sumn.edu/
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P1 P2 P3 Pa Ps
P1 0.9
p2 | 0.7 0.9
ps | 0.9 0.6
pa 0.6
Ps 0.9

(b) Trust matrix

(a) Social network graph

Fig. 1. The social network in a context

2.2 Social Context Similarity

Interaction context is the information about the situation when the interaction
happens between participants p; and py. For example, suppose that p, has rec-
ommended mobile phones to p; many times in the past. As a result, p; trusts
p2 with the value 737 = 0.8 in the context of mobile phones. Now ps recom-
mends p; a laptop. As there is no historical recommendation in the context of
laptops, and there does exist similarity between the contexts of mobile phones
and laptops, we need to calculate the context similarity in order to determine
how much p; can trust p, in the target context of recommending laptops. Let
¢S € [0, 1] denote the similarity between two contexts ¢; and ¢;. Only when
¢; and c¢; are exactly the same context, C'S“% = 1. And C'S° % = 0 indicates
that the information in context ¢; is not relevant to c¢; at all and cannot im-
pact participants’ trust in context c;. Here, C'S% = CS§%-“. We adopt the
classification of contexts introduced in [12] with a number of existing methods
to compute similarity [13,12], such as Linear discriminant analysis and context
hierarchy based similarity calculation. In addition, the interaction context c; is
relevant to the interaction context ¢; if C'S% > p (u is a threshold, e.g., 0.7),
denoted as ¢; ~ c;. Otherwise, if ¢; is irrelevant to ¢;, denoted as ¢; = ¢;.

2.3 Contextual Presentation of Trust

In order to apply our prediction model on the trust information in different
contexts, we present a contextual trust matrix to represent the contextual in-
formation and social properties. Fig. 1(a) shows a social network graph in a
context ¢;, in which the arrows between nodes mean the existing trust resulting
from past interactions. In context c;, we construct a N, x N, matrix R, where
N, is the number of participants. In this 2-D matrix, if we put the trust value
between participants at each context, the structure can be shown as in Fig. 1(b).
The contextual social network graph is shown in Fig. 2(a) with the trust links
in all contexts, where the superscript ¢;, ¢ = 1...5 indicates the context in which
the trust exists. Taking all contexts into consideration, the matrix R turns into a
N, x N, x N matrix as shown in Fig. 2(b), where, N, is the number of contexts.
In Fig. 1(b) and Fig. 2(b), only the trust vales are shown in the matrix for
illustration purposes. Actually, each element in the matrix is a social property
vector containing all the relative properties discussed in detail in this section.
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P | P2 | P3| pa | s
P1 0.9
p2 | 0.7 0.9
ps | 0.9 0.6
Pa 0.6
Interaction trust ps 0.9 \/
—>Interaction trus Contexts
(a) Social network graph (b) Contextual trust matrix

Fig. 2. Contextual social network

3 Contextual Trust Prediction

The process to predict the trust between participants p, and p, in the target
context of c¢; can be divided into two situations based on available information.
They are discussed in the following subsections.

3.1 Trust Transference between Contexts

The trust in relevant interaction contexts can be transferred to the target con-
text. The result is called transferred trust. This process is trust transference.
As introduced in Section 2, the personal properties and interpersonal proper-
ties can impact how much of the trust in interaction contexts can be transferred
to that in a target context, which is termed as trust transference degree. Thus
the transference degree of trust to p, in p,’s mind from interaction context c;
to target context ¢; can be calculated from the following equation:
af% = - PS% 4wy SIS

Pz,Py Pa,Py Pa,Py

+wg - OS5 (1)

This equation assumes that participant p, trusts participant p, with the trust
value T;;py after interactions in context ¢; in the past. It calculates the trans-
ference degree from the trust in interaction context ¢; to the trust in target con-
text c;, when participant p, makes recommendations to participant p,. Here,
{w;},7 = 1...5 are the weights of the properties that impact the trust of p, in
the mind of p,, and ) w; = 1. Therefore, the trust value to p, in the mind of

1
pz regarding the context c;, Tzf;,py’ can be transferred to the one in the target

context ¢; by a;;’,cgy Tyt -

However, in the target context c;, even if participant p, has no interaction
with participant py, p; can trust p, to some extent primarily due to p,’s social
effect and his/her ability to give an appropriate recommendation, which can be
depicted by the role impact factor and recommendation reliability. We use the

term “basic trust” [9] to refer to this kind of trust, which can be formulated as:
BTy: , =061 RIF}7 + 02+ RLB)J (2)

where, 01 + do = 1. Finally, based on the trust in all the interaction contexts C'
and the basic trust in the target context c;, the transferred trust representing
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P1 p2 P3 P4 Ps
p1 0.7 0.69 | 0.9

‘ m |07 0.9
S 057 ps | 0.9 091 06

o Pa 075 | 0.6
Interaction trust
zTransferred trust ps | 0.8 | 0.9

(a) Social network graph (b) Contextual trust matrix

Fig. 3. Contextual social network with transferred trust

how much participant p, can trust p, in the target context c; can be formulated
as follows: R
TS = [ maéc{aci’cj -TC Y4 BoBTS (3)
ci€

Pi\Dy PasPy PaiPy Pic\Py
where, 81+ B2 = 1; maé({} means the maximum trust value among all the trust
ci €

values transferred from relevant contexts without basic trust. These coefficients
can be calculated using leave-one-out approach [3] in the historical data.

3.2 Trust Prediction Using Matrix Factorization

A more complicated situation is to predict trust between a source participant
and a target participant when they have no interaction trust between each other
in both the target context and relevant contexts, but they do have interactions
with other participants respectively. In such a situation, even if all the trust in
all the interaction contexts has been transferred to the target context using the
method introduced in Subsection 3.1, the trust we want to predict in the target
context is still absent. For instance, we want to predict the trust between ps and
ps in Fig. 3.

As shown in Fig. 3(b), the trust matrix R is a N, x N, matrix represent-
ing the trust from trusters (recommendees) to trustees (recommenders). The
matrix factorization model maps trust values to a joint latent factor space of
dimensionality ! so that each trust value r;; in matrix R is the inner product
of truster vector u; € R! (the relationship between truster i and the [ latent
factors) and trustee vector v; € R (the relationship between trustee j and the
[ latent factors).

Tij A U v (4)

Accordingly, the truster-trustee trust matrix R is modeled as the inner product
of a truster-specific matrix U = {u;} and a trustee-specific matrix V' = {v;}.

R~UTV (5)

The factorization process is approximated by minimizing the following equation:

I o M A2
1511‘51222(Iﬁ+771ij)(w*uiTUj)QJr 5 UlI” + 9 VI, (6)

i=1 j=1
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where |[.||% represents the Frobenius norm; I;; is an indicator function of inter-
action trust. I;; = 1 iff participant p; (truster) trusts participant p; (trustee)
in the target context originally, ¢ # j. Otherwise, I;; = 0. In addition, fij is an-
other indicator function of transferred trust. fij = 1 iff participant p; (truster)
has trust calculated by Eq. (3) to participant p; (trustee), i # j. Otherwise,
Iij = 0.7 € [0,1] is a coefficient controlling the weight of transferred trust. Once
the learning process of the method is achieved by Eq. (6), the trust we want to

predict can be calculated by Eq. (4).

4 Experiments

We evaluate the effectiveness of our model in typical scenarios including the basic
cases of social networks in real world and compare our model with the state-of-
the-art approach social context-aware trust inference (SocialTrust) [12], as well
as the prevalent multiplication strategy (MUL) [5]. Due to space limitations,
only the comparison of trust inference between contexts is presented here.

In real life, a typical situation needing trust prediction is that a recommender
and a recommendee do not have any interactions in the target context c;.
However, they have many interactions in the past in other relevant contexts
Crn ={¢},i=1,..n and i # j. Without any loss of generality, the trust val-
ues between two participants are generated using a random function in Matlab.
We adopt the coefficients from SocialTrust giving the same weight for each co-
efficient, where applicable, and set wy = we = w3 = 0.333, 61 = d2 = 0.5,
b1 = P2 = 0.5, CSv2 =0.8, CSv = 0.1. The context information we used in
this case study can be found in Table 1. In this situation, the trust values to ps

Table 1. Contextual tust to pz in pi1’s mind

ID  Context Context Relation Ty, py PSp,.ps SIp,.ps RIFp, RIF,, RLBy, RLB,,

c1 Teaching VC ¢1 ~c2 & c1 wecs 7 0 0 0 0.8 0 0.9
c2 Teaching Java ca ~ c¢1 & ca » cg 0.7 1 1 0.5 0.8 0.5 0.9
c3 Carrepair c3»ci & cgwca 0.8 1 1 0.5 0.8 0.5 0.9

in p1’s mind calculated by Eq. (3) and SocialTrust are 0.57 and 0.74 respectively.
MUL does not apply in this case, as it does not deal with trust between contexts.

SocialTrust neglects the concept of basic trust while taking the role impact
factor of p; in the target context ¢; into account. In real life, this value should be
0 consistently, because when a participant seeks suggestions from others, he/she
usually has no experience in the target context. Otherwise, he/she has his/her
own trust in the target context already and may not need recommendations.
Therefore, our result is the most reasonable one in this scenario. It fits the case
in real life that, a VC teacher is usually also good at teaching Java, as teaching
Java and teaching VC are similar contexts.

5 Conclusions

As trust prediction is a dynamic and context sensitive process. In this paper, we
have first analyzed the properties that can impact trust transference between
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different but relevant contexts. Based on these impact properties, we have pro-
posed a new trust transference method to transfer trust from interaction contexts
to a target context considering personal properties and interpersonal properties.
Then, a social context-aware trust prediction model has been proposed to predict
trust from a source participant to a target participant. The proposed approach
analyzes and incorporates the characteristics of participants’ trust values, and
predicts the missing trust in the target context using modified matrix factoriza-
tion. The conducted experiments show that our proposed model transfers trust
between contexts in a reasonable way and is able to predict trust between source
and target participants.

References

1. Brehm, S.: Intimate relationships. Random House (1985)

2. Golbeck, J., Hendler, J.A.: Inferring binary trust relationships in web-based social
networks. ACM Transactions on Internet Technology 6(4), 497-529 (2006)

3. Jia, D., Zhang, F., Liu, S.: A robust collaborative filtering recommendation algo-
rithm based on multidimensional trust model. JSW 8(1), 11-18 (2013)

4. Klimt, B., Yang, Y.: Introducing the Enron Corpus. In: CEAS (2004)

5. Li, L., Wang, Y., Lim, E.-P.: Trust-oriented composite service selection and discov-
ery. In: Baresi, L., Chi, C.-H., Suzuki, J. (eds.) ICSOC-ServiceWave 2009. LNCS,
vol. 5900, pp. 50-67. Springer, Heidelberg (2009)

6. Lichtenstein, S., Slovic, P.: The Construction of Preference. Cambridge University
Press (2006)

7. Liu, G., Wang, Y., Orgun, M.A.: Social context-aware trust network discovery in
complex contextual social networks. In: AAAI, pp. 101-107 (2012)

8. Ma, H., Zhou, D., Liu, C., Lyu, M.R., King, I.: Recommender systems with social
regularization. In: Proceedings of the Fourth ACM International Conference on
Web Search and Data Mining, WSDM 2011, pp. 287-296. ACM (2011)

9. Marsh, S.P.: Formalising Trust as a Computational Concept. Ph.D. thesis, Univer-
sity of Stirling (April 1994)

10. Sherchan, W., Nepal, S., Paris, C.: A survey of trust in social networks. ACM
Comput. Surv. 45(4), 47 (2013)

11. Tang, J., Zhang, J., Yao, L., Li, J., Zhang, L., Su, Z.: Arnetminer: Extraction and
mining of academic social networks. In: Proceedings of the 14th ACM SIGKDD
International Conference on Knowledge Discovery and Data Mining, KDD 2008,
pp. 990-998. ACM, New York (2008)

12. Wang, Y., Li, L., Liu, G.: Social context-aware trust inference for trust enhance-
ment in social network based recommendations on service providers. World Wide
Web Journal (WWW.J) (2013) (accepted)

13. Zhang, H., Wang, Y., Zhang, X.: Transaction similarity-based contextual trust
evaluation in e-commerce and e-service environments. In: IEEE International Con-
ference on Web Services, pp. 500-507 (2011)

14. Zheng, X., Wang, Y., Orgun, M.A., Zhong, Y., Liu, G.: Trust prediction with prop-
agation and similarity regularization. In: Twenty-Eighth Conference on Artificial
Intelligence, Quebec City, Quebec, Canada, July 27-31 (in press, 2014)



	Social Context-Aware Trust Prediction in Social
Networks

	1 Introduction
	2 Contextual Social Networks
	2.1 Social Context
	2.2 Social Context Similarity
	2.3 Contextual Presentation of Trust

	3 Contextual Trust Prediction
	3.1 Trust Transference between Contexts
	3.2 Trust Prediction Using Matrix Factorization

	4 Experiments
	5 Conclusions
	References




