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Abstract. When interacting with objects and services in the Internet of Things,
people will need to trust that their data is safe, and that “things” will do what
they promise they will do. As part of a user evaluation of a toolkit for providing
security and privacy information to users, we created two models to find a pattern
in changes in the perception of trust in the participants. The model based on
demographics was not very descriptive. But, the model based on participants’
privacy concerns and trust traits revealed a good match between changes in trust
based on information from our toolkit. While there were some limitations in the
current study, it showed how TFT can be improved for future evaluations.

1 Introduction

We interact with many different objects, portable, stationary or virtual, to accomplish
tasks throughout the day. In the future, these objects will communicate with other ob-
jects, either locally or over the Internet. The result of this phenomenon is the Internet
of Things (IoT) [1]. Users in the IoT will need to know that their data is protected and
that their privacy is protected. This can be difficult when users are traveling in different
environments and some interactions happen automatically. In short, it is desirable for
users to look at privacy and security information and decide whether or not to trust the
IoT.

Our work involves creating a Trust Feedback Toolkit (TFT) that can present informa-
tion to users about the security of their connection, what data is collected, how long it is
stored, and what is done with it. We have targeted smartphones and tablets for present-
ing this information as they are likely mobile objects that might participate in different
IoT environments. We wanted to study how this information would affect users’ trust of
the system. Would this information make users more likely to trust or distrust a system?
What sort of information makes users trust a system?

To answer these questions, we developed a user evaluation where participants inter-
acted with several IoT environments with the aid of the TFT. We analyzed the results
from the evaluations using the partial least squares (PLS) method with emphasis on the
impact of the TFT. We found that for certain groups of users, the TFT did alter these
users’ perception of trust in the system. The impact was not always as expected, for
some the effect was a decrease in trust in the system.

The contribution of this paper is to highlight a model that can find patters in changes
in trust perception for users of our TFT. The paper is organized as follows. Section 2
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provides some background and information about the terminology used in our study and
how we use it; Section 3 describes how the study was carried out; Section 4 presents
the results and how we created our models; Section 5 discusses these models; Finally,
Section 6 provides a conclusion, lessons learned, and possible future work.

2 Background

The idea behind the IoT has been around for a while and was first used in 1999 by Ash-
ton [1]. The IoT refers to uniquely identifiable things—either real or virtual—and their
representation in an Internet-like infrastructure. As technology progresses, other defini-
tions of the IoT have emerged. Here, we are looking at various things that might appear
in smart environments, such as smart homes, smart offices, or e-voting. The scenarios
can also be used for ambient assisted living (AAL). The things in these environments
are “smart” versions of everyday objects—for example, like doors, medicine cabinets,
elevators, and receptionists—and the infrastructure that is necessary for these things to
work.

Trust is a concept that has many different meanings depending on the context (e.g.,
sociology, psychology, ethics, economics, management, and computer science). There
are many reviews of trust. For example, Steinke et al. [2] take a look at trust specifically
in the AAL settings. Yan et al. [3] have looked at theoretical issues when studying trust
in Human-Computer Interaction. Other articles have looked at different ideas about trust
in the IoT. Leister and Schulz [4] provide a summary of definitions and categories of
trust while proposing an indicator for trusting a thing and its information. Even restrict-
ing the search to computer security shows differing definitions of trust [5]. There are
many examples of studies that are concerned with trust perception related to the use
of a particular service, for instance online banking. It is also typical to study trust at a
single point in time. In contrast, Joinson and Reips [6] designed a study that looked at
changes in users’ trust and privacy on the Internet over a 6-week period.

While the definition of trust generated lots of discussion for us, our focus is on the
user’s trust. We settled on the definition presented by Döbelt et al. [7], “A user’s con-
fidence in an entity’s reliability, including that user’s acceptance of vulnerability in a
potentially risky situation.”

3 Study

The TFT has two parts: a framework for integrating into devices that catches security
events and a user interface that presents information to the user and allows them to
decide if they will continue with an action or not (see Fig. 1). Example information
that the TFT provides is if the user is connecting to an unencrypted network, what
sort of information the system wishes to store, or if a purchase will be over a certain
amount. We designed an evaluation that focused on the user interface part of the TFT,
and how well the information provided by the TFT aids the user in making decisions
and affecting trust.

Very few have first-hand experience with the IoT. Therefore, we created two virtual
reality (VR) environments to carry out user tests. One was a smart office building with
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Fig. 1. An example of a TFT screen on a smartphone during the evaluations

multiple floors, meeting rooms, and break rooms. The second was a smart home en-
vironment that focused on AAL with a smart medicine cabinet that reminded users to
take their medicine and door access for caregivers.

We recruited participants with different backgrounds in two different countries (Nor-
way and Germany) to evaluate the interfaces. We followed the ethical guidelines [8]
and participants filled in a consent form. Before entering the virtual environment, par-
ticipants were asked to fill out questionnaires. Topics included questions about demo-
graphics (e.g., age, education level, and gender), how participants judged their own ICT
abilities, their knowledge of the IoT, how they felt about certain privacy issues, and
their trust traits [9]. The trust traits consisted of a survey where participants used a Lik-
ert scale to indicate how much they agreed or disagreed with statements about trust and
security issues with the Internet, new devices, and ICT in general.

Once they had completed the questionnaires, participants were given a training ses-
sion in navigation and interaction in a sample virtual environment. After participants
were comfortable with the interaction (some chose not to continue), they started the
evaluation in either the smart home or the smart office environment. Participants would
navigate in the environment and perform tasks by interacting with the different objects
using either a smartphone or a tablet. Participants were filmed during their interactions
(both themselves and the screen for the smartphone or tablet), and their heart rate and
skin conductivity were monitored. In total, there were 16 different tasks that the users
had to perform. Four tasks were set up with the participant doing the task one time
without the TFT and another time with the TFT. These tasks were: a) entering the break
room, b) purchasing coffee, c) purchasing perfume, and d) ordering medicine.
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After participants had completed a task, they were asked questions about their trust
state; this consisted of four statements about trust. Participants would rate on a scale
of one to four how much they agreed or disagreed with the statements (one is total
disagreement, 4 is total agreement). These questions were if they felt their personal
data was protected, if they trusted the security mechanisms in the system, if there was
enough information about their connection to the IoT, and if they felt the network was
well structured. In addition, participants needed to rate on a scale from one to four
how much they trusted the things in the completed task and why. After completing
all tasks, participants filled out a final questionnaire about the tasks and their experi-
ences in virtual reality. In the end, 35 participants completed the tasks and the pre- and
post-questionnaires.

After the evaluations, we created the change in trust variable based on four tasks
that were done with and without the TFT. The variable shows a change in trust: either
positive (coded as 3), no change (coded as 2), or negative (coded as 1). We designed the
study to find the factors that could explain the influence of the TFT in changing trust.

4 Results

The study used a within subject design with two conditions. In condition one, the system
acted without any warnings or information about the security. In condition two, the user
received warnings and relevant information from the TFT regarding security. The goal
was to increase trust when it is appropriate based on the information presented to the
participants. Of the 35 participants, 14 felt an increase in trust in the system after using
the TFT, eight felt a decrease in trust in the system, and 13 experienced no change. We
will focus on those that experienced a change in trust perception.

Partial least squares (PLS) is the statistical analysis technique used to interpret data
from the study and to test the two models. PLS is a structural equation modeling tech-
nique that can simultaneously estimate measurement components and structural com-
ponents that are the relationships among these constructs. PLS does not require a large
sample size [10, 11].

We investigated two models that could explain the influence of the TFT in changing
trust. Model 1 looked at demographics—age, gender, and education—and the user’s
assessment of technical skills. Model 2 focused on privacy concerns and trust traits.
The PLS Path Modeling for these models are shown in Fig. 2 and Fig. 3, respectively.

Model 1 showed that older people would have lower trust after seeing the information
from the TFT. This was also the case for high education and high ICT skills. However,
the R2 value for this model was low (0.15) and was not very predictive. This implies
that if the goal is to understand the impact of the TFT, we should look for something
other than demographics.

Literature showed that privacy can be a factor that influences trust [12, 13, 14], but
there is not necessarily a straightforward relationship between privacy concerns and
actual behavior [6]. Another approach is to study differences caused by trust traits. We
looked at both privacy and trust traits [15, 16]. We made a variable based on answers
to the questions that were asked about the privacy concerns and the trust traits before
participants entered the VR environment and created a new model called Model 2.
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(subjective assessment)
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Trust Perception

★

★

★

★

Partial Least Squares Analysis
★  significant, 

Fig. 2. Predicting change in trust perception based on demographics

Privacy

Trust Trait 1

Trust Trait 2

Trust Perception

★

★

★

Partial Least Squares Analysis
★  significant, 

Fig. 3. Predicting change in trust perceptions based on opinions of privacy and security
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Model 2 shows that the three variables show a pattern about change in the perception
of trust due to information from the TFT. The participants with privacy concerns had
a tendency to answer that their level of trust increased from condition one to condition
two. According to this finding we can state that privacy matters. The same is true for
participants that tend to be optimistic towards people, communication, and transfer of
information. Yet, participants who are skeptical towards the Internet and new technol-
ogy do not increase their trust when they get information from the TFT.

The R2 value is moderate (0.30) [17]. This implies that changes in trust from the
TFT are better correlated by privacy concerns and trust traits than from demographics.
Table 1 shows the measurement scales for Model 2, and Table 2 shows the correlations
between Model 2’s latent variables.

Table 1. Summary of Measurement Scales for Model 2

Construct Measure Factor Loading

Privacy
composite reliability: 0.82
PC2 Compared to others, I am genuinely concerned about

how companies and other authorities (including the
Internet) process my personal data.

0.74

PC5 Compared to other topics, my private life and privacy
are very important.

0.80

PC6 I am concerned about things that can threaten my pri-
vate life and privacy.

0.78

Trust Trait 1
composite reliability: 0.87
TT7 I trust people in most circumstances. 0.83
TT8 I trust the Internet and communication. 0.90
TT9 I am normally positive about information transfer

that happen through IT systems.
0.76

Trust Trait 2
composite reliability: 0.75
TT12 The Internet is an unsafe medium. 0.72
TT13 Generally, I feel that the Internet is an insecure envi-

ronment.
0.77

TT4 I am normally careful when using new technology. 0.65

Joinson and Reips write that many people report high privacy concernts when faced
with a specific threat to their privacy. In our study, the privacy factor was a significant
predictor of change in trust perception. Joinson and Reips also argue that users rely
“. . . heavily on situational cues to make a decision rather than their preexisting attitudes”
[6, p.18].

Based on this, we interpret our findings as follows: both attitudinal factors—such
as privacy and trust traits—matter in determining change in trust. But, a model with
these factors cannot fully explain why trust increases, decreases, or does not change.
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Table 2. Correlation between latent variables for Model 2

Change in Trust
Perception

Privacy Trust Trait 1 Trust Trait 2

Change in Trust Perception 1.00
Privacy 0.29 0.77
Trust Trait 1 0.37 0.08 0.83
Trust Trait 2 −0.21 0.41 0.10 0.71

Our findings also indicate that situational cues—for instance, information presented by
the TFT—matter. So, the TFT is a tool that can be used to increase awareness in trust
and security issues.

5 Discussion

The second structural model contains the paths between the three independent vari-
ables (constructs) and the dependent variable, the TFT. An examination of the struc-
tural model using PLS indicates that the model explains approximately 40 percent of
the variability in trust perception (R2 = 0.30).

According to Chin [17], R2 values of 0.19, 0.33, and 0.67 can be described as weak,
moderate, and strong, respectively. Consider also the principle of parsimony where we
try to explain the most with the least. This principle favors a research model with fewer
explanatory variables, assuming that this model explains the dependent variable almost
as well as a model with additional variables. With the limited number of participants, it
not acceptable to create many explanatory variables for a model.

In our study, the model based on demographics is weak and shows no pattern to ex-
plain trust perceptions. The model based on privacy and trust traits did show predictive
power; participants having concerns about privacy and the safety of the network were
influenced by the TFT and changed their perception of trust in the IoT. This helps inform
designers what type of information needs to be conveyed when designing trustworthy
systems for the IoT.

There are limitations with Model 2. One limitation is that it is not a comprehensive
model and it has very few variables. In addition, this model is only linked to people with
certain privacy concerns and trust traits. It is also difficult to say how the usability of the
TFT affected the perception of trust. Usability will be included in the next evaluation.

Another limitation is the number of participants in the study. With only 35 partic-
ipants it is difficult to say how our results compare to a larger sample. However, our
study provides a much richer understanding of trust perception for these participants
than a large questionnaire-based study. The evaluation took place in a controlled envi-
ronment where the participants had context and meaningful tasks to perform. The study
was designed to reveal change in trust perception because we kept other variables sta-
ble, and we measured the trust state right after completion of each task. We feel that
the PLS method is helpful in showing that we get meaningful results despite a small
number of participants.
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Some participants reacted negatively to the TFT: they distrusted things that should
have been trusted and trusted things that should have been distrusted. Sometimes, when
not reflecting on what is happening, providing information may cause some participants
to think there is something they need to be concerned about. In this case, suddenly get-
ting security information—even if it shows that things are safe—when they previously
received no information might cause this reaction. Ideally, the TFT should provide in-
formation so that everyone can make the right decision. Still, we see that participants
with privacy concerns and certain trust traits are helped by the TFT.

Finally, skeptical users can be a difficult to serve. The findings indicate that even
though we present relevant security and privacy information, skeptical users are skep-
tical of that information. It seems necessary for users to trust the TFT itself before the
TFT can be play a role in informing users’ trust perception.

6 Conclusion

We have created two models based on the responses that were given by participants.
Model 2 gives an indication of a possible model that can be used to correlate change
in trust perception. We also can see that while a survey about trust or privacy concerns
can give us some information about the topic of trust, our study with virtual reality and
multiple checks of the trust state allowed us to get a deeper understanding of what might
cause changes in trust perception.

The evaluations provided valuable feedback on how the TFT could be improved.
This resulted in a new UI for presenting security and privacy information to the user.
This new UI will be tested in an upcoming evaluation in both virtual reality and the
real world. The next evaluation will include more participants and focus specifically
on the usability of the TFT. We expect that the next evaluation will give us a deeper
understanding of what causes changes in trust perception and also lead to a better TFT
that can benefit everyone.
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