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Abstract. Community-based healthcare information systems (HIS) are devel-
oped to cope with the demand for home healthcare. However, the issue of pri-
vacy protection in HIS adoption has not been given sufficient attention. This
study is to propose a privacy-enhanced framework and to investigate the role of
privacy protection in HIS adoption. Our research model extends the unified
theory of acceptance and use of technology by considering perceived security
and information security literacy. Our experimental HIS is implemented accord-
ing to our proposed privacy-enhanced framework which integrates healthcare
applications and privacy protection mechanisms. The former includes health
management, physiological monitoring, healthcare education, and healthcare
consulting modules. The latter contains secure transmission, privacy protection
and access control modules. Analyses indicate that user adoption of HIS is di-
rectly affected by social influence, performance expectancy, facilitating condi-
tions, and perceived security. Perceived security has a mediating effect between
information security literacy and user adoption.

Keywords: privacy protection, healthcare information system, UTAUT,
perceived security, information security literacy.

1 Introduction

Population ageing has become a global trend because of rising life expectancy and
declining birth rates. An American study in 2009' indicated that people older than 65
years old represent 12.9 percent of the U.S. population. In parts of Asia, elder persons
accounted for 10.74 percent in Taiwan in 2010”. Japan, one of the most rapidly ageing
countries, had the 20.8 percent of elderly population in 2006, and it will increase to 40
percent by 2050°. As predicted by the United Nations, the proportion of elders in the
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world will reach 21 percent in 2050. The ageing phenomenon has caused rapid in-
crease of the demand for health promotion and related services. In a report by the
American Association of Retired Persons (AARP), approximately 85 percent of older
people prefer to stay in their home when needing medical care [1]. This leads to a
growing interest in using information systems to facilitate in-home healthcare and
health management.

Research about healthcare information systems (HISs) usually addresses on the
outcomes and benefit, but little attention has been given to privacy protection. For
instant, several studies aimed to examine the impacts [2], time efficiency [3], benefit
and contributions [4] of electronic health records (EHRs) on HISs. Vishwanath, Singh
[5] also investigate whether EHRs could improve outpatient workflows. However,
unlike other information systems, a HIS accesses a lot of sensitive data such as per-
sonal information, physiological parameters and health records. The end-users of a
HIS nowadays have been extended from physicians in hospitals to patients (or their
family) in home. Thus, challenge in a HIS is the transition from the stand-alone sys-
tems to the networked ones [6], but the issue of privacy protection has not been given
the attention it needs.

This essay has two purposes. Firstly, for the networked HISs, the mechanisms of
privacy protection are not in widespread implementation. One of our purposes is to
propose a privacy enhanced framework for networked HIS. Secondly, whether a sys-
tem is secure or not is related to human psychological cognition. A well-implemented
IT system is not the guarantee of keeping a sense of safety because users’ feeling of
security does not completely reflect the technical security level [7]. Providers will
work in vain if users are not aware of the precautions for their privacy. The second
purpose is to investigate how users’ psychological perception of privacy protection
affects their adoption of HISs. To complete these purposes, we firstly design and de-
velop a privacy-enhanced HIS as experimental platform to investigate user behavior.
The essay would conclude with implications for research and practice. The proposed
framework of experimental platform could provide insides for practitioners interested
in HIS development; and the results of empirical survey would provide understanding
of privacy protection in HISs adoption.

2 Theory and Hypotheses

To investigate user behavior toward health-related systems, we quoted the unified
theory of acceptance and use of technology (UTAUT) [8] in support of our research
model. UTAUT is one of the most influential models that have been used to evaluate
the acceptance of a new technology. This theory posits that four major variables
namely performance expectancy, effort expectancy, social influence, and facilitating
conditions are of primary relevance in explaining the user intention to adopt an
emerging innovation. Particularly, this study puts attentions on the users’
psychological perception of privacy protection. Thus, we proposed perceived security
and information security literacy as key indicators of using healthcare system. Figure
1 presents the model and its constructs.
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Fig. 1. Research model

Modifying the definition given by Venkatesh, Morris [8], we defines performance
expectancy (PE) as the degree of which an individual believes that using the privacy-
enhanced HIS will help him or her to improves the performance of health manage-
ment. When coming up with a technology innovation, one of the major concerns for
individuals is whether they can benefit by using it. In prior research, PE was shown to
possess strong influences on behavioral intention of adopting a new IT [9-11].
Healthcare information systems would advantage users to control over the determi-
nants of their health and thereby improve their health. Especially for patients with
chronic disease, the system let users be aware of physiological symptoms such as
heartbeats, blood sugar, blood pressure, blood oxygen, and body temperature. Patients
can perform regular examinations of self-health management at home or community
center instead of going to a clinic. Besides, the health tracking functionality gives
assistance to the control of health risk factors. Therefore, we proposed the hypothesis:

H1: Performance expectancy positively affects the intention of using privacy-
enhanced healthcare information system.

Effort expectancy (EE) refers to the degree of an individual believes that using the
privacy-enhanced HIS is free of effort [8]. Ease-to-use is considered as the essential
element during the first time usage [10]. The less effort is required, the more willing
users are to adopt a new IT. For example, Zhou and Lu [9] found that users will have
more intention to adopt mobile banking system if its interface is easy to learn. Simi-
larly, it takes time and efforts for a newbie to understand how to process healthcare
related systems and to get familiar with them. In addition, the amount of effort needed
will affect users’ evaluation of whether a new IT can improve their job performances
[12]. Therefore, we proposed the hypotheses:
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H2: Effort expectancy positively affects the intention of using privacy-enhanced
healthcare information system.

HS5: Effort expectancy positively affects users’ perception of performance expec-
tancy.

Social influence (SI) means the degree of which an individual perceives that impor-
tant others believes he or she should use the privacy-enhanced HIS [8]. Since human
cannot live alone, the influence coming family, relatives, or friends would generate
powerful impacts on changing their behavior [13]. Prior research has provided empir-
ical support for the effects of social influence on user’s behavior of using IT [14, 15].
In terms of health promotion, patients need patience and perseverance to perform the
examinations every day. The support of important others in the surroundings is indis-
pensable. Therefore, we proposed the hypothesis:

H3: Social influence positively affects the intention of using privacy-enhanced
healthcare information system.

Facilitating condition (FC) is defined to the degree of which an individual believes
that resources or knowledge exists to support use of the privacy-enhanced HIS [8].
The conduction of a new IT usually tends to run into many bottlenecks; it needs tech-
nological or organizational supports that help to remove barriers to use. Besides, the
domain knowledge and skills are necessary for the operation of new IT. For a health-
related system, basic healthy knowledge and skills will be required, such as the opera-
tion of a sphygmomanometer and the meaning of measured value. The amount of
resources one has is considered as a key determinant of IT adoption [9, 16].

H4: Facilitating condition positively affects the intention of using privacy-
enhanced healthcare information system.

2.2 Perceived Security and Information Security Literacy

Perceived security (PSY) refers to the degree of which an individual believes that
using the privacy-enhanced HIS will be secure [7]. Rather than traditional systems,
healthcare information systems cope with private and sensitive data which are directly
related to identifiable persons [6]. A general situation is that people would refuse to
give authorization of the electronic health records (EHRs) because of privacy con-
cerns [17]. Hence, from the legal perspective, the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) emphasizes the necessity to establish the stan-
dards for use of electronic data interchange and confidentiality of health-related data.
However, Shin [7] noted that users’ feeling of security does not completely reflect
the technical security measures. A system with well secure protection will make a
futile effort if users do not perceive the sense of precautions. Thus, previous research
has indicated that security in cyberspace is subjectively related to human perception
such as the image of risk affinity [18]. In e-commerce context, PSY has been consi-
dered as the key antecedence of shopping behavior [19]. In addition, PSY will prevent
users from using an IT that copes with sensitive transaction such as a mobile wallet
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system [20]. Since a healthcare information system would conduct the transaction of
EHRs, it is importance to investigate the role of PSY in health context. The proposed
hypotheses aim to determine how PSY affects the intention to use HISs, directly or
indirectly through performance expectancy.

H6: Perceived security positively affects users’ perception of performance expec-
tancy.

H7: Perceived security positively affects the intention of using privacy-enhanced
healthcare information system.

The other privacy-related factor discussed is Information security literacy (ISL),
which refers the ability and knowledge an individual possesses enabling him or her to
protect information and systems [21]. Of the same physical security levels, the users’
perceptions of security would be different because of their security literacy. Although
a secure IT has given users the indication of precautions, individuals with higher ISL,
rather than lower ISL, tends to be aware of the security awareness [21]. In addition,
the degree of ISL is related to users’ behavior of using the secure application [22]. As
such, we thus propose relation between ISL, PSY, and the intention of using privacy-
enhanced healthcare system.

H8: Information security literacy positively affects perceived security.
HY: Information security literacy positively affects the intention of using privacy-
enhanced health promotion system.

3 The Development of Proposed Privacy-Enhanced HIS

The proposed framework has four logical phases: EHRs phase, privacy protection
phase, healthcare application phase and multi-roles phase. Firstly, EHRs phase con-
sists of databases storing sensitive information. Secondly, privacy protection phase
contains three main modules, namely secure transmission module, privacy protection
module and access control module. Thirdly, healthcare application phase includes
individual health management module, physiological monitoring module, healthcare
education module, and healthcare consulting module. Lastly, multi-roles phase means
the users and devices. As shown in Figure 2, when a user performs the healthcare
applications by using a PC or physiological testing equipment, all data access should
be done through the privacy protection modules.

In healthcare application phase, the individual health management module enables
users to manage personal long-term health record in a graphical layout. The physio-
logical monitoring module provides immediate warning of users’ physiological data if
it does not meet the reasonable ranges. The healthcare education module recommends
appropriate health education information to users. The healthcare consulting module
enables users to leave an asynchronous message or consult a doctor via video phone
synchronously.
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Fig. 2. The framework of proposed privacy-enhanced HIS

This study pays attention on privacy-enhanced functionality. Firstly, the secure
transmission module prevents physiological information from being eavesdropped by
malicious persons. Secondly, the privacy protection module protects user privacy by
applying a sanitizable signature scheme. Lastly, the access control module ensures
that only authorized users can access system resources, including community infor-
mation, personal health records and knowledge bases. Secure transmission module is
designed to provide a secure wireless transmission between server and physiological
monitoring equipment such as body weight machine, blood pressure meter, blood
glucose meter, and blood oxygen meter. As EHRs contain sensitive patient informa-
tion, this study builds a crypto module and applies the Authentication Protocol in ISO
standard [23] to identify the legitimacy of these devices as well as user identity. Be-
sides, we encrypt users’ physiological data by Advanced Encryption Standard (AES)
algorithm to ensure the safety. Privacy protection module is to preserve the confiden-
tiality, integrity, and availability. EHRs, which are mostly private records of patients,
should not be leaked out to any third party unless the patients personally agreed to
disclose the medical records. This module quotes the conception of sanitizable
scheme [24] to shade private information before EHRs is shared within authorized
users and in the meantime original digital certificate remains valid. Access control
module assures system resources such as EHRs and knowledge bases are only ac-
cessed by authorized users. There are multi-roles in HIS system and each role has his
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own specific security permission. This module applies the Role-Based Access Control
mechanism [25] that access permissions are determined by the level of user identity
and access control policy.

4 Results and Discussions

The proposed privacy-enhanced HIS and devices were set up in the experimental
classroom and totally 315 undergraduates were invited to participate in the experi-
ment. Of the 315 participants, after removing incomplete or invalid questionnaires,
we receive 280 usable samples and response rate is 88.9 percent. The participants’
ages range from 18 to 29. In terms of gender, 62.9 percent are male and 37.1 percent
are female. As for the frequency of going to a clinic for medical treatment, 18.9 per-
cent of participants say they do so about once a week; 18.2 percent go once a month;
33.9 percent are about once a quarter; 17.5 percent only go once annually; 11.4 per-
cent are less than once a year.

The examinations of constructs reliability and validity include factor loading, com-
posite reliability, convergent validity, and discriminant validity. The results are shown
in Table 1. Factor loadings, ranging from 0.71 to 0.95, were greater than the threshold
value of 0.5. The minimum standard of composite reliability (CR) is 0.7 [26], and our
values are between 0.88 and 0.96. The values of average variance extracted from each
construct (AVE) were greater than the lowest bound of 0.5 [27]. These results imply
that our constructs exhibited acceptable convergent validity. The square root of AVE
is greater than any correlation among the constructs, implying that our constructs had
acceptable discriminant validity.

The analysis of hypothesis test could give an understanding of what drives users to
adopt a privacy-enhanced HIS like ours. Figure 3 presents the results of model testing.
In short, all of our hypotheses are statistically supported except H2 (B = -0.02, p >
0.01) and H9 (B = 0.10, p > 0.01). This shows that there exists no direct effect of ef-
fort expectancy and information security literacy on the intention of adopting. How-
ever, the indirect effect analysis estimated by LISREL discovers interesting findings
(see Table 3). First, the effort expectancy has indirect effect on behavioral intention (3
=0.15, p < 0.001). Second, the indirect influence of information security literacy on
adoption is also significant (B = 0.09, p < 0.001). Our proposed model explains 65
percent of observed variance in the adoption of the privacy-enhanced HIS.

The study seeks to explore the role of privacy concerns on user willingness to use a
healthcare information system. To achieve this purpose, we integrate several secure
schemes and implement a privacy-enhanced HIS as our experimental platform. After
the experiment about a week we receive 315 usable responses. The analysis results
exhibits several findings. First of all, user intention toward using a privacy-enhanced
HIS is directly driven by, in order of importance, social influence, perceived expec-
tancy, facilitating conditions, and perceived security. This indicates that users attach
great importance to others’ suggestions while making a decision on HIS adoption.
Thus, the strategy of word-of-mouth marketing would be effective for promotion. For
example, providers should pay close attention to what is being said about their HISs
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in a social network service (SNSs) like Facebook and Twitter, especially negative
comments. Meanwhile, they should consider facilitating conditions such as whether
there exist sufficient resources supporting their HISs. In other words, the systems
should be compatible with existing devices and follow existing international standard
like Health Level Seven (HL7). Secondly, the impact of cost-effect on the privacy-
enhanced HIS is different from traditional systems; ease of use has no directly im-
pacts on user intention, but affects it indirectly by increasing perceived usefulness.
The means performance expectancy might be the mediator variable between effort
expectancy and user adoption; the user-friendly interface is not the guarantee of user
adoption unless this HIS can improve their healthcare efficiency.

This study addresses on users’ information security literacy (ISL) and users’ per-
ception of system security (PSY). The mean value of PSY is about 4.23, showing that
our experimental HIS receives positive belief of security protection. Our system struc-
ture modules could give practitioners insides for developing similar privacy-enhanced
HISs. The path analyses show that the increase of PSY could directly enhance inten-
tion of HIS adoption; ISL has no direct effects on adoption, but affects it indirectly
through PSY, showing that PSY builds the relation between ISL and adoption. That
means people with higher ISL would not generate more intention toward adopting
HISs unless they are aware of well security protection. Besides, PSY also facilitates
the belief of performance expectancy, which is one of the key factors for HIS adop-
tion. In short, providers should endeavor to increase PSY and then make significant
enhancement of performance expectancy and user adoption.
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Fig. 3. Analysis results (Note: *:p<0.05; **:p<0.01; ***:p<0.001)

5 Conclusions

This study proposes several implications for research and practice. For academic re-
searchers, this article extends UTAUT to user adoption of privacy-enhanced HISs by
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integrating the perspectives of perceived security and information security literacy,
and the proposed model explains 65 percent of observed variance. Secondly, we find
performance expectancy is a key moderator between effort expectancy and user adop-
tion of privacy-enhanced HISs. Besides, perceived security plays an important role
that could encourage user adoption as well as increase performance expectancy; secu-
rity literacy affects user adoption indirectly by increasing the awareness of perceived
security. For service providers, this article proposes a framework for a privacy-
enhanced HIS and receives positive reactions in the experiment. The functionality of
privacy protection, i.e. secure transmission module, privacy protection module, and
access control module could give a reference for practitioners to design privacy-
enhanced health systems. In practice, practitioners should take account of word-of-
mouth effects and whether their systems are compatible with mostly medical testing
equipment. There still exists a few limitations should be noted. The implications are
suggested on the basis of an experimental study, so caution must be taken while gene-
ralizing to other types of systems. The suggestion is based on the 315 participants in
the experiment, who are youths with well computer-skill and health-related know-
ledge; it needs further research if the decision maker of IT in a family is not a young
man. Lastly, we take a short-term experiment for convenient and long-term observa-
tion can be reserved for further study.
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