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Abstract. Since a lot of the networks do not apply source IP filtering to
its outgoing traffic, an attacker may insert an arbitrary source IP address
in an outgoing packet, i.e., IP address spoofing. This paper elaborates
on a possibility to detect the spoofing in a large network peering with
other networks. A proposed detection scheme is based on an analysis of
NetFlow data collected at the entry points in the network. The scheme
assumes that the network traffic originating from a certain source net-
work enters the network under surveillance via a relatively stable set of
points. The scheme has been tested on data from the real network.

1 Introduction

The source IP address spoofing is inherently used during attempts to hijack net-
work sessions [19] or to scan a target in a stealth mode [9]. But most commonly,
spoofing plays an important role during denial-of-service attacks (DoS) or dis-
tributed denial-of-service attacks (DDoS). The goal of these attacks is to exhaust
network or host resources by flooding the victim with an overwhelming number
of packets. As a result, the service provided by the victim becomes unavailable.
The spoofing is used to:

— generate large amount of new connections,

— hide the true source identity and render filtering the source of an attack very
hard,

— amplify and/or reflect the attack to the victim.

Therefore, there should be counter-measures to prevent IP spoofing or at least
procedures to trace back the true source. Although many research has been done
in this area none of the proposed solutions became deployed widely. This is of
no surprise since the spoofing might be largely mitigated by installing ingress
filtering in the stub networks, yet this is rather an exception than a rule.
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In our work, we propose an algorithm to detect occurrence of the flows
with spoofed TP addresses. We consider network operator (Tier-1, Tier-2) with
peering interconnections to other large networks. The scheme works upon Net-
Flow v5 [16] data collected from the entry points in the operator network.

The scheme is based on the following assumptions:

— there is a set of specific source IP addresses that should not appear in the
packets entering the network,

— large portion of the communication is symmetric (i.e. it takes the same path
from source to destination and vice versa),

— network traffic originating from a certain network enters the observed net-
work via stable set of points,

— the number of new source IP addresses is stable.

It is straight-forward to build a classifier based on the first assumption. Unfortu-
nately, the assumption covers only a limited set of traffic with potentially spoofed
addresses. The second assumption allows to verify legitimate traffic but cannot
detect spoofing itself. The third assumption allows to report on which link and
from which source prefix the spoofing occurs whereas the last assumption al-
lows to report the destination prefix of the traffic with the spoofed source. The
proposed scheme provides several outputs which may serve as an additional in-
formation for anomaly or attack detection methods as well as a basis for filtering
decisions or post mortem forensics.

The rest of the paper is organized as follows. Section [2] discusses related work
on IP spoofing prevention and traceback. Section [3] proposes an algorithm for IP
spoofing detection with the use of NetFlow data. Section [l provides information
about the deployment and achieved results. The last section sums up the paper
and discusses further research directions.

2 Related Work

As previously mentioned, IP spoofing plays an important role in some types
of attacks and a lot of research interest has been paid to study methods for
preventing or tracing back spoofed IP addresses.

A basic preventive method suggests an ingress filtering [4] in customer or
source ISP networks where the pool of legitimate source IP addresses is well
known. In order to allow filtering in transit or destination networks, the in-
formation about legitimate source IP addresses must be passed from a source
towards the destination networks. In [8], authors propose a new protocol to
spread this information to routers along the path which may build a filtering
table for each ingress interface accordingly. The SPM [2], which is an alternative
method designing a scheme in which participants (involved autonomous systems
— AS) authenticate their packets by a source AS key. In fact, a host may spoof
an IP address from within the same subnet in all these schemes. To address this
problem, Shen et al. [13] extended SPM into the intranet where a host tags its
packets to authenticate them for a network gateway. Xie et al. [20] proposed
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authentication of a host connecting to the Internet by an established authen-
tication protocol. TCP SYN cookies, improved in [2I], may be considered as
an [P-spoofing prevention although the method works only for TCP SYN flood
attacks.

A seminal work of Savage et al. [12] (Probabilistic Packet Marking — PPM)
started out research in the field of packet marking for tracing back the source
of spoofed packets. These marking methods aim at encoding ID of routers along
the path into the packet. Other works extended probabilistic packet marking by
authentication and upstream router map [I4] or by dynamic marking probabil-
ity [10]. A similar approach was proposed in [I], but instead of the full path only
an address of the interface at the first router is encoded into the packet.

Strayer et al. [I5] developed an alternative approach. Rather than to store
path in the packets, a router along the path stores information about a packet
seen in its Bloom filter. The traceback is performed by querying relevant routers
if their local Bloom filter contains the packet.

Other method based on ICMP packets was proposed in [3]. The routers along
the path generate with some probability an ICMP packet containing the previous
and the next hop of a packet. Such information is sent to the destination which
can eventually recover the whole path of the spoofed packets.

Although the previously stated methods are related to our work we do not
aim at preventing nor tracing back spoofed packets. Our goal is to detect spoofed
packets, identify their destination (potential victim or reflector) and a set of links
the spoofed packets are entering the network. The detection of spoofed packets
has only been researched in [7JI8TT]. The first two detection methods are based
on detecting variances in TTL (Time To Live). In [18] the authors have discussed
TTL issues which constitute a problematic estimation of initial TTL (consider
NAT, change of routes, etc.) and a possibility to spoof TTL value. In [11] the
authors suggest to detect spoofing periods based on a significant increase of
new source IP addresses. Such an algorithm cannot detect spoofing used during
reflector attacks since there is only one new spoofed source IP address, i.e., the
address of the final victim. We utilize this algorithm as a part of our scheme.

We build our detection scheme on the network processes that are out of the
control of a spoofing source. As a result, the scheme is able to work upon Net-
Flow v5 records. NetFlow v5 is widely spread monitoring protocol supported
by routers and other stand alone monitoring probes and exporters [65]. Unlike
preventive or tracing methods, our detection method does not require any mod-
ification of a packet, no specific protocol nor any modification to the routers.
The scheme only assumes that each or the majority of border links of the target
network is monitored via NetFlow v5.

3 Detection Algorithm

The core idea of the algorithm is to detect the source IP addresses that are
not expected to appear in arriving packets on a particular link (entry point in
the destination network). The detection is based upon filtering and modeling of
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the arriving traffic (a new set of flow records is processed periodically every 5
minutes). The proposed scheme is depicted on Figure [

The algorithm starts with the filtering of source IP addresses that should
never appear at the entry points. These addresses fall either into a set of so
called bogon prefixes [I7] (e.g., private networks, loopback, etc.) or into a set
of prefixes belonging to the destination network itself (in our case approx. 60
prefixes belonging to /16—/24 networks). The intuition is that the randomly
spoofed source IP addresses may fall into these prefixes. In such a case, the flow
is filtered out and reported as spoofed.

The next step of the algorithm is to reduce the set of loaded flows by removing
those which are not important for the detection process. In our case, the transit
flows are excluded. These flows traverse via the monitored network but their
source and destination addresses belong to other networks. Therefore these flows
are out of the detection scope. The transit flow can be recognized easily (the
same flow key appears in the incoming as well as in the outgoing traffic) and it
is filtered out.

Next, we assume that most of the traffic is transferred over a symmetric path.
To this end, the symmetric filter builds a routing model by observing outgoing
flows on each link. If the traffic with a particular destination is routed over a
particular link it is very likely that the same link is used for the reverse path.
The model contains a set of the source IP prefixes derived from the destination
IP addresses of the outgoing traffic for each link. It is necessary to process all
outgoing flows prior to the incoming flows. The incoming flows verified by the
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Table 1. Histogram of the number of links an incoming source prefix is observed on

Number of entry points 1 2 3
Number of source prefixes (/24) 758103 33697 48 1

Table 2. History model for a single prefix containing the distribution for 3 entry points
(e',e? ¢e*) and the average number of flows (a)

Time Distribution Average Received

[5min] e' [%)] €% %] € [%)] a [flows] r [flows]

1 100 0 0 1000 1000
2 20 80 0 1750 4000
3 100 0 0 1562 1000
4 0 100 0 1421 1000
5 50 50 0 1316 1000

model are considered to be legitimate (and are filtered out) whereas the incoming
flows taking the asymmetric path may be spoofed and must be classified by the
next filter. Also, it may not be sufficient to model expected source prefixes due
to a following issue. A path from an external point A to some internal points
B and C may differ since these points may be located in different parts of the
network. Table [[] shows a histogram of the number of links the source prefixes
is observed on. It may be observed that the majority of prefixes occur only on
a single link which offers the filter a potential for successful filtering based only
on the source prefixes.

Further, the flows are classified by the history-based filter. The filter builds a
model of arriving source prefixes (we discuss the length of the prefix in Section H).
There are several issues that must be taken into account when the filter utilizes
the model to filter out the spoofed flows. It must deal with load balancing (the
source prefix may occur on multiple links at the same time) and route flapping
(the link for the source prefix may change frequently). These issues are addressed
by the parameters and the characteristics of the model. For each source prefix,
the model stores the distribution among the links, exponentially weighted moving
average of the flows belonging to each prefix and the time of the last update.
Table 2] depicts an example of a single record (columns 2 — 4) for a sequence of
intervals. The number of received flows in the current interval is represented by
the last column.

The spoofing is detected if there is a deviance from both characteristics — a
change of the distribution and a large increase of the received flows (as depicted
in the second row in Table 2]). A logical expression [I] describes the detection.

L
ar > kai—1 AZ\@%—6271|/L>H, (1)
i=0
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where a; corresponds to the average number of flows at time interval ¢ and
el is the distribution of the prefix over the links i = 0...L. The coefficient k
corresponds to the increased ratio of the average number of flows whereas the
threshold H corresponds to the average per-link distribution deviance and L is
the number of links. If the spoofing is detected the matching prefix and the link
with the largest increase in received flows is reported.

The last model is based on [II]. It receives all flows entering the network
except the transit flows. The model tracks the number of received flows per each
destination (CESNET) prefix. We follow the implementation in [II] and use
CUSUM to detect the increased number of new source prefixes. The detector
triggers an alert if the threshold is reached and the triggered destination prefix
is reported.

4 FEvaluation

The monitoring data all originate from the CESNET network. CESNET is con-
nected to other AS with seven links. All these seven links are monitored and
reported NetFlow data are processed. In this study we utilize data from period
11.3.2013 00:00 to 17.3.2013 23:59. Each 5 minute interval contains approxi-
mately 19 million of flows collected from all entry points. There are no DoS or
DDoS attacks reported by our analysis tools nor by Warder] in the data set.
The detection results of the first filter (detecting bogon and CESNET prefixes)
are depicted in Figure 2 and Bl Figures [2 and Bl show the occurrence of spoofed
addresses from the specific ranges in the inbound traffic. The large number of
detected bogons confirms the lack of ingress filtering in other networks. The
most often reported prefixes belong to the private network ranges. The spoofing
is detected if the observed value differs from the average (EWMA) three times
the standard deviation or if the value exceeds a fixed threshold of 13000 flows.
There are rare cases when the CESNET prefixes appear in the source ad-
dresses in the arriving packets. The investigation of these cases revealed miscon-
figurations of external routers which upon arrival of particular packets return

! Early warning system deployed by the connected institutions in the stub networks.
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Table 3. Network model size vs. prefix lengths based on a single 5-minute interval

Prefix length /8 /16 /24 /32
Records in model 4 556 227 074 1442638 2420 396

them to its source by the default path. Due to a low amount of these anomalies
the detection threshold of CESNET prefixes is relatively low. We set the fixed
threshold to be thirty detected spoofed addresses which is two times more than
the maximum observed value per 5-minute interval in a long term (a week).
Hence the spoofing detector tolerates these anomalies.

Subsequently, the transit filter reduces the processed set of the flows by 25%
on average.

The results of the symmetric filter are presented in Figure @l The model
reaches its stable state after it overcomes a learning phase during the first several
intervals. A large portion of symmetric communication in our traffic allows to
filter out large number (approx. 85%) of flows as legitimate. The number of
records stored in the model is dependent on the prefix length (see Table B]).

In all our experiments we utilize prefix /24 to achieve moderate memory
requirements and low processing overhead. Additionally, the number of records
in the symmetric as well as in the history-based model is dependent on the length
of considered history (see Fig. [Bl). We keep all records that are no older than
60 minutes. It can be observed that stabilizes after initial growth and decrease.
The decrease is caused by an increased number of new flows arriving in the first
interval due to the symmetric filter which has not built the model yet.

The number of asymmetric flows remains too high for any manual inspection.
To this end, the history-based filter matches the flows to the derived model of
the arriving source IP prefixes. Based on the observation of the collected data we
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set up the detection thresholds H = 40% and k = 3. Moreover we introduce an
activity threshold of the prefix. This threshold disables matching of the traffic
against the prefixes that are not mature enough to be trusted. We have found
out that if we set up the activity threshold to be even 5 minutes the number
of false positives decreases to zero. Such a setup is aligned with the standard
behavior of our network traffic. Figure [6] depicts the situation when the activity
threshold is not utilized. After a learning phase in the first few intervals the
detector reports only a small number of source prefixes. The second peak is
caused by the expiration of the prefixes learned during the first interval when
the symmetric filter did not filter out large portion of otherwise symmetrical

flows.
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source prefixes

At last, we evaluate the model of new source IP prefixes. The detector runs in
parallel to the symmetric and the history-based detectors. The number of new
source IP prefixes per selected destination prefixes is depicted in Figure [l Of
course, the number of the new prefixes decreases with each new interval as the
model learns from new addresses. The average value stabilizes at approx. 130
000 across all destination prefixes in total. The learned prefix is removed from
the model after a week of inactivity. The CUSUM detects the increase of the
new prefixes with respect to the average value. The outcome of the detector is
binary — either the destination prefix receives significant number of new prefixes
addresses or not.

The filter detectors are connected in a pipeline in order to reduce the num-
ber of flows that must be inspected by the history-based filter. Although the
number of alerts is relatively small we do not expect an operator to inspect the
corresponding flows. Rather, we envision that the flows are inspected only in the
cases when more than one detector agree upon that the interval contains flows
with spoofed TP addresses.

5 Conclusion

The paper proposed a new scheme to detect source IP address spoofing. The
scheme detects spoofing by analysing NetFlow data collected at the entry points
in the network. The scheme is based on four assumptions related to the symp-
toms of IP spoofing in the network traffic. An offline evaluation of the scheme
was done on real data collected from CESNET2 network. The results showed
the effectiveness of each assumption. The experiments with parameters of the
algorithm revealed the behavior of the detection scheme and provided a hint on
setting up the scheme in other networks.
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Our future research will focus on proposing further filters to improve accuracy

of the whole scheme. For example, if we used IPFIX protocol as an input data,
it would be possible to use TTL to create another filter based on [7]. We also
work on an NfSen plugin that implements the proposed detection scheme and
we plan to run it online.
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