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Abstract. This paper discusses the provable security of the compres-
sion functions introduced by Knudsen and Preneel [TTIT2/13] that use lin-
ear error-correcting codes to build wide-pipe compression functions from
underlying blockciphers operating in Davies-Meyer mode. In the infor-
mation theoretic model, we prove that the Knudsen-Preneel compression
function based on an [r, k, d]2¢ code is collision resistant up to 2<2rr—d3+d£r)§
query complexity if 2d < r 4+ 1 and collision resistant up to 22 3dt2
query complexity if 2d > r + 1. For MDS code based Knudsen-Preneel
compression functions, this lower bound matches the upper bound re-
cently given by Ozen and Stam [23].

A preimage security proof of the Knudsen-Preneel compression func-
tions has been first presented by Ozen et al. (FSE ’10). In this paper,
we present two alternative proofs that the Knudsen-Preneel compression
functions are preimage resistant up to 2% query complexity. While the
first proof, using a wish list argument, is presented primarily to illustrate
an idea behind our collision security proof, the second proof provides a
tighter security bound compared to the original one.

1 Introduction

A cryptographic hash function takes a message of arbitrary length, and returns a
bit string of fixed length. The most common way of hashing variable length mes-
sages is to iterate a fixed-size compression function (e.g. according to the Merkle-
Damgard paradigm [7/20]). The underlying compression function can either be
constructed from scratch, or be built upon off-the-shelf cryptographic primitives
such as blockciphers. Recently, blockcipher-based constructions have attracted
renewed interest as many dedicated hash functions, including those most com-
mon in practical applications, have started to exhibit serious security weak-
nesses [206/T8IT9I29/34)3536]. By instantiating a blockcipher-based construction
with an extensively studied (and fully trusted) blockcipher, one can conveniently
transfer the trust in the existing blockcipher to the hash function.
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Compression functions based on blockciphers have been widely studied
[BAQITOT422125126/2772830/31I32I33]. The most common approach is to con-
struct a 2n-to-n bit compression function using a single call to an n-bit blockci-
pher. However, such a function, called a single-block-length (SBL) compression
function, might be vulnerable to collision attacks due to its short output length.
For example, one could successfully mount a birthday attack on a compression
function based on AES-128 using approximately 264 queries. This observation
motivated substantial research on constructions whose output size is larger than
the block length of the underlying blockcipher(s). A typical approach has been to
construct double-block-length (DBL) hash functions, where the output length is
twice the block length of the underlying blockcipher(s). Since the 1990s various
double-block-length constructions have been proposed mostly without formal
security proofs. Those constructions were mainly focused on optimizing their ef-
ficiency in terms of the rate, while only recently have a few double-block-length
constructions been supported by rigorous security proofs [SIT5II7I24].

THE KNUDSEN-PRENEEL COMPRESSION FUNCTIONS. On the other hand, Knud-
sen and Preneel [ITIT2/T3] adopted a different approach, aiming at achieving a
particular level of security using a given number of ideal compression functions
as building blocks. Specifically, they used 7 independent cn-to-n bit random
functions to build the entire compression function producing rn-bit outputs.
The parameter c¢ is typically two or three so that the inner primitives can be
constructed from n-bit key or 2n-bit key blockciphers operating in Davies-Meyer
mode. The main idea of Knudsen and Preneel’s approach lies in the method of
deriving the inputs to the inner primitives from the input to the entire compres-
sion function. They used an [r, k, d] linear error-correcting code over a finite field
in a way that its generator matrix extends a kcn-bit input to the entire compres-
sion function to an ren-bit string. This string is parsed into 7 blocks of the same
size, and the blocks go into the inner primitives in parallel. The output of the
entire compression function is the concatenation of the n-bit outputs obtained
from the r inner primitives. This Knudsen-Preneel (KP) compression function is
fed to the Merkle-Damgard transform, producing the final output via a random
finalization function whose output size might depend on the security target.
Due to the property of linear codes of minimum distance d, two different
inputs to the KP compression function determine two sets of inputs to the inner
primitives that are different at least at d positions. Based on this observation,
Knudsen and Preneel made a certain plausible security assumption (see [11]
Section 5]) which was used for their security proof that the KP compression

function is collision resistant up to 2 s query complexity. They also expected
that the KP compression function would be preimage resistant up to 2(4=1n
query complexity. In order to maximize the query complexity, Knudsen and
Preneel suggested the use of MDS codes satisfying d = r — k + 1.

ATTACK HISTORY. For KP compression functions based on an MDS code, the
designers described preimage attacks matching their security conjecture, while
their collision attacks were far from tight for many of the parameter sets.
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Afterwards Watanabe [37] proposed a collision attack beating the original con-
jecture for many cases. In particular, for 2k > r and d < k, one could find a
collision with k2™ query complexity.

Ozen, Shrimpton and Stam [2I] presented a preimage attack of 2'¥ query
complexity, far less than the bound of 2(¢=D" that was originally conjectured
by the designers. By giving a preimage security proof, they proved that their
attack is tight. Their result also implies that one could expect a collision with
about 22¢ queries.

Subsequently, Ozen and Stam [23] presented new collision attacks using the
ideas of Watanabe and the preimage attack of Ozen, Shrimpton and Stam. For
2k > r and d < k, their attacks require 2aklr query complexity. This implies
that the KP compression functions do not achieve the security level they were
originally designed for. On the other hand, tightness of their attack remained a
open question.

1.1 Owur Contribution

In this paper, we prove that the KP compression function based on an [r, k, d]ge
(r—d+1)n
code is collision resistant up to 2 2r-3d4+3 query complexity if 2d < r + 1 and

collision resistant up to Q2r-2d+2 query complexity if 2d > r + 1. For KP com-
pression functions based on an MDS code, this lower bound, simplified to Qaknr
for 2d < r+1 and 22k for 2d > r+1 respectively, matches the upper bound given
by [21123]. For two parameter sets [4,2,3]s and [5,2,4]s such that 2d > r + 1,
the collision security is proved up to the query complexity equal to or beyond
the block-size of the underlying blockciphers.

Ozen, Shrimpton and Stam [21] proved that the preimage finding advantage
of a g-query adversary is not greater than

(r—k)
(r—k)k £\ kg T
_q eqr
61(7’, k) T 9(r=k)n + ( on > )

where we set 6 = T(kfi)fk(z in Theorem 10 of [21]. The upper bound ¢;(r, k)
becomes negligible as ¢ gets much smaller than 2% . In this paper, we present
two alternative preimage security proofs, where the second proof provides a
tighter security bound compared to the original one. Specifically, the preimage
finding advantage of a g-query adversary is upper bounded by

k
r
e2(r,k) = <k‘) qun ’

Our upper bound ex(r, k) is significantly smaller than €;(r, k) since ex(r, k) <

(;)el(r, k)l*r'ﬁk. For example, for a [5, 3, 3]4 code based KP compression func-

. 6/5 . 3
tion, we have € (r, k) > %,, while ex(r, k) = 1205% .

Our first preimage security proof, using a wish-list argument, is presented
primarily to illustrate an idea behind our collision security proof. This proof is
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Table 1. Provable security of Knudsen-Preneel constructions. Non-MDS parameters
in italic. The parameter sets satisfying r + 1 > 2k are [4,2, 3], and [5, 2, 4],.

[r,k,d],e- Basing Compression Collision Resistance Preimage Resistance
Code  Primitive Function Attack [23| Security Tightness Attack [21] Security
5,3, 3], (5+1)n — Bn 23n/4 23n/4 i 25m/3 250/3
(8,5, 3], (84 2)n — 8n 25n/7 23n/5 28n/5 28n/5
[12,9,8], 2n—n (12+6)n —12n  2°7/° 25n/9 24n/3 24n/3
(9,5, 4], (9+ 1)n — 9n 251/6 22n/3 297m/5 291/5
(16,12, 4], (16 + 8)n — 16n  237/5 213n/23 24n/3 24n/3
[6,4,3] 6 (6 +2)n — 6n 22n/3 22n/3 v 23n/2 23n/2
8,6, 3] 16 (8 4+ 4)n — 8n 23n/5 23n/5 i 24n/3 24n/3
[12,10,3],4 2n—n (12+8)n — 12n  2°7/° 250/9 i 20m/5 26n/5
19,6,4] 4 (94 3)n — 9n 22n/3 22n/3 Vi 23n/2 23n/2
[16,13,4] 4 (164+10)n — 16n  2137/23  213n/23 Vi g16n/13  g16n/13
[4,2,3]g (44+2)n —4n 2™ [21] 2" Vv 22n 22n
6,4, 35 (6 +6)n — 6n 22n/3 22n/3 i 23n/2 23n/2
9,7,3s (94 12)n — 9n  277/12 27n/12 Vi 29n/7 290/7
[5,2,4]y 3n—n  (5+1)n—5n 2°7/4[2]]  250/4 i 25m/2 25n/2
(7,4, 4] (T+5)n — Tn 24n/5 24n/5 v 27n/4 27n/4
(10,7, 4], (10411)n — 10n  277/11 27n/11 i 210n/7 210n/7

tight only for the parameter sets of MDS codes. Table[llsummarizes these results
for 16 parameter sets proposed by the original designers.

WISH LIST ARGUMENT. In the information-theoretic model, the most typical
approach for a security proof has been upper bounding the probability that a
single query of an adversary achieves a certain security goal (such as finding a
collision or finding a preimage of a target image). The upper bound of the total
adversarial advantage is obtained by multiplying this upper bound by the num-
ber of queries allowed to the adversary. Most single-block-length constructions
can be analyzed in this way [25].

However, certain constructions might not allow an upper bound small enough
to uniformly apply to all the queries. One of the techniques to address this diffi-
culty is to define a certain bad event that happens with only small probability,
and prove that it is hard for a single query to achieve an adversarial goal with-
out the occurrence of the bad event. This approach was adopted in the collision
security proof of MDC-2 and MJH hash functions [1624] as well as the preimage
security proof of the KP compression functions [21].

Another technique is to cleverly modify the adversary: the modified adver-
sary, typically using the original adversary as a subroutine, is given slightly
more power than the original one. So the success probability of the modified
adversary is not reduced, while it becomes much easier to upper bound. With
this approach, one can prove the security of Abreast-DM and Tandem-DM hash
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functions [8/I5I17]. Our second alternative preimage security proof of the KP
compression functions also follows this approach.

As yet another technique, one might use an observation that a security goal is
usually achieved by a group of queries and the last query that achieves the goal
is uniquely determined by the previous queries in the group. We assume, once
a new query is obtained, the adversary computes a query that might become
the last winning query along with a certain group of existing queries (including
the new query). If this query has not been asked, the adversary includes it in a
wish list expecting this wish is accomplished sometime later. If we have upper
bounds on the size of the wish list (hopefully smaller than the total number of
queries) and the probability that each wish in the list is accomplished, the total
adversarial advantage can be obtained by a union bound. This technique, called
a wish list argument, was first used in the preimage security proof of certain
double-length blockcipher-based compression functions [I]. This work is the first
application of a wish list argument to a collision security proof (combined with
a bad event argument). In our extension, each wish is typically given as a set of
unasked queries, rather than a single query.

ErFICIENCY. Unfortunately, for most of the parameter sets, the KP compression
functions do not provide collision security beyond the block-size of the underly-
ing blockcipher. However, from a practical point of view, some of the KP com-
pression functions are still comparable to the existing blockcipher-based hash
functions such as MDC-2, Abreast-DM and Tandem-DM in terms of efficiency
and probable security.

In MDC-2, compression of a single n-bit message block requires two calls to
the underlying n-bit key blockcipher, and it enjoys a 35”—bit collision security
proof. This construction is comparable to the KP compression functions using
[12,9,3]4, [16,12,4]4 or [8,6,3]16 codes: they are all of rate é using 2n-to-n bit
primitives (or equivalently n-bit key blockciphers), and supported by a 3g’—bit
security proof.

The compression function H = KP'([6, 4, 3]g) using 3n-to-n bit primitives (or
equivalently 2n-bit key blockciphers) is supported by a 23"—bit security proof.
This construction has the same rate and the same provable security as MJH [16]
using a 2n-bit key blockcipher.

The compression function H = KPl([47 2, 3]s) using 3n-to-n bit primitives (or
equivalently 2n-bit key blockciphers) is supported by an n-bit security proof.
This construction is comparable to Abreast-DM and Tandem-DM, both of which
are of rate ; using a 2n-bit key blockcipher. We also refer to [5] for comparison
of this compression function with the other existing schemes in terms of AES
driven implementations.

The compression function H = KP'([5,2,4]g) is relatively slow with rate L
while this is the first construction that enjoys the provable collision security
beyond the block-size of the underlying blockciphers. However it remains open
whether this KP compression function is still secure when the inner primitives
are instantiated with 2n-bit key n-bit blockciphers, since in general an n-bit
blockcipher loses its randomness beyond 2™ queries (for a fixed key). The other
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open question raised here is the provable security of KP constructions where all
the inner primitives are instantiated the same.

2 Preliminaries

2.1 The Knudsen-Preneel Compression Functions

An [r,k,d]se linear error-correcting code C is a k-dimensional subspace of Fi.,
where Fae denotes a finite field of order 2°. An [r, k, d]2 code C can be represented
by a k x r generator matrix G over Fo. where every codeword of C is expressed
as a linear combination of the row vectors of G, namely w - G for some w € Fk..
Obviously, k£ < r, and the Singleton bound states that

d<r—k+1.

When a code meets the equality of the Singleton bound, it is called mazimum dis-
tance separable (MDS). As an important property of MDS codes, any k columns
of a generator matrix of an MDS code are linearly independent.

Let Fye = F(w) be an extension of Fy generated by the root w of a primitive
polynomial p(x) of degree e, and let F§ be an e-dimensional vector space over Fa.
In order to clearly define the Knudsen-Preneel compression functions, we need
to identify Fae and F§ by a group isomorphism v : Fae — F§ such that

Y(ae 1w+ aw Fag) = (ae_1, . .. ,al,ao)T.

For each g € Fac, consider a map

®(g) : Fg —> F§
ur— (g P~ (w),

where “” denotes the field multiplication of Foe. This is a linear map, so it is
associated with an e x e matrix over Fy with respect to the standard basis. We
will denote this matrix as ¢(g). Since for every g, h € Fae,

1. &(g+h) = d(g) + P(h),
2. &(gh) = 2(g) o 2(h),

we also have ¢(g + h) = ¢(g) + ¢(h) and ¢(gh) = ¢(g)d(h) for all g,h € Fae.
This implies the map ¢ : Foe — F§*¢ is a ring homomorphism.

Suppose that ¢(g) is the identity matrix, or equivalently ®(g) is the identity
map. Since this implies g - 9~ (u) = ¢~ (u) for every u € F§, g should be the
multiplicative identity of Foe. This implies again that ¢ is injective.

This injective ring homomorphism naturally extends to ¢ : F5XF — Fpexke
where ¢ is applied to each component and then (F5*¢)"** is identified with

F7¢ke Now we are ready to define the Knudsen-Preneel compression functions.
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Definition 1. Let C be an [r, k,d]s. linear code with a generator matrix G €
F5X" and let ¢ : Fae — FS*C be the injective ring homomorphism defined above.
Let e = be and n = bn’' for some positive integers b, ¢, n, n’, and let ek > rb.
Then the Knudsen-Preneel compression function

H = KP’([r, k,d]sc) : {0,1}F" — {0,1}'™

making oracle queries to public random functions f; : {0,1}" — {0,1}", | =
1,...,r, computes H(W) for W € {0, 1}*<" as follows.

1. Compute X + (¢(GT) @ L) - W.
2. Parse X = (x1,...,2,), where x1,...,z, € {0,1}°".
3. Make oracle queries y; = fi(x;) for 1 =1,...,r, and output the digest Z =

yll - [lyr-
Here ® denotes the Kronecher product and I, the identity matriz in IFSIX"/.

Ezample 1. The above mathematical description of Knudsen-Preneel construc-
tions looks complicated, while the constructions themselves are very simple. For
example, let e = 2 and let Fy: = F(w) for a root w satisfying w? + w + 1 = 0.
For a1w + ap € Faz,

w(arw + ag) = (ap + a1)w + ag.

11
This implies ¢(w) = L O] . Since ¢ is an injective ring homomorphism,

¢<0>—[O°], ¢<1>—M, ¢<w>—[1 1], ¢<w+1>—¢<w>+¢<1>—[“].

00 01 10 11
1001 1
Let C be a [5,3, 3]4 linear code with a generator matrix G = (0101 w |.If
0011lw+1

c=2,thenb=1,n=n' and

[10]00[00[10]10]
01/00[00/01[01
_ ~|oof10]00[10[11
00[01]00[01[10
00(00[10/10]01
00[00[01]01]11]

Let H : {0,1}5" — {0,1}°" be the resulting KP compression function using
five public random functions f; : {0,1}?" — {0,1}", | = 1,...,5. Then for
W =wil[--||ws,

HW) = fi(@)][--- || f5(s),
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where 21 = (w1]|w2), T2 = (w3l|wa), T3 = (wW5||we), T4 = (W1 Bws Dws||ws Bws @
we), T = (w1 D ws D wy ® we||wz B ws ® ws G we).

Throughout this work, we will simply write CPRE (W) = (¢(GT) ® I,,/) - W. For
the security analysis of H, we need to state some properties of CPFF,

Definition 2. Let T C [1,r] and let (v])ier € [];c{0,1}". (21,...,2,) €
({0,1}™)" is called an extension of (z} )iz if there exists an input W € {0, 1}ken
such that CPRE(W) = (21,...,2,) and v = xf forl e I. We will say (x])iez
1s valid if it has an extenszon'

For T = [1,7], valid tuples are exactly the images of C”®E. Due to the linearity
of CPRE (with respect to bitwise xor “@”), we have the following property.

Property 1. If (x1)icz and (x))iez are valid, then (x; ® x))1e7 is also valid.

Property 2. Let Z be a subset of [1,7] such that |Z| =1 —d+ 1. If (x] )iz €
11,710, 1}" is walid, then it has a unique extension.

Proof. Suppose that (x1,...,z,), and (2,...,2,.) are extensions of (x})ez.
Then (z1 ® 2f,...,z, ® x}) is also an extension of (0);cz. Since any nonzero
codeword in C has at least d nonzero coordinates, we have (z1 9z}, ..., 2, @) =
(0,...,0), and hence (z1,...,z,) = (z],...,2}). O

2.2 Collision Resistance and Preimage Resistance

In this section, we review security notions of collision resistance and preimage
resistance in an information theoretic sense. In the collision resistance experi-
ment, a computationally unbounded adversary A makes oracle queries to public
random functions f;, { = 1,...,r, and records a query history Q, which is initial-
ized as an empty set. When A makes a new query fi(z), a query-response pair
(I, fi(x)) is added to QP We will loosely write (I,2) € Q indicating that the
value of fi(x) has been determined by A’s query. Furthermore, we will denote
A’s i-th query as (I*,2%), i = 1,...,q, indicating the i-th query is fy: (z?).

At the end of the collision-finding attack, A would like to find queries

(1,2™), ..., (r,2™), (1,270), ..., (r,2?") € Q
satisfying the following two conditions.

1. (z%,...,2%) and (2%,...,27") are distinct valid tuples.

2. fi () |- || fr (ai7) = fr (@) || || (27).

' We regard J],.,{0,1}°" as the set of all functions from Z to {0,1}°". Thus, even in
case |Z| = |Z'[, [1,ez{0,1}°" # 1,7 {0,1}°" as long as Z # I'. We also naturally
identify ({0,1}°")" with {0, 1}

2 Unless stated otherwise, we will not allow any redundant query.
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In this case, (i1,Ji) 17] is called an inder sequence of a collision. The suc-

le[
cess probability of A’s finding a collision is denoted by Adv$s (A). The maxi-

mum of Adv?})'(A) over the adversaries making at most ¢ queries is denoted by

Advi(g).

In the preimage resistance experiment, A chooses a target image Z =
z1|| -+ ||zr at the beginning of the attack, where z1, ..., 2z, € {0,1}™. After mak-
ing a certain number of oracle queries to f;, { = 1,...,r, A would like to find
queries

(1,2™),...,(r,2") € Q

such that fi (z)||---||fr (z'") = 21|+ ||z,. The success probability of A’s
finding a preimage is denoted by Adv% (A), and Adv¥(¢) is the maximum of
Adv%E(A) over the adversaries making at most ¢ queries. There might be several
definitions of preimage resistance according to the distribution of a target image.
The definition described here, called everywhere preimage resistance, is known
as the strongest version in the sense that an adversary chooses its target image
on its own.

3 Preimage Resistance Proofs

In this section, we will give two preimage resistance proofs of the KP compression
functions. In both security proofs, we let Z = z||-- ||z be the range point to
be inverted where z1, ..., 2. € {0,1}". When an adversary A succeeds in finding
a preimage of Z, predicate Pre is set to true by definition. So we need to upper
bound the probability Pr[Pre]. Throughout this work, we will write N = 2.

3.1 The First Alternative Proof

Consider a subset 7 C [1,r]| such that |7| = r — d + 1. With respective to
this subset, we define predicate Pres, where Pre is true if A obtains an index

sequence of a preimage D = (il)le[l,r] such that

1. (I,z%) € Q and fj(z%) =z for I =1,...,r,
2. maxleT{il} < minle[l’r]\T {’Ll}

By the second condition, T specifies the function indices where the first r —d+ 1
partial preimages are determined. More precisely, a partial preimage can be
defined as follows.

Definition 3. Let T be a subset of [1,r] such that |T| =r —d+ 1. A sequence
of indices

P = (il)leT

is called a partial preimage at T if (I,2%) € Q and fi(z%) =z forl € T.
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We will upper bound Pr [Pre] by using the following implication.

Pre = \/ Prer

TC1,r]
|T|=r—d+1
= Bad(M)v \/  (~Bad(M)APrer), (1)
TC[1,r]
|T|=r—d+1

where the parameterized predicate Bad(M), M > 0, is true if there exists a
subset T C [1,r] of size r — d 4+ 1 such that the number of partial preimages at
T is greater than M.

In order for a preimage finding adversary A to set Prer to true, A has to first
complete a partial preimage at 7. If (x%),c7 is valid at the point when a partial
preimage P = (i;)ie7 is completed, then the remaining queries (71)1e1,,\7 that
might complete a preimage of Z along with (z');c7 are uniquely determined
by Property 2 Specifically, it is required that f;(z;) = 2 for [ € [1,7]\T. If any
of these evaluations has not been determined, we include (1, 21);e[1,,\7 into a
wish list £, expecting all of these evaluations to happen sometime later. A single
query might include a multiple number of wishes into £ by completing a multiple
number of partial preimages at 7. However a single partial preimage at 7 is
associated with a unique element in £. Therefore the size of £ would be at most
M without the occurrence of Bad(M). Since each wish would be accomplished
with probability 1/NH1’T]\T‘ = 1/N%71, we have the following upper bound.

M
M
Pr[-Bad(M) A Prer] < Z Pr [the i-th wish is granted] < Nd-1° (2)
i=1

In order to address the remaining problem of upper bounding the probability of
Bad(M), we will define a random variable X that counts the number of partial
preimages at T, and probabilistically upper bound the value of X using Markov’s
inequality.

Fix a subset 7 C [1,7] of size r — d + 1, and define a random variable Xp
for each sequence P = (i1);c € [[;c7[1, 4], where Xp = 1 if (I,z") € Q and
fi(z") = z for every l € T, and Xp = 0 otherwise. If we define

X= Y Xp

Pellier(ld

then X counts the number of partial preimages at 7. Since |Hl€7— 1, q]| = g+

and

1
Pr(Xp =1] = Ex(Xp) < Nr—d+1’

we have Ex(X) < ;{;:::1. Using Markov’s inequality, for M > 0 we have
q'r‘fdJrl

PriX>M< o
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Applying a union bound over subsets 7 C [1,7] of size r — d 4+ 1, we have

PriBad(M)] < r q'r‘fd+1 r qr7d+1 5
r(Bad(M)] < (r —d+ 1> MNr—d+1 ~ <d— 1) MNr—d+1° (3)

By @), @) and @), we have

r—d—+1
T q T M
PrPre] < (d - 1) MNr—d+1 T (d - 1) Na-1°

r—d+1
2

Let
M =

r-2d+2
by setting ¢" =4t /(M N"=4+1) = M/N9=!. Then we have
, qr—gﬂ
Pr[Pre] < 2<d— 1) NI
The following theorem summarizes this result.

Theorem 1. Let H be the Knudsen-Preneel compression function based on an
[r, k,d]2e code. Then we have

r qrig+1
Advii(q) < 2<d 1) ND

For MDS codes, we have

k
pre < T\ g2
Advi(g) < 2<k:> NI

Ezample 2. Let H be based on a [5, 3, 3]4 MDS code. Then Theorem [I] implies

20qg
AdvYE < L.
Vi (q) < NG

Therefore H is preimage resistant up to N°/3 query complexity.

3.2 The Second Alternative Proof

The main idea of this proof is based on the observation that for any set of r
queries to fi,..., f, that are in the range of CP*¥ one can appoint k queries
that expand the span. Whenever any of such queries is made by an adversary
A, we let the corresponding modified adversary A" immediately make any other
queries that are added to the span. In this way, we can fix all the indices of
queries at which A" obtains a full preimage of Z. This modification makes upper
bounding the preimage finding advantage of A’ much easier than A.
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To be precise, let H = KPb([r, k,d]2¢) be given with a generator matrix
G: [GlaGQa"' aG’r‘]

where G; is a k X 1 column matrix for i = 1,...,r. (G is not necessarily in
standard form.) Fix a sequence

T =(1,la,...,1k) € [1,7]"

such that column matrices Gy, , ..., G, are linearly independent (which implies
1,12, ..., are all different), and a sequence

P = (i17i27"'7ik) € [1aQ]k

such that iy < iy < -+ < iy. If partial preimages fi, (z%) = 2z;,,--- , fi, (z%) =
2y, are foundE then these queries uniquely determine the remaining r — k queries
xy, 1 € [1,7]\T, such that, setting z;, = x% for I; € T, (%1)1e[1,) is an image
of CPRE Specifically, each of the remaining queries is represented as a linear
combination of ', ..., z%. We define predicate Prez p where Prer p is true if
the following two conditions are satisfied.

1. (lo,2%) € Qand f;_ (z%) =z, fora=1,...,k.
2. For all I € [1,7]\T, let & be the first index such that G; is represented as a

linear combination of Gy,,...,Gy,. A obtains fi(x;) = z after A makes
the i,-th query. (Note that x; is determined as a linear combination of
i ple))

Then we have the following implication.

Pre = \/ Prer p. (4)
(T.P)

In order to prove the above implication, suppose that A sets Pre to true by

obtaining f, (1) = 21, -, fi,(z'") = 2, in an order of i; < iz < ... < i,. From
the sequence (I1,...,1.) € [1,7]", we can extract a subsequence 7 € [1,7]* using
the following algorithm.
T+ 0
Fora=1,...,r,
if G}, is not represented by a linear combination of Gy, [ € T then
T <« lq

Since G is of rank k, we have |T| = k. We can also check that Prer p is true
with P = (i,) where « satisfies [, € T.

Sequence P fixes the indices of queries when we need to obtain the partial
preimages of z; for [ € T. In order to fix the indices of queries from which we
obtain the remaining partial preimages, we construct a modified adversary A’
that uses A as a subroutine. The behavior of A’ can be illustrated as follows.

3 Here we are using slightly different notations from Section by assuming z' is
queried to f;, not fo. This implies lo =1"> fora =1,...,k.
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1. Between A and the random function oracles, A’ faithfully relays all the A’s
queries and the oracles’ responses.

2. Once queries fj, (x1),--- , fi (z'>) are made for o = 1,...,r, A’ searches for
G| that is represented as a linear combination of Gy, , ..., G}, with a nonzero
coefficient of G .

3. For such an index [, query z; that is consistent with 21, ..., 2’ is determined
as a linear combination of x%, ... x%. A’ makes an additional query f;(z;)

without relaying the response to A. When A makes a certain query, A’ might
need to make a multiple number of additional queries, while we fix an order
between those queries.

In case A requests any of the additional queries later, A’ would have to make a
redundant query. Including the redundant queries, the number of queries made
by A’ is at most ¢ + r — k. In this way, (7, P) induces new sequences

T =1,1,...,0) e 1,7]",

P = (i, .)€ l,q"

such that [/, are all distinct, i} < i) < -+ < i/

T

and A setting Pres p to true
implies that A’ obtains f;, (xzix) = zp, as fresh queries fora =1,...,r

Ezample 3. Let H be based on a [5, 3, 3]4 MDS code with a generator matrix
G - [Gla G27 G37 G4a G5] -

Let T = (1,5,3) and P = (41, 42, 13), and let Go = AG1 and G4 = pu1G1 +pusGs +
1sGs for some constants A, p1, ps, s where A and pg are nonzero. Then (7, P)
induces 7' = (1,2,5,3,4) and P’ = (i1,41 + 1,i2 + 1,i3 + 1,i3 + 2). Note that
19 and i3 have been replaced by i3 + 1 and i3 + 1 respectively in P’, since one
additional query has been inserted right after the i;-th query.

Since (77, P’) fixes all query indices i/, that determine a preimage of Z, we have

Pr [A sets Prer p to true] < Pr[A’ sets Prer p: to true] < N (5)

Since the number of possible choices for (T, P) is at most

T q ™\ &
k! <
(k) (k) . (k)q |
and by @), (@) we conclude
k
T\ 4q
Pr [Pre] < .
r [Pre] < (k:) N
To summarize this result, we have the following theorem.

4 Without allowing a redundant query, P’ is not uniquely defined from (T,P). P
would be different according to the point of time when a redundant query is made.
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Theorem 2. Let H be the Knudsen-Preneel compression function based on an
[r, k,d]2e code. Then we have

k
Ad pre < r q .
Vi< ()) m
Ezample 4. Let H be based on a [5,3,3]4 MDS code. Then Theorem [2] implies

104>

Advii(g) < NS

4 Collision Resistance Proof

Consider two sets of evaluations (f; (QL‘“))ZG[1 . and (f; (avjl))le[1 . of the inner

primitives for H = KP"([r, k, d]s<). Let S C [1,7] and suppose that i; = j; (and
hence x = zJt) for l € 5. Aslong as (z")1ep1,,) and (27'),ep1 ) are valid, partial
inner collisions fi(z") = fi(z?) for I € [1,7]\S suffice to guarantee an actual
collision of H regardless of the evaluations of fi(x%)(= f;(z7)) for | € S. For this
reason, we will call the indices in S inactive and the other indices active. The
probability of finding a collision turns out to be closely related to the number of
inactive indices that contribute a collision.

When a collision happens, let predicate Col be set to true by definition. Our
security proof begins with decomposing this predicate into subcases according
to the number of inactive indices. For 0 < s < r —d, consider a subset S C [1, 7]
such that |S| = s. With respective to this subset, we define predicate Colg, where

Colg is true if A obtains an index sequence of a collision C = (il,jl)le[l . such
that

iy = j; if and only if [ € S.
Note that more than r — d inactive inner collisions enforce (z,...,z%) =
(x9,...,297) since H is based on a code of minimum distance d. Therefore

we have

Col = \/ \/ Cols | . (6)

0<s<r—d \ SCl1,r]
|S|=s

4.1 Inner Collisions Compatible with Inactive Indices

For s < d—1, we will upper bound Pr [Cols] by a wish list argument. In order to
upper bound the size of a certain wish list, we need a notion of partial collisions.
Similar to partial preimages, each partial collision will uniquely determine a wish
in the list, so the size of the wish list is upper bounded by the number of partial
collisions.
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Definition 4. Let S and T be disjoint subsets of [1,7]. A sequence of indices

P = (ilvjl)le’]_
is called a partial collision at 7 compatible with inactive indices S if

1. 1 <i,5; < q are all distinct,
2. (laxil)7 (lale) € Q and fl(l'il) = fl($jl) fOT’l € T7
3. (A))iesuT is valid where Ay =0 forl € S and Ay = 2% © 29t for 1 € T.

Note that even in case of SUT = [1, r], a partial collision need not correspond to
an actual collision as (2" );e7 and (27!);c7 might not be valid. A partial collision
also has the following property.

Property 3. For disjoint subsets S and T C [1,7], the number of partial colli-
sions at T compatible with inactive indices S is a multiple of 2!71.

Proof. From a single partial collision P = (i, j1),c, we can obtain 2|71 different
partial collisions by swapping 4; and j; for each [ € T. Since we can define an
equivalence relation between them, the total number of partial collisions is given
as a multiple of 2!71. O

By the following lemma, we can upper bound the number of partial collisions at
T compatible with inactive indices S for a fixed subset 7 such that SNT =
and |S|+|7| > r —d+ 1. The proof, given in Appendix [Alin detail, is essentially
based on the application of Markov’s inequality.

Lemma 1. Let S and T be disjoint subsets of [1,r] such that |S| < r —d and
S|+ |T| > r—d+1, and let |S| = s and |T| = t. Then for M > 0, the
number of partial collisions at T compatible with inactive indices S is smaller
than 20"t INT except with probability

t qt+7‘7d75+1
(T—d—8+1> MNt

4.2 Upper Bounding Pr [Cols]

According to the number of inactive indices, s = |S|, we distinguish two cases.

Case 1. s < d — 1 : This case is analyzed by a wish list argument.

Note that |[1,7]\S| > r—d+1. For a subset T C [1,7]\S such that | 7| = r—d+1,
we define predicate Cols 7 where Cols 1 is true if A obtains an index sequence
of a collision C' = (i1, ji)ie[1,- such that

1. 4y =j; if and only if [ € S,
2. maxjer{ir, ji} < mingep )\ (sur)imax{is, ji}}.
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Thus 7T specifies the indices where the first » — d + 1 active inner collisions are
completed. For M > 0, we define predicate Bad(M) where Bad(M) is true if
there exists a subset 7 C [1,7]\S of size r — d 4+ 1 such that the number of
partial collisions at 7 compatible with inactive indices S is greater than

L=2°M.

Then by Lemma [I] (with ¢ = r — d 4+ 1) and a union bound, we have

r—g r—d +1 q2(7‘7d+1)7s
< .
PrBad(M)] < (r —d+ 1) ( s ) MN7—d+1 (™)

In order to upper bound Pr [Cols], we will use the following implication.

Cols = Bad(M)v \/  (~Bad(M) A Cols 7). (8)

TCL,\S
| T |=r—d+1

Now we will focus on upper bounding Pr [-Bad(M) A Cols 7] for fixed subsets
S and 7. In order for A to set Cols 7 to true, A has to first complete a partial
collision at 7 compatible with inactive indices S. At the point when a partial
collision P = (i, ji)ie7 is completed, the remaining queries (1, 2])ie[1,m\(sUT)
that could make a collision along with P are uniquely determined. (They ewxist
only if (z%),e7 and (29),c7 are valid.) If

1. oy #x)forl € [1,r]\(SUT),
2. any of collisions of fi(x;) and fi(z;) has not been determined for [ €

L\ SUT),

then we include (21, 2])iep1,7)\(suT) into a wish list £, expecting all of the colli-
sions to happen sometime later. A single query might include a multiple number
of wishes into £ by completing a multiple number of partial collisions. However
a single partial collision is associated with a unique element in L. Therefore
without the occurrence of Bad(M), the size of L is at most L, and we have the
following upper bound.

L
Pr[-Bad(M) A Cols, 1] < Z Pr [the i-th wish is granted] . (9)

i=1

Since
1 1

S NILANSUT T yd-s-10
for each i = 13 e 'aLa and by (m)? @)a (ﬂ), we have

r—s r—d+ 1\ ¢g2r—dth—s r—s 25M
Pr[Cols| < . (10
d °5]—<r—d+1)( s )MNrd+1 T ag1) yamemr (10

Pr [the i-th wish is granted]
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Case 2. s > d—1 : This case might occur when d—1 < r—d. Let T = [1,7]\S.
In this case, Cols implies that there is a partial collision at 7 compatible with
inactive indices S. Here we can use Lemma [[l with M = 1 and t = r — s
since the number of partial collisions should be a multiple of 2!71 = 27=5 but
2t=rtd+s—1(= 24d-1) is gmaller than 2"~*. Therefore we have

Pr[Cols] < Pr[there is a partial collisions at 7 compatible with inactive indices S]
_ 2(r—s)—d+1
<("7%)1 . (11)
d—1 Nr—s

4.3 Putting the Pieces Together
By (@), (I0) and (IIl), we obtain the following result.

d—2
r r—s r—d+1\ @r—dth=s  25M(s)
<
mea=£ 00 71 (4 22

r—d 2(r—s)—d+1
T r—s\q
! s*:zalzl (S) <d N 1) Nree ’

where the parameter M (s) might depend on the size of S and the second term
of the right hand side appears only when d — 1 < 7 — d. In order to optimize the
right hand side of the inequality, set

r—d+ 1) 2 grodti-g

s rts )
S 25N 2 —d+1

M(s) = (

by solving
r—d+1 q2(r7d+1)7s _ QSM(S)
M(S)Nr_d"'l T Nd—s—1°

Then we have the following theorem.

S

Theorem 3. Let H be the Knudsen-Preneel compression function based on an
[r, k, d]2e code. Then we have

d—2 2o s
— —d+1 222+1q7"—d+1—2
Adve® < T rT—3S T
o () L) v

r—d _ 2(r—s)—d+1
r\[r—3s8\q
F2 (06) we

S

INTERPRETATION. Let d — 1 < r — d or equivalently 2d < r + 1. Assuming
N: < q < N, we have

=2 /. r—s F—d4+ 1) 225t grmdti=s o g
O A V)
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rifi P\ (= s\ g2+ o g2r—3d+3
s d—1 Nr—s - Nr—d+1 '

s=d—1

and

r—d+1
In this case, H is collision resistant up to IV 2r-3d+3 query complexity since

1 r—d+1 r—d+2
N2 < N2r-3d+3 < N 2r-3d+4 < N,

Let 2d > r + 1. Assuming ¢ > N, we have

r=d . r—s F—d 41\ 225 gr—dti=s 5 gt
; s/ \r—d+1 s N N: )’

In this case, H is collision resistant up to N 2r-2d+2 query complexity since
N < N2'r'7gd+2 .
We summarize this result as follows.

Corollary 1. Let H be the Knudsen-Preneel compression function based on an
[r, k, d]2e code.

(a) If 2d < r+1, then H is collision resistant up to N bits query complexity.
(b) If 2d > r + 1, then H is collision resistant up to Nz2r-2d+2 query complezity.

Corollary 2. Let H be the Knudsen-Preneel compression function based on an
[r,k,d]ae MDS code.

(a) If r+1 < 2k, then H is collision resistant up to Naw—r query complexity.
(b) If r+1 > 2k, then H is collision resistant up to N2+ query complexity.

Ezample 5. Let H be based on [5, 3, 3]4 MDS code. Then

st <3 () e+ (O)0) %

20 40v6g2  30¢4
_ 0%, 40Vg |, 300%
3 N2 N3

Therefore H is collision resistant up to N3/4 query complexity.
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A Proof of Lemma 1]

Let T =UUYV be a disjoint decomposition of T such that |S|+ [U| =r—d+ 1.
Let DU, V] be the set of index sequences

D = ((i1, j1)ieu, (hi)iev)
such that

1. 1 <4y, 71,h < q are all distinct,
2. maxleu{il,jl} < minlev{hl}.

For a sequence D = ((i, j1)icu, (M)iev) € DU, V], we define a random variable
Xp where Xp = 1 if there is a sequence (i, j1),c,, such that

1. max{i;, j;} = hy forl €V,
2. P = (i1,J1);cuy is @ partial collision at 7" compatible with inactive indices

S,

and Xp = 0 otherwise. The condition
o i = mi o
max{i, ji} < min{h} = min{max{i, ji}}

implies that the inner collisions at V are completed after the inner collisions at .
Therefore for D = ((i1, ji)icu, (hi)iev) € DU, V], Pr[Xp = 1] is the probability
that

L. Forlel, fi(z") = fi(al),
2. For Ll €V, fi(z") = fi(zM & A}), where
(a) (A} )ien,r is a unique extension of (4;)iesuy, where A = 0 for I € S
and A; = 2% @ 27 for | € U (by Property B),
(b) fi(z™ & Af) has been queried before the h;-th query.

Since t inner collisions are necessary for Xp = 1, we have

Pr[Xp = 1] = Ex(Xp) < Z\l,tﬁ

- Y Y

UUY=T  DeD[U,V]
unv=>0
|S|+|U|=r—d+1

Let

® If the extension (A);e(1,, does not exist, then Pr[Xp = 1] = 0.
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Since the number of possible decompositions of 7 = U UV such that Y NV =
and |S|+|U|=r—d+1is (defsﬂ) and

|D[Z/{,V” < QZ\M\Jer\ — qlT\+|Z/l| _ qt+(r7d+1)fs

for each decomposition, we have

t t+r—d—s+1 t gitrdmstt
EX(X)Z(r—d—s+1)q EX(XD)S(T—d—s—i-l) Nt ’

Using Markov’s inequality, for M > 0 we have

t qt+r7d75+1
)

12
r—d—s+ MN?t (12)

Pr[XzM}g<

Let P = (i1, ji),c be a partial collision at 7" compatible with inactive indices
S. Then we always have a unique disjoint decomposition of 7 = U/ UV such that
Ul =r—d—s+1and

ma{is, ji} < min {max{ir, ji}}

In this case, we have Xp = 1 for D = ((il,jl)leu , (hl)lev) where h; =
max{ir, ji }. If we regard this association of P with D as a mapping, then exactly
2Vl(= 2t=(r=d=s+1)) different partial collisions would be mapped to the same
sequence D since (i, j;) can be replaced by (ji,4;) for each index [ € V without
changing the image of this mapping. Therefore the inequality (IZ) implies that
the number of partial collisions at 7 compatible with inactive indices S is at

most 2t 7T I N except with probability (Pdisﬂ)qt+’"_d_s+1/(MNt).
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