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Abstract. In biometrics the variance between data acquired from the
same user and same trait is not only based on different sensors or user’s
form of the day, but it also depends on an aging factor. Over time the
biological characteristics of a human body changes. This leads to physi-
cal and mental alternations, which may have significant influence on the
biometric authentication process. In order to parameterize a biometric
system, the study of the degree of aging’s influence is an important step.
In this paper we provide an experimental evaluation on the influence
of changes of handwriting biometrics by acquiring data from writers in
three sessions with a time difference of one month each. The aim is to an-
alyze the potential impact of aging processes on different written content
within a biometric handwriting system in terms of authentication perfor-
mance. In the worst case, the equal error rate determined on verification
data acquired two month after the reference data (EER = 0.162) is four
times higher than the equal error rate calculated based on reference and
verification data from the first session (EER = 0.041).
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1 Introduction

In order to increase the security of IT systems, the need for secure automatic user
authentication methods is growing steady. The main goal is to protect informa-
tion and/or property against theft, unauthorized manipulation and destruction.
In order to do so, there are three main methods for user authentication: secret
knowledge, personal possession and biometrics. On one side, for secret knowl-
edge and personal possession, authentication object (e.g. password and/or smart
card) can be lost, stolen or handed over to other unauthorized persons. On the
other side, an advantage is that there is no fuzziness of validity of the authen-
tication object, i.e. either it is the right one or it is not. The authentication
object in biometric systems is a physiological characteristic of a person (static:
e.g. face, fingerprint) or a trait caused by a person’s behavior (dynamic: e.g.
handwriting, speech). Thus, it is directly linked with the body or the behavior
of a person and theft, loss or hand over is not possible in an easy way. Because of
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the variability of data from the same person (intra-class variability) or similari-
ties between data of different persons (inter-class similarity), biometric systems
lack of false recognition probabilities. Another problem that causes intra-class
variability is the change of a human body and mind due to biological aging. For
this reason, it can contribute to problems caused by poorer representations of
biometric characteristics or by difficulties in use of biometric systems.

There are two main reasons to study the influence of biological aging effects
on the verification performance of biometric systems. Firstly, aging affects the
human body and therefore most of the physical and/or mental characteristics.
Those changes are caused by growth and biological aging processes, which could
have an impact on both, acquisition of a biometric trait and the recognition
based on it. Additionally, the biological aging of a person influences also the
mental skills that may decrease the abilities to handle technical devices such
as a biometric system. Secondly, the lifespan of human beings grows in nearly
each industrialized county worldwide. For example, from the observation of the
European demographic deployment in the last 60 years and the forecast for the
next 40 years [I] it can be seen that a demographic change is in progress that
leads to an aging population. In 1950, proportion of humans having an age of
65 and higher, amounts 8.22%. Up today (2010) this proportion is enhanced to
16.18%. For year 2050 the demographic forecast predicts an increase to 26.92%.
Based on these calculations, a threefold increase in the proportion of older people
in the European population within 100 (1950 — 2050) years is expected.

In this paper we focus on an experimental evaluation of the influence of aging
effects on dynamic handwriting biometrics. The evaluation is carried out on
handwriting data, which is acquired in three different monthly sessions. In our
experiments, we also evaluate alternative written contents (so-called semantics)
in relation to handwritig based verification which are a Given and a Secret PIN,
a Pseudonym, a free chosen Symbol and Place as the answer to the question
"Where are you from?’. Based on these initial evaluations we do not only show
the impact of aging on verification performance, but also a tendency: In any
tested case the equal error rate decreases significantly, if the enrollment data
from session one is tested with verification data acquired in session two and
session three, accordingly.

This paper is structured as follows: The next section concludes some general
aging effects on biometric modality of handwriting. In section three the Biomet-
ric Hash algorithm as reference method is described as well as the evaluation
methodology and the test setup. In the same section the evaluation results are
presented and discussed. The fourth section concludes the paper and gives a
short overview on future work in this research area.

2 Aging and Biometrics

Most biometric evaluations regarding aging affects were published in context to
the evaluation of the biometric passport (e.g. see [2], [3]). Often for this docu-
ments the leading biometrics fingerprint, face and iris were tested and used for
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authentication. Reported results are not or only hard to compare due to incon-
sistent test setups. Additionally to different sensors, software and authentication
performance measurements; almost every evaluation study uses their own bio-
metric database with varying number of users and different aging levels. For
that reasons, the following overview of different studies on handwriting from the
perspective of aging effects can only show a tendency.

The handwriting is changing with increasing age. Birren and Botwinick [4]
observed age-related changes in the writing velocity. For people with an age of
mid to late 50’s the speed of the writing process decreases. Further, elderly need
more time for the writing process [0], write with lesser speed and pressure [5],
and produced more unstable movements compared to younger persons [6]. On
the other hand, younger people write with a higher speed and have a smoother
writing process, which is characterized by less change in the pen velocity [7]. In [§]
Guest investigates a possible age dependency of biometric signature verification
systems based on dynamic handwriting features. The author reports that there
are no significant differences between the age groups tested in the ability to
enroll and to verify based on a biometric handwriting system. Clear differences
between age groups are found in those handwriting characteristics that affect the
execution time and the pen dynamics (such as velocity and acceleration). With
increasing age of the test subjects the pen velocity and acceleration decrease.
In contrast, the writing time and the number of pen up events increase with
the age. In addition, Guest states that the reproducibility of the signature did
not vary significantly with the age. According to Michel [9], even the signature
is more resistant to disturbances than other written content. The degree of the
influence of age and disease specific degradation phenomena is also smaller for
the signature. Michel states that this is based on the frequently execution of
the signature, which automates its writing more than the rest of the writing
processes.

3 Experimental Evaluation

To show the influence of aging described in this paper the evaluation data was
acquired in three sessions with a time difference of one month. This subsection
describes the function of the Biometric Hash algorithm for dynamic handwriting
from [I0], used as reference method, as well as the methodology and the setup
used for evaluation of the verification performance from the aging effects point of
view. The evaluation results are presented and discussed in the fourth subsection.

3.1 Biometric Hash Algorithm for Handwriting

Basis of the evaluation carried out in this paper is the Biometric Hash algo-
rithm, which is described by Vielhauer in [I0], originally developed to generate
unique hashes from dynamic handwriting data. Generally, sensors for dynamic
handwriting biometrics (e.g. tablet PC, signature tablet) provide time depen-
dent signals for the horizontal and vertical pen position, pen tip pressure and
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partly pen orientation angles azimuth and altitude. From these data the Biomet-
ric Hash algorithm extracts 131 statistical features. Each statistical feature is
individually mapped onto a hash value to create a k-dimensional (k = 131) hash
vector. For the verification, the reference hash vector is compared to the hash
vector, calculated based on the currently presented verification data using a dis-
tance function. For the generation of reference and verification vectors, the same
Biometric Hash algorithm parameterization is used, which can be estimated for
each user individually as well as global based on all registered users or a disjoint
set of users.

3.2 Methodology

In order to study also the influence of alternative written content, we use five
different so-called semantics. Such semantic can be based on given or individual
(secret) information as well as on writer’s creativity. While, for the semantic
of the Given PIN all writers use the same combination of 5 digits (77993), a
combination of five individually chosen numbers is used for semantic Secret PIN.
The third semantic is a Pseudonym as a replacement for the signature. Here
the donors were asked to train a freely chosen name before starting the data
acquisition of the Pseudonym. The semantic Symbol holds individual, creative
characteristics and consists of secret knowledge based components in terms of
the sketched object and the order of single strokes. Finally, the semantic Place
is the handwritten individual answer to the question "Where are you from?’.

The evaluation is executed based on the Biometric Hash algorithm, as shortly
introduced in section B.Il In order to determine the verification performance of
the aging scenarios, biometric error rates are applied. Since it is not possible to
measure these error rates from the system directly, they have to be determined
empirically. In order to do so, for each threshold, the numbers of acceptances or
rejections for authorized and non-authorized persons are determined experimen-
tally. The false rejection rate (FRR) describes the ratio between the number
of false rejections of authentic persons and the total number of tests. On the
other hand, the false acceptance rate (FAR) is the ratio between number of false
acceptances of non-authentic persons and the entire number of authentication
attempts.

For a comparative analysis of authentication performance, the equal error rate
(EER) is a common measurement in biometrics. EER denotes the point in error
characteristics, where FRR and FAR yield identical value. However, the EER is
not to be interpreted as the optimal operating point of a biometric system, it is
mainly used as a normalized reference point for comparisons between biometric
evaluations, algorithms, etc.

3.3 Test Setup

The evaluation is based on data acquired within three sessions, where the se-
mantics Given PIN, Secret PIN, Pseudonym, Symbol and Place are used. The
temporal distance between the individual sessions amounts one month each. The
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acquisition of additional biometric data from the same persons after a longer
time turns out as very difficult. This is founded by the fact, that most of the
test persons are unavailable after a longer period of time. In general, biometric
authentication systems, for example login applications, are used in more or less
periodical short intervals. Thus, the time distance of one month suggested in this
paper is chosen empirically as initial value. However, based on this evaluation
setup tendencies can be shown to motivate further studies.

During the three acquisition sessions, every test subject was asked to donate
ten samples for each of the five semantic classes. The database holds data from
53 individuals. In order to generate homogeneous test sets, each data acquisition
session was carried out using identical hardware in the same laboratory at similar
acquisition time as in the sessions before under guidance of the same supervisor.

To create the reference data R; for any of the i sessions (i = 1,2,3) and the
five semantics, we take the first five samples to generate the necessary parameters
and the corresponding reference BioHash. The remaining five samples are used
to determine five hashes for verification attempts. In order to determine the false
rejection rate (FRR, see B2)), the reference data R; of each person is compared
with the verification data V; of the same person depending on session i and
semantic class. The false acceptance rate (FAR, see B2) is calculated using the
reference data of each person compared to the verification data of each other
users. Thus, in this closed environment no influence of external attackers are
studied.

Based on this test setup an evaluation is carried out to find possible time de-
pendent influences of biometric handwriting data. The results of the correspond-
ing individual evaluations are presented and discussed in the next subsection.

3.4 Evaluation Results

The experimental evaluation is twofold: First we test the reference data R; with
the corresponding verification data V; of the same session (i = 1,2, 3). In this way
we can observe if there are outliers that cause unexpected results already during
the age independent verification. In the second step we evaluate the reference
data R; and Ry with verification data acquired in following sessions (V2 and V3
vs. Ry, V3 vs. Rs) in order to find dependencies related to template aging. The
results of the both evaluation parts are shown and discussed in this subsection.

Aging Independent Evaluation. The results of the evaluation of reference
data (R;) and verification data (V;) are shown in table [Il where the rows present
the values of the combinations of the reference and verification data acquired in
the same session based on the different semantic classes: Ry vs. Vi, Ry vs. Vo
and R3 vs. V3.

The differences of the verification results for the individual semantics are very
small. The highest difference of approximately 0.011 is determined for semantic
Symbol between the first two sessions. The best verification performance is calcu-
lated also for semantic Symbol in the first session where the EER amounts 0.024.
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Table 1. EERs of reference and verification data of the same session in dependency
on different semantic classes

EER
Semantic Rivs. V1 Rovs. Vo Rsvs. Vs
Given PIN 0.063 0.062 0.058
Secret PIN 0.041 0.047 0.051
Pseudonym 0.040 0.037 0.033
Symbol 0.024 0.035 0.038
Place 0.039 0.029 0.033
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Fig.1. EERs in dependency on semantic classes without aging between enrollment
and verification process

The best results of the other two sessions are determined for Place (EER = 0.029
in session 2, EER = 0.033 in session 3). An important observation is the fact
that there is no session which contains all best or all worse results for all five
semantics. In this way we can exclude in this test setup some kind of habituation
of the users after first or second session. The results are also shown in figure [I]
to provide a imagination of the relations between them.

Age Dependent Evaluation. While table 2 and figure Pl show the result of
the verification based on references of session 1 (R;) and verification data of all
three sessions (V1, Va, V3), table B and figure Bl refer to the verification results of
second session’s reference data (R2) and verification data of sessions 2 (V) and
3 (Vh).

Considering the verifications based on the reference data acquired in the first
session (see table[2) the best verification performance is determined for semantic
Symbol with an EER of 0.024 using reference and verification data acquired at
session one. Also the combination of first session enrollment data and verifica-
tion data acquired in session two and three, semantic Symbol provides the best
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verification results holding an EER of 0.069 and 0.071, respectively. The high-
est degradation between EER determinations of session one and two is shown
by semantic class Secret PIN. As shown in the third row of table 2] the EER
determined for Secret PIN based on verification data acquired at session two
is approximately three times higher than those calculated for verification data
acquired one month earlier. Similar degradations can be observed for the other
semantics. The smallest worsening can be observed for semantic Place where
EER(R; vs. Vo) is 2.4 times higher than EER(Ry vs. V7).

The EERs determined based on first session’s reference data (R;) and last ses-
sion’s verification data (V3) show a further degradation for each semantic class.
The smallest change is based on semantic Place again. Here the magnification
factor amounts approximately 2.6 with an EER of 0.101. The highest change
can be observed for semantic Secret PIN where EER(R; vs. V3) = 0.162 is four
times higher than EER(R; vs. V1) = 0.041.

On one side, based on this information, the semantic Place could be an al-
ternative because its stability over the observed time is higher than those of the
other semantics. On the other side, the EER of semantic Place is 1.66 times
higher than the Symbol’s EER (see table 2} FEEFR(R; vs. V1) = 0.039 for Place,
EER(Ry vs. V1) = 0.024 for Symbol). This relation between the two semantics
is quite similar for EER(Ry vs. V) with 1.35 and EER(R; vs. V3) with 1.43.

Table 2. EERs of reference data from first session and verification data of all three
sessions in dependency on different semantic classes

EER
Semantic Rl’US‘Vl Rl'US‘VQ Rl’US‘Vg
Given PIN 0.063 0.172 0.224
Secret PIN 0.041 0.124 0.162
Pseudonym 0.040 0.120 0.132
Symbol 0.024 0.069 0.071
Place 0.039 0.093 0.101

Table Bl shows the verification results of reference data acquired in session two
(R2) and verification data of the second (V2) and third (V3) session. The results
indicate an increase of the EER in all semantics between verification data of
session two and verification data of session three. Semantic Place achieves the
lowest EER (EER = 0.029) within session two (Rz vs. V) but also reaches
the highest EER increase factor of 3.31. The highest EER was determined for
semantic Given PIN in both sessions (EER = 0.062 in session two and EER =
0.152 in session three). The lowest EER increase factor was achieved by the
semantic Symbol (2.37). Therefore, the lowest aging affect within session two
and three is indicated by semantic Symbol, whereas the most aging impact shows
semantic Place. Figure 3] shows the graphical results of the different EER within
session two and session three of all semantics.
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Fig.2. EERs of reference data from first session and verification data of all three
sessions in dependency on different semantic classes

Table 3. EERs of reference data from second session and verification data of sessions
2 and 3 in dependency on different semantic classes

EER
Semantic Rovs.Va Rovs. V3
Given PIN 0.062 0.152
Secret PIN 0.047 0.133
Pseudonym 0.037 0.099
Symbol 0.035 0.083
Place 0.029 0.096
025 T T
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Fig. 3. EERs of reference data from second session and verification data of sessions 2

and 3 in dependency on different semantic classes
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4 Conclusions and Future Work

In this paper a time dependent experimental evaluation is presented to study the
influence of aging on the verification results of a biometric handwriting recogni-
tion system. The evaluation is carried out on data, which was acquired in three
sessions with one month between each session and under similar conditions. All
results show a significant decrease of the verification performance for each of the
semantic used. In the worst case (semantic Secret PIN) the EER of the enroll-
ment data from first session and verification data of third session is four times
higher than EER determined based on reference and verification data from the
first session. The other evaluation results are similar: Using the enrollment data
from first session in combination with verification data from second session the
degradation of the EER amounts a magnification from 2.36 up to 3.0 and for
last session’s verification data from 2.56 up to 3.52, respectively, compared to
the verification results of first session’s data.

One very important topic of future work is the acquisition of time dependent
data from a high number of persons. The aim is the widespread analysis and
evaluation of the influence of biological aging processes on authentication perfor-
mance of biometric systems. For each biometric modality, effectual time distances
between individual acquisition sessions have to be found out. The determination
and consequently rejection of those statistical features which are more influenced
by aging than other could be one possibility to improve the verification perfor-
mance with respect to a long term usage of the corresponding biometric system.
Therefore, adequate feature analysis and/or selection methods have to be carried
out. Future research in the area of aging and aging effects in biometrics should
be also engaged in multi-biometrics, for example using combination of biometric
modalities or algorithms. However, a drawback of multi-biometric systems may
lead to a higher complexity of appliance if more than one biometric characteristic
has to present. Thus, multi-biometric systems using only one sample of a single
modality for biometric fusion (e.g. multi-algorithmic fusion) have to be analyzed
from the aging effects point of view on authentication performance. As another
possibility to compensate aging effects on biometric data we study methods to
update the reference data after each successful verification attempt.
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