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Abstract. In this paper, we give an extension of the concept of higher-
order integral, which can make us design better higher-order integral dis-
tinguishers for some block ciphers (structures). Using the new extension,
we present a unified algorithm of searching for the best possible higher-
order integral distinguishers for block ciphers. We adopt the inside-out ap-
proach, trying to predict the behavior of a set of carefully chosen data, not
only along encryption direction, but also along decryption direction. Ap-
plying the unified algorithm, we search for the best possible higher-order
integral distinguishers of Gen-SMS4 structure, Gen-Fourcell structure and
Present. For Gen-SMS4 structure and Present, the best higher-order in-
tegral distinguishers given by our algorithm are better than the best re-
sults known so far. For Gen-Fourcell structure, the best higher-order inte-
gral distinguishers given by our algorithm are the same as the best results
known so far. We expect that the inside-out method is helpful to under-
stand higher-order integral of block ciphers better, and the unified algo-
rithm presented in this paper can be used as a tool for efficiently evaluating
the security of a block cipher against integral cryptanalysis.

Keywords: block cipher, integral cryptanalysis, higher-order integral,
integral distinguisher, generalized Feistel structure, Present.

1 Introduction

Integral cryptanalysis [15] is originally proposed by L.R.Knudsen and D.Wagner
as a dedicated attack against Square block cipher [8], so is firstly known as
“Square attack”. Afterwards, the original idea used in Square attack has been
extended and given different names, including saturation attack [18], collision
attack [12], multiset attack [5] and integral cryptanalysis [15].

Integral cryptanalysis is of particular significance for its applicability to AES.
AES is designed to be resistant to differential cryptanalysis and linear
cryptanalysis, and very successful in this aspect, only 6-round AES can be
resistant to differential cryptanalysis and linear cryptanalysis. However, 6-round
AES can be broken using integral cryptanalysis, only with 6 - 232 chosen plaintexts
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and 244 time [11]. Up to now, integral cryptanalysis is one of the most effective
attacks for round-reduced AES [11,12] and round-reduced IDEA block cipher [4].

Integral cryptanalysis is a chosen-plaintext attack, which considers the prop-
agation of sums of many values. The goal of an attacker is to derive information
about the secret key using integral distinguishers. Assume a block cipher has n
data subblocks, each data subblock has a length of m bits. When mounting an
integral attack, the attacker typically chooses one or several specific subblocks,
assume he chooses d subblocks. Then, the attacker chooses 2¢*™ plaintexts,
which take on all possible values in the d subblocks, and have constant values in
the other subblocks. The attacker considers these 2¢*™ chosen plaintexts at a
time, trying to predict the properties in some subblock(s) after a certain number
of encryption rounds. Customarily, the following four properties are considered:

(1)Constant: The state of a subblock is called “constant” if every data in this
subblock has the same constant value.

(2)Active: The state of a subblock is called “active” either if the data in this
subblock are all different and have constant values in the other subblocks, or if
the data can be divided into some pairwise disjoint subsets and the following
condition holds for each subset: the data in this subblock are all different and
have constant values in the other subblocks.

(3)Balanced: The state of a subblock is called “balanced” if the XOR of all
values is zero.

(4)Unkown: The state of a subblock is called “unknown” if no information is
known.

We collectively call the above four states as integral states. Notice that some of
the properties are implied by others. For example, a constant or active state is
automatically balanced.

The security of a block cipher against integral cryptanalysis depends on sev-
eral factors, including the length of integral distinguishers, specific input/output
forms, the strength of one-round encryption/decryption. Among them, the de-
sign of integral distinguishers is the most important. In spite of a long time study
of integral cryptanalysis on block ciphers, integral distinguishers have often been
designed based on ad hoc approaches and the experience of cryptanalysts. There
is no common method of designing integral distinguishers so far.

In this paper, we give an extension of the concept of higher-order integral.
Furthermore, based on the new extension, we present an efficient unified algo-
rithm to the design of higher-order integral distinguishers using the method of
symbol calculation. The main ideas and contributions are as follows:

e The actual value of a constant state has no influence on the attack, thus all
constant states can be denoted as a single letter “C”; A balanced state is usually
a sum of some active states. Hence, the state of any subblock can be expressed
either as “C”, or a sum of some active states and some unknown states. Note that
an unknown state is a sum of 0 active state and 1 unknown state. Compared with
the customary description, the above expression is more accurate, thus makes
the information kept as undamaged as possible.



Extending Higher-Order Integral: An Efficient Unified Algorithm 119

e Traditionally, integral distinguishers are designed from top to bottom, an
attacker tries to predict the behavior of a set of carefully chosen plaintexts
after a certain number of encryption rounds. By contrast, we adopt the inside-
out approach, trying to predict the behavior of a set of carefully intermediate
data, not only after a certain number of encryption rounds, but also after a
certain number of decryption rounds. Consequently, we make an extension of
the concept of higher-order integral, which can make us design more effective
integral distinguishers for some block ciphers (structures).

e Using the matrix method introduced in [13, 14], we propose an efficient
unified algorithm of designing the best possible integral distinguishers for block
ciphers (structures). The algorithm can be applied widely, not only for byte-
oriented block ciphers and some generalized Feistel structures such as AES,
Camellia [2], Gen-SMS4 structure [3] and Gen-Fourcell structure [7], but also
for bit-oriented block ciphers such as Noekeon [9], Serpent [1] and Present [6].
For Camellia, Gen-SMS4, Noekeon, Serpent and Present, the best integral dis-
tinguishers given by our algorithm are better than the best results known so far.
For AES and Gen-Fourcell, the best integral distinguishers given by our algo-
rithm are the same as the best results known so far. Hence, we believe that the
unified algorithm presented in this paper can be used as a tool for efficiently
evaluating the security of block ciphers against integral cryptanalysis.

Due to the length limitation of this paper, we only use Gen-SMS4 structure,
Gen-Fourcell structure and Present as 3 typical examples. More examples will
be presented in the extended paper.

The focus of this paper is the construction of integral distinguishers for block
ciphers. How to design an attack algorithm using these integral distinguishers is
out of the scope of this paper, and we leave it for further work.

2 Preliminaries

Throughout this paper, we always assume that: (1) A block cipher structure
S has n data subblocks; (2) The round functions F' of S are all bijective; (3)
The operation to connect a subblock with another one is @&, thus the sum in
integral cryptanalysis considered in this paper is referred to as “@”. Although
some block ciphers do not satisfy all the above conditions, e.g., IDEA and RC6,
yet we believe that the similar idea can also be applied, with some modifications.

2.1 Higher-Order Integral

The concept of higher-order integral is proposed by L.R.Knudsen and D.Wagner
[15]. Consider a set of 2™ elements (representing a set of plaintexts), which differ
only in one particular subblock, such that each of the 2™ possible values for this
particular subblock occurs exactly once, the sum over the elements of this set
is called a first-order integral. Consider next a set of 29%™ elements, which
differ in d subblocks, such that each of the 2¢X™ possible values for the d-tuple
of values from these subblocks occurs exactly once, the sum of this set is called
a dth-order integral, and integral for short. A dth-order integral is called a
higher-order integral when d > 2.
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Consider a set 5’ = Sy U---UJSs composed of s sets, where each S; forms an
integral. Then, clearly, if one can determine the sum of the elements of S; for

each ¢, then one can also determine the sum of all elements in S. This fact is the
key point for understanding higher-order integral.

2.2 Matrix Characterization of a Block Cipher Structure

Modern block ciphers are designed by iterating a round function certain times.
The following gives a matrix characterization of one round of a block cipher.

Definition 1. [14] (Encryption/Decryption Characteristic Matrixz) For
a block cipher structure S, let (Xo, X1, -+, Xn—1) and (Yo,Y1,--- ,Yn_1) re-
spectively denote the input and output of one-round encryption, then the n X n
encryption/decryption characteristic matriz are defined as follows:
(1)Encryption characteristic matrixz £, x,: If Y; = X;® R, where R is some
value , the (i,7) entry of € is set to 1; If Y; is nonlinearly affected by X;, the
(1,7) entry of € is set to 2; If Y; is not affected by X;, the (i,7) entry of & is set
to 0.

(2)Decryption characteristic matrix Dy, If X; = Y;®T, where T is some
value, the (i,7) entry of D is set to 1; If X, is nonlinearly affected by F(Y;), the
(1,7) entry of D is set to 2; If X is not affected by Y, the (i,7) entry of D is
set to 0.

In Definition 1, each entry of the encryption/decryption characteristic matrix
has only one of the three values: 0, 1, or 2. For byte-oriented block ciphers, such
as AES and Camellia, the length of a subblock is chosen to be 8 bits; For bit-
oriented block ciphers, such as Noekeon, Serpent and Present, the length of a
subblock is chosen to be 1 bit. For some block ciphers, one characteristic matrix
is sufficient to describe one-round encryption (decryption); While for some other
block ciphers, it needs a composition of two characteristic matrices, i.e., firstly
the first matrix E7 (D1), then the second matrix Es (Ds). In the following, we
can see that most popular block ciphers can be represented by one characteristic
matrix or a composition of two characteristic matrices.

3 A Unified Approach for the Design of Integral
Distinguishers

3.1 A New Representation of the 4 kinds of Integral States

The following observations are very important to our new representation:

(1) For a constant subblock state, it is sufficient to know that it is a constant
state, and ignoring its exact value. Thus, we can label all constant subblock
states with a single letter “C”.

! Note that it is a formal expression, R can either be independent of X;, or have a
nonlinear relation with Xj;.
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(2) Generally, a balanced subblock state is produced by an XOR sum of some
active states. Thus, we can express a balanced subblock state as @ A;, where
1€l p
A; denotes an active subblock state, I4 is the index set, note that the constant
monomial is ignored. Compared with a single letter “B”, it is more accurate to
label a balanced state as an XOR, sum of some active states.

(3) For an unknown subblock state, we can express it as (D 4;) & (P ?;),
i€la JEl2

where A; denotes an active state, 7; denotes an unknown state, I4 and I- is

the index set respectively, I7 is not empty, similarly the constant monomial is

ignored. Compared with a single letter “7”, such an expression is more accurate.

Example 1. Assume a block cipher has 2 subblocks, the state is (?g, 7o ® Ao) at
some point, where 7y denotes an unknown state, Ay an active state. Considering
XOR sum of the values in the two subblocks, we can get that 7o® (?0® Ag) = Ao.
However, if we just express the state as (7,7), we can get nothing. ([l

Based on the above 3 observations, an integral state is not limited to the 4 types:
constant, active, balanced or unknown. An integral state may have much more
types, it can be either “C”, or an XOR sum of some active states and some
unknown states. The following gives a formal description.

Definition 2. (Integral Form in Subblock)For a given set of plaintexts or
intermediate data blocks, firing a subblock, define integral form in the subblock
as

<< A.set, Amaxs >, < U.set,Umaxs >>

where A.set is a set consisting of some active subblock states, U.set is a set
consisting of some unknown subblock states. A.mazxs is defined as the mazimum
subscript in A.set plus 1 (i.e., let h be the mazximum subscript among all the
elements of A.set, then A.maxs = h+ 1), especially ).maxs = 0 for an empty
set 0. Similarly, U.maxs is defined.

Notice that A.maxs (U.mazs) is necessary in Definition 2 for the expression of
a newly-produced active (unknown) subblock state.

Example 2. (Integral form in sublock) For a constant subblock state, its in-
tegral form is << 0,0 >, < ), 0 >>; For an active subblock state Ay, its integral
form is << {Ap},1 >, < ,0 >>; For an integral subblock state Ayg® A2®?1D7s5,
its integral form is << {Ag, A2},3 >, < {?1,75},6 >>. O

On the other hand, let << A.set, Amazxs >,< U.set,U.maxs >> denote an
integral form in subblock, define Unionset = A.set U U.set, where “U” is the
operation of set union, then the integral state in this subblock is just the XOR
sum of all elements in Unionset, we will use this representation together with
integral form in subblock defined in Definition 2 interchangeably in the following.

Assume a block cipher has n data subblocks, naturally, we can define integral
form in block.
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Definition 3. (Integral Form in Block) For a given set of plaintexts or
intermediate data blocks, define its integral form as (ag, a1, -+ ,an—_1), where a;
1s the integral form in subblock corresponding to the i-th subblock, 0 < i <n—1.

We will simply write “integral form” instead of “integral form in (sub)block”,
when the context is clear.

3.2 Rules for Applying Encryption/Decryption Characteristic
Matrix to An Integral Form in Block

For a given set of plaintexts or intermediate data blocks, we can determine its
integral form in block. Next, we need to define rules to calculate the integral
form after one-round encryption/decryption. In the following, we only focus on
encryption process, since decryption process can be treated similarly.

Firstly, we define an operator “W” between two integral forms in subblock,
this operator is something like adding mod 2.

Definition 4. Let p1 and v be two integral forms in subblock, let

u=<< (A.set),, (Amazs), >, < (U.set),, (Umazxs), >>,
v =<< (A.set),, (A-mazs), >, < (U.set),, (U.mazxs), >>

Define w = p v =<< (A.set), (A.mazxs), >, < (U.set),, (Umaxs), >>,
thereinto,

(A.set), = ((A.set), \ (A.set),) U ((A.set), \ (A.set),),
(U.set), = ((U.set), \ (U.set),) U ((U.set), \ (U.set),),
(A.mazxs), = Mazxsubscript((A.set),) + 1,

(U.mazxs), = Mazxsubscript((U.set),,) + 1

U
U

where “\” is the operation of set minus, “U” is the operation of set union, and
Mazsubscript(X) function returns the mazimum subscript in X.

Example 3. Here is an example of set minus “\”. Let (A.set),, = {Ao, A1, As}
and (A.set), = {A1, A2, As}. Then, (A.set), \ (A.set), = {Aog, Az}, (A.set), \
(A.set)u = {A27A4}. O

Now, we are ready to present the rules.

Definition 5. Let £,xn = [€ij]lnxn be the encryption characteristic matric of a
block cipher. For a given set of plaintexts or intermediate data blocks, let o =
(o, 1, -+ 1) be its integral form. Let v = Epxnl(a) = (70,715 "+ s Yn—-1) be
the integral form of the outputs after one-round encryption, then y; is defined as

v = ‘Lleeij (a), where e;j(a;) means applying the transformation e;; to ¢y.
j=

The entry e;; has 3 possible values, 0, 1, or 2. Thereinto, 0 is the zero trans-
formation, which transforms any integral form z to << #,0 >, < 0,0 >>; 1 is
the identical transformation, which transforms any integral form x to = ; 2 is a
bijective transformation, which transforms a constant state to a constant state,
an active state to a new active state, and any other state to a new unknown



Extending Higher-Order Integral: An Efficient Unified Algorithm 123

Table 1. Rules for Applying 0, 1,2 to an Integral Form in Subblock-Along Encryption
Direction

Trans. input output
0 x << 0,0>,<0,0>>
1 T T
2 C C
Ai Aemaac.sA+1
otherwise UemazsU+1

state. Table 1 summarizes the above rules, where emaxsA (emaxsU) denotes
the maximum subscript of all active(unknown) states brought forth so far, along
encryption direction.

Example 4. The structure of SMS4 [3] is a kind of 4-branch generalized Feis-
tel structure (denoted as Gen-SMS4), one round encryption of Gen-SMS4 is
described as follows:

Yo=X1,Y1=X0,Yo =X3, Y3 =Xy B F(X1 & Xo® X3)

It needs two characteristic matrices to describe one-round encryption (decryp-
tion) of Gen-SMS4, i.e., firstly the first matrix Flgensarsa (Dlgensmsa), then
the second matrix E2gensarsa (D2Gensasa). The uppermost row is the 0-th
row, the leftmost column is the 0-th column. The encryption and decryption
characteristic matrices of Gen-SMS4 are as follows:

07]_’]_7]_ 0703170
1,0,0,0 0,0,0,1
Elgensmss= | o100 | > B2Gensmsa = | 1 ' q
0,0,1,0 2,1,0,0
1,1,1,0 2,0,0,1
0,1,1,0 1,1,0,0
Dlgensmss = 1,0,1,0 |’ D2Gensnse = 1,0,1,0
0,0,0,1 1,1,1,0

9 ) 9

Assume an attacker chooses a set of 2™ data, which has the form of {(cq,z @
€1, @ co,x @ c3)}, where z takes on all the 2™ possible values, ¢y, c1,c2 and
c3 are 4 constants. The integral form of the data set is o’ = (C, Ay, Ay, Ao).
Applying Elgensarss to o, using Def. 5 and the rules in Table 1, we can get:

0,1,1,1 C Ao
1,0,0,0 | [4 | | C
0,1,0,0 | | 40 | = | 4o
0,0,1,0/ \ A Ao

Next, applying E2Gensmsa to (Ao, C, Ag, Ap), we can get:
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0,0,1,0\ /Ao Ao
0,0,0,1 c | | 4
Lo, 1,1 | | 40 | T | 4
2,1,0,0/ \ 4 A

Hence the integral form of the outputs after one-round encryption is a! =

(A07A07A07A1)'

Along the encryption direction, let af = (af,at, -+, af _;) denote the integral
form of the outputs after i-round encryption, ¢ = 1,2, ---. Let B = Y, along the
decryption direction, let 37 = (8], 1, , 82 _,) denote the integral form of the

outputs after j-round decryption. Similarly, we can calculate o for s = 2,3, - -,
and 7 for j =1,2,3,---. Table 2 presents the results.

Table 2. An Example of Gen-SMS4: Application of Def. 5 and Rules in Table 1

X Xo X1 X2 X3
B> A(0,2) A Ao Ao
54 A1 AO Ao AO

B Ao Ao Ao C
B Ay A C Ao
gt Ao C A Ao
=5 C A A Ao
o' Ao Ao Ae A

o A A A A(0,2)
ol Ao A1 A(0,2) Ao®70
o A1 A(0,2) Ag®?0 AoDT1

o®  A0,2) Ao Ao®?1 A1D72

X% : integral form in the k-th subblock of o’ or 57, k =0,--- ,n — 1;
A(i,j,--- , k) : a simplified expression for A; ® A; & --- & Ay;
?(4,4,--- , k) : a simplified expression for 7;®7; & --- &7%.

In fact, Table 2 presents a 10-round integral distinguisher for Gen-SMS4, we will
give more explainations in the following sections. O

3.3 Finishing Conditions for Calculus and an Extension of
Higher-Order Integral

For a given set of plaintexts or intermediate data blocks, Def. 5 and Table 1
show that we can calculate the integral form of the outputs after one-round
encryption. Decryption process can be treated similarly. Theoretically, such a
process can be iterated for arbitrary number of rounds, either along encryption
direction, or along decryption direction. However, we must give some restrictions
to terminate the process for deriving useful integral distinguishers.
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Finishing Condition along Encryption Direction. Let (ag, a1, - ,an_1)

be an integral form in block. If there exists a subset I* C {0,1,--- ,n—1}, such

that the U.set of LﬂI a; is empty, that means, Lﬂl «; is either a constant state or
el* el*

an XOR sum of some active states. In either case, the attacker can derive useful
information from the corresponding set of data.
On the other hand, if the U.set of _&Jlai is non-empty for every subset I C
1€

{0,1,---,n — 1}, then the attacker can derive nothing from the corresponding
set of data. The following gives a formal definition.

Definition 6. (Integral-Nothing)An integral form in block (ag, a1, , tp—1)
is called integral-nothing, if the U.set of ‘ErJIai is mon-empty for every subset
1€

1C{0,1,---,n—1}.

If an integral form is integral-nothing, the attacker can derive nothing from
the corresponding set of data. Hence, along encryption direction, when the in-
tegral form becomes integral-nothing, the attacker should terminate the process.

Example 5. This example comes from a 18-round integral distinguisher of Gen-
Fourcell structure, see Table 3 for more details.

We have al® = (af?, al®, af®, a®) = (A(0,1)&7(0,2), A0, 1,2)7(0,1,2,3),
A(2,3)®7(1,3,4), A(3,4)@?,). Every component of a'® has unkown ingredients,
but we have o’ W al® W al® wal® = Ay, thus o' is not integral-nothing.

Applying the encryption matrices of Gen-Fourcell to a5, we get a!® = (a°,
ai® adb adb) = (A(0,1,2)37(0,1,2,3), A(2,3)®7(1,3,4), A(3,4)®?4, A(0,1,4)
®©7?(0,2,5)), we can verify that o' is integral-nothing. a

Finishing Condition along Decryption Direction and an Extension of
Higher-Order Integral. The finishing condition is different along decryption
direction.

In the original definition [15] (also refer to section 2.1), dth-order integral is
related to a set of 2¢X™ elements, which differ only in d subblocks. However, we
argue that the linear relations among different subblocks should be taken into
account. In the following, we give an extension of higher-order integral, a dth-
order integral is related to 2¢%™ elements, but they can differ in d* subblocks
where d* > d. To do this, we should firstly define “integral order of an integral
form”, which takes the linear relations among different subblocks into account.

Definition 7. (Integral Order of an Integral Form) Given a set of plaintexts
or intermediate data blocks, let B = (Bo, f1, -+ , Bn—1) be its integral form, and let

B; =<< (A.set);, (A-mazs); >, < (U.set);, (Umaxs); >>

fori=0,1,--- ,n—1. Let dmaxsA (respectively dmaxsU ) denote the mazimum
subscript among all active (respectively unknown) states brought forth so far
along decryption direction (If no unknown state is brought forth, then dmaxsU =
—1), note that they are irrelevant with the process along encryption direction.
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Denote w = (dmaxsA+1)+(dmaxsU+1), construct a nxw matric Gnxw = (9ij)
as follows: Each element g;; is firstly initialized as 0,0 <7 <n—1,0 < j <w-1.
Neat, if A; € (A.set);, then g;; is modified to 1, for j = 0,1,--- ,dmaxsA; If
Uj € (U.set);, then gi(j+dmazsa+1) is modified to 1, for j = 0,1,--- ,dmazsU.
Notice that the i-th row is completely determined by B; (i =0,1,--- ,n—1), and
the first (dmaxsA + 1) columns are corresponding to the active ingredients, the
last (dmaxsU + 1) columns corresponding to the unknown ingredients. Define
the integral order of § as d = rank(Gnxw), here rank(Gnxqw) is the rank of
Gnxw, Where G is regarded as a matriz over GF(2).

Integral cryptanalysis is a kind of chosen-plaintext attack, the attacker can
choose a priori a set of plaintexts and obtain the corresponding ciphertexts.
For a successful attack, the amount of the chosen plaintexts must be less than
2! where | (= nxm) is the block length. An integral form with an integral order
d is corresponding to 2™ data (accordingly, corresponding to 2¢X™ plaintexts),
hence d must satisfy that d < n — 1. Therefore, when the integral order d of the
integral form satisfies that d = n after some decryption rounds (since there are n
subblocks in total, integral order can not be larger than n), the attacker should
terminate the process.

Along decryption direction, let d; denote the integral order of the integral
form of the outputs after j-round decryption, j = 1,2,---. Due to diffusion of
the block cipher (structure) along decryption direction, d; will increase or keep
unchanged as j increases. Hence, there must exist a unique ¢ which satisfies that
dy < n—1and diy1 = n. That means, the attacker should terminate the process
after (t+1) rounds along decryption direction. We call d; the integral order of the
corresponding integral distinguisher, and the distinguisher is called a d;th-order
integral distinguisher. The following gives a formal description.

Definition 8. (Integral Order of an Integral Distinguisher) Let Dis be
an integral distinguisher, which is constructed by the above inside-out approach.
Let d; denote the integral order of the integral form of the outputs after j-round
decryption, then there must exist a unique integer t satisfying dy < n — 1 and
di+1 = n. dy is called the integral order of Dis, and Dis is called a dith-order
integral distinguisher.

Example 6. Considering the integral distinguisher of Gen-SMS4 in Table 2.
We have 3° = (Ag @ Az, A1, Ao, Ag), the corresponding matrix Gps is :

Gy =

— = O =

coro
oo o~

The rank of Ggs is 3, thus the integral order of B° is 3.
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Applying the composition of D1gensarss and D2gensarsa to 3°, we get 8% =
(Ap®7?0, Ao ® Az, A1, Ag), the corresponding matrix Gge is :

Ggs =

The first 3 columns of Ggs are corresponding to active ingredients, and the
last column to unknown ingredients. The rank of Ggs is 4, i.e., the integral order
of 3% is 4, which is equal to the number of subblocks. Hence, the attacker should
terminate the process aftre 6-round decryption along decryption direction. The
integral order of this distinguisher is equal to the integral order of 3°, i.e., 3. OJ

In Section 4, we will see that better higher-order integral distinguishers can be
constructed using our new extension of higher-order integral, including Gen-
SMS4 structure and Present.

Let Dis be an integral distinguisher for a block cipher (structure), which is
constructed according to the rules and finishing conditions in Section 3.1-3.3.
Assume Dis has w rounds along encryption direction, ¢ rounds along decryption
direction, let 8; denote the integral form of the outputs after j-round decryption
along decryption direction, and let d; denote the integral order of 3;. Now, we
present some details about the part of Dis along decryption direction. We will
see that Dis is indeed a (w + t)-round integral distinguisher.

Note the following facts:

(1.) Firstly, considering the outputs after (j+1)-round decryption. The attacker
can choose d;11 independent subblocks, which take on all possible values (cor-
responding to 2%+1%™ data); For each of the other (n — d;;1) subblocks, the
state is either constant, or the value in this subblock can be linearly determined
by the values in the chosen d;,1 subblocks. Thus, the attacker chooses a set of
245+1%™ data blocks, this set is denoted as 2971,

(2.) Secondly, considering the set of the 1-round encryption outputs of all of the
elements of 2711 we will get a new set of 2%+1 %™ data blocks, which is denoted
as 2. Since 377! and ; are correlated by the decryption characteristic matrices
and the calculus rules, also £2771 and 27 are correlated by the one-round encryp-
tion function, the 2%+1 %™ elements of 27 can be separated into d;+1/d; groups,
which satisfy the following condition: each group has 2% *™ elements with an
integral form of 3;, thus each group is corresponding to a (w + j)-round integral
distinguisher. Hence, if the sum of the outputs after (w + j)-round decryption
is zero (corresponding to 2% *™ data blocks), then the sum of the outputs after
(w+j+1)-round decryption is also zero (corresponding to 2%+1X™ data blocks),
since the XOR of many zeros is also zero.

(3.) For Dis, the w-round part along encryption direction can be regarded as
a traditional integral distinguisher. Then, exucute one-round decryption, and
applying the above induction to j = 0, we get a (w + 1)-round integral dis-
tinguisher. The induction can be applied iteratively along decryption direction
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for j = 0,1,---,t — 1, totally ¢ times. Finally, we get a (w + t)-round integral
distinguisher, that is to say, Dis is indeed a (w + t)-round integral distinguisher.

Example 7. Considering the integral distinguisher of Gen-SMS4 in Table 2.
We have that 55 = (AO D AQ,Al,Aon) and ﬂ4 = (A17A07A07A0). Based
on f3°, the attacker chooses a set of 23*™ elements, which has the form of
(up @ co,u1 @ c1,us @ ca,uz ® c3), for each possible (ug,u1,us) € (GF(2™))3,
and co, ¢1, ¢ and cg are m-bit constants. For simplicity, let co = ¢ = co = ¢3 =0.
Then, applying the encryption characteristic matrices to 3%, we can get that the
set of the 23X™ outputs after one-round encryption (this set is denoted by 2)
have the form of (uy, ug, uz, ug ® F(u1 @ cq)), where ¢4 is a new constant (which
depends on the key). In the following, we will show that the 23X™ elements of
2 can be divided into 2™ groups, each group has 22X™ elements, satisfying that
the integral form of each group is equal to 8%.

Let const denote a m-bit constant, let ug = ue®F (u1Dcy) Bconst, then we get
a subset of 22X™ elements of {2, which have the form of (uy,us, us, us ® const),
for each possible (u1,uz) € (GF(2™))?, we use Groupeonst to denote this group.
It is easy to see that the integral form of Groupeons: is equal to 4*. There are
2™ possible values of const, thus there are 2™ disjoint groups, and the union of
these 2™ groups will cover every element of (2. O

If an integral distinguisher has an integral order d;, then it is corresponding to
24:xm plaintexts. Hence, the integral order of an integral distinguisher reflects
the amount of data blocks needed by this integral distinguisher.

3.4 A Unified Algorithm of Constructing Integral Distinguishers

Based on the results of Section 3.1-3.3, we are now ready to present a unified
algorithm of constructing integral distinguishers for block ciphers.

For a block cipher (structure), let {&€,xn}/{Dnxn} denote its encryption/de
-cryption characteristic matrices. Choose a set of data blocks, let o’ =
(a0, a1, _ o
ap—1) denote its integral form. Along encryption direction, let o’ = (af,ad, - -,
ol ;) denote the integral form of the outputs after i-round encryption, i =
1,2,---. Let 8° = a?, along decryption direction, let 87 = (Bé, {7 e ,5271) de-
note the integral form of the outputs after j-round decryption, and let d; denote
the integral order of 87, j =1,2,---.

In integral cryptanalysis, an attacker is usually intended to derive the longest
distinguishers. In the following, we present an algorithm to calculate the length
of the longest possible integral distinguishers.

Once we get the length of the longest possible integral distinguishers using
Algorithm 1, we can backtrack to derive the corresponding distinguishers. Note
that there are usually many longest integral distinguishers using Algorithm 1.

In Algorithm 1, Step 2 needs to enumerate all the cases of a’. For some
block ciphers (structures), it is impossible to enumerate all the cases due to
the computing limitation. We will discuss the selection of initial integral forms
a®(= pY) for different block ciphers(structures) in Section 4.4.
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Algorithm 1. Compute the Length of the Longest Possible Integral Distinguishers

Input: Encryption characteristic matrices {&,,xn }, decryption characteristic ma-
trices {Dnxn}-

Output: The length of the longest possible integral distinguishers, denoted by
r, and r is initialized to be O.

Stepl. For a chosen integral form a® = °, do the following:
(1) Find the largest integer s such that a**! is integral-nothing and o is
not integral-nothing.
(2) Find the largest integer ¢ such that d;1 = n and d; < n.
(3) Calculate h = s+ t, then h is the length of the longest integral
distinguisher corresponding to a. If h > r, let r < h.
Step2. Repeat Step 1 until all the cases of a® are enumerated.
Step3. Output r.

4 Experimental Results — Application to Gen-SMS4,
Gen-Fourcell and Present

In this section, we present experimental results of applying Algorithm 1 to Gen-
SMS4 structure [3], Gen-Fourcell structure [7] and Present [6].

Assume the round subkey is XORed with the state, and the sum in integral
cryptanalysis considered is XOR sum. Thus, subkey addition has no effect on the
design of integral distinguishers, we will omit it. For a given block cipher (struc-
ture), there are usually many longest possible integral distinguishers applying Al-
gorithm 1. Although some are the same or equivalent, we will not tell them apart.

In the following, let yx denote the integral form in the k-th subblock of o’ (or
B7), where i =0,1,---, j=0,1,--- and k=0,--- ,n— 1.

4.1 Gen-SMS4

Using Algorithm 1, we found 256 10-round integral distinguishers. Table 2
presents one: 5 rounds along encryption direction, and 5 rounds along decryption
direction. From /3%, it is a 3rd-order integral distinguisher; The attacker chooses
a set of 23%™ elements, which has the form of (uo ® co,u1 @ c1,us ® ca,uz @ c3),
for each possible (ug,u1,us) € (GF(2™))3, and cg, c1,c2 and c3 are m-bit con-
stants. Then, considering the outputs after 10-round encryption. From af =
A(0,2), we can get that the XOR sum of all the 23%™ values in the Oth subblock
(corresponding to xo) is zero. A 8-round integral distinguisher of Gen-SMS4 is
given in [17], the 10-round distinguisher in Table 2 truncated from the 3rd round
to the 10th round is equivalent to the 8-round distinguisher in [17].

4.2 Gen-Fourcell

The structure of Fourcell [7] is also a kind of 4-branch generalized Feistel struc-
ture (denoted as Gen-Fourcell), one round of Gen-Fourcell is described as follows:
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Table 3. A 18-round Integral Distinguisher for Gen-Fourcell

X X0 X1 X2 X3
B3 %0 Az Ay C
B2 Ao A C C
B! Ay C C e}
a? =p° c le} c Ao
ot C C Ag Ao
a? c Ao Ao le}
o’ Ao Ao C le}
at Ao le} c A(0,1)
a’® C le} A(0,1) A(0,1,2)
ab C A(0,1) A(0,1,2) Ao
a’ A(0,1) A(0,1,2) Ao le}
a® A(0,1,2) Ao e} A(0,1)®70
a® Ao le} A(0,1)®70 A(0,1,2)87(0, 1)
al? c A(0,1)®70 A(0,1,2)®7(0,1) A(2,3)®71
all A(0,1)®7 A(0,1,2)®7?(0,1) A(2,3)P71 As
a'?  A(0,1,2)@7(0,1) A(2,3)®71 As A(0,1)®7(0,2)
al? A(2,3)871 Az A(0,1)®7(0,2)  A(0,1,2)®7(0,1,2,3)
alt As A(0,1)®7(0,2)  A(0,1,2)®7(0,1,2,3)  A(2,3)@7(1,3,4)
al® A(0,1)®7(0,2) A(0,1,2)®7(0,1,2,3) A(2,3)®7(1, 3,4) A(3,4)®74

Yo=X1,Y1 =X, = X3,Y3 = F(Xo) X1 & Xy ® X3

The encryption and decryption characteristic matrices of Gen-Fourcell are as
follows:

0,1,0,0
0,0,1,0
EGenFourcell = O7 0’ O7 1
2,1,1,1
1,1,1,1 2,0,0,0
0,1,1,1 1,1,0,0
DlGenFom“cell = 17 0’ 17 1| D2GenF0urcell = 17 0’ 17 0
1,1,0,1 1,0,0,1
Note: the uppermost row is the 0-th row, the leftmost column is the 0-th column.
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Using Algorithm 1, we found 56 18-round integral distinguishers. Ta-
ble 3 presents one: 15 rounds along encryption direction, and 3 rounds
along decryption direction. From (3, it is a 3rd-order integral distin-
guisher; The attacker chooses a set of 23%™ elements, which has the form
of (uo @ co,u1 ® c1,u2 D ca,c3), for each possible (ug,u1,uz) € (GF(2™))3,
cog,C1,c2 and c3 are m-bit constants. Then, considering the outputs af-
ter 18-round encryption. Based on a!®) considering of® W al® & al® W al?,
we have (A4(0,1)®7?(0,2)) W (A(0,1,2)®7(0,1,2,3)) W (A(2,3)®7(1,3,4)) &
(A(3,4)®?4) = A4. Hence the XOR sum of all the 23*™ values of the XOR
sum of the 4 subblocks is zero. In [16], a 18-round integral distinguisher of Gen-
Fourcell is given. The distinguisher in Table 3 is equivalent to that in [16].

4.3 Present

Present [6] is a SP-network block cipher, the block length is 64. Since it is bit-
oriented, we will treat a bit as a data subblock, then 64 subblocks in total, i.e.,
m = 1 and n = 64. Figure 1 gives the bit indexing of a 64-bit data block.

One round of Present [6] is described as Y = Theta o Gamma(X), where
Gamma is the S-box layer, and Theta is a linear transformation. Gamma oper-
ates independently on 16 4-tuple of bits, the first S-box takes bits 0-3 as input,
the next S-box takes bits 4-7 as input, and so on. Let a; denote the i-th bit of
a,i=0,1,---,63, then Theta(a;) = aj, where j = 16 x (imod4) + |i/4], || is
the integer portion of z.

Present uses a 4 x 4 S-box. Let x = x3xox1x9, where x; is the i-th bit of z,
i=0,1,2,3. Let (Ax — Ay) denote a differential with input difference Az and
output difference Ay. For the S-box of Present, there are 3 truncated differentials
with probability 1:

(1001 — * % %0), (0001 — * % x1), (1000 — * * *1)
where “x” denotes an unknown bit.

For Present, the size of the characteristic matrices is 64 x 64. It is imprac-
tical to use Definition 6 as the finishing condition along encryption direction.
However, Present is a SP-network cipher, the outputs of different S-boxes can
be regarded as being independent. Thus, Definition 6 can be revised as follows,
without any effect on the design of the best possible integral distinguishers for
SP-network block ciphers.

Definition 6’ (Integral-Nothing for SP-network Ciphers). For a
SP-network block cipher (structure), an integral form (ag, 1, ,an—1) is
integral-nothing, if the U.set of a; is non-empty for every i € {0,1,--- ,n — 1}.

60|56|52|48144|40(36|32|28|24|20|16|12| 8 | 4
61|57(53|49|45|41|37(33|29|25|21|17|13| 9|5
6
7

62158(54|50|46|42|38|34|30|26|22|18|14|10
63]59|55|51|47|43|40|35|31|27|23|19|15|11

0
1
2
3

Fig. 1. 4x16 Bit Indexing of a 64-bit Data Block
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T*Zth round

B

T*lth round

thh*round

Jc Oa B2

Fig. 2. The 5-round integral distinguisher for Present (In the initial integral form, we
label Ap both in bit 0 and bit 3, which means that the two bits are linearly dependent,
the integral order of the integral form is 1, instead of 2

Using Algorithm 1, we found many 5-round integral distinguishers of Present.
Figure 2 illustrates one of the best, which uses Probgpe; (1001 — % %0) =1, 3
rounds along encryption direction, and 2 rounds along decryption direction. It is
a 32th-order integral distinguisher. The attacker chooses a set of 232 plaintexts,
which have constant values in the following 32 bits: 0-15 and 48-63, while taking
all possible values in the other 32 bits. Then, considering the outputs after 5-
round encryption, the XOR sum of all the 232 values in each of the following 16
bits is zero: 0, 4, 8, 12, 16, 20, 24, 28, 32, 36, 40, 44, 48, 52, 56 and 60. Note
that this distinguisher uses the new extension concept of higher-order integral,
the initial integral form has an integral order of 1, while it is related to 2 bits.

In [20], a 3-round integral distinguisher of Present is given, which has an inte-
gral order of 4. The distinguisher in Figure 2 is a 5-round integral distinguisher,
furthermore, the truncated 3-round distinguisher of the last 3 rounds has an
integral order of 2. Thus, our distinguisher (as illustrated in Figure 2) is more
better than that in [20].

4.4 Selection of Initial Integral Forms

Let (xo, X1, X25 -+ Xn—1) denote an initial integral form in block.

For Gen-Fourcell and Gen-SMS4, y; can be any element or an XOR combi-
nation of the elements in the set {C, Ag, A1, A2}, which have 2% possibilities for
each subblock. There are 4 subblocks, thus 2'6 — 1 possibilities in total. In our
experiments, we have tried them exhaustively.

For Present, the integral order of an initial integral form can be 1,2, -- 63, it
is impractical to search for each case. However, Present is a SP-network cipher,
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and the diffusion layer is very simple. Our experiments also show that the smaller
the integral order of an initial integral form, the better the integral distinguishers.
Hence, we only considered 1st-order initial integral forms.

5 Discussion and Conclusion

Our work in this paper is originally inspired by the work of J.Kim et al [13, 14]. In
[13, 14], the authors proposed a general tool for finding impossible differentials of
block cipher structures using matrix method and meet-in-the-middle approach,
and applied their tool to some block ciphers (structures). They also pointed
out that the matrix method can be converted into a tool for the Square attack.
However, they only considered the 1st-order integral, not considering higher-
order integral. In [19], Y.Y.Luo et al. greatly improved the results of [13, 14].

In this paper, we adopted inside-out approach to construct integral distin-
guishers for block ciphers, and extended the concept of higher-order integral by
considering the linear relations among different subblocks. Furthermore, we pre-
sented an efficient unified algorithm to the design of the longest possible integral
distinguishers for block ciphers. We applied the algorithm to many block ciphers
(structures), the experiments showed: For Gen-SMS4 structure and Present, the
best integral distinguishers given by our algorithm are better than the best re-
sults known so far; For Gen-Fourcell structure, the best integral distinguishers
given by our algorithm are the same as the best results known so far.

To sum up, we believe that the inside-out method for designing integral dis-
tinguishers and the new extension of higher-order integral are helpful to better
understand integral cryptanalysis of block ciphers. Also, the unified algorithm in
this paper can be useful as a tool for efficiently evaluating the security of block
ciphers against integral cryptanalysis.
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