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Abstract. With cloud computing growing in popularity cloud-service providers
must guarantee that data are processed rapidly and transferred when and where
they are needed. Unfortunately, it is extremely difficult to predict the exact per-
formance characteristics and demands on the network at any particular time. In
this paper we show that the cloud computing demand can be developed as a
branching stochastic process. Branching processes are used to describe random
systems such as population development, nuclear chain reactions and spread of
epidemic disease. A statistical model is described and using this model we pro-
pose a method for determining the unknown probability distribution of queries.
Network traffic modeling is an issue of great importance to both consumers and
providers of cloud-based services. Firstly, traffic modeling helps to represent
our understanding of dynamic demand for cloud services by stochastic
processes. Secondly, accurate traffic models are necessary for service providers
to properly maintain quality of service.
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1 Introduction

Cloud computing is one of the hottest topics in all of information technology today.
This is a new model of delivering computing resources in which centrally administered
computing capabilities are provided as services on-demand over the network to a varie-
ty of customers. According to IDC’s analysis, the worldwide forecast for cloud servic-
es in 2013 will amount to $44.2bn, with the European market reaching €6,005m in
2013." The potential benefits of cloud computing like lower costs, faster implementa-
tion, and more flexibility are overwhelming. However, attaining these benefits requires
that new technologies and solutions managing the huge number of operations and vo-
lumes of data within a cloud transparently and without service interruptions emerge.
As cloud computing enables users to store all their data on the network predicting net-
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work performance and cloud-based services demand may become a challenging issue.
In this paper we suggest that branching processes theory will fit for both describing the
dynamics of cloud services demand and predicting the network traffic in cloud compu-
ting environment. We consider that more and more clients will know about cloud ser-
vices, one client from another, like epidemic of disease spreads. We briefly describe
the basic principles of cloud computing concept and introduce branching processes
theory. The purpose of this paper is to provide a stochastic model that would be helpful
for both consumers and providers of cloud-based services. On the one hand, traffic
modeling helps to represent our understanding of dynamic demand for cloud services
by stochastic processes, and on the other hand accurate traffic models are necessary for
service providers to avoid "bottlenecks" and to improve quality of services provided.

2 Literature Review

The design of robust and reliable network services for cloud computing environment
is a challenging task. The only path to achieve this goal is to develop a detailed under-
standing of the traffic characteristics. An accurate estimation of the network perfor-
mance is vital. Traffic models enable network designers to make assumptions about
the networks being designed based on past experience and also enable prediction of
performance for future rapidly changing requirements in cloud environment [10]. A
corpus of literature on network traffic modeling exists. One of the most widely used
and oldest traffic models is the Poisson Model. The Poisson process is characterized
as a renewal process and Poisson distribution is the predominant model used for ana-
lyzing traffic in traditional telephony networks [11]. Deterministic Traffic Model [12]
is proposed for providing real time service over real time channel where clients dec-
lare their traffic characteristics and performance requirement at the time of channel
establishment in this model. Chaotic maps are low dimensional nonlinear systems
whose time evolution is described by knowledge of an initial state and a set of dynam-
ical laws. In [13] the author illustrates traffic characteristics that can be modeled by
considering chaotic maps. Wavelet-based models use wavelet transform function to
model long-range dependence traffic such as traffic measured on Ethernet. Multifrac-
tal wavelet model is presented in [14].

3 Cloud Computing

Cloud computing is a model for enabling convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage, ap-
plications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction. This cloud model promotes availa-
bility and is composed of five essential characteristics: on-demand self-service, broad
network access, resource pooling, rapid elasticity, and measured service.?

% NIST: Cloud Computing Program: http://www.nist.gov/itl/cloud/index.cfm
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There are three service models of cloud computing:

Software as a service (SaaS): is software offered by a third party provider, available on
demand, usually via the Internet configurable remotely. Examples include online word
processing and spreadsheet tools, CRM services (Salesforce CRM [5], Google Docs).
Platform as a service (PaaS): allows customers to develop new applications using
APIs deployed and configurable remotely. The platforms offered include development
tools, configuration management, and deployment platforms. Examples are Microsoft
Azure [3] and Google App engine.

Infrastructure as service (laaS): provides virtual machines and other abstracted hard-
ware and operating systems. Examples include Amazon EC2 and S3 [1], [2], Terre-
mark Enterprise Cloud [6], and Rackspace Cloud [4].

The following deployment models are available for cloud computing services:

e Private cloud: services built according to cloud computing principles, but accessi-
ble only within a private network

e Community cloud: cloud services offered by a provider to a limited and well-
defined number of parties

e  Public cloud: available publicly - any organization may subscribe

e  Hybrid cloud: a composition of two or more clouds (private, community or pub-
lic)
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Fig. 1. Cloud Computing Topology

Thus, cloud computing provides a pool of highly scalable and easily accessible vir-
tualized resources capable of hosting end-user applications exploited in a pay-as-you-
go model. Cloud computing involves the following three basic components [7], which
are illustrated in Figure 1: clients, datacenter and distributed servers. For many com-
panies with highly variable IT needs, cloud computing can be an alternative to main-
taining an expensive oversupply of in-house computing power. However, there are
some major obstacles which hinder the adoption and growth of cloud computing. As
every technological concept, cloud computing is not an exception in terms of trust and
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security issues. Once data are outsourced to a third-party cloud provider, several con-
cerns arise about security, availability and reliability of data.

4 Branching Processes Theory

A branching process is a process where an initial random number of objects ‘create’
more objects of the same or different type, and these objects continue to ‘create’ other
objects, with the system developing in accordance with some probability law. Branch-
ing processes are used to describe random systems such as population development,
nuclear chain reactions and spread of epidemic disease. An example of such a process
is a population of individuals developing from a single progenitor — the initial indi-
vidual. It produces a random number of offspring, each of them in turn produces a
random number of offspring; and so the process continues as long as there are live
individuals in the population. Figure 2 is a graphic illustration of a general multilevel
branching process. The branching process was proposed by Galton [9], and the prob-
ability of extinction was first obtained by Watson [8] by considering the probability
generating function for the number of children in the /£h generation.
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Fig. 2. Graphic illustration of a multilevel branching process

Let N be a random variable, with a probability distribution function
gM(n)=P(N=n), with mean f, and variance O .Let {X,} be a series of inde-
pendent identically distributed random variables, with a common distribution fx(X)
and with f{, as the mean and O )2( as the variance of each element in the series. The
sum of N elements of the series {X;/ is denoted by the following sum

V=X +X,+.X, ey
The mean of V is denoted by

Elv]=E[x,]- EIN] o
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And the variance of V is denoted by

VarlV] = EIN)-Var| X, | +Var| N]- E*[ X, ]
3)

The distribution density function fi(v) of V can be derived from the basic formula for
conditional probabilities

fy =k = PV =k) =Y P(N = m) P(X, ..+ X, = k)
n=0 4)

Let us denote fx(x) and ¢,( @) as the distribution density function and generation func-
tion of X; respectively, and gy(n)=P(N=n) and @y( @) as the distribution density func-
tion and generation function of N respectively. For a fixed n, the distribution of the
sum X;+...+X, is expressed by the n-fold convolution of {fx(x)} with itself, due to the
independence of the series {X;/. Equation (4) can be written in a more compact form

Ho=0=2 gy M{f ()"
n=0 (5)
This formula can be simplified by using the generating functions [15].

Branching processes theory can be applied for modeling in cloud computing envi-
ronment. One of the most important issues in cloud computing environment concerns
network efficiency and performance prediction. Where there are large quantities of
data involved in an application, access to the data must be fast and reliable or the ap-
plication's runtime will be excessive. From the viewpoint of a service provider, de-
mands on the network are not entirely predictable. Branching processes theory helps us
to model the dynamic demands for cloud services. More and more clients are informed
on the service, one client from another based on random mechanism. This process is
similar to epidemic of disease spread.

5 Data flow Prediction Model

To design effective and efficient network solutions for cloud environment and to un-
derstand and solve performance problems arising in communication networks provid-
ers require accurate models to describe network traffic. The main problem is to fore-
cast the frequency of queries that are going to appear. To evaluate the performance of
the proposed technique, we demonstrate how branching processes theory can be ap-
plied for building data flow prediction models.

The initial vertex of the graph is assigned =0 (Figure 3), time when the original
message reaches the host C;. This point is taken as the reference time of receipt of
queries to the cloud service provider’s host center C;. The initial vertex of a graph is
based on the number of arcs equal to the quantity of primary needs. Arcs whose ver-
tices correspond to the secondary queries come of the vertices of the graph corres-
ponding to the initial query. We consider that the primary queries come into the pro-
vider’s host randomly. The process of queries admission will be considered as a
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branching, while allowing that individual queries’ paths are independent. The time
intervals between t=0 and the time of requests admission are random variables with
distribution function F;(x) and density f;(x). Obviously f;(x) represents the latency of
the processes of information alerts. The number of initial requests coming to the pro-
vider for a certain period of time is the random variable

=0 my my mgz m, my,

O - Primary query

- Secondary query

Fig. 3. A branching process of generating queries

ViLP(v, =k)=p,.k=012..:> p, =1
k=0 (6)

We assume that the distribution of the primary query is binomial. The generating
function corresponding to the binomial distribution of the primary query is:

Gi(w)=(qo+qmu)", (N

where u is the parameter of the generating function. The distribution function of the
moments of primary queries receipt is exponential F,(x)=1-¢*", where 1, is the vo-
lume of primary queries. After each initial query with probability p, does not appear
any secondary query, and with probability p,=1-p, there is at least one secondary
request. We assume that the distribution of secondary queries generated by one prima-
ry request is subject to the binomial distribution with generating function

Ga(u)=(po+pu)" ®

where u is the parameter of the generating function. The distribution function of the
time intervals between the moments of initial queries receipt and stimulated directly
by them secondary queries is defined as Fa(x)=1- ¢”;*, where 1, is the intensity of
secondary queries receipt. The expectation of the number of requests in the time in-
terval [t, t+1]:
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If ﬁ < p;, then the distribution has a maximum. If ﬁ 2 p;, then the distribution

hasn’t a maximum and decreases from the beginning. In case 4,= A,py, for p, = p
distribution is monotonically decreasing; for p, < p, distribution has a maximum.

Expectation function graphs of the number of queries are constructed for the follow-
ing values: time units are t=/0,130], the number of consumers which may create the
primary requests is 10, the probability of the customer application with the primary
request is g;=0.7, the time interval of the request arrival t=1, the volume of the prima-
ry queries from the consumer at a time 4;=0. 05. The nature of the functional depen-
dence is affected by primary and secondary queries intensity compliance. The Figure
4 contains plots of the expectation of the number of queries, in this case the probabili-
ties of the primary py and secondary p, queries: for p, = p; distribution is monoton-

ically decreasing, for p, < p; the distribution has a maximum.
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Fig. 4. The theoretical queries distribution functions over time

6 Research Methodology

Global giants like Amazon are definitely more cost-effective and less sensitive to
daily, annual and other traffic imbalances than the local providers. In order to evaluate
the performance of the proposed technique and to justify the further need for the
model we are developing, the Russian IaaS market was analyzed. The table below
presents the companies whose activity was examined. Sample organizations for anal-
ysis were selected based on the following criteria. Service content is similar to the
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services of a conventional hosting provider. Clients come from different industries.
Service providers are with different backgrounds: they include new and established
cloud suppliers (local).

Table 1. Russian IaaS (Hosting) Providers

# ) 2 3 4 5 6
Provider Activecloud.ru  Clodo.ru ISP Scalaxy Slidebar.ru  Selectel
Name Server

In general, Russia's cloud hosting is not so much an alternative to Amazon Web
Services, as a convenient substitute to traditional hosting. Most of the companies have
encountered difficulties providing a comprehensive explanation of the dynamic cha-
racteristics of network traffic and had even experienced the bottlenecks that caused
them to lose money. To measure how good the data flow prediction model is, experi-
ments are carried out where cloud usage logs are analyzed seeing if our model can
predict the loads seen in the logs.

7 Conclusion

Cloud computing is a model of delivering computing resources in which centrally
administered computing capabilities are provided as services on-demand over the
network to a variety of customers. As popularity of cloud services is growing rapidly,
cloud-service providers must guarantee that data are processed effectively and trans-
ferred when and where they are needed. Unfortunately, it is extremely difficult to
predict the exact performance characteristics and demands on the network at any par-
ticular time. In this paper we suggest that branching processes theory will fit for both
describing the dynamics of cloud services demand and predicting the network traffic
in cloud computing environment. We consider that more and more clients will know
about cloud services, one client from another, like epidemic of disease spreads. The
purpose of this paper is to provide a stochastic model that would be helpful for both
consumers and providers of cloud-based services. On the one hand, traffic modeling
helps to represent our understanding of dynamic demand for cloud services by sto-
chastic processes, and on the other hand accurate traffic models are necessary for
service providers to avoid "bottlenecks" and to improve quality of services provided.
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