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Abstract. Trust plays an important part in people’s decision processes
for using information. This is especially true on the Web, which has
less quality control for publishing information. Untrustworthy data may
lead users to make wrong decisions or result in the misunderstanding
of concepts. Therefore, it is important for users to have a mechanism
for assessing the trustworthiness of the information they consume. Prior
research focuses on policy-based and reputation-based trust. It does not
take the information itself into account. In this PhD research, we focus
on evaluating the trustworthiness of Web content based on available and
inferred metadata that can be obtained using Semantic Web technolo-
gies. This paper discusses the vision of our PhD work and presents an
approach to solve that problem.

1 Introduction

Trust plays an important role in the process of consuming data in many dif-
ferent circumstances such as communication between humans or data exchange
between a human and a computer. Untrustworthy data may lead to wrong deci-
sions or may make users misunderstand the concept or story, especially on the
Web which has an abundance of information, but there is a lack of any control
over the quality of its publications. With the incredible increase in the amount
of Web content, it is becoming more necessary for users to be able to evaluate
the trustworthiness of the information they use in order to judge whether to
trust and use it or not. Therefore, having a trust mechanism for users to assess
whether information is trustworthy is important and useful for the proper con-
sumption of such information. However, trust is a subjective issue and dealing
with it is a complicated task because it depends on the context in which the
information is being considered. For example, people would trust a doctor to
provide complete, accurate, and correct information about their health, but not
about their finances.

The Semantic Web [1]] is a technology that has been designed to make comput-
ers more intelligent by allowing them to understand the semantics of information
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and process it properly. RDF (Resource Description Framework) is used to de-
scribe things in a way that computers can understand and also to portray the
relationships between those things. Therefore, RDF can be used to represent
metadata about Web resources. It also is used by machines to process this meta-
data in order to provide trust information to users. With this feature, less effort
is needed on the side of humans than if they were to manually assess the trust-
worthiness of the information themselves [I2l4]. RDF provides an opportunity
to produce an effective trust model which uses metadata that is available in the
Semantic Web for evaluating the trustworthiness or credibility of Web content.
It also helps the Semantic Web at its current stage to be more successful because
end users can have greater confidence in it.

Recent work on trust has focused on authentication-, reputation-, and policy-
based trust [6I8I2], but it does not consider the content itself. The concept of
content trust was first proposed by Gil and Artz [4]. They defined content trust as
“a trust judgement on a particular piece of information or some specific content
provided by an entity in a given context”. They also described the factors which
influence a user’s decision on whether to trust content on the Web. Moreover,
they introduced the content trust model, which solves the problem of assessing
the reliability of Web resources, by inferring the trustworthiness of the content
of these Web resources [4]. Their work proposed the preliminary concept of con-
tent trust which can be explored more to produce a reasonable model. Similarly,
our work considers the trustworthiness of the information on the Web based on
the sources of that information. Credibility is another concept which is simi-
lar to evaluating the trustworthiness of the information on the Web. It focuses
on studying and analysing factors that influence a user’s decision on whether
to trust the information on the Web. Several works have studied and proposed
criteria for use in evaluating the credibility of Web sites or Web information.
For example, the authority of the source that creates the information, the accu-
racy of the information, the appearance/presentation (such as the user interface,
graphic design, and navigation) and the speed of loading the document [3ITTITH].
However, each unique set of criteria presented in the different pieces of research
has its limitations (e.g. it is hard to collect the information based on that cri-
terion directly from the Web or it only slightly reflects the credibility of the
information content itself). Therefore, we have to select the criteria that can
be used in practice and that have a significant impact on the evaluation of the
trustworthiness of Web content.

In this paper, we propose a model to evaluate the trustworthiness of informa-
tion on the Web. This model uses Semantic Web technologies to gather metadata,
which is collected based on our credibility evaluation criteria. The main contri-
bution of our work is integrating metadata to build a data model that can be
used to evaluate the trustworthiness of the information on the Web. We present
these integrated metadata in an easily understandable form to the users who
will, in turn, use this information to support their decisions of whether or not to
trust the information provided on this Web. The rest of this paper is structured
as follows. We review related work in Section 2l In Section [B], we introduce our
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proposed trust model, describe the concept of the model, and discuss the criteria
that we use in our work. In Section[d], we propose our methodology to address the
problem of evaluating the trustworthiness of content and present future work.
Finally, in Section [, we conclude our work.

2 Related Work

In the early stages of trust research, researchers focused on policy-based and
reputation-based methods. The policy-based method assesses trust based on a
set of rules. Bizer and Cyganiak [2] proposed a framework called WIQA (Infor-
mation Quality Assessment Framework), which is a set of software components
that can be employed by applications in order to filter information based on
quality policies. The reputation-based methods estimate trustworthiness by us-
ing other users’ opinions or recommendations. Several trust metrics have been
studied, and algorithms to compute trust across trust networks or social networks
which have been presented [7[9/T4]. The work presented so far focuses on evaluat-
ing the trustworthiness of the entities, which are judged based on their identities
and their behaviours; for example using digital signatures or rating from recom-
mendation system. However, this work did not take the information provided by
such entities into account. More recent research has proposed evaluating trust
based on content. Content trust is a concept which judges the trustworthiness of
data based on features of that content or information resources. Some research
uses RDF or annotations to present information about the source and content
of desired information, which can then be used to determine that information’s
trustworthiness [B]. Other approaches discuss the factors which influence users’
decisions on whether to trust the content and use these factors as criteria to
evaluate the trustworthiness or credibility of information [AI3BIT5TT]. Instead
of considering only the content, the entity that publishes that content should
also be considered— we should assess whether or not authors who provide the
information can be considered trustworthy. Therefore, we should consider both
dimensions (entity and content), and this will help produce a more reasonable
approach to evaluating the trustworthiness of information, and to provide sup-
port for making decisions.

3 The Proposed Model

3.1 Basic Concept

The Semantic Web is an extension of the existing Web, designed with the goal
of letting computers deal with data rather than just documents. It describes
facts about things and how they are related using RDF (Resource Description
Framework) in the form of subject-predicate-object expressions called triples.
RDF allows both structured and semi-structured data on the Web to be com-
bined, exposed and shared across different sources or applications. In addition,
it allows both users and software to follow links to discover more information
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related to these data [10]. Accordingly, the Semantic Web provides a way to
gather metadata that is useful for evaluating the trustworthiness of information
and also provides an opportunity to adopt trust into the Semantic Web itself.

In our work, we define an entity as a source which provides or publishes in-
formation. Therefore, we will evaluate an entity based on its credentials or its
identity. In addition, we also analyse the available metadata to estimate the
trustworthiness of the information on the Web. Therefore, in this paper, we con-
sider the trustworthiness of the information on the Web as an evaluation of the
metadata based on a set of trustworthiness criteria. Our proposed model deals
with integrated metadata which is provided alongside the content of the Web
(explicit metadata) and metadata inferred from a Semantic Web data resource
(implicit metadata). The following sections describe the criteria that we use in
our model and the architecture of the model.

3.2 Evaluation Criteria

Previous research proposed several factors that affect users’ decisions on trusting
content provided by an information resource on the Web [4IT3BITHITI]. These
factors range from the source of that information to the information which is
provided. An example of these factors are the author or the organization which
publishes the information, the graphic design of the Web page, bias, and like-
lihood (the probability of the content being correct). We investigated the cri-
teria from those pieces of research. We found that some of these criteria can
be adopted for implementation in practice, such as the currency criterion that
can be assessed based on the time stamp from the system and the authority of
the information. However, some of these proposed criteria required data that is
difficult to gather or do not have significant impact. For example, the time a
document needs to be loaded may indicate the performance of the system and
may influence trust but it does not reflect the information on the Web itself and
thus it has less impact on the trustworthiness of information.

Figure[Ilshows the criteria for evaluating the credibility or the trustworthiness
of the information on the Web which is defined in studies that were discussed
above. It shows that a number of characteristics, such as authority (source), ac-
curacy, currency, and relevance, appear three times across the four studies which
studied different domains and participants. This indicates that these criteria are
the common criteria which can be used across the different circumstances to
evaluate the trustworthiness of the information on the Web and therefore, we
also use them in our approach. In more detail, we consider the following factors:

In conclusion, we selected the following four factors to use in our model since
they have been common factors in several domains and can be adopted for
automatic analysis:

— Authority: The reputation of the source that produced the content. We con-
sider this criterion on two levels, the institutional and the individual level.

— Currency: Whether the content of the document is up-to-date or is regularly
updated.
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Fig. 1. Comparison of Credibility /Trustworthiness Influence Factors in Four Studies

— Accuracy: Whether the information in a document is accurately expressed
i.e. it is grammatically correct and lacks spelling mistakes.

— Relevance: Whether the content meets the users’ needs, which means it is
useful for them.

We use these criteria to evaluate the trustworthiness of content. Our assessment
approach is inspired by Wang et al. [I3]. We use a range of metadata, in order
to evaluate the trustworthiness of the information based on each criterion as
follows:

— Authority is determined by the expertise of the author, the author’s creden-
tials and their institutional affiliations (the name of a public organization).

— Currency is calculated as the difference between the time stamp of the cre-
ation of the document or the time stamp of submission of the document and
the current time. In the case that the system provides the time stamp of
the last modification of the document, we will consider this metadata in our
model.

— Accuracy is estimated according to the number of errors that appear in the
document. Specifically, we measure the percentage of words which are spelled
incorrectly or are part of a grammatically incorrect statement.

— Relevance is determined by the proportion of the users’ search terms which
are present in the key areas namely the title and the abstract of the publica-
tion. In addition, we will adopt the ontology concept for finding related terms
and then use these terms to match in the key area in the future work. This
allows the model to match the relevant data more efficiently than matching
only exact keywords in the key areas of the document.

3.3 Architecture

The content trust model consists of three main modules. Specifically, the input,
trustworthiness criteria and metacollection, and output modules, as shown in
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Figure Bl Firstly, the input module gathers information from the Web page
according to the user’s keywords. In addition, our model considers the context
and time frame as input from the environment to the model because evaluating
trustworthiness according to a specific context. Also, the time frame has an
affect on the judgement of whether or not to trust information (information
that was trusted in the past is not guaranteed to be trusted in the future). Our
model takes the time frame into account, since it evaluates the trustworthiness
of the information every time the user interacts with the system. This means the
system obtains the most recent information at the time at which the evaluation
is performed. In other words, the time frame is automatically supplied to system.
Then, the metacollection function will extract metadata provided alongside the
content and aggregate the relevant information of this metadata from Semantic
Web data sources based on the factors in each criterion from the trustworthiness
criteria and the context from the input module. The trustworthiness criteria
define the metadata that the system should collect for each criterion. Finally,
the output module displays the result by presenting those collected metadata in
simple sentences. The aim of this module is to provide the needed information to
support users’ judgement of the trustworthiness of the information on the Web.
As trust is a very subjective notion, it is important to present information about
trustworthiness in meaningful ways to the user. This is a complex problem which
will be an important part of our future work.

Trustworthiness Criteria and
MetaCollection Module

Authority | Currency = Accuracy | Relevance

Input Module f
User Input
keywords
- | Output Module
Environment Datasets on
al knowledge Semantic Web Interpretation
Context = Result
| (Time Frame o m ] Explanation

Fig. 2. The Content Trust Model Architecture

4 Methodology

Our methodology for evaluating the trustworthiness/credibility of Web content
using Semantic Web technologies has three main phases.

In the first phase, we will build our data model to be used in the system.
We will use an RDF graph to represent the data model, called a metadata
graph. This metadata is gathered from information provided alongside the con-
tent (explicit metadata) along with information from a Semantic Web data store
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(implicit metadata). In more detail, the explicit metadata is the data that is
published as RDF, alongside the Web page itself. It can be parsed to obtain
metadata about the information on the page. In contrast, the implicit metadata
is obtained by a query to the Semantic Web data store. We submit a query to
the data store to search for more information based on the explicit metadata.

In the second phase, based on the metadata graph, we provide an explana-
tion of this metadata, in order to present it in an easily understandable format.
We give the information corresponding to each criterion we presented in Sec-
tion The explanation process will query the data from the metadata graph
based on the criteria. Then, the system will interpret these metadata as simple
sentences which are then presented to the users as an explanation. As a result,
each criterion produces an explanation which is combined with the explanations
from other criteria. In the initial implementation, we limit the Web content and
Web information to academic publications from the University of Southampton
to show that we can collect explicit and implicit data to evaluate the trust-
worthiness of Web content. We will develop a browser plug-in to present the
explanation to users when they browse the Web. We also consider the case in
which metadata required for a criterion is not available, in which case we will
use other data in the content to help in assessing trustworthiness.

In the third phase, we will evaluate our approach by conducting user based
test cases to test our model and conduct a survey to evaluate our system. We
will use the publications of the Web Science Conference to be a test case because
it is a new conference which has only been established in recent years. Therefore,
there might be less information for evaluating the trustworthiness of the publi-
cations since we have little background knowledge of the authors who are new
researchers in this research area. In addition, the Web Science Conference is a
conference for a new, challenging research area which integrates several domains.
For this reason, it covers a wide area of research which provides a large range of
information. We will evaluate our model by using the questionnaire methodology
from the expertise and the general user. For the expert evaluation, we will set
up the experiment by choosing the information resources to be evaluated. We
will ask the experts to evaluate the trustworthiness of the information. Then,
we will compare the result from the experts and the result from our system. For
a general user, we will build a questionnaire system to ask the user about their
satisfaction with the system when taking part in the group of experiments.

5 Conclusion

In this paper, we proposed a trust model to solve the problem of evaluating the
trustworthiness of the information on the Web from available metadata using
Semantic Web technologies. We proposed a method to collect the explicit and
implicit metadata to build a metadata graph and present this metadata, which
will enable the users to judge whether this information is trustworthy. The results
that have been obtained so far show that, by using Semantic Web technologies,
we can retrieve relevant data and evaluate the trustworthiness of information
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based on its information credibility. For the first phase of the PhD work, we
can build a metadata graph focusing on the authority and currency criteria and
present these metadata to users. In the next step, we will work on dealing with
the missing metadata and evaluating our approach.
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