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Abstract. A big challenge of software test managers is the limited test time.
Especially the system test, where the whole integrated software system is tested
shortly before delivery to the customer, is affected by this limitation. During the
system test usually several test cycles are needed. However, a test manager
cannot execute all available test cases in each test cycle due to the limited test
time. He/she has to decide which test cases have to be executed in each test cy-
cle in order to find new possible faults of the software. In this paper the Adap-
tive Test Management System (ATMS) based on software agents is presented
which relieves the test manager from this complex manual work by using soft-
ware agents for prioritizing test cases based on current information about the
software system, the test cases and the human factors of the developers. The
goal of the ATMS is to maximize the number of found faults in the available
test time with the determined prioritization order.
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1 Introduction

In the scope of industrial automation systems, a relatively high quality of the software
system test has to be achieved by the test management in order to guarantee the re-
quired reliability of the system. One of the biggest challenges of the test manager is
the limited time which he/she has for the software system test. Additionally, a soft-
ware system usually has to be tested several times, due to possible software changes
after each test cycle. Because of limited test time, the test manager cannot repeat all
test cases in every test cycle. Somehow he/she has to prioritize the test cases in order
to execute the most important ones, i.e. he/she has to find a prioritization order of the
test cases that increases the probability to find more faults in the available test time.
Currently, available test management tools [1] offer support for prioritizing test
cases by administrating different useful data. However, the big amount of data has to
be evaluated by the test manager himself in order to find a prioritization order of the
test cases. Automated prioritization techniques, as described in [2], prioritize test
cases based on exact information about source code changes. However, they are not
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appropriate for complex software systems. Another massive drawback of the existing
approaches is the fact that they neglect human factors for prioritizing the test cases.
However, since the goal of the prioritization is to increase the probability to find more
faults in the available test time and since the faults are made by the developers of the
software system, human factors of the developers play an important role in finding the
right prioritization order.

A review of the relevant research literature shows that psychological studies as to
human factors influencing the performance of programmers have been accomplished
since the 1950s. But from the 1990s the focus of interest shifted towards graphical user
interfaces (GUISs) resulting in notedly less publications about programming abilities.

Unfortunately, the correlations between the developed programming tests and the
job performance of programmers were often quite low. Curtis [3] ascribes that to re-
searchers’ deficient understanding of the cognitive requirements of programming,
which often resulted in mixing different levels of analysis (e.g. using a test of general
programming ability to predict debugging skills). Another reason may be the “well-
known failure of a manager’s performance ratings to accurately measure individual
performance” [3]. Nevertheless, there are undeniably huge differences in performance
among programmers when confronted with the same task and there must be some-
thing to account for this phenomenon.

According to [3], [4] and [5] the following factors should be considered in order to
predict individual programming performance:

e Individual knowledge about the task, the system architecture and the system inter-
face

Practical experience

Intellectual aptitudes

Mental abilities

Cognitive style (see also [6])

Motivational structure (especially intrinsic motivation) (see also [7])

Personality characteristics (e.g. self-confidence) (see also [8])

Behavioral characteristics

However, only few authors make concrete statements about the degree to which one
of these factors affect the performance of the programmer and how they are interre-
lated. This may be due to the usually very restricted set of affecting variables studied
in the same set of data.

Considering previous results [5] as well as ease of measurement, it seems that past
practical programming experience is the most promising of the assumed influencing
factors.

This and other human factors are considered in the Adaptive Test Management
System (ATMS) [9] which is presented in this paper. It automatically prioritizes avail-
able test cases for each test cycle with the goal to get a prioritization order of the test
cases which increases the probability to find more faults in the available test time. In
our approach the ATMS is realized using autonomous software agents [10]. Thereby,
each test case and each software module of the software system is represented by a
software agent. The software agents prioritize the test cases from their local perspec-
tive and in cooperation with the other agents, which reduces the complexity of the
prioritization problem.
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In Section 2 the idea of the ATMS is described in more detail. Section 3 discusses
the accounting for human factors for test case prioritization. In Section 4 we present
our agent-based prioritization concept. Section 5 concludes this paper.

2 Adaptive Test Management System

The task of the Adaptive Test Management System (ATMS) is the prioritization of
test cases for the system test. The goal is to get a prioritization order that allows find-
ing more faults in the available test time.

The ATMS prioritizes the available test cases for each test cycle considering
changing information for each test cycle. This is why the system is called “adaptive”.
Due to the prioritization values the test manager decides which test cases he/she exe-
cutes in the current test cycle. The scheme of the ATMS is depicted in Fig. 1.

Information | Information Information of test cycle
about software system about test cases with values of human factors

Fig. 1. Scheme of ATMS

The ATMS has three kinds of input. First, it gets information about the software
system. The software system consists of several software modules, as shown for a
simple example in Fig. 2.

Software
Function (F)
f—H

= - TC2 Test Case (TC)
SM1
= -

Software

Module (SM) SM2 SM 3

Software System

Fig. 2. Software modules, software functions and test cases

The input is a formalized architecture model out of which the ATMS derives in-
formation about the existing software modules and their functions, about the calling
relations between the software modules and about other properties of the software
modules.

Second, the ATMS gets information about the available test cases. This means, the
test cases are already specified and can also be even implemented as automated test
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scripts. In detail, the ATMS gets the information about which test cases exist, infor-
mation about different properties of the test cases and about the functions of a soft-
ware module which a test case executes while running. As depicted in Fig. 2, a test
case can execute different functions of different modules during a run. All the infor-
mation about a test case is retrieved out of a test management tool and its database.

The third and last kind of information is the changing information for each test
cycle. The considered information is:

e Information from the test, e.g. information about faults that have been found and
their mapping to the software modules.

e Information from the development, e.g. information about software changes, i.e.
which function in which software module was changed.

¢ Information about the values of human factors.

All this information for each test cycle is retrieved out of the databases of the test,
fault and change management tools or provided by the test manager.

The outputs of the ATMS are prioritization values for all available test cases. For
each test case a value between 0 and 10 is determined as prioritization value. A value
of 10 implies very high priority whereas a value of 0 implies very low priority.

After describing the scheme of the ATMS with its goal, task, inputs and outputs, we
discuss the account for human factors for test case prioritization in the next section.

3 Accounting for Human Factors for Test Case Prioritization

One of the biggest challenges for the prioritization of test cases using human factors —
besides the selection of appropriate influencing factors — is the operationalization of
these variables. It is essential that the classification of each programmer is as quick
and easy as possible. Ideally, it can be integrated into the everyday work and does not
require permanent or recurrent psychological testing.

Bearing this in mind, the most promising of the factors mentioned in the introduc-
tion is past practical programming experience. It has shown to have significant effects
on programming performance and it can be easily quantified. At the moment it is pro-
vided to the ATMS by the test manager judging the experience of the developer with
regard to the implementation work he/she has to do. According to Curtis [3], that
seems to be rather unproductive. In adoption of the approach described in [5], we plan
to prove an experience rating according to the qualification background of the devel-
opers (master, bachelor, technician etc.). Moreover, the years of relevant professional
experience of the developers will be included. We hypothesize, that the more practical
experience (gained during an apprenticeship and/or on the job) a programmer has, the
fewer are the faults in the developed software system.

In addition to their practical experience, the workload of the developers imple-
menting a software module of the software system will be taken into account. Cur-
rently, it is derived from information about software changes made by a developer,
i.e. from the amount of changes, the effort for a change and the time used for imple-
menting the changes. Thereby, the time, when the changes were made, also plays a
role, e.g. were the changes made during the day, in the evening or even at the week-
end. A major disadvantage of this approach is the fact that it is more a measure of task
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difficulty than a measure of workload. That is, it does not account for individually va-
rying coping of the developers when confronted with the same task. In human factors
research three valid approaches for measuring workload exist: Performance on a sec-
ondary task, physiological reactions (e.g. heart rate variability) and self-reported
measures. Because of the mentioned importance of application ease and integration
into everyday work (i.e. low task intrusion) a self-assessment of the developers on a
one-dimensional rating-scale as to their felt workload seems to be the most appropri-
ate approach. Moreover, compared to the alternatives this method does not require
particular equipment, is easily accepted by the developers and produces very low
costs. We assume that higher self-reported workload is associated with poorer per-
formance of the programmer. However, one should bear in mind that workload is no
static measure but is in a constant state of flux. Therefore, it has to be re-entered by
the developers subsequent to the completion of every single programming task and
before a new test cycle.

Measuring the other human factors that have been mentioned in the literature — i.e.
intellectual aptitudes, cognitive style and motivational structure— is much more com-
plicated. First, most of these factors identify merely the general category without any
specification. However, the possible measurement depends greatly on what exactly is
meant by the term. Second, some factors require an elaborate testing carried out by
psychologists. For that reasons, the mentioned factors will only be included in the fi-
nal testing procedure after their practical impact on prioritizing test cases for the soft-
ware system test has been experimentally verified.

After discussing accounting for human factors for test case prioritization, we de-
scribe the realization of the ATMS in the next section and explain the functionality of
the ATMS.

4 Agent-Based Test Case Prioritization

As described in the first section, the prioritization of the test cases for the system test
is executed from the perspective of the test cases and software modules of the soft-
ware system. Therefore, test cases and software modules are represented by software
agents. These software agents realize the ATMS. The software agents together deter-
mine the priority of each test case using different information. We call this priority
from now on the “global” priority. This means, this is the priority of a test case in
comparison to all other test cases. For determining this global priority, the software
agents representing the software modules, called the SM-agents, determine a test im-
portance of a software module using information about human factors amongst others.
The software agents representing the test cases, called TC-agents, determine local pri-
orities of a test case. Combining test importances of the software modules and local
priorities of the test cases, the global priority of a test case is calculated. These steps
will be described in more detail in the next sections.

4.1 Perspective of the SM-Agent: Determination of the Test Importance of a
Software Module

A SM-agent is generated for each software module specified in the architecture mod-
el. The goal of the SM-agent is to increase the number of found faults in the available
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test time. Therefore, its responsibility is to determine the test importance of the soft-
ware module. This test importance indicates the probability with which faults can be
found in the system by testing this software module. For determining the test impor-
tance the SM-agent retrieves different information from its environment, i.e. from
other SM-agents, from the architecture model, from the available databases and from
the test manager.

In the current configuration of the ATMS the following information is used for de-
termining the test importance of a software module:

e Complexity of the software module: A more complex software module indicates a
high probability for faults in the software module. The value for complexity has to
be provided by the developers in the architecture model.

e Number of faults in the software module in the previous test cycle: Faults in a
software module indicate a high probability for more faults. The value for the
number of faults is retrieved out of the database of the fault management tool.

e Number of changes of the software module: A software module which was
changed indicates a higher probability for faults in the software module. The num-
ber of changes of the software module is retrieved from the database of the change
management tool.

e Number of changes in other modules in which functions are called: Impacts of
faults due to changes in other modules can be found in related software modules.
Therefore, the test importance of software modules which call changed software
modules is increased. The SM-agent is informed by the other agents about changes
of other software modules.

e Values of human factors which are currently considered:

— Workload of the developer of the software module: A developer with a bigger
workload is assumed to make more faults. Thus, a higher workload indicates a
higher probability for faults in the software module. Currently, the workload is
derived from the number of changes, the effort for a change and the time used
for implementing the changes. All these values are retrieved from the database
of the change management tool.

— Experience of the developer of the software module: A developer with less ex-
perience in a certain task is assumed to make more faults. Thus, a lower experi-
ence of the developer indicates a higher probability for faults in the software
module. Currently, the experience value is given by the test manager.

The SM-agents determine the test importance of the software module using this in-
formation.

Additionally, they need knowledge for evaluating the information. As shown in
[11], the knowledge of the test manager is imprecise and can be made available as
verbally formulated rules, e.g. “If the workload of the developer of a software module
is high, the test importance of the software module is very high”. Furthermore, the de-
termination of the test importance is not a YES/NO decision. It is based on indicators
and always afflicted with uncertainty. Therefore, we decided to use fuzzy logic to
specify the rules for the determination of the test importance. Fuzzy logic offers a
good possibility to reproduce such human evaluation standards, thinking patterns and
conclusions, as shown in [12].
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Every SM-agent determines the test importance for the software module it repre-
sents autonomously by an internal fuzzy-unit, as depicted in Fig. 3.

Rule basis

Complexny

IF ... AND ...

Number of faults THEN ...

THEN ... .
importance

IF ... AND ...
THEN ...
Number of change§ IF .. AND ... Test
i
Number of change: :
in other modules
Workload

—
Experience

Fuzzification Inference Defuzzification
machine

Fig. 3. Fuzzy-unit for determination of the test importance

First, the input data is fuzzified, this means crisp values are transformed into
grades of membership for linguistic terms (e.g. low, middle, high) of fuzzy sets. A
membership function is used to associate a grade to each linguistic term.

The fuzzified input data is then combined together by the fuzzy inference machine
with rules of the type “if ... and ... then...” For example, rules for the workload are
specified like this:

e If (workload is high) then (test importance is very high)
e If (workload is middle) then (test importance is high)
e If (workload is low) then (test importance is low)

Similarly, the rules for all input data are described. Since a crisp value of input data
can have several grades of membership for different linguistic terms, no unwarranted
precision is introduced in the prioritization.

Finally, the test importance is determined through defuzzification. The resulting
test importance value has a range from 1 (very low) to 10 (very high).

After considering the perspective of the SM-agents in this section, we want to con-
sider the perspective of the TC- agent in the next section.

4.2 Perspective of the TC-Agent: Determination of the Local Priorities of a
Test Case

For each test case specified in the database of the test management tool a TC-agent is
generated. The goal of the TC-agents is, as it is for the SM-agents, to increase the
number of found faults in the available test time. Therefore, its first capability is to
determine the local priorities of a test case with respect to each software module,
which the test case executes when it runs. Thus, the local priority (P, ) is the priority

“ LR}

of a test case with respect to a software module “i” (see Fig. 4).
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Fig. 4. Test importance, local priority and global priority

The local priority indicates the probability with which the test case can find faults
in the related software module. A test case can have different local priorities with re-
spect to different software modules. For determining the local priorities the TC-agent
retrieves different information from its environment, i.e. from the available databases
and from the SM-Agents.

In the standard configuration of the ATMS the following information is used for
determining the local priority of a test case with respect to a software module:

e Number of found faults in the software module by the test case in average: A high-
er number indicates a high probability with which the test case can find faults in
the related software module. The value for the number of found faults is retrieved
from the database of the fault management tool.

e Number of changed functions in the software module which are executed by the
test case: When a test case executes changed functions in a software module, this
indicates a higher probability with which the test case can find faults in the related
software module. In order to derive this information the TC-agents ask the related
SM-agents if any software modules have been changed. In case of changes, the
TC-agent gets information about the changed functions from the SM-Agents.

With this information each TC-agent determines the local priorities of its test case
autonomously for each software module which its test case executes. As the rules for
determining the local priorities have the same characteristics as for determining the
test importance, we also decided to use fuzzy logic. Thus, as for the test importance,
an internal fuzzy-unit is used for the determination of the local priorities in each
TC-agent.

The resulting values for the local priorities have a range from 1 (very low) to 10
(very high) as for the test importance.

At this time, the software agents have determined the test importances (77 ) ) of the

[13£2]
1

software modules and the local priorities ( LP,) of the test cases “x” in parallel.
The next step is to determine the global priority (GP,) of each test case “x”, as de-

picted in Fig.4. This is described in the next section.

4.3 Perspective of the TC-Agent: Determination of the Global Priority of a
Test Case

As mentioned above, the global priority is the priority of the test case in comparison
to all other test cases. It is also determined out of the perspective the TC-agent. The
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TC-agent determines the global priority based on information about the local priori-
ties and the test importance. The TC-agent has the information about the local priori-
ties. The information about the test importance of the software modules, which are
executed by its test case, is requested by the TC-agent from the corresponding SM-
agents.

The global priority is calculated by the TC-agent as the weighted average value of
the local priorities:

Z LPtiTIi Weighting factor
GP == —— TI, 20 (D

S,
i=1

This means the local priorities are weighted by the test importances and then added
together. They are divided by the sum of the test importances for scaling. In the ex-
ample of Fig. 4 the global prioritiy Gp, is calculated as follows:

n = number of software modules

GP]:(LP“*TII)+(LP12*T12) )
TI, +TI, +TI,

Considering the global priorities the test cases can be compared and ordered. The
test manager can decide up to which priority value test cases should be executed in a
test cycle.

5 Conclusion

This paper presented an approach for prioritizing test cases by software agents for
software system test considering human factors. Software modules of the software
system and test cases are represented by software agents. Using rules based on fuzzy
logic the agents prioritize the test cases for each test cycle. The reached prioritization
order allows finding more faults in the available test time.

A prototype of the ATMS was implemented using the agent development frame-
work JADE and the fuzzy logic package jFuzzy Logic. The implemented prototype is
connected to the databases of the test management tool Testopia and the fault and
change management tool Bugzilla. The architecture model is currently provided to the
ATMS in XML format. The experience of a developer is provided to the ATMS by
the test manager using the GUI. Currently, we are evaluating the prototype using data
from a finished software project of a company from the automotive industry in order
to compare which test cases were executed without ATMS and which would be exe-
cuted with ATMS. The first evaluation results are very promising. After software
changes the ATMS prioritizes the test cases in a way that many test cases with very
low priority can be excluded. Without ATMS almost all of such test cases were re-
peated after the software changes but did not find any faults. Currently, we are con-
tinuing the evaluation with more data from a bigger software project.

Furthermore, we will extend the consideration of human factors for the prioritization
of test cases by selecting further human factors due to experiments and by improving
the operationalization of the human factors.
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