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Abstract. This paper presents a multidisciplinary approach to privacy. The sub-
ject is examined from an ethical, social, and economic perspective reflecting the
preliminary findings of the EU-funded research project PRESCIENT. The analy-
sis will give a comprehensive illustration of the dimensions’ unique and charac-
teristic features. This will build the basis for identifying overlaps and developing
synergetic effects, which should ideally contribute to a better understanding of
privacy.

1 Introduction

Privacy is an essential fundamental human right, which preserves individuals from arbi-
trary intrusion into their personal sphere by the state, corporations or other individuals.
In a globalised world with ever new emerging technologies privacy issues have evolved
into one of the most salient, ubiquitous and pressing topics of our society today. The
information age with its new forms of communication, data storage and processing
contests the current concept of privacy to an extent and in ways never seen before.
The imperative to deal with these new challenges becomes an increasingly prominent
feature not only in media coverage but also in private and public policy-making.

However, the current media attention to privacy-related topics poses the risk of a
shallow and non-scientific debate. Being a moving target, the concept of privacy is
above all elusive. It is evolving over time and people define and value it differently [[1]].
That is exactly why it remains tremendously important to work at the theoretical base
of the concept and to keep on asking: What are we actually talking about?

Recognising that privacy is a multifaceted concept, this paper proposes to examine
the subject from different scientific perspectives. Reflecting the preliminary findings of
the EU-funded research project PRESCIENT [2], the multidisciplinary approach em-
braces the dimensions of ethical, social, and economic aspectd.

Whereas the first serves as an umbrella perspective by comprising various dimen-
sions in itself tracing collectively the origins of the human need for privacy, the second
aims to shed light on an often neglected social value of privacy. The economic point
of view represents the most elaborated section due to the research focus of the authors
within the PRESCIENT project. Eventually it should be noted that this paper reflects

! Although being considered in PRESCIENT, the legal perspective as a section of itself has been
left aside in this paper in order to avoid redundancies with an already extensive literature on
legal aspects of privacy.

S. Fischer-Hiibner et al. (Eds.): Privacy and Identity 2010, IFIP AICT 352, pp. 1}14]2011.
(© IFIP International Federation for Information Processing 2011
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a starting point examining the concept of privacy from rather under-researched perspec-
tives. The following sections are therefore intended to give a comprehensive illustration
of the perspectives’ unique and characteristic features. This will form the basis for iden-
tifying overlaps and developing synergetic effects, which should ideally contribute to a
better understanding of privacy.

2 The Different Perspectives

2.1 Ethical Perspective

Ethics is often falsely understood as moral rules providing individuals and society with
a guidance. Yet ethics is not etiquette, it is not a manual to be followed, rather it is a
philosophical enquiry about concepts involved in practical reasoning. Ethics as a part
of philosophy deals with moral principles such as good and evil, virtues or justice.

This section will to explore the ethical value of privacy. Why do we consider pri-
vacy as something worthy to protect? Where does the desire for privacy derive from?
Assuming that privacy is part of two constitutive human polarities, mainly the desire to
be independent and the need to be part of a community, we will trace the biological,
anthropological, psychological and religious antecedents of this polarity.

Research on territoriality and overcrowding shows that virtually all animals seek
periods of individual seclusion. Although being social animals, humans have shown
throughout their evolution behaviour of defending their territories and avoiding over-
crowding the latter often functioning as an intensifier of stressful condition [3]. In fre-
quently seeking small-group intimacy, individuals search for relieve of stress dropping
the role they are assigned to play in community. At the same time, however, partic-
ularly humans have developed to the highest degree the ability of empathy, a capac-
ity to reproduce the emotional and mental patterns of others, which makes them not
only in their rationale to survive but also in their very neurological structure depen-
dent on other human beings@ That is why isolation can be much more pathological than
overcrowding [Sﬁ.

Supported by various anthropological studies, aspects of privacy can be found in
modern but also preliterate societies throughout history all over the world [6]. Hence,
the individual’s need for a certain degree of social distance at some point in time seems
to occur in every culture and time period, although social obligations as a must of any
gregariousness imply some limitations to the choice of seeking this distance. As Westin
puts it, the concept of privacy seems to be a “cultural universal”’, which would militate
in favour of an intrinsic value of privacy. [7]

However, feminist anthropologists view privacy mainly as a “trap of domesticity” to
women [8]]. This “trap” would develop through the division between domestic affairs
as essentially private and predominantly female, and the exclusively male and public

2 According to the most accredited theories, empathy is generated by ,,automatically and uncon-
sciously activated neural representations of states in the subject similar to those perceived in
the object” 4} p. 282].

3 Research on overcrowding and isolation suggests that the degree of control concerning the
ability to choose between solitude and gregariousness is decisive in affecting the physical and
psychological state of the individual.
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realm of war and politicsﬂ. Picking up the same train of thought, Pateman argues that the
private and public spheres are two sides of a social contract, which includes primarily a
“sexual contract” that distributes social roles and defines “areas of influences” between
men and women [[10]].

Arguing furthermore from a psychoanalytic point of view, Freud understood privacy
as involving a dichotomy between “civilized society, which demands a good conduct”
of its citizens, and instinctual behaviour of the individual [[11]. Since society has allowed
itself to be misled into tightening the moral standards to the greatest possible degree, the
creation of the private realm serves above all as a safety valve for all of the instinctual
constraints weighing heavily upon the individual [[11J7].

Even more revealing is his seminal essay on “Das Unheimliche” (The Uncanny)
[12]]. The German term “Unheimlich” derives from the meaning of “not homey” (“un-
familiar” or “outside of the family”), which is “the name for everything that ought to
have remained secret and hidden but has come to light”, says Schelling’s definition,
from which Freud starts. He eventually defines the uncanny as “anything we experience
that reminds us of earlier psychic stages, of aspects of our unconscious life, or of the
primitive experience of the human species®. The id as part of Freud’s structural model
of the human psyche (id, ego and superego) contains most of these uncanny elements.
There is in other words a literally dark side to privacy which implies a dimension the
individual will never be able to master or understand completely.

Freud then notices that also the antonym “heimlich” (“homely” or “familiar”), which
nowadays actually means “secret”, conveys the meaning of private in the sense of
“within in the family”. Surprisingly, he discovers that familiarity represents an inte-
gral part of uncanniness. It consequently seems that the uncanny as well as the familiar
(homely) are two sides of the same coin which both constitute the core sphere of inner
personal privacy.

The concepts of modesty, intimacy and shame reflect furthermore emotions, be-
haviour patterns and externalised decisions which are based on the interplay within
one’s psyche between the id and the superego. The private realm therefore depends on
a process of negotiating the boundary between the inner part of the self and the exter-
nal world of the other selves. This negotiation is influenced both by personal attitudes
(subjectivity) and by social and cultural norms.

In a religious context the inner part of the self represents a sacred place where the
individual can seek intimacy with Godl. Even beyond the Christian or other monothe-
istic religions the attempt to establish a bond or a contact with God(s) consists com-
monly of a meditation phase of an individual or an exclusive group, in which privacy is
sought.

* Post-modern and feminist scholars have devoted influential studies on the sexual origins of
privacy in the early Greek civilization. Sophocles’ Antigone was used as an example for the
introduction of the distinction between the private, familial and womanly (oikia) and the pub-
lic, political, and masculine (koinos) realm [9].

5 The biblical allegory of Adam and Eve, being happily nude while sharing with God the holy
space of paradise, tries to show that perfect intimacy with God. When they taste from the
forbidden fruit and consequently break the alliance with God, shame and distrust represented
by the need to hide themselves in clothes begin to appear.
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Eventually, political philosophy has had another major influence on today’s concep-
tion of privacy. Especially in the Western hemisphere liberalism was shaping the idea of
a state that ensures its citizens the protection of life, liberty and property, an idea orig-
inated by Locke in Two Treatises of Government. The legal notion of privacy as a fun-
damental right but also as an instrument to achieve other basic rights is based on these
liberal conceptions in which privacy is mainly seen as a protective sphere that shields
the individual from intrusions of the stateld. Complementary to this negative defensive
right, Westin suggests a rather positive right conception of privacy which enables the
individual to exercise control over his/her information.

2.2 Social Perspective

Privacy is often seen in contrast to the public, although there is a social value to privacy.
The perceived duality between private and public value frequently results in a supposed
need of balancing the two against each other, which is explored in this section.

Humans are individualistic and herd animals at once. They represent Hobbes’ homo
homini lupus and Aristotle’s zoon politicon at the same time. This inner dualism can
be best described by Schopenhauer’s hedgehog’s dilemma, which comprises the idea to
identify the optimal distance between being “alone” and “together’ﬂ.

So Moore is right when he argues that “the need for privacy is a socially created
need. Without society there would be no need for privacy” [6, p. 73]. However, this
only reflects the personal dilemma, with which individuals are regularly confronted. The
tension between individual and community remains even if the hedgehog’s dilemma is
solved, because the optimal distance would differ from situation to situation and would
be due to various personal preferences not applicable to everyone.

That is why balancing the individual well-being against the common good runs fre-
quently into severe difficulties. One is that the notion of balancing or making trade-offs
suggests literally a zero-sum game where an increase in security, for example, auto-
matically results in a reduction of privacy. However, these kinds of trade-offs, often
presented in public as axiomatic, seem not to take the complexity of social values into
their account. "The value of privacy should be understood in terms of its contributions
to society. [...] When privacy protects the individual, it does so because it is in society’s
interest.”, argues Solove [15, p. 173].

Theoretically, privacy as well as other values such as national security, transparency,
free speech or other human rights generate a complex net of interwoven and conse-
quently interdependent values of society which can flexibly shift into one or another
direction. The network structure could function as a model for the interaction of these
social values.

In legislative, judicial and administrative practice, there is the inevitable need of bal-
ancing different and overlapping values against each other. Therefore it becomes crucial
to consider how such balancing processes can be effectively designed and implemented.
One of the main features of balancing processes should be the testing of necessity and
proportionality. Aharon Barak advocates

® Warren and Brandeis later extend this idea defining privacy as “the right to be left alone” [13].
7 Though the hedgehog needs the warmth and affection of his fellow hedgehogs in his surround-
ing, he will expect to inevitably get hurt by their spiny backs [[14] p. 396].
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“the adoption of a principled balancing approach that translates the basic bal-
ancing rule into a series of principled balancing tests, taking into account the
importance of the rights and the type of restriction. This approach provides
better guidance to the balancer (legislator, administrator, judge), restricts wide
discretion in balancing, and makes the act of balancing more transparent, more
structured, and more foreseeable.” [16, p. 2]

So in the case of balancing national security against privacy, for instance, there are at
least four minimum core principles to be considered: 1) The principle of the rule of law,
2) the principle of proportionality, 3) the principle of favouring moderate intrusiveness
as well as 4) the principle of the lesser technological privacy intrusiveness and the prin-
ciple of directly proportional incremental authority to the privacy intrusiveness of the
technology used [17, p. 142].

The pursuit of the greater good has often led to tremendous affliction throughout
world’s history. That is why inalienable rights protect the individual from intrusions
of the state. These fundamental rights and their core principles must not be subject to
negotiation and should include an adequate protection of minorities in order to avoid
Tocqueville’s tyranny of the majority [18].

However, privacy has also a “dark side” to it. Not only could terrorists take ad-
vantage of a constitutionally guaranteed private sphere to organise their attacks, but
also is transparency and accountability in general challenged in cases like bank se-
crecy or discretionary earnings of politicians. From a feminist perspective, as already
pointed out, the socially constructed realm of privacy threatens to continue to serve as
a shield against the public, covering domestic violence and abusiveness of men against
women.

Though seemingly in conflict, social values such as privacy and transparency are
all equally important. The Gordian challenge, with which society is continuously con-
fronted, consists of striking the right balance between these social values.

2.3 Economic Perspective

This section examines privacy from an economic point of view. Although the notion
of privacy in the economic discourse is mainly understood as informational privacy
dealing with data protection issues, this paper tries to consider the costs and benefits
beyond the mere perfect/imperfect information topos of economic theory.

In order to be able to effectively analyse the economic value of privacy, we have
to initially shed light on the main actors protecting and intruding upon privacy. The
actor-centred approach hypothesises that the decisions of the data subject as well as
those of the data controller are based on the rationale of the homo economicus carefully
balancing the costs and benefits and aiming for the maximal proﬁiﬁ.

The decisions of the data subject include a dual choice model in which the data sub-
ject can opt for “disclosing” or “retaining” personal information. The data controller’s

8 The EU data protection directive defines the data subject as “an identified or identifiable nat-
ural person”, whereas the data controller is referred to as “the natural or legal person, public
authority, agency or any other body which alone or jointly with others determines the purposes
and means of the processing of personal data.” [[19]
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options of actions involve the collecting, aggregating, storifﬁ and processing of per-
sonal information as well as the reactions to privacy breached].

The data subject: Costs created by disclosing personal data are scientifically
extremely hard to grasp, because they are at the core of exactly that essence and com-
plex value of privacy, which is a fundamental part of the essentially contested con-
cept of privacy itself. Frequently, individuals value these types of costs differently and
in addition privacy incidents often do have indirect and long-term effects on the data
subjec@. Consequences are therefore hard to anticipate and it seems that individuals
perceive long-term impacts as a rather indirect, controllable and less perilous harm to
themselves. That’s why the data subject often underestimates or does not consider the
long-term risks in giving away personal information [21}, p. 11].

However, more and more individuals are confronted with privacy problems fre-
quently resulting from their lax attitude towards sharing private information or being
forced to disclose personal data. This can result in social sorting or other discrimina-
tory practices by data controllers. There is furthermore an increasing risk of being the
victim of online and offline crime such as burglaryE] identity theft, cyber stalking and
bullying, character assassination as well as other forms of harassment.

Another cost factor of sharing voluntarily personal and private data involves that
peers, colleagues or prospective employers may form an opinion about the data subject
based on a one-time superficial and maybe misleading impression. The consequences
can go from mere embarrassment to the failure of a job interview. Feeling annoyed by
unsolicited advertisement, but also being uncomfortable with advertisements that reflect
too much knowledge about themselves, Internet users suffer more often than expected
the aftermath of continuously disclosing personal and private information.

In many instances, however, they are actually able to choose between disclosing
or retaining personal data. Nonetheless, individuals tend to decide in favour of short-
term and tangible benefits although being aware that there is a value to privacy. The
research of Acquisti and Berendt deals with exactly this gap of stated preferences, i.e.
the (partial) awareness of the consequences of giving away personal information, and
actual behaviour [21l23]]. Lack of information and transparency about the commercial
or governmental usage of personal data often eases the individual’s decision to disclose
personal data [24].

Convenience aspects are one of the most important drivers for disclosing personal
data [25} p. 4]. data controllers offer a plethora of supposed advantages and seemingly
free services to the data subject in order to get hold of personal data.

Acquisti characterizes the benefits of disclosing personal information as relatively
small and short-term rewards [21]]. These include direct and indirect monetary incentives

° Due to the growing quantity of possible data controller actors, the analysis limits itself to
private business entities, although public authorities represent one of the most important bodies
collecting and controlling personal data. This must be, however, subject to further research.

10 The data subject’s perception of these effects heavily depends on the information he/she re-
ceives and on previous experiences with privacy intrusions, the latter being called the “life
cycle element” [20} pp. 31].

! The Dutch website PleaseRobMe.com highlights the dangers of sharing too much information
on the Internet about your locations [22].
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such as little gifts or discounts on products in exchange of the customer’s personal data.
All of these price deductions such as student, senior citizen and even volume discounts
are part of a positive price discrimination strategy. But there are also immaterial rewards
which can involve social benefits, e.g. when the data subject tries to avoid peer-group
pressure (particularly in social networks) by willingly sharing private information [24].

Furthermore, Lenard and Rubin argue that the very existence of the Internet as we
know it today with a myriad of seemingly free services such as search engines, e-mail
accounts, social networks, news, etc. heavily depends on consumers’ willingness to dis-
close personal information [26, p. 163]. Taking these offers for granted, users underes-
timate the cost-benefit rationality that underlies the business models of many providers.

The trade-off between exchanging personal data and services mostly free of charge
is based on an asymmetric allocation of information. Not knowing that their personal
data is collected and processed, users are often deluded concerning their reasonable
expectation. Since knowledge and education about the economic value of personal data
plays a decisive role, a new form of digital divide, perhaps a “privacy divide”, threatens
to develop in society and the long-term need of a Privacy-E-inclusion of citizens could
come into existence [27, p. 16].

Nevertheless from an economic point of view the increasing demand for goods like
privacy or data protection would foster the supply and development of new technolo-
gies, laws and entrepreneurial codes of conduct as well as new business models which
will offer new strategies to deal with privacy issues. It must be admitted, however, that
there is little empirical evidence for a strong demand response.

In retaining personal information, the data subject bears, of course, the costs of not-
receiving the benefits for disclosing his/her personal data. In this case he/she is also part
of a negative price discrimination not belonging to the group of preferred customers that
enjoys discounts.

Since data protection implies to hold back certain information, individuals who are
reluctant to disclose personal data could furthermore be suspected of being loners,
freaks or weirdoes who have something to hide. In fact, the question why people would
need privacy if they do not have anything (bizarre or illegal) to hide belongs to one of
the classical arguments of data controllers trying to camouflage their gain in power and
profit by collecting information'd. Here the classical but wrong statement “If you have
nothing to hide. . .” becomes relevant [28]].

However, communicating, exchanging opinions or sharing information represents an
essential part of human behaviour and an important strategy to succeed in society. If you
want to pursue a successful career in any field of work, networking belongs to one of
the most relevant activities. That is why holding back information at a certain point

12 In an interview on the CNBC documentary “Inside the Mind of Google” in December 2009
Eric Schmidt, CEO of Google, was asked: "People are treating Google like their most trusted
friend. Should they be?" Hitting the nail on the head, he responded: "I think judgment matters.
If you have something that you don’t want anyone to know, maybe you shouldn’t be doing it
in the first place, but if you really need that kind of privacy, the reality is that search engines
including Google do retain this information for some time, and it’s important, for example,
that we are all subject in the United States to the Patriot Act. It is possible that that informa-
tion could be made available to the authorities." http://www.youtube.com/watch?
v=A6e7wfDHzew, last accessed on 17 January 2011.
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of time could be disadvantageous. In the online world most of all social networks try
to meet this demand of being easily, all the time and everywhere connected. Although
most of the social interactions still take place in the off-line world, a trend towards more
and more virtual interactions seems to be visible, especially if looking at the younger
generation. Not sharing digital information could therefore lead to an isolation problem
these days and even more probable in the future.

As already pointed out, the relevant literature does not specifically identify the eco-
nomic advantages of maintaining informational privacy for the individual, because the
concept of privacy does not generate easily quantifiable factors. Hence, difficult-to-
quantify, privacy aspects are often excluded from the analysis [29].

Nonetheless, what can be seen as a benefit is that privacy serves as a defensive
right against intrusions by others as well as a positive right enabling the data subject
to exercise control over his/her information. Westin names four functions of privacy:
(7. pp. 32]

— First of all, there is personal autonomy, providing the individual with a core sphere
where he/she is able to retreat not being controlled, manipulated or dominated by
others, e.g. huge relevance concerning the secrecy of the ballot.

— Secondly, privacy serves as a safety valve which allows the individual to let his/her
instinctual needs run more freely without having to fear embarrassment.

— Thirdly, self-evaluation and reflection can be carried out undisturbed in the private
realm in order to develop one’s personality and initiate learning processes. Addi-
tionally, innovative and creative thinking is spawned so that societies can continue
to advance allowing their citizens to explore beyond the mainstream.

— Finally, limited and protected communication leads to an unstrained exchange of
information supporting the right to free speech.

Again, it is obvious that these highly immaterial and long-term benefits for the indi-
vidual are difficult to operationalise and quantify. However, they represent a crucial
element in our analysis of the costs and benefits of privacy.

The data controller: data controllers face a complex cost-benefit ratio in gathering,
storing and exploiting the collected data as well. Although the boundaries are blurred,
we should generally distinguish between sensitive (confidential) data of the corporation
and collected personal information of individuals. This paper mainly deals with the
latter.

Material and personnel costs of aggregating, storing and processing data represent
first of all the most important direct expense factors. Although the software and hard-
ware costs of aggregating, storing and processing data are constantly decreasing due
to technological progress, the amount of data that needs to be stored and processed is
skyrocketing at the same time so that data collecting companies face rapidly rising op-
erating costs (e.g. for electric power supply). For this reason data centres are even built
close to power plants or in cooler climates [30]]. The energy issue becomes a more and
more relevant topic, also because there is an apparent tendency towards retention of
data, i.e., to collect more data than actually needed. This increases additionally the risk
of overinvestment [31, p. 474].
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Especially when you consider private data as a commodity that can be exploited
by its owner, property rights should be furthermore taken into account as an indirect
cost factor [32]]. Confronted, moreover, with a complex body of rules and regulations
concerning the collection, storage and usage of personal data, data controllers will try
to comply (at least to a certain degree) with these rules to avoid lawsuits and payments
of compensations. Extra administrative and infrastructural expenses should therefore be
considered.

Information security would represent one of these additional infrastructural cost fac-
tors. When storing personal data, most companies are obliged by law to protect the
data through technical means (e.g. encryption) and access control measures. Moreover,
back-ups and log files which show who accessed which data serve as another safeguard.
Staff at all levels have to be trained how to use and manage data in a lawful way. If a
company wishes to transfer data to a country outside the EU, there are serious regu-
latory hurdles to cross, not least of which is ensuring that the data will be adequately
protected and respected to the same extent as in the European Union.

Besides, a company may need to respond to requests for access to their data by cus-
tomers arguing that the data is not correct. The company will need to verify whether the
data is correct or not. And when the data is compromised in some way, either through
data breaches caused by a hacker attack, or when data is lost, then the data controller
faces a plethora of material and immaterial costs.

Data and privacy breaches can have devastating consequences for data controllers.
Immediate costs would include first of all the repair or replacement of the broken sys-
tem while slowing down or even stopping whole business processes [33, p. 106]. If
mandatory, data subjects have to be notified of the data breach, there is negative pub-
licity, which in a long-term perspective can seriously damage the image and reputation
of the data controller. Data protection authorities may require an inspection or audits,
and eventually legal actions such as fines, compensations, torts or other liabilities could
account for severe financial consequences for the data controller.

Acquisti, Friedman and Telang have shown in their study that companies that ex-
perienced a privacy breach not only have to fear the loss of existing customers, but
also suffer a statistically significant negative impact on the firm’s stock exchange value
[34, p. 1573]. However, stock prices tend to recover in a rather short period of time.
Ultimately, privacy and data breaches can result in long-term damages for enterprises
such as higher insurance premiums, severance of contractual relations, and, most im-
portantly, an eventual harm to trust relationships with customers and/or suppliers.

Thus, data controllers need to assess their security investment in relation to the prob-
ability of a privacy incident multiplied by the impact the problem will cause. Such a
risk assessment is necessary in order to keep the right balance between an adequate
level of data protection and an efficient and effective processing of the data [35/36].
When sanctions are unlikely or the costs of compensations do not surpass the finan-
cial benefits resulting from the collection and usage of personal data, data controllers
will tacitly accept these incidents and prefer to neglect privacy and data protections
measures as frequently the case in these days.

Trying to exploit personal data commercially, companies aim to understand the mech-
anisms behind individual purchase behaviour in order to increase their profits from
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better market opportunities. To sell products and services, suppliers need to comprehend
what their customers want or need, to stimulate the buyer’s interest in their products or
services and to be reasonably sure what a consumer (or different groups of customers)
is willing to pay for the product or service. For this purpose many market players have
been aggregating data, regardless of whether personal or non-personal, for a long time.
Moreover, enterprises have collected even more data in the field of production and lo-
gistics succeeding in making the supply chain more efficient.

This general aim prevails in an age where the collection of more and more data
becomes feasible and affordable due to the ever-decreasing costs for sensors, storage
and computing power. The data comes from traditional sources such as loyalty cards
and data trails in the Internet [37], but increasingly also from other sources such as
RFID-tagged products or deep-packet inspection.

In selling personal data to third parties, companies run, of course, the risk of losing
money if the added sales revenue is smaller than the benefits of providing services based
on processing the personal data on their own.

There are numerous companies which found their business model on the process-
ing of personal data creating consumer profiles and exploiting the results of their data
analyses in order to make a huge profit [38]. Offering seemingly free services such as
Internet searches, emails, news, games or social interaction, many Internet enterprises
are part of an already huge and still rapidly growing online advertising industry [39].

3 Conclusion

This paper has presented three different approaches to privacy attempting to answer
central questions such as: Why do we consider privacy as something worthy to protect?
Is there a social value to privacy? Cui bono from privacy?

Although privacy is extremely context-dependent and often valued differently, the
ethical perspective suggests that privacy represents an essential component of human
identity. Trying to figure out, where the supposed human desire for privacy comes from,
this section analyses a variety of antecedents tracing biological, anthropological, psy-
chological and religious origins.

Territoriality and noxious reactions to overcrowding, for example, can be seen as
biological factors causing sometimes a need for a certain degree of social distance.
However, research on empathy and isolation also shows that human-beings are above
all social creatures. Furthermore, notions of privacy can be found in most preliterate
and modern societies, which indicates a universal value of privacy.

However, feminist anthropologists assume that privacy constitutes primarily a realm
created by man in order to exert power over women. From a psychoanalytic point of
view Freud helps us to realise that there is an unconscious dimension to privacy which
lies beyond one’s awareness.

Eventually, the influence of the early liberal movement on the notion of privacy has to
be considered paving the way of today’s negative and positive privacy right conception.

The social perspective aims to depict the tension between private and public. Being
Hobbes’ homo homini lupus and Aristotle’s zoon politicon at once, humans face the
hedgehog’s dilemma, craving solitude and gregariousness at the time. However, privacy
is not only challenged by the personal dilemma but also by conflicting social values
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such as national security, transparency or free speech. That is why a transparent and
effectively designed balancing process must be followed in cases of curtailing privacy;
otherwise, as for example Thomas Jefferson stated, there is a risk that “he who trades
liberty for security [...] loses both.”

The economic perspective resorts to an actor-centred approach distinguishing be-
tween data subject and data controller. In the case of the first a dual choice model of
“disclosing” or “retaining” personal information presents the options of action, whereas
the latter has to consider the costs and benefits of collecting, aggregating, storing and
processing data as well as of potential privacy breaches.

In disclosing personal information, the data subject is often confronted with costs
that are neither easy to identify nor simple to operationalise and quantify. Nonetheless,
more and more individuals are facing privacy problems resulting from their lax attitude
towards sharing private information or being forced to disclose personal data. These
problems include the risk of being a subject to social sorting or other discriminatory
practices. Giving away personal information increases the threat for the data subject of
becoming a victim of online and offline crime. Other cost factors involve embarrass-
ment, discomfort, annoyance, etc. But there are also a variety of benefits for the data
subject resulting from the disclosure of personal data. One of the most important ad-
vantages is an increased level of convenience meaning relatively small rewards such as
discounts, free Internet services, etc. In retaining personal information, the data subject
bears, of course, the costs of not-receiving the benefits for disclosing his/her personal
data. Since data protection implies to hold back certain information, individuals who are
reluctant to disclose personal data could furthermore be suspected of being loners who
want to hide something from the public. In today’s digital society the refusal of shar-
ing personal information could therefore easily lead to an isolation problem. Nonethe-
less, there are important benefits of retaining informational privacy. First of all, privacy
serves in general as a defensive right against intrusions of others creating a protective
sphere around the individual. Privacy as a positive right enables ideally the data subject
to exercise control over his/her information. Westin’s four functions of privacy include
personal autonomy, emotional release, self-evaluation and limited as well as protected
communication.[7, pp. 32] Though mostly immaterial, these benefits are much more
relevant, profound and complex than economic theory is being able to grasp.

The data controller on the other hand faces various material and personnel expenses
of aggregating, storing and processing personal data such as costs for property rights (if
considered), compliance with state regulations and information security.

But in fact, the lucrative benefits outweigh the costs by far. The maxim scientia
potentia est (“for also knowledge itself is power”) could not be more appropriate ex-
plaining the strategy behind the data controller’s rampant collection behaviour of per-
sonal data. In the information society data itself has become one of the most valuable
commodities. In analysing data of (potential) customers, companies, for instance, are
far better off calculating and minimising risks. Aiming to understand the mechanisms
behind individual purchase behaviour, commercial data controllers are able to reduce
transaction costs immensely. The rapidly growing online advertising industry is just one
example of business that profits in a remarkable way from collecting digitally consumer
information.
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There is, however, a major downside to collecting personal data. Privacy and data
breaches can have devastating consequences for data controllers such as legal actions,
slowing down or even stopping whole business processes, but also in a long-term per-
spective damaging the data controller’s image and trust relationships with customers as
well as suppliers.

In conclusion, providing a comprehensive overview of three different perspectives,
this paper attempts to contribute to a better understanding of privacy. The multidis-
ciplinary analysis of privacy represents a difficult task since the different approaches
have huge overlaps and are at least in parts difficult to distinguish from each other.
Nonetheless, the interacting scientific points of view uncover neglected aspects and
give revealing insights into the multifaceted concept of privacy. Summing up the most
important findings of the different approaches, it seems that privacy has an intrinsic
universal value that does not, however, stand for itself. Privacy is part of a complex so-
cial value system which components need to be kept in balance. Since economic theory
reaches surprisingly fast its limits, ethical and social aspects needs to be integrated into
the analysis. The economic discourse shows as well that privacy implies control and
therefore power which the data subjects such as citizens but also consumers should be
made aware of.
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