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Abstract. In this paper, a new secret sharing scheme utilizing the vector space 
is proposed. Initially, the basis vectors of each character of the secret are found 
on the basis of a random partition value, N. Next, the basis vectors of each par-
tition are distributed in separate files and kept well distributed throughout the 
network. Only an authenticated person who knows the location of the shares 
can collect all the shares, distributed throughout the network, remove the re-
dundancy and take original basis vectors to reconstruct the actual secret. The 
scheme is well secured against Brute Force attacks and partial discloser prob-
lem. Malicious behaviors are restricted by assigning dummy shares as long as 
they are not trustworthy. 
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1   Introduction 

Secret sharing (threshold cryptography) is used to divide a cryptographic action, such 
as the generation and management of a secret key or the computation using secret 
keys, among several parties, in such a way that the action can be performed if and 
only if at least a certain number of parties collaborate. 

In this paper, a new secret sharing scheme using vector space is proposed. It needs 
less computation and hence is suitable to meet the security requirements [2] of 
MANET [1]. It is more secure against eavesdropping, Brute force attack [8] and par-
tial discloser problem. 

The rest of the paper is organized as follows. In Section 2, background of the pro-
posed scheme is discussed, followed by a brief introduction about vectors and vector 
space in Section 3, and vector space associated with a character in Section 4. In  
Section 5, a new secret sharing scheme is proposed with example. Security of the 
scheme is analyzed in Section 6, followed by concluding remarks in Section 7. 
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2   Background 

In Shamir’s secret sharing scheme [3], a secret (S) is divided into n pieces in such a 
way that it is easily reconstructable from any k pieces, but even complete knowledge 
of k-1 pieces reveals absolutely no information about secret. Here, the main goal is to 
divide S into n pieces S1, ..., Sn in such a way that knowledge of any k or more Si 

pieces of share makes S easily computable. It is not possible to reconstruct S from any 
k-1 or fewer Si pieces. Such a scheme is called a (k, n) threshold scheme [4]. 

Problems with Shamir’s scheme. Shamir’s secret sharing paradigms suffers with the 
following problems: 

• In (k, n), the value of threshold, k is fixed. If the adversary gains the knowl-
edge of ‘any k’ number of secrets out of n, he can easily reconstruct the 
original secret. 

• Secret sharing scheme does not depend on individual character of the secret.  
• The computations are not feasible. 
• The scheme suffers from partial disclosure problem. 

In Shamir’s (k, n) threshold scheme, the value of k was fixed, but in our approach it is 
variable. We have distributed shares depending on the reputation [5] [6] of each node. 
Our scheme is similar to (n, n) secret sharing scheme, although it satisfies the proper-
ties of threshold secret sharing scheme. 

3   Vectors and Vector Space 

A point in a Euclidean plane can be represented by an ordered pair of numbers  
X = (X1, X2) [7]. Point X can also be regarded as a vector emanating from the origin  
O = (0, 0) to the point (X1, X2). In GCF(2), every number can be either 0/1. 

Definition. An n-dimensional vector space over the field F consists of: 

1. A field F (with its element set S and two operations * and • ) 
2. A set W of k-tuples (numbers are taken from F) 
3. A binary operation ‘ ⊕ ’ called vector sum between the elements of the set W, 

such that W is an abelian group under this operation ⊕  

4. A binary operation ‘ ⊗ ’  called the scalar multiplication between the elements 

of the set W, such that W is an abelian group under this operation ⊗  

4   Vector Space Associated with a Character 

An ASCII character, C can be represented by 8 tuples, C= (c1, c2, c3, c4, c5, c6, c7, c8), 
such that ci is either 0 or 1[7]. For instance, the character A is represented by 
01000001. Altogether, 28 or 256 such 8 tuples are possible. For example, say J ← C1 

and r ← C2. J is represented as 01001010 and r is represented as 01110010. 
The ring sum C1 ⊕  C2 is represented by 00111000, which is the ASCII value of 

‘8’.  
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5   Our Proposal of Secret Sharing 

Motivation of our scheme. In the proposed secret sharing scheme, graph theory and 
basis vectors were used for the distribution of shares. Initially, the binary ASCII value 
of each character of the share was found. This binary representation of the secret 
string was then grouped into partitions, depending on a random partition value N, 
such that each partition Pi has N bits. Pi was then broken down into basis vectors. Let 
ki be the number of basis vectors in each Pi. As the number of basis vectors in each Pi 
is variable, hence ki is also variable. The basis vectors of each Pi were used to con-
struct the secret shares. Hence, to reconstruct a secret, each partition, Pi must be re-
stored, for which all the ki basis vectors are needed. Thus, ki is the threshold of each 
Pi. But ki being variable for different partitions, it was more difficult for the adversary 
to guess all the values of ki. Moreover, without knowing the value of N (which is a 
random number known by the dealer only), the adversary could not retrieve the indi-
vidual characters of the secret. Thus Brute Force attack [8] became very difficult to 
achieve. Secondly, to reconstruct the shares into original secret, it needed less compu-
tation because basis vectors were introduced. 

The shares are distributed depending on the reputation [5] [6] of each node. The 
shares which have more number of basis vectors are distributed among the set of 
trustworthy nodes, so that they can reconstruct the secret whenever required. The new 
nodes of the network, whose reputation is, yet to be determined, get the shares with 
more number of redundant vectors. Moreover, we have used partitioning so that mali-
cious users cannot get partial information from his share or other shares.  

Our scheme has the following 3 phases: 

5.1   Initial Phase 

In this phase, the individual characters of the secret were partitioned based on a 
random partition value N and then the basis vectors of each partition were found out. 
It consisted of two functions, partition() and findbvarray(). The function partition() 
takes str as input and divides it into T number of partitions, such that T=str.length. 
The function findbvarray() finds the secret shares (basis vectors along with 
redundancy) of  each partition, P and  stores them in  an array. 

Importance of Partitioning 

• To eliminate partial disclosure problem a partition value was introduced to 
convert each character to an un-known format. So, malicious user cannot get 
partial information from his share or other shares.  

• Maximum number of basis vectors in an ASCII character is only 7. So a 
maximum of 7 shares can be obtained without using the partition technique. 
By introducing the partition mechanism, any number of shares can be obtained 
based on the size of the random partition value. Partition value being random, 
number of shares for the same secret but different partition value is different. 

Input. Suppose the secret string: alo & the partition value, N: 10 
str:= alo. Fig 1 shows each character of str along with its binary ASCII value. 
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Fig. 1. ASCII value of each character of str for str:=alo 

Taking N:=10, we find the partitions P1, P2 and P3. We make the size of P3 equal to 
10 (N) by padding it with extra ‘1’s. Fig 2 shows each partition Pi along with its bi-
nary ASCII value. 
 

 

Fig. 2. ASCII Value of each partition, Pi 

Maximum number of Basis Vectors in P1, P2 and P3 is 10. So, M=10= Number of 
shares. Now we find the basis vectors of each partition. Fig 3 shows the secret shares 
(basis vectors and redundancy vectors) of each partition Pi. 

 

 

Fig. 3. The Secret Shares corresponding to each partition, Pi 

5.2   Distribution Phase  

In this phase, the basis vectors of each partition was distributed in separate files and 
kept well distributed throughout the network. It consisted of the function distribu-
tion(), which takes str as the input and puts the secret shares in files. 

The secret shares are then distributed in 10 various files all over the network. Fig 4 
shows the contents of File1 to File10. 

5.3   Reconstruction Phase 

In this phase, only an authenticated person, knowing the location of the shares and 
having the right authority can collect all the shares, distributed throughout the net-
work, remove the redundancy and take the original basis vectors to reconstruct the  
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Fig. 4. Contents of the Secret Share Files 

 
partitions. He can retrieve the individual characters of the secret using N. This phase 
consisted of two functions, isBasisVector() and reconstruct(). The isBasisVector() 
function takes an integer value and checks whether it is a basis vector or not. If the 
integer is a basis vector, it returns 1, otherwise it returns 0. The reconstruct() function 
reads the basis vectors from the secret files created by the distribution()  function and 
outputs the secret message. 
 
Output. The secret is: alo 

6   Security Analysis 

As the secret is shared between several users, each can get only a single secret key. 
Hence it is hard to attack by Brute Force [8]. Moreover, value of k being variable for 
different partitions, it becomes more difficult for the adversary to guess all the values 
of k. But there is chance of Brute Force attack by acquiring partial information from a 
shared secret. A malicious user can try to get another shared secret with the help of 
his share of secret. To overcome this problem, we have introduced a random partition 
value, N. Without knowing the value of N (which is a random number known by the 
dealer only), the adversary cannot retrieve the individual characters of the secret. 
Thus Brute Force attack is very difficult to achieve. 

The scheme is also secured against partial discloser problem of secret sharing. In-
troduction of the random partition value, N converts each character of the secret string 
to an unknown format. So, malicious users cannot get partial information from his 
share or other shares. Moreover, we can restrict behaviour of malicious users by as-
signing dummy shares as long as they are not trustworthy. 

7   Conclusions 

In this paper, we have introduced a new secured scheme for sharing secrets in the 
network. The secret string was broken down into shares with the help of basis vec-
tors. The sharing technique is well secured against partial discloser problem, as well 
as Brute Force attacks. We have also restricted the behaviour of malicious users by 
assigning dummy shares to them on the basis of multi-degree or weighted entropy, as 
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long as they are not trustworthy. The scheme takes less computation, compared to the 
remaining approaches of secret sharing. Thus, it is very useful in MANET. 
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