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Abstract. Computational cost is one of the major concerns of the commercial
Intrusion Detection Systems (IDSs). Although these systems are proven to be
promising in detecting network attacks, they need to check all the signatures to
identify a suspicious attack in the worst case. This is time consuming. This pa-
per proposes an efficient two-tier IDS, which applies a statistical signature ap-
proach and a Linear Discriminant Method (LDM) for the detection of various
Web-based attacks. The two-tier system converts high-dimensional feature
space into a low-dimensional feature space. It is able to reduce the computa-
tional cost and integrates groups of signatures into an identical signature. The
integration of signatures reduces the cost of attack identification. The final
decision is made on the integrated low-dimensional feature space. Finally, the
proposed two-tier system is evaluated using DARPA 1999 IDS dataset for web-
based attack detection.

Keywords: Web-based attack, Intrusion detection, Packet payload, Feature se-
lection, Linear discriminant method.

1 Introduction

Since an increasing number of transactions are relocated to network environment, the
attacking targets of cyber-criminalities have been shifted from Telnet ports to web-
based applications. Web servers and web-based applications are popular attack targets
because tools used for creating web applications are easy to use, and many people
writing and deploying them need only little background in security. Web servers and
web-based applications are vulnerable to attack because of improper and poor security
policy and methodology. According to the Common Vulnerabilities and Exposures
(CVE) list [1], web-based attacks accounted for 20%-30% of the total number of
attacks from 1999 to 2005, and there was at least one new attack found every hour
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[2]. The rapid growth of cyber attacks and criminalities has raised the attentions of
both industry and research sectors to network security. There are high demands of
various security tools that can effectively protect a system from being compromised.

As one of the important solutions, Intrusion Detection System (IDS) [3] has been
applied in many contemporary computer infrastructures. They are either developed
using known attack signatures [4][5] or based on normal network traffic behaviors
[6][7][8]. However, the former (misuse-based IDS) is easy to be evaded by novel
attacks, and the latter (anomaly IDS) has relatively higher rates of false positives and
computational costs.

Feature reduction techniques are essential to create an efficient IDS when taking
into account the computational complexity and the classification performance. The
approaches as shown in [9][10][11] were discussed and proposed to reduce the header
features of packets. However, there are very few papers that have considered feature
selection according to application-layer payload. The early feature reduction approach
[12] on payload, developed by Krugel et al., grouped the byte frequency distributions
of 256 ASCII characters into six bins, namely 0, 1-3, 4-6, 7-11, 12-15 and 16-255.
Wang et al. [13] proposed an Anagram detector, in which Bloom Filter (BF) was used
to reduce memory overhead. Nwanze and Summerville proposed a lightweight payl-
oad inspection approach [14], where bit-pattern hash functions were employed to map
the bytes at the packet payload onto a set of counters which were the selected features
used for intrusion detection. All of these approaches for payload feature reduction fail
to consider one of the important payload characteristics, i.e., the correlations among
the payload features (ASCII characters).

Thus, a novel Linear Discriminant Method (LDM) was proposed for feature selec-
tion in [15]. It attempts to select the discriminating features from the difference dis-
tance map between a normal Mahalanobis Distance Map (MDM) and the MDM of a
particular type of attack by using Linear Discriminant Analysis (LDA). The MDMs
are generated by the Geometrical Structure Model (GSM) [16], a key component of
the Geometrical Structure Anomaly Detection (GSAD), for each single network pack-
et to explore the correlations among features (ASCII characters) in the packet payl-
oad. All of the selected features are integrated into a new significant feature set as an
integrated identical signature. The LDM-based feature selection approach [15] is
proven efficient in reducing the computational complexity while retaining the high
detection rates. However, in [15], we considered only three types of attacks, namely
Apache2, Back, Phf, in the experiments. We excluded the CrashIIS attack due to the
small packet payload size, which bias the overall detection performance and increases
the false positive and the negative alarm rates.

To overcome this problem, we propose an efficient two-tier IDS in this paper. The
two-tier system separates the small size payloads from the normal size payloads based
on the length of payload. Tier one is a statistical based detector responsible for the
detection of the small size payload attacks, and tier two is LDM-based detector ap-
plied to identify the other attacks. Finally selected low-dimensional significant fea-
tures are used for intrusion detection under HTTP environment.

The rest of this paper is structured as follows. Section 2 gives a brief explanation of
the LDM-based feature selection approach. Section 3 proposes a two-tier IDS. In
Section 4, we discuss the experimental results and analysis. Section 5 draws conclu-
sions and future work.
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2 LDM Based Feature Selection

GSAD model [16] employs a 256-by-256 Mahalanobis distance map to analyze the
hidden patterns of a network packet payload. This raises heavy computation costs in
model training as well as in attack detection. This also makes the model far away
from being applied for on-line intrusive behavior detection. As discussed in [15],
LDM-based feature selection approach was proposed to address the computational
issue of the newly proposed GSAD model. The model is a single tier payload-based
IDS, which shows promising results in the detection of Web-based attacks. However,
the LDM-based approach is not able to detect small payload attacks. The brief discus-
sion of LDM-based feature selection approach is given in the following subsections.

2.1 Methodology

To extract significant features, difference distance maps need to be generated to
measure the difference between normal traffic and particular types of attack traffic,
such as the difference between each pair of {Normal, Phf attack}, {Normal, Back
attack} and {Normal, Apache? attack}. The difference for each element (i, j), where 0
<1, j <255, is calculated using Equations (1) as discussed in [15].

Fgnormal _ aattack)z

; (g, ij
dlff(i_j) — = () ((3))

3 .
normal(i,j) T Pattack(i,j)

ey

Here, &?L-%mal and 0,7ormai(i,j) denote the mean and the variance of the (i, j) ele-

ments of the normal sample MDMs, and d{;y* and 62,140 j) denote the mean

and the variance of the (i, j) elements of the attack sample MDMs. The difference
distance map between the normal samples and the attack samples is defined by
biff = [dlff(i'f)]zsexzse'

Then, LDM is employed to select the most signification features for each normal
and attack pair based on the pre-generated difference distance maps. For the selection
of the most significant features, we randomly choose normal training samples and
various attack training samples from the labeled samples set. A generated difference
distance map is used for the significant feature selection. We first select the most
significant r features from the difference distance map. Then, the optimal value of
projection vector A, is computed as discussed in [15]. Once the projection vector is
finalized, the corresponding final set of features is considered as the most significant
features.

3  Two-Tier Intrusion Detection System

In this section, a two-tier intrusion detection system is proposed to detect various
payload size attacks. The detailed discussion of the system is given in the following
subsections.
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3.1 System Framework

The framework of this two-tier intrusion detection system is given in Fig. 1. The
system consists of four key components, namely Filter, Statistical Signature Based
Detector, LDM Based Detector and Alert Generator. The solid arrow indicates the
incoming network traffic, and the dotted arrow stands for the analysis decisions made
by the detectors.

ﬁDA Based Two-tier Intrusion Detection System \
Tier One:
Statistical Signature
: Filter Based Detector
Leoop
e
Alert
Generator
Tier Two: LDM Based Detector ——p

N y,

Fig. 1. Framework of LDM based two-tier intrusion detection system

Under the HTTP environment, we make use of the length of packet payload as the
filtering criterion because the normal HTTP packet has a very low probability to carry
a very short payload. Therefore, the Filter component preprocesses the non-zero in-
coming HTTP Get request packet. Then, preprocessed request packets are grouped
together based on the length criterion. If the length of any payload is less than the
criterion, the packet will be forwarded to the Statistical Signature Based Detector on
the first tier. Otherwise, the packet will be passed to the second tier detector, i.e. the
LDM Based Detector.

The detectors analyze the received packet and make the final decision. Then, the
Alert Generator will decide to raise an alarm or not based on the detection result giv-
en by the detectors.

3.2 Tier-One: Statistical Signature Based Detector

As the first tier detector, Statistical Signature Based Detector only processes the small
packet payloads. In this case, the observed HTTP Get request packets are highly sus-
picious, and the anomaly patterns carried by the attacks are easy to be learnt from the
character relative frequencies. This is because these attacks have very high frequen-
cies on some particular ASCII characters in the payloads, which is unusual and is not
going to happen in the normal cases. Thus, we can develop the statistical signatures
for these types of attacks.
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To develop the attack signatures, the techniques in [16] are used to parse and to ex-
tract the character relative frequencies from the labeled training attack packet payl-
oads. The patterns of the character relative frequencies are stored as the signatures
and are applied to identify the corresponding attacks in the future.

In the attack recognition phase, any new incoming packet is processed using the
same techniques mentioned above to generate character relative frequency profile.
The profile is compared with each known statistical signature, and the attack is identi-
fied as long as the profile is matched with one of the known statistical signatures.

3.3 Tier-Two: LDM Based Detector

If the length of HTTP Get request packet payload is larger than the pre-set criterion,
the packet will be forwarded to the LDM Based Detector. The proposed LDM-based
feature selection approach is used to extract a low-dimensional feature space for pro-
file development and attack detection. The processes of normal profile development
and attack recognition are discussed in detail in the following subsections.

Normal Profile Development. To measure the similarity between any new incoming
packet and normal packets, the characteristics of the normal packets need to be
extracted to develop a normal profile, which has been discussed in [15]. In this
section, we briefly explain the generation of the normal profile.

Mean values of the significant r features of all normal training samples and a de-
tection threshold are the basic components of the normal profile. The Mean values F
of the significant r features of all normal training samples is calculated by Equation
(2), where Fy = [fyur vip fuuz v2p o fk(U,,V,)]T is the significant feature set for the
K" sample. (U;, V), (Uy V3), ..., (U, V,) indicate the locations of the significant r
features.

 iem
F =%, F @

To achieve a satisfactory detection performance, a threshold is selected through a
distribution analysis of the Euclidean distance between each normal training sample
and the mean value of the significant features. The Euclidean distance from the k"

normal training sample to the mean value F is obtained by Equation (3).

EDy = \/ZLl(fk(Ui,Vi) - f(ul,vl))2 )

f(Ul.VL) is the (U, V,) element of F. The standard deviation of the Euclidean distances

from the k™ normal training sample to the mean value F of the normal training sam-
ples is

6= \/ﬁ ZT=1(EDk - ﬁ)z’ 4)

= 1 . . . .
where ED = ;kazlEDk .We assume that the distance ED; is of normal distribu-
tion, so three standard deviations account for 99% of the sample population.
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Attack Recognition. In the attack recognition process, the values of the most
significant r features are generated and used to form a feature vector F. An incoming
packet is considered as an attack or a threat if and only if the Euclidean distance from
FtoF is greater than +30 or smaller than -35, where 6 is the standard deviation
computed by Equation (4).

Computational Complexity. This approach not only reduces the feature space from
256 to a small size but also decreases the heavy computational complexity. The
computational complexity of the GSAD model is O(n’), while the computational
complexity of the LDM-based IDS is O(m), where n and m represent the number of
features used in the detection process. Here, n” is much greater than m.

4 Experimental Results and Analysis

To evaluate the effectiveness of the proposed two-tier system, a series of experimen-
tation are conducted on the DARPA 1999 IDS dataset [17] and compared with the
outcomes of LDM-based IDS. In the following subsections, we present the experi-
mental results and the analysis.

4.1 Experimental Results

DARPA 1999 IDS dataset is a five-week network traffic tcpdump record which con-
sists of two weeks’ attack-free data (Week 1 and week 3) and three weeks’ attack-
containing data.

Due to the importance of web servers and web-based applications to modern busi-
ness and human daily life, and their popularities to the cyber-criminals, we focus on
the detection performance of the proposed IDS on HTTP traffic in the experimenta-
tion. Moreover, because the HTTP-based attacks are mostly carried by the HTTP Get
request at the server side, only the inbound HTTP Get requests are considered in this
practice.

In the experiments, we use the same conditions discussed in [16] to filter the inter-
ested HTTP Get request traffic from the week 4 (5 days) and the week 5 (5 days) data
of the DARPA 1999 dataset, and the extracted packets are grouped into normal and
attack sample sets respectively. We randomly choose a certain number of extracted
normal packets and attack packets from the sample sets for the training of the model,
and the rest of sets are used for testing. The attack packets contain CrashlIS attack,
Apache? attack, Back attack and Phf attack. The LDM-based IDS and the proposed
two-tier system are trained and tested with the selected inbound HTTP Get request
traffic carrying non-zero payload as discussed in [15] and Section 3 respectively.

The experiments we conduct in this research for the LDM-based IDS using all four
types of attacks to obtain the significant feature set. The proposed two-tier system,
however, uses Apache2 attack, Back attack and Phf attack only, and we exclude the
CrashlIS attack. This is because CrashlIS attack is the only attack carrying a small
packet payload with respect to the length criterion using in our experiments. Thus, in
the proposed two-tier system, the pattern of the character relative frequencies of Cra-
shIIS is used as the statistical signature for the tier-one detector. Fig. 2 shows the
character relative frequencies of CrashlIS attack.
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Fig. 2. Character relative frequencies of CrashlIS attack

To obtain the optimal feature sets for Phf attack and Apache?2 attack, we use Fig. 3
and Figs. 4(a) and 5(a) to generate the difference distance maps as shown in Figs. 4(b)
and 5(b). The same method is applied to the other types of attacks.

250 250
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(a) Average Mahalanobis distance map (b) Difference distance map

Fig. 4. Average Mahalanobis distance map of Phf attack packets, and difference distance map
between normal HTTP and Phf attack packets
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Fig. 5. Average Mahalanobis distance map of Apache2 attack packets, and difference distance
map between normal HTTP and Apache2 attack packets

Experiments are conducted to extract the optimal number of significant features to
best separate normal packets from attack packets. The optimal result is found to be
100 features selected by LDM for each of four types of attacks. Then, the normal
profiles of the LDM-based IDS and the proposed two-tier system are developed based
on the integrated 381 and 300 significant features respectively.

In the test stage, the trained LDM-based IDS and the trained proposed two-tier sys-
tem are evaluated on the testing sample sets containing both the normal packets and
the attack packets. All the test samples are used for the testing of LDM-based IDS.
However, in the proposed two-tier system, the test samples are assigned to the detec-
tors on different tiers according to the length criterion as discussed in Section 3. In
tier-one, the detector uses the character relative frequencies of any assigned new in-
coming packet payload to compare with the pre-generated signatures in order to iden-
tify the suspicious intrusive activity. In tier-two, the detector evaluates the similarity
between any new incoming packet and the normal profile using Euclidean distance as
given by Equation (3), and the decision is made by comparing the distance with the
pre-set threshold (i.e. £39).

The experimental results of the LDM-based IDS and the proposed two-tier system
are shown in Table 1 and 2 respectively.

Table 1. Performance of LDM-based IDS using features extracted from four types of attacks

Test samples 300 training samples 700 training samples 4000 training samples
Classif Mis- Classif Mis- Classif Mis-
correctly classify  correctly classify  correctly  classify

Normal 96.83%  3.17% 97.1% 2.9% 99.07% 0.93%

Apache? attack 100% 0% 86.94% 13.06% 0% 100%

Back attack 100% 0% 100% 0% 100% 0%

Phf attack 100% 0% 100% 0% 100% 0%

CrashlIS attack  6.67 % 93.33%  5.64% 94.36% 4.1% 95.9%
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Table 1 presents the performance of LDM-based IDS using features extracted from
four types of attacks. The table gives a comparison between the results obtained for
the normal profiles developed using different numbers of training samples, i.e. 300,
700 and 4000 samples. As can be seen from the table, the percentage of correct classi-
fication of normal samples is improved as the number of training samples increases.
Back attack and Phf attack remain constant in all cases and have 100% correct classi-
fication rates. In contrast, the trend of correct classification of Apache2 attack and
CrashlIS attack is reverse. In the case of 4000 training samples, the classification of
Apache? attack drops down to 0%.

The results in Table 1 show the LDM-based IDS is unable to classify CrashlIIS at-
tack correctly, and has misclassification rates higher than 93% consistently.

Table 2. Performance of two-tier system using features extracted from three types of attacks

300 training 700 training 4000 training
Test samples

samples samples samples

Classify ~ Mis- Classify ~ Mis- Classify ~ Mis-

correctly  classify correctly  classify correctly  classify

Normal 96.62%  3.38% 96.81% 3.19% 98.5% 1.5%

Apache2

Tier-two Attack 100% 0% 100% 0% 86.94%  13.06%
(LDM-
based Back
detector) Attack 100% 0% 100% 0% 100% 0%
Phf 100% 0% 100% 0% 100% 0%
A[tack (o} (o} (o} (o} (2 0
Tier-one
(Statistical ~ CrashlIIS 100% 0% 100% 0% 100% 0%

signatured  Attack
etector)

In Table 2, the performance of two-tier system using features extracted from three
types of attacks is given. It compares the results obtained for the normal profiles de-
veloped using the same numbers of training samples as Table 1. The difference is that
the normal profiles for tier-two detector are built up on three types of attacks
(Apache? attack, Back attack and Phf attack) instead of all the four types.

As can be seen from Table 2, the proposed two-tier system achieves encouraging
performances in all the cases except the detection of Apache?2 attack using the normal
profile developed by 4000 training samples. In this case, the two-tier system can only
correctly identify 86.94% of the total number of attack samples. However, compared
with the LDM-based IDS, the proposed two-tier system is proven more promising. It
outperforms the LDM-based IDS in detecting CrashlIS attack. Benefiting from two-
tier architecture, we are able to classify all the CrashlIS attack samples. The detailed
analysis is given in the next subsection.



468 Z. Tan et al.

4.2 Result Analysis

The results in Table 1 and 2 reveal that the 300 training samples can provide suffi-
cient knowledge for both the LDM-based IDS and the proposed two-tier system to
achieve good overall detection performance. In this section, the information contained
in these two tables is further analyzed using Detection Rate (DR) and False Positive
Rate (FPR) [15].

Table 3 shows the comparison of the number of features, the detection rates and
the false positive rates for LDM-based IDS, two-tier system and GSAD model [16].

Table 3. Comparison of IDSs

Systems Number of features  Detection rate (%) False positive rate (%)
Two-tier system 300 100 3.38

LDM-based IDS 381 99.8 3.17

GSAD model 65536 100 0.087

The results show that the proposed two-tier system outperforms the LDM-based
IDS. It has 100% detection rate and can successfully classify CrashIIS attack, and
it uses less number of features in comparison to LDM-based IDS for the attack
classification.

Compared with the GSAD model, the two-tier system achieves 100% detection
rate. Although it has a higher false positive rate, the system successfully transforms
the original 65536 dimensional feature space in GSAD model to a relatively very low
dimensional feature space. It integrates various attack signatures while preserving the
most significant information for the final detection. It not only significantly reduces
the computational complexity of the detection process (attack signature comparison
operation) but also reduces computational time.

In the following, we give two Receiver Operating Characteristic (ROC) curves for
the LDM-based IDS and the proposed two-tier system in Figs 6 and 7, which show
the relationships between detection rates and false positive rates to the corresponding
systems. As shown in Fig. 6, the detection rate of LDM-based IDS increases signifi-
cantly from 13.7% to 99.82% when the false positive rate is set to be around 3.38%.
Then, the detection rate keeps going up slowly to 99.8%. Contrastively, the ROC
curve of the two-tier system in Fig. 7 is more stable, and it always stays at 100%.

Despite the ROC curve of LDM-based IDS finally reach to nearly 100% detection
rate, the detection performance of the LDM-based IDS in fact is significantly influ-
enced by the number of small payload (i.e. CrashlIS attack) appearing in our test
sample set. The test sample set used in this paper is heavily dominated by the
Apache?2 attack (97576 test samples), and the small payload attack (i.e. CrashIIS at-
tack) only contributes a very small portion (195 test samples) to the test sample set.
Therefore, even around 93.33% of the CrashlIS attack packets are classified incorrect-
ly by the LDM-based IDS shown in Table 1, its overall detection rate did not drop
dramatically. Hence, the ratio of the attacks in a test sample set bias the detection
performance of LDM-based IDS. However, our two-tier system does not have this
issue. The proposed two-tier IDS shows a more promising future in network intrusion
detection.
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5 Conclusions and Future Work

This paper proposed a two-tier system for network intrusion detection. The system
process the incoming packets based on the payload length of the packet. The tier-one
uses the statistical signature approach for the classification of small payload attack
packets, and the tier-two uses LDM-based approach for the classification of the other
attack packets.
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The proposed two-tier system has been evaluated using DARPA 1999 IDS dataset
for the HTTP traffic. It has achieved encouraging results with 100% detection rate
and 3.38% false positive rate, and it can classify the CrashlIS attack successfully,
which is not able to be identified by the LDM-based IDS. Compared to GSAD model,
it transforms a high dimensional feature space to a very low dimensional feature space,
which efficiently reduce the computational complexity and the detection time.

However, the amount of selected significant features may grow to a large number
when more types of attacks are considered. This is because more sets of significant
features will be selected with respect to the increasing number of types of attacks, but
the optimal feature set can be used to generate the single signature for a group of
attacks. This will reduce the signature comparison for those selected attacks. To re-
duce the false positive rates, we are conducting experiments using different experi-
mental settings, and the work is in progress. Also, we will extend this research work
to integrate the attack signatures for other types of attacks.
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