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Abstract. Choreography is one of the most important features of Web
services. It allows to capture collaborative processes involving multiple
services. In this paper, we are interested in analyzing the interoperability
of Web services that support asynchronous communications which are
constrained by data and timed constraints, using a model checking based
approach. In particular, we deal with the compatibility problem. To do
so, we have developed a set of abstractions and transformations on which
we propose a set of primitives characterizing a set of compatibility classes
of Web services. This paper is about the specification and implementation
of this approach using the UPPAAL model checker.
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1 Introduction

Web services are the main pillar of the Service Oriented Computing (SOC)
paradigm. Based on standard interfaces, they facilitate application-to-application
interactions thanks to the notion of choreography of message exchanges between
services. Such a feature offers the possibility to capture collaborative processes
involving multiple services where the interactions between these services are
seen from a global perspective. In this context, one of the important elements is
the compatibility analysis. By compatibility we mean the capability of a set of
services of actually fulfilling successful interactions by exchanging messages.

It is commonly agreed that in general the interaction of Web services and in
particular the compatibility of Web services depends not only on the supported
sequences of messages but also on crucial quantitative properties such as timed
properties [SJ10]. We mean by timed properties the required delays to exchange
messages (e.g., in an e-government application, a prefecture must send its final
decision to grant an handicapped pension to a requester after 7 days and within
14 days).

Some works have dealt with the problem of compatibility of two services.
In [4U32], authors consider the sequence of messages that can be exchanged be-
tween two synchronous Web services to analyze compatibility of two services.
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Considering only the message exchange sequences is not sufficient. To succeed a
conversation, other metrics can have an impact such as timed properties which
are not considered in [4]. Another important remark is that in [4], authors con-
sider synchronous Web services. Such assumption is very restrictive since two
services can succeed a conversation despite that they do not support the same
branching structure.

The compatibility framework presented in [I0] considers a more expressive
timed constraints model. Although powerful, in some cases, the compatibil-
ity framework cannot detect some timed conflicts due to non-cancellation con-
straints. In fact, the authors deal only with synchronous communicating services
and discover timed conflicts based on synchronizing the corresponding timed
properties over messages. However, in case of asynchronous Web services, this
framework cannot be applied to discover timed conflicts.

In [5], the authors handle the timed conformance problem. The timed confor-
mance problem consists in checking if a given timed orchestration satisfies a global
timed choreography. In this framework, the authors deal with timed cost (i.e., the
delay) of operations. Our aim is to detect deadlocks that can arise when a set of
Web services are interacting altogether. While authors of [5] are not interested in
analyzing the compatibility of a choreography but only in checking if a given or-
chestration conforms to a choreography. So, one of the assumption on which the
work presented in [5] relies, is that the choreography does not hold timed conflicts.

Regarding our previous work, [6] presents a framework for analyzing the com-
patibility of Web services. [6], presents an algorithm to analyze the compatibility
of Web services based on the clock ordering process. This work is limited to dis-
cover only some kind of timed conflicts that do not consider other eventual timed
conflicts that can arise when Web services interact together.

In this paper, we propose an analyzing choreography compatibility framework
which is based on our previous work [6l7]. This approach is based on the model
checker UPPAAI[]. In this framework we take into account data flow involved
when exchanging messages. Furthermore, we consider constraints over data and
timed properties that specify delays concerning message exchanges. By studying
the possible impacts of timed properties on a choreography, we remarked that
when Web services are interacting together, implicit timed dependencies can be
derived from the different timed properties of the different services [6/7]. Such
dependencies can give rise to implicit timed conflicts. In order to catch the
possible timed deadlocks, we propose a set of model checking based primitives.

More precisely, in order to be able to analyze the compatibility of a set of timed
and asynchronous Web services, we propose a set of primitives which consists in:
(1) extending the model of conversational protocols proposed in [7J6] to consider
together messages, data flow, data constraints, and timed constraints, (2) extend-
ing the transformation process we proposed in [7] to allow applying model check-
ing to asynchronous Web services composition analysis, particularly, considering
timed properties and data constraints when analyzing asynchronous services, (3)
finally, we propose new fine grained asynchronous compatibility classes.

! http://www.uppaal.com/
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The remainder of the paper is organized as follows. The next section presents
how we model the timed behaviour of Web services. In order to be able to
handle asynchronous services with the UPPAAL model checker, we present a set
of abstractions and transformations. Before concluding, we present our formal
choreography compatibility investigations.

2 Modeling Timed Behaviour of Web Services

The model we consider is based on timed automata. Intuitively, the states repre-
sent the different phases a service may go through during its interaction. Transi-
tions enable sending or receiving a message. An output message is denoted by !m,
whilst an input one is denoted by ?m. A message involving a list of data types is
denoted by m(dl,...,dn), or m(d) for short. These automata are equipped with
a set of clocks [I]. Transitions are labelled by timed constraints, called guards,
and resets of clocks. The former represent simple conditions over clocks, and the
latter are used to reset values of certain clocks to zero. The guards specify that
a transition can be fired if the corresponding guards are satisfied.

A timed constraint is a conjunction of atomic formula that compares the value
of a clock z € X, to a positive real constant a € Rx>.

The set of Web services are equipped with a bounded queue to store the
incoming messages.

Figure 2 shows the timed conversational protocols of an e-government appli-
cation we consider. The goal is to manage handicapped pension requests. Such
a request involves three Web services: (1) a prefecture service (PS) (2) a health
authority service (HAS), and (3) a town hall service (TH). A citizen can apply
for a pension. The prefecture solicits the medical entity to examine the requester.
On the other side, the prefecture asks the town hall to deliver the domiciliation
attestation. After studying the received file, the prefecture sends the notifica-
tion of the final decision to the citizen after 48 hours and within 96 hours from
receiving the pension request. To specify such constraint, we associate a reset
of the clock ¢; (t; = 0) to the transition that enables to receive the request of
the pension and we associate the constraint 48 < ¢t; < 96 to the transition that
enables to send the final decision.

As the approach we propose is based on the model checker UPPAAL, next,
we present the required process we propose to adapt this general model to the
UPPAAL one to be able to perform the compatibility cheking.

3 From Conversational Protocols to UPPAAL Timed
Automata

UPPAAL is a model checker for the verification and simulation of real time
systems. An UPPAAL model is a set of timed automata, clocks, channels for
systems (automata) synchronization, variables and additional elements [9/7].
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Fig. 1. Web services of the e-government scenario

In order to perform a model checking using UPPAAL, we use a set of trans-
formation steps, which are: (1) Messages abstraction, (2) data constraints ab-
straction, (3) final states specification. The steps of messages abstraction and
final states specification are presented in [7].

3.1 Abstraction of Data Constraints

As said previously, our model considers constraints over data. To analyze these
constraints with UPPAAL, the values of the data must be known. However,
as the compatibility analysis we propose is done at design time, the values of
the data cannot be known in advance. Consequently, the constraints over data
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cannot be correctly considered. To consider constraints over data, we propose
to abstract the variables of messages resulting from the process of message ab-
straction described in [7] with information about data constraints. The idea is
to compute the set of transitions that hold the same variable. If the set of solu-
tions of the data constraints associated to these transitions is disjoined, then we
abstract differently the variables. Whilst, if the set of solution is not disjoined,
then we remove only the data constraints without changing the variables. To
explain this issue, let us present the following example.

Ezxample 1. Via this example, we are going to show how we apply the data
constraints abstraction process. As we can see, the two services, illustrated in
Figure 2, have the following two common transitions (i.e., transitions that hold
the same variable):

— (s0,mo + +,do < 100, 51) and (p1,mo + +,do > 120, p2)
— (82,m21 ——,ma1 >0,d1 < 50,83) and (p(),mzl ++4,d; < 80,p1)

Let us start with the first pair of transitions (sg,m¢ + +,dp < 100,s1) and
(p1, mo + +,do > 120, p2). We can remark that the set of solutions of the con-
straints dg < 100 and dp > 120 is disjoint, i.e., Sol(dy < 100) N Sol(dy > 120) =
(). Hence, by applying the data constraints abstraction process, we substitute
mo + + of the transition (p1,mo + +,do > 120, p2) by another variable my. So
the transition becomes (p1, m{, + +, p2)

Now, we check the second pair of transitions (s2, ma;——, ma1 > 0,d; < 50, s3)
and (pg, ma1 + +,d1 < 80,p1). We can see that the set of solutions of data
constraints d; < 50 and d; < 80 is not disjoint. The two constraints have a
common set of solutions, i.e., Sol(dl < 50) N Sol(dl < 80) # @ . Consequently,
when abstracting data constraints, we do not substitute the variable mo;.

The result of the transformation steps we described above is a set of abstract
UPPAAL timed automata. These automata preserve the semantic we consider
in timed conversational protocol of asynchronous services.

++ ++
e o W
I D (1)
<100 o /<50 di<80 d>120 dy<10

my>0

Fig. 2. Abstraction of data constraints
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Next, we present the formal primitives we propose to characterize the com-
patibility class of a set of timed asynchronous Web services.

4 Formal Asynchronous Compatibility Checking

Based on the previous transformations, we present in this section a compatibility
checking using UPPA AL. We define the following fine grained timed asynchronous
compatibility classes: (1) full and perfect compatibility, (2) full but non-perfect com-
patibility, (3) perfect partial compatibility, (4) partial but non-perfect compatibility,
and (5) full incompatibility.

4.1 Perfect Full Compatibility

In general, a set of Web services constitute a full compatible choreography if
they can interact without an eventual blocking. As we deal with asynchronous
services, the output messages are sent without synchronization with the corre-
sponding input. Thus, it is not sufficient to check only if there is no deadlock
when services interact together, but, it is important too to check if all the sent
messages are consumed. So, a set of services constitute a full and perfect compat-
ible choreography if: (1) they collaborate together without any eventual blocking
and (2) at the same time, all the generated messages are consumed.

Formally, checking if a set of Web services interact without an eventual block-
ing is equivalent to checking if the services reach their final states in all inter-
actions. At the same time, when the services reach their final states, the fact
that all the sent messages must be consumed is formally equivalent to checking
that, when the services reach their final states, all the variable values are equal
to zero.

Let Py,...,P, be n (asynchronous) services and Ry,..., R, be the corre-
sponding set of variables. The set of fully and perfect compatible Web services
is specified by the following CTL formulas:

AF Py.final A ... N Py.final N AG (Py.final A ... N P,.final = AF
rp==0and ... Ar, ==0) where r; € {Ry,...R;,...,Rn}
(1)

4.2 Non-perfect Full Compatibility

When a set of Web services can collaborate together without an eventual blocking
but at the same time, during their interaction, there are messages that cannot
be consumed, i.e., extra messages, we say that the services are fully but non-
perfectly compatible.

Formally, a set of Web services are said to be fully and non-perfectly compat-
ible if via all the paths, the services reach their final state and at the same time,
and in this state, there exists at least one variable whose value is bigger than
zero. This latter can be specified by the following CTL formulas:
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AF(Pr.final A ... A Pp.final) N EF(P1.finalA. . .APy.final = r1 > 0V...Vr, > 0)
where r; € {R1,...Ri,...,Rn}
(2)

4.3 Partial But Non-perfect Compatibility

As services are heterogeneous they can fulfil incorrect conversations. A conver-
sation during which a service remains blocked is called incorrect. A set of Web
services are not fully compatible when the set of possible conversations of the
services hold at least one incorrect conversation.

Formally, a set of Web services are not fully compatible if there exists at least
a path of their automata that cannot reach the final state. This later can be
specified as the following formula:

EG —P.final V ... V EG —P,.final
3)
When a set of Web services can achieve correctly a set of conversations and
at the same time they fail other conversations, we say that the services are
partially compatible. In this section, we define particularly the partial but non-
perfect compatibility class. This class is assigned to a set of Web services that
are partially compatible and at the same time, there is at least one correct
conversation during which there is at least one extra message. This is formally
specified by the following CTL formulas:

EF Pi.final N ... AN P,.final A
(EF Pi.final N ... A Pyp.final = r >0 A ... A rpm > 0) where r; €
{Ri,...Ri,...,Rn}

()

Formally, a set of Web services is said to be partially but non-perfectly com-
patible if the formulas (@) and (@) are satisfied.

4.4 Partial and Perfect Compatibility

The partial and perfect compatibility class characterizes the fact that services are
not fully compatible but at the same time, they can fulfil correctly conversations
during which all the produced messages are consumed.

Formally, a set of Web services can achieve correctly at least one conversation
so that all produced messages are consumed is equivalent to checking that there
exists at least one path so that all the services reach their final state and at the
same time, when the final state is reached, the value of all variables is equal to
zero. This is specified by the following CTL formula:

EF Pi.final A ... N Py,.final A
(EF Pi.final N ... AN Pp.final = r1 ==0 A ... A rpn == 0) where r; €
{Ri,...Ri,...,Rn}

(5)
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A set of Web services whose conversational protocols do not verify the formula
4 and at the same time, verify the formulas 3 and 5 is said to be partially and
perfectly compatible.

4.5 Full Incompatibility

Full incompatibility characterizes the fact that the set of services cannot, abso-
lutely, collaborate together. Formally, a set of services are fully incompatible, if
for all the paths, all the services cannot reach the state ’final’. This property is
specified as the following CTL formulas:

AG = Pi.final N ... N AG — P,.final

5 Conclusion

In this paper, we presented a formal framework for analyzing the timed compat-
ibility of a choreography. Unlike the existing approaches, this framework caters
for timed properties and data constraints of asynchronous Web services. In order
to handle timed and data constraints deadlocks, we proposed an approach based
on the model checker UPPAAL. The model checker UPPAAL does not take into
account constraints over data semantics. In order to handle asynchronous ser-
vices augmented with data flow and data constraints, we proposed to extend
our previous work [7] by the data constraints abstraction process. By using the
result of the abstractions, we presented a set of CTL formulas that characterize
the different choreography compatibility classes we have defined.

In our ongoing work, we are interested in analyzing the compatibility of a
choreography in which the instances of the involved services is not known in
advance. Our aim is to provide primitives for defining dynamically the required
instances for a successful choreography. Moreover, we plan to extend the pro-
posed approach to support more complex timed properties when analyzing the
compatibility of a set of Web services.
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