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Abstract. The present paper examines the problem of applicable data protection
law in a relationship between EU users and non-EU based Social Networking
Site (SNS). The analysis will be conducted on the example of Facebook, which
is one of the most popular SNS. The goal of the paper is to examine whether
European users of Facebook can rely on their national data protection legisla-
tions in case of a privacy infringement by the SNS. The 95/46/EC Directive on
Data Protection provides several options to protect EU residents in such rela-
tion. The paper will analyze whether Facebook’s participation in the Safe Har-
bor Program means that it is a subject to the regulation of the Data Protection
Directive. Then, the paper will discuss if data processing activities of Facebook
fall under the scope of the Data Protection Directive at all.
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1 Introduction

Social Networking Sites (SNS) are a phenomenon of social interactions that became
part of our lives faster than anybody could have imagined. Widely accessible plat-
forms where people share data became very popular worldwide and have a constantly
growing number of users. In Europe, many SNS have developed targeting the audi-
ence of the country where they are based. Each European country has a preferential
SNS (Hyves in the Netherlands, StudiVZ in Germany, NetLog in Belgium or
NaszaKlasa in Poland). Additionally, there is also a number of SNS originating from
the USA that have users throughout the whole of Europe. Whereas the European
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based SNS are without any doubt subject to their national privacy laws, the situation
of US based SNS is not that clear. Insofar as US based SNS are providing a service
from the US, although directed to users worldwide, the applicability of the European
privacy regime as defined by the Data Protection Directive (hereinafter DPD or the
Directive)[1], is being debated. The apparent similarity of EU based and US based
websites, which provide the service in the native language of the user, could mislead
their users and make them believe they could enjoy the same level of protection. It is
thus crucial to define the situation of such foreign based SNS regarding the applicable
data protection law when dealing with European users. In order to find an answer to
the complex issue of applicable law this article will rely on the example of Facebook
as one of the most popular SNS in both the USA and Europe.

The problem of determining the applicable law for online interactions is not a new
one. With the advent of the Internet it became immediately clear that one of its main
characteristics is a lack of territorial borders. In a traditional setting, the national bor-
ders help to indicate an appropriate national law to be applied. With the absence of that
factor alternative solutions had to be found to adjust to the new situation. Concerns
have risen in particular in Business to Business (B2B) and Business to Consumer
(B2C) online contracting with regard to the applicable contract law and consumer law.
The question is now being raised for the applicability of data protection laws.

First concerns have emerged with regard to the applicability of the EU regime to
data processing activities of search engines. The Article 29 Working Party' in this
case stated that the EU data protection law applies if a non EU based search engine
makes use of cookies on the territory of the EU. The question however pops up again
with regard to SNS as they are called to process a large amount of personal data of
their users. But can the same solution, as the one used for search engines, be relied on
when it comes to SNS? This article will discuss such possibility analysing the specific
situation of the US based SNS Facebook because of its popularity among European
users. It will first highlight Facebook’s participation in the Safe Harbor program. The
article will focus on the very specific issue of the applicability of data protection law
for EU users of a non-EU based Social Network. It will exclusively focus on the rela-
tion between the SNS providers and its users, not entering into other concerns that
could arise with regard to the applicable regime to relations between users of SNS”.

2 Situation of Facebook

Facebook is a non-EU based social networking site. Its main place of establishment is
Palo Alto in California, USA which makes it a subject to the US law [3]. Facebook
offers its services all over the world, and a substantial proportion of its users are based
in the EU.

! Under Article 29 of the Data Protection Directive, a Working Party on the Protection of Indi-
viduals with regard to the Processing of Personal Data is established, made up of the Data
Protection Commissioners from the Member States together with a representative of the Euro-
pean Commission. The Working Party is independent and acts as an advisory body. The
Working Party seeks to harmonize the application of data protection rules throughout the EU,
and publishes opinions and recommendations on various data protection issues.

2 For the applicability of the Data Protection Directive to users of SNS see [2].
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First of all, it should be clarified that the services offered by Facebook as a SNS
provider constitute ‘data processing’ in the light of the DPD. ‘Data processing’ is de-
fined as any operation or set of operations which is performed upon personal data,
whether or not by automatic means, such as collection, recording, organization, stor-
age, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, blocking,
erasure or destruction [1]. As the definition is very broad, it undoubtedly covers activi-
ties performed by providers of SNS who, at least, collect and store data of their users.

Furthermore, Facebook is in the position of data controller, as an entity which
alone or jointly with others determines the purposes and means of the processing of
personal data [1]. As expressed in several opinions, by providing the technical side of
the service, in other words by making it possible to actually process data on the
website, the provider determines the purposes and means of the data processing [4].
Due to these circumstances, Facebook can be described as a US based data controller
involved in the processing of personal data of European individuals.

3 First Hope: Facebook as a Member of Safe Harbor

3.1 Safe Harbor Program

When looking at Facebook’s privacy policy [5], one can see that the company is a
member of the EU Safe Harbor Privacy Framework [6]. The Safe Harbor program
was developed by the US Department of Commerce in consultation with the Euro-
pean Commission. It was introduced to solve the problem created by the new regime
regulating transfers of personal data established by the Directive. Such transfers are
prohibited whenever the country where the data is imported does not guarantee an
adequate level of protection — like the USA where the data protection is based on self-
regulatory approach.

The Directive provides a series of derogations to the prohibition of transfers of data
to third countries if adequate safeguards of protection are guaranteed, e.g. through
contractual agreements [7]. Such possibility has been introduced in art. 25.6 of the
Directive. The Safe Harbor renders data transfers possible on condition that compa-
nies importing personal data commit themselves to a set of privacy principles negoti-
ated by the US Department of Commerce and the Commission. Such commitment is
established through a voluntary subscription to the Safe Harbor program.

The Department of Commerce provides a list of requirements that have to be ful-
filled by the company in order to be able to join. The list of necessary steps consists
of: company’s self-assessment whether it is eligible for participation in the program;
determination of dispute resolution and enforcement mechanisms; submission of a
written certificate to the Department of Commerce; disclosure of the company’s
commitment to the Safe Harbor principles; implementation of the Safe Harbor princi-
ples in practice; and reaffirmation of the membership on annual basis [8]. Companies
that are eligible to participate in the program are those that are subject to the jurisdic-
tion of the Federal Trade Commission (FTC) or the Department of the Transportation
(DOT). Once a company fulfils these criteria it is signed up to the program. It is not
however within the scope of competence of the Department of Commerce to examine
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a company’s situation with regard to the EU data protection law as long as such com-
panies remain subject to US law for the processing of personal data on US territory.

As a consequence of a subscription, data collected in the EU can be transferred to
the US for further processing. Once in the US, the data are deemed to be protected
under principles similar to those of the DPD [9]. For the European data subject this
means, apart from the guarantee of the adequate protection, that any claims brought
by the European residents against US companies will be heard in the US, in accor-
dance to the US law [10].

3.2 Transfer or Not?

Undoubtedly, it was very cautious of Facebook to subscribe to such program. How-
ever, was it necessary? From a legal perspective, only if Facebook is being transferred
personal data collected in the EU, would it need to join the program.

First of all, it should be noted that provisions of art. 25 DPD are addressed to the
controller based in the EU. The concept of data transfer to third countries refers to the
situation when there is a data controller on the territory of the EU who collects the
data of the EU individuals and exports them to another controller (or a processor)
outside of the EU. It means that two different actors are necessary to participate, both
of them acting as separate data controllers or as a controller and a processor’. More-
over, in case the data transfer occurs, there is an obligation of compliance with the
law of the location in which the data is collected, before it is sent outside of the EU
[11]. It is normally a responsibility of the data exporter, i.e. the controller in the EU. It
would imply that an entity collecting data for Facebook in the EU, such as a local
branch of the company, is under such obligation.

According to the information provided on the website of Facebook, its headquar-
ters are based exclusively in the US. When feeding Facebook with their data, users
are thus sending them directly to the US. There is no EU-based intermediary in the
processing of these data. We should then consider, in such case, that there is a lack of
one (transferring) party because the US company does not act as an EU controller.
Therefore, it is not really a transfer of data in the understanding of the Directive [12].
In absence of EU based controller, the provisions of article 25 and 26 DPD, do not
apply to this situation. For that reason, the US company does not need to comply with
the restrictions for data transfers [11].

It is thus surprising that Facebook has opted for subscribing to the Safe Harbor pro-
gram. In practice, even though the ‘real’ transfer does not occur, the US Department
of Commerce accepts Safe Harbor subscriptions from US based companies that only
process the personal data of European users from their US websites [11].

Facebook was of course free to do so, as the Safe Harbor is a voluntary program.
However, such decision does not mean that it committed to comply with the EU Data
Protection law. It only means that it committed to a US voluntary program improving

3 “Data controller’ means the natural or legal person, public authority, agency or any other body
which alone or jointly with others determines the purposes and means of the processing of
personal data (art. 2(d)DPD). ‘Data processor’ means a natural or legal person, public author-
ity, agency or any other body which processes personal data on behalf of the controller (art. 2
(e)DPD).
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the level of protection of their users’ data with regards to the protection as provided in
the US.

As shown above, as long as the user sends his data directly to the US without any
intermediary in Europe, the regime of international transfers of personal data cannot
apply. This leads to a more fundamental question whether the processing of European
users’ data by a US based SNS could fall under the provisions of the EU Directive. To
that effect, it is necessary to determine whether art. 4 of the DPD, which defines the
rule of choice of law, applies.

An important hint regarding the relation between art. 4 DPD and art. 25 DPD was
given by Art. 29 WP. In its Opinion about the level of protection provided by the Safe
Harbor it stated that the program does not affect the application of Article 4 of the
Directive [13]. This means that the Principles of Safe Harbor were not intended to
substitute the national provisions implementing the Directive in situations where
those national provisions apply. The following section will hence analyse the applica-
bility of the national data protection regulations.

4 The Specific Rule of Choice of Law of Art. 4: Towards a
Solution?

Art. 4 of the Data Protection Directive addresses the problem of applicability of na-
tional data protection laws of the Member States. Despite the complexity of the issue,
due to its international character, art. 4 has not been extensively analyzed so far [14].
This is quite remarkable, considering the possible broad impact of the provision.

Art. 4 prescribes the application of the national data protection laws of the EU
Member States when a) the processing is carried out in the context of the activities of
an establishment of the controller on the territory of that Member State, when b) the
processing is carried out on the territory where the law of a Member State applies, and
c) when the controller is located outside of the EU but it uses equipment on the terri-
tory of a Member State. Art. 4.1(a) could apply if European offices of Facebook were
involved in processing of the European users’ data. However, information about the
exact nature of the activities of the offices located in Europe and, most important,
whether they are involved in data processing is very difficult to obtain®. For this rea-
son the analysis will focus on the ‘equipment criterion’ of art. 4.1 (c).

4.1 Use of Equipment

Article 4.1(c) of the DPD states that each Member State shall apply the national pro-
visions it adopts pursuant to this Directive to the processing of personal data where
the controller is not established on Community territory and, for purposes of process-
ing personal data makes use of equipment, automated or otherwise, situated on the
territory of the said Member State, unless such equipment is used only for purposes of
transit through the territory of the Community [1]. This means that EU countries can
directly apply their national data protection legislations to non-EU based websites
whenever they would make use of equipment located on the territory of the said coun-
tries (but not when the equipment is used solely for the transit purposes).

* Questions sent to Facebook through the Privacy Help Center were left unanswered.
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Does this apply to Facebook then? Here, it is necessary to enter into a discussion
about the interpretation of the term ‘equipment’. According to the Art. 29 Working
Party it is a decisive factor for the application of the European data protection law.
Such ‘equipment’ should be at the disposal of the controller for the processing of
personal data [15]. However, it does not have to be a full control but it is sufficient
that the controller determines which data are collected, stored, transferred, altered etc.,
in which way and for which purpose [15].

It is a strong opinion of the Art. 29 Working Party that the user’s PC constitute ex-
actly the type of equipment described in the working document [15]. To apply this
criterion, it is sufficient for the controller to make use of the users’ PC by placing
cookies on the hard disk. The national law of Member State where the user’s personal
computer is located would then apply to the question under what conditions user’s
personal data may be collected by placing cookies on his hard disk [15]. Such is the
case of Facebook [5]. It follows that Facebook users’ national law of EU Member
State would be applicable to the processing.

This position has been confirmed by the Art. 29 WP opinion on search engines
[16], and a recent opinion on online social networking [17]. Such an approach, how-
ever, might have very severe effects. It could lead in fact to a direct application of the
Directive, and consequently of the national data protection laws of all EU countries to
every non-EU based website using cookies with users on the territory of the EU [18].
So basically, it could apply to the entire Internet [11].

On the one hand, it seems to shield European users in case of any processing of
their data as it puts them under the full protection of the European data protection law.
Such an extent of protection would be satisfying and definitely enough, from the DPD
point of view, to protect the privacy of European residents. Hence, it could end the
discussion at this point. On the other hand, it makes the situation of all non-EU based
data controllers involved in the processing of data of European users extremely com-
plicated. When applying such interpretation to the analyzed case, the result would be
that Facebook has to simultaneously comply with data protection legislations of each
EU country where the users enjoy the service (so practically all 27 Member States).
Such requirement is in many views not pragmatic. Moreover, it is described by some
authors as an ‘impossible burden’ [11].

Here it should be mentioned that in the traditional, off-line setting any company
doing business in another country has to do so in compliance with the local law, and
there is nothing unusual about it. Moreover, it refers to all areas of law, including data
protection law. Sometimes the need of compliance is even taken to a higher level
when the weaker party is given a special amount of protection. A perfect example of
such regulation is consumer law. It provides the protection of the local law of the
consumer irrespectively of the location of the seller [19]. Moreover, this principle
cannot be ruled out through a choice of law clause in the contract. Maybe it would be
worth considering whether data subjects, who undoubtedly are the weaker party,
should not be granted protection embedded in the similar idea. However interesting
the question is, it is beyond the scope of this article. But it shows that the requirement
of compliance with the local law of the user is not an extravagant concept. So is the
situation of Facebook so much different to see such a requirement as an impossible
burden?
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Currently, the broad scope of application of art. 4.1 ¢ DPD is a result of the Art. 29
WP’s interpretation of the term ‘equipment’ and not of the wording of the Directive.
This broad effect seems to be going further then originally designed back in 1995
when the use of technologies like cookies was not so common’. These are the reasons
why this provision causes heated discussions and is often criticized. Defining such a
broad scope of art. 4.1.c in the Directive itself would undoubtedly provide stronger
legal basis to effectively protect EU data subjects in relations with non-EU data con-
trollers. This is definitely one of the issues that could be clarified during the next
revision of the Directive.

4.2 Limits of the “Cookies” Solution

In many ways the “cookies” criterion appears insufficient to provide a satisfying an-
swer to the problem at stake. The artificial nature of such construction is even more
striking when we look into the E-privacy Directive [21]. The former wording of the
article 5.3 of the 2002 E-privacy Directive prescribed that the use of cookies should
be only allowed when the user is informed about it, in a clear and comprehensive
way, in accordance with the DPD, and is offered the right to object to such processing
by the data controller [21]. The recent amendments to the Telecoms package, intro-
duced at the end of 2009, modified the wording of this provision and now it requires
the user’s prior consent before the installation of cookies on his computer [22]. This
change has attracted lot of attention from the industry but it is still unclear how will it
influence the discussed problem.

The user must be notified when the cookie is installed on his computer. If he
doesn’t agree to that, a paradoxical situation could occur. The user, wishing to protect
his privacy by refusing the cookies would in fact deprive himself of the protection by
his national data protection law. This would happen because art. 4.1 (c) DPD applies
only if the data controller uses equipment, so the user’s computer, on the territory of
the Member State, through the cookie. This situation would however not occur in case
of user’s objection to the use of cookie. Thus, there would be no ground to apply art.
4.1 (c) DPD.

The whole situation is spiced up by the fact that most of the time the user refuses
the cookie in a belief that he is protecting his own privacy. However, many services
are not possible to enjoy without accepting the cookies, and Facebook is no exception
here. It is undeniable that the problem of the protection of the collected data would
disappear if the service could not be provided without the use of cookies. In the for-
mer version of the Facebook ‘s Privacy Policy, users were informed that “[they could]
remove or block this [persistent] cookie using the settings in [their] browser if [they]
want[ed] to disable this convenience feature”. In the new Privacy Policy, in life since
November 2009, users are however informed that opting for the removal or blocking
of cookies “may impact [their] ability to use Facebook”[5]. Therefore it seems not
possible to enjoy the full service without having previously accepted the use of cook-
ies. Although this seems to simplify the problem of the privacy protection, it however
raises questions about a real possibility of users to object to the use of cookies in
practice.

> Cookies technology was developed in 1994, see more in [20].
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The arguments above create an inevitable impression that ‘the cookie construction’
from art. 4.1(c), although designed to provide a basis for the protection of the Euro-
pean residents’ data, is in fact an artificial rule that may be too weak to provide an
efficient protection in practice. Such a conclusion can be drawn especially in light of
the obligation installed by art. 5.3 of the E-privacy Directive to require users’ consent
for the use of cookies. The shield provided by art. 4.1 (c) DPD can be easily removed
by the user acting in a good faith. An inevitable impression is created that cookie
construction does not provide a workable solution and, in fact, when put into practice
can lead to more questions than answers. For this reason it can only be considered as a
temporary solution which should be reconsidered with the next revision of the Data
Protection Directive.

4.3 An Illusory Protection

Another aspect of the problem is related to the most often heard criticism of art.
4.1(c): the difficult enforceability of the provision. The assumed power of an EU
Member State to apply its national data protection legislation to a non-EU website
processing data of its citizens by means of cookies is not synonymous with that
Member State’s ability to enforce such judgment [11].

The Article 29 WP was fully aware of that difference. For that reason, it called for
caution in applying art. 4.1(c) to concrete cases. The objective of the rule is to ensure
that individuals receive protection of their national data protection laws in those cases
where it is necessary, where it makes sense and where there is a reasonable degree of
enforceability having regard to the cross-frontier situation involved [15]. At the same
time, the Working Party believes that many third countries will recognize and enforce
such judgment [15]. Moreover, it presents an opinion that in third countries where
data protection rules and authorities are in place, enforcement will not be a problem
[15]. This however is not a common opinion. According to Kuner, enforcement in this
case seems very unlikely. In his view, every unsuccessful attempt of enforcement
would only lead to undermining of the general respect for data protection law [11]. He
also recalls the even stronger opinion of Mann who calls a similar attempt a violation
of international law [11]. It is considered that an idea of any State trying to enforce its
own law on foreign actors outside its borders is simply against commonsense and the
present international order [23].

Given these arguments, an additional observation can be made. It has to be empha-
sized that applicable law, jurisdiction and enforcement are three related, but separate
questions. For each one of them there are specific rules. Therefore, the weak chance
of enforcement should in general not be a reason to disregard a correctly determined
applicable law.

5 Conclusion

The situation of the European users of Facebook, regarding the issue of the applicable
data protection law is neither clear nor easy to solve.

First unclarity stems from Facebook’s participation in the Safe Harbor program. A
lack of controller in Europe, participating in the process, point to the fact that there is
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no transfer of data. It means that there is no addressee of art. 25 DPD and the special
restrictions for data transfers to third countries do not apply to the situation under
discussion. The fact that Facebook has decided to join the Safe Harbor program is in
any case beneficial for EU users as it improves the level of protection of their data in
the US. However, as shown in this article, this does not mean that Facebook complies
with the DPD. Additionally, it could mislead its users with regards to the real level of
protection ensured.

In order to determine whether Data Protection Directive is applicable one should
look into art. 4.1(c) which is directed to the non-EU based data controllers who use
equipment in the EU. The Art. 29 WP has recently clearly stated that the provisions of
the Data Protection Directive apply to SNS providers in most cases, even if their
headquarters are located outside of the EEA [17]. It reached this conclusion by ac-
knowledging ‘cookies’ as a way of making use of equipment (in the form of user’s
computer) on the territory of the Member States. So, it seems that the processing of
users’ data would be regulated directly by the European data protection law, and con-
sequently by the user’s national law.

This approach, however, is heavily criticized, for several reasons. One of them
refers to weak chances of enforcement of a decision taken on the basis of this rule.
Moreover, an obligation to comply with the national data protection laws of the EU
countries, because of use of cookies, is often considered as a burden too heavy for the
providers of services from outside of the EU. Furthermore, there is a risk that for any
service allowing its users to enjoy it with disabled cookies, the protection spread over
the EU individuals with the ‘cookie provision’ could be easily eliminated by the users
themselves, in an attempt to protect their privacy. All these critical arguments, thus,
create an impression that art. 4.1 (c), in its current form, does not provide a basis strong
enough to ensure the protection of the European data subjects in the context of SNS.

It can be clearly concluded that the current situation provides no legal certainty. It
undoubtedly calls either for another solution, or for a stronger legal basis for the exist-
ing one. Unfortunately, until now there is no case law that would help to find criteria
of interpretation.

The Art. 29 WP, in order to make the situation clearer, could maybe enter into dis-
cussions on this specific problem with Facebook. Such idea is based on the precedent
of the discussions initiated with Google. In 2008 an attempt to address and seek in-
dustry perspectives on data protection issues related to search engines was made
through an invitation to an open discussion placed in the Opinion 148. The ‘call for
opinion’ was answered by Google which replied through an official ‘Response to the
Article 29 Working Party Opinion on Search Engines’ [24] published on its website.
In this document Google addressed problematic issues of data protection related to
search engines and presented its point of view on the subject. The reply was undenia-
bly a contribution to the discussion which could be repeated now.

Another example of openly addressing a service provider is a recent action of the
Canadian Data Protection Authority which issued a report criticizing some points of
Facebook’s Privacy Policy and pointing out that such policy was not compliant with
the Canadian Data Protection Law [25]. Quite surprisingly to most observers Face-
book replied almost immediately organizing a set of meetings and promising to fix the
controversial points which have not been solved immediately [26]. It will of course
take some time to see how serious the promise was, however, the first step has been
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made and the dialogue has been started. What is the most important aspect here is the
fact that the action of the Canadian DPA was not ignored by Facebook. In these cir-
cumstances maybe it is time for the Art. 29 WP to follow the Canadian example in
taking more dynamic steps and more actively target Facebook, as the US based SNS
with the biggest number of users in Europe. There are more issues than only applica-

ble law that could be discussed and hopefully solved that way.6
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