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Abstract. A sanitizable signature scheme allows a signer to partially
delegate signing rights on a message to another party, called a sanitizer.
After the message is signed, the sanitizer can modify pre-determined
parts of the message and generate a new signature on the sanitized
message without interacting with the signer. At ACNS 2008, Canard
et al. introduced trapdoor sanitizable signatures based on identity-based
chameleon hashes, where the power of sanitization for a given signed
message can be delegated to possibly several entities, by giving a trap-
door issued by the signer at any time. We present a generic construction
of trapdoor sanitizable signatures from ordinary signature schemes. The
construction is intuitively simple and answers the basic theoretic question
about the minimal computational complexity assumption under which a
trapdoor sanitizable signature exists; one-way functions imply trapdoor
sanitizable signatures.

1 Introduction

Message origin authentication can be achieved by digital signatures, since any
alteration on signed messages nullifies the validity of digital signatures. However,
some applications (e.g., releasing medical documents or classified government
documents) require that some parts of a signed document be sanitized without
invaliding the signature. This is often called the digital document sanitizing
problem and many signature schemes for this problem have been proposed with
various names: content extraction signature [I], redactable signature [2], and
sanitizable signature [3]. Informally, we will use the term of sanitizable signature
to refer to any signature scheme for the digital document sanitizing problem.
A sanitizable signature scheme allows a signer to delegate signing rights on
a message to a sanitizer (or a censor) in a limited and controlled way. When
generating a signature on a message, the signer selects a specific sanitizer who
can later sanitize pre-determined parts of the message and update the signature
without interacting with the signer. As pointed out by Ateniese et al. [3], there
are many situations where re-signing by the original signer is undesirable, in-
cluding: (1) the signer’s key has expired, (2) the original signature was securely
time-stamped, (3) the signer may not be reachable or available, and (4) each new
signature would cost too much, either in terms of real expense or in terms of
computation. In the literature, there are two different definitions of sanitizable
signatures according to the degree of sanitizing capability. The first type is a
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sanitizable signature with pre-determined deletion that allows the sanitizer only
to delete pre-determined parts of a signed message (e.g., [TI2I4I56] ). The second
type is a sanitizable signature with pre-determined modification that allows the
sanitizer to modify pre-determined parts of the message and generate a new sig-
nature on the modified message (e.g., [3[7I8]). The capability of modification is
valuable for many applications; especially for authenticated multicast, database
outsourcing, and secure routing.

A simple sanitizable signature scheme can be constructed by applying a cryp-
tographic hash function hash(-) to the concatenation of each submessage with
a random number [I]. To generate a signature on a message m = m1|/mg con-
sisting of two submessages my and mag, the signer computes o = S(hy|hz2) for
hi = hash(m;||r;) for ¢ = 1,2, where S(-) is a signing algorithm of an ordi-
nary signature scheme and 7; is a random number. The sanitizable signature
on m = mql||mg is (o,71,72). If a sanitizer wants to delete m;y, he removes m;
from m and replaces the signature with (o, h1,7r2). While verifies can check the
validity of the sanitized version of the signed message, they cannot extract any
information on the submessage m; from h; without knowing 1. In this scheme,
either (m;,r;) or h; should be disclosed for verifiers to check the validity of (m, o)
and hence, an undeleted submessage can be sanitized by anyone.

A more sophisticated sanitizable signature scheme was introduced by Ateniese
et al. [3], substituting a chameleon hash function chash(-) for the hash function
hash(-). A chameleon hash [9JTI0] computed over a submessage m; with random-
ness r;, and under a public key pk is denoted by chash,i(m;,7;). A chameleon
hash function (or trapdoor commitment) has the same properties of any cryp-
tographic hash function and, in particular, it provides collision resistance. How-
ever, the owner of the secret key sk corresponding to the public key pk can
find collisions, i.e., m} and 7} such that h; = chash,i(m;, ;) = chashy,(m},r}).
For given (m;,r;, m}), the unique randomness r; such that chashp,(m;,r;) =
chashyi(m}, ;) can be computed with the knowledge of sk. Chameleon hash
functions are always probabilistic algorithms because of the randomness 7; in
the input. For a given m;, there are many hash values h; = chash,;(m;,r;) by
using different randomness r;. To verify the correctness of a computed chameleon
hash value h;, it is necessary to provide both the submessage m; and the random-
ness 7;. If each sanitizer publishes a public key of the chameleon hash function,
the signer can choose a specific sanitizer by using the sanitizer’s public key. Only
the sanitizer who knows the corresponding secret key can modify a signed mes-
sage by finding collisions of the chameleon hash with a modified message. Several
extensions of this approach was presented in [7].

While previous sanitizable signatures divide a message into submessages and
then apply a cryptographic primitive (e.g., a hash function or a chameleon hash
function) to each submessage, a new methodology utilizing a label was intro-
duced in [I1]. By marking the position of sanitizable submessages in a label, a
sanitizable signature with constant length can be obtained.

At ACNS 2008, Canard et al. [I2] introduced trapdoor sanitizable signatures,
where the signer allows a specific user to modify pre-determined parts of a signed
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message by producing a piece of information (or trapdoor) that will help the user
in sanitizing the message. The signer can choose to whom and when he will de-
liver the trapdoor information and hence, any user can act as a sanitizer; in
other words, a sanitizer does not need any setup procedure such as generating
a key pair. To implement the “trapdoor” requirement, Canard et al. [12] gave a
construction based on the identity-based chameleon hash function [13]. Instead
of the public key pk of chameleon hash functions, identity-based chameleon hash
functions can use “identity strings” that are essentially any form of strings such
as an e-mail address, a URL, a person’s address, and any other unambiguous
reference. A secret key sk;p corresponding to an identity string ID is gener-
ated by an authority who knows a master secret key msk. To build a trapdoor
sanitizable signature scheme, the signer keeps the master secret key msk of the
identity-based chameleon hash function. The trapdoor information for sanitiz-
ing a message m is essentially the secret key sk,, with respect to the “identity
string” m. Consequently, the signer can compute the trapdoor information at
any time and give it to whomever he wants.

Our Contribution. We present a very simple and efficient approach to building
trapdoor sanitizable signature schemes from ordinary signature schemes. Previ-
ous construction of trapdoor sanitizable signature [12] is based on the identity-
based chameleon hash function (e.g., [L3I14]), which, in turn, is based on the RSA
signature or the bilinear maps. The identity-based chameleon hash function is
evaluated for each sanitizable submessage. In contrast, our approach requires
only one additional signature generation. When instantiated with an aggregate
signature scheme (e.g., [19]), the trapdoor sanitizable signature consists of two
group elements. The proposed construction answers the basic theoretic ques-
tion about the minimal computational complexity assumption under which a
trapdoor sanitizable signature exists; one-way functions imply trapdoor sanitiz-
able signatures. If we borrow the terminology of [16], this shows that trapdoor
sanitizable signature belongs to the “private cryptography world.”

2 Preliminaries

If x is a string, then |z| denotes its length, while if X is a finite set, | X| denotes
its size. If x and y are strings, z||y denotes the concatenation of z and y. If k is
a positive integer, then [1,k] = {1,2,...,k}. If k € N, then 1* denotes the string
of k ones. A function f(k) is negligible if for all polynomial p(k), f(k) < 1/p(k)
holds for all sufficiently large k € N. For a probability space P, x « P denotes
the algorithm that samples a random element according to P. For a finite set X,
x « X denotes the algorithm that samples an element uniformly at random from
X.If Ais a probabilistic polynomial time (PPT) algorithm, then z «+ A(x,y,...)
denotes the operation of running A on inputs «, y, . . . and letting z be the output.
Ifp(-,-,---)is aboolean function, then Pr[p(xy,za, ) |1 «— Pi, @ «— P2, ---]
denotes the probability that p(z1, x2, - - ) is true after executing algorithms z; «—
Pl,ZL'Q — PQ,"‘.
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Definition 1 (One-way Function). A function f: {0,1}* — {0,1}* is a one-
way function, if there exists a polynomial time algorithm which computes f(z)
correctly for all  and the following probability is negligible in k& for all PPT
algorithm A:

Pr[f(z') =y |z < {0,1}", y = f(x), o — A(y,1")] -

The existence of one-way functions is the most fundamental assumption of
the complexity-based cryptography [I7]. The definition of ordinary signature
schemes is as follows.

Definition 2 (Digital Signature). A digital signature scheme DS is a 3-tuple
of PPT algorithms (K, S, V) that, respectively, generate keys for a user, sign a
message, and verify the signature for a message.

— K, the key generation algorithm, is a probabilistic algorithm that takes as
input a security parameter and outputs a signing key and a verification key;
(SK,VK) « K(1%).

— &S, the signing algorithm, is a probabilistic algorithm that takes as input
a message m € {0,1}* and a signing key SK. It outputs a signature or a
special character L indicating an error; o « S(m, SK).

— V), the verification algorithm, is a deterministic algorithm that takes as input
a message m, a signature o, and a verification key V K. It outputs a single
bit b indicating validity (b = 1) or invalidity (b = 0) of the signature; b «
V(m,o,VK) where b € {0,1}. O

We consider existential unforgeability under adaptive chosen message attacks,
denoted by UF-CMA [18]. Let DS = (K,S,V) be a signature scheme. The ad-
versary A is given oracle access to the signing oracle O, (+), i.e., A is allowed
to query the signing oracle OgK(-) to obtain valid signatures o1,...,0) of ar-
bitrary messages my,...,m) adaptively chosen by A. The adversary succeeds
if it forges a valid signature o of a message m that was not queried to O%(+),
ie, m ¢ {my,...,mx}. An adversary A is said to (¢, A, €)-break DS, if A runs
in time at most t, makes at most A queries to the signing oracle, and succeeds
in forgery with probability at least e. The signature scheme DS is said to be
(t, \, €)-secure, if no adversary can (¢, A, €)-break it.

Definition 3 (Secure Signature). The adversary A’s advantage against a
signature scheme DS is defined by

AdVEER (k) = Pr[V(m, 0, VK) =1 | (SK,VK) — K(1¥), (m,0) — A%x (VK))

where m should not be queried to the signing oracle. A signature scheme DS is
secure if the advantage of any PPT adversary A is negligible in k. (Il

It is well known that a secure signature scheme can be built from a one-way
function.
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Theorem 1 ([19420]). Secure signatures exist if and only if one-way functions
exst. (]

Boneh et al. [15] introduced an aggregate signature that allows incremental ag-
gregation of signatures generated by multiple signers into one short signature
based on bilinear groups. Let G and G be multiplicative cyclic groups of prime
order p and let g be a generater of G. A bilinear map is a computable map
e: G x G — Gp with the following properties:

— Bilinear: for all g1, g2 € G and a,b € Z, e(g{, ¢8) = e(g1, g2)?.

— Non-degenerate: e(g,g) # 1.

A bilinear group is any group that possesses such a map e and on which CDH
(Computational Diffie-Hellman) problem is hard; for given g,¢% h € G, it is
hard to compute h* € G. Let hash : G x {0,1}* — G be a cryptographic hash
function. The bilinear aggregate signature is defined as follows [21].

Key Generation. For a particular user, pick random z « Z, and compute
v = g*. The user’s signing key is (z,v) and the verification key is v.

Signing. For a particular user, given a message m € {0,1}* and the signing key
(x,v), compute h = hash(v||m) and o = h*. The signature is o € G.

Verification. Given a user’s verification key v, a message m, and a signature
o, compute h = hash(v||m); accept if e(o, g) = e(h,v).

Aggregation. Arbitrarily assign to each user whose signature will be aggre-
gated an index i, ranging from 1 to A. Each user i provides a signature
0; € G on a message m; € {0,1}*. Compute o = H;‘:t o;. The aggregate
signature is o € G.

Aggregation Verification. We are given an aggregate signature o € G for
a set of users, indexed as before, and are given the messages m; € {0,1}*
and verification keys v; € G. To verify the aggregate signature o, compute
h; = hash(v;||m;) for 1 <i < A, and accept if e(o, g) = H;\:1 e(h;,v;) holds.

3 Trapdoor Sanitizable Signatures

3.1 Definition

A message m is composed of L submessages i.e., m = mq]|...|my. We assume
that each submessage (implicitly or explicitly) includes an index to check that
m; is the i-th submessage; otherwise, we can simply insert an index (e.g., m; =
i]lm;). Let Igm C [1,L] be a set of indices of admissible submessages that can
be modified by a sanitizer. We say that Igm is consistent with (m,m’) for an
original message m and a modified message m' if {i € [1, L] | m; # m}} C Ldm.
To put it another way, Lgm is consistent with (m,m’) if a modified message m’
agrees with the signer’s intention.
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Definition 4 (Trapdoor Sanitizable Signature). A trapdoor sanitizable
signature scheme TSS is a 6-tuple of PPT algorithms (Setup, KeyGen, Sign,
Trapdoor, Sanitize, Vrfy) that, respectively, generate a public parameter, gener-
ate keys for a user, sign a message, generate a trapdoor for sanitization, sanitize
a signed message, and verify the signature for a message.

— Setup, the parameter generation algorithm, is a probabilistic algorithm that
takes as input a security parameter 1* for k¥ € N and outputs a public
parameter; param « Setup(1¥).

— KeyGen, the key generation algorithm, is a probabilistic algorithm that takes
as input a public parameter and outputs a secret key and a public key;
(sk, pk) < KeyGen(param).

— Sign, the signing algorithm, is a probabilistic algorithm that takes as input
a message m = my||mazl| - - - ||mg for m; € {0,1}* and L € N, a secret key sk,
and a set of indices Igm C [1, L]. It outputs a signature or a special character
1 indicating an error; o < Sign(m, sk, Tadm)-

— Trapdoor, the trapdoor generation algorithm, is a probabilistic algorithm
that takes as input a message m, a signature o, a secret key sk, and a set
of indices I,gm. It outputs a trapdoor or a special character L indicating an
error; td < Trapdoor(m, o, sk, Lagm)-

— Sanitize, the sanitization algorithm, is a probabilistic algorithm that takes
as input a message m, a signature o, a public key pk, a trapdoor td, a set
of indices Igm, and a modified message m'. It outputs a new signature on
the modified message or a special character L indicating an error; o’ =
Sanitize(m, o, pk, td, Tgm, m’).

— Vrfy, the verification algorithm, is a deterministic algorithm that takes as
input a message m, a signature o, a public key pk, and a set of indices I gm-
It outputs a single bit b indicating validity (b = 1) or invalidity (b = 0) of
the signature; b < Vrfy(m, o, pk, Ioam) where b € {0, 1}.

The parameter generation algorithm Setup is optional; in this case, Setup is
an identity function (i.e., param = 1*). We omit param in the input of Sign,
Trapdoor, Sanitize, and Vrfy, because param can be included in the secret key sk
and the public key pk, if necessary. O

Correctness. A trapdoor sanitizable signature scheme should satisfy the stan-
dard correctness property of ordinary signature schemes, saying that a genuinely
signed message is accepted by the verification algorithm; for any security param-
eter k € N, any public parameter param « Setup(1%), any key pair (sk, pk) «
KeyGen(param), any message m = mql|---||mg for L € N, any set of indices
Lam C [1, L], and any signature o < Sign(m, sk, Jadm), we have

Vrfy(m, o, pk, Ladm) = 1.

In a trapdoor sanitizable signature scheme, a signature sanitized with a valid
trapdoor should also be accepted by the verification algorithm; for any secu-
rity parameter & € N, any public parameter param « Setup(1¥), any key pair
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(sk,pk) < KeyGen(param), any message m = mql|---|jmg for L € N, any
set of indices Lam C [1,L], any signature o < Sign(m,sk,I), any trapdoor
td < Trapdoor(m, o, sk, I,dm ), and any sanitized signature ¢’ = Sanitize(m, o, pk,
td, Tadm, m’) on a modified message m’ = m/||---||m} where {i € [1,L] | m; #
m}} C Iadm, we have

Vrfy(m', o', pk, Lgm) = 1.

Moreover, the sanitization process can be repeated; for any (original or sanitized)
signature ¢ on a (original or sanitized) message m with Vrfy(m, o, pk, Iogm) = 1,
a sanitized signature o’ = Sanitize(m, o, pk, td, Lijgm, m’) on a modified message
m' =mi] - ||m} where {i € [1,L] | m; # m}} C Lm is valid;

Vrfy(m', o', pk, Lgm) = 1.

3.2 Security Model

Ateniese et al. [3] informally introduced five security requirements of sanitizable
signature schemes.

— UNFORGEABILITY. No outsider should be able to forger the signer’s or the
sanitizer’s signature.

— IMMUTABILITY. The sanitizer should not be able to modify any part of the
message that is not designated as sanitizable by the original signer.

— TRANSPARENCY. Given a signed message with a valid signature, it should
be infeasible to decide whether the message has been sanitized or not.

— PRIVACY. Sanitized messages and their signatures should not reveal the orig-
inal data (i.e., the parts which have been sanitized).

— ACCOUNTABILITY. In case of a dispute, the signer can prove to a trusted third
party (e.g., court) that a certain message was modified by the sanitizer.

Note that unforgeability considers security against outsiders, while immutability
against insiders (or sanitizers). These five security requirements were rigorously
formalized according to game-based approaches by Brzuska et al. [§]. They dis-
tinguished between signer-accountability and sanitizer-accountability and inves-
tigated the relationship of the security requirements.

When it comes to trapdoor sanitizable signature schemes, Canard et al. [12]
formalized two security requirements: unforgeability and indistinguishability. We
rephrase the security model of [I2] with game-based approaches. We first define
the following oracles that are initialized with a key pair (sk, pk) and a random
bit b € {0,1}.

— A signing oracle O38"(-,-) takes a message m = my||---||mp, and a set of
indices Iogm C [1, L] as input and outputs o < Sign(m, sk, Tadm)-

— A trapdoor generation oracle OsTkrapdom(-, -, ) takes a message m, a signature o,
and a set of indices Lgm as input and outputs td < Trapdoor(m, o, sk, Iodm)-

— A sanitization oracle Off”itize(~,~,~,.) takes as input a message m, a sig-
nature o, a set of indices I,gm, and a modified message m’. It outputs
o' « Sanitize(m, o, pk, td, Lijgm, m'), where td < Trapdoor(m, o, sk, Iadm)-
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— A sanitization-or-signing oracle Ofka’?)'t'ze/ S'gn(~, -,-) takes as input a message
m, a set of indices I gm, and a modified message m’, where I;gm should be con-
sistent with (m,m’). If b = 0, it outputs ¢’ < Sanitize(m, o, pk, td, Togm, m’)
where o « Sign(m, sk, Iagm) and td < Trapdoor(m, o, sk, Ligm). If b = 1, it
outputs o’ « Sign(m’, sk, Lidm)-

— A left-or-right oracle OL‘Q'Z(-, -y, +) takes as input two messages m, mo com-
posed of the same number of submessages, a set of indices I,qnm and a
modified message m’, where Igm should be consistent with both (my,m’)
and (mg,m’). It outputs o’ « Sanitize(my, oy, pk, td, Logm, m’) where o, «—
Sign(my, sk, Iaam) and td <« Trapdoor(my, op, Sk, Tadm)-

In trapdoor sanitizable signature schemes, a signer can choose any user as a
sanitizer just by giving the trapdoor information; thus no clear distinction exists
between outsiders and insiders. Accordingly, unforgeability of trapdoor sanitiz-
able signature schemes is defined to include the immutability requirement.

Definition 5 (Unforgeability [12]). A trapdoor sanitizable signature scheme
TSS is unforgeable if for any PPT adversary A, the probability that A succeeds
in the following game is negligible in the security parameter k:

1. A public parameter param and a key pair (sk, pk) are generated using param «
Setup(1*) and (sk, pk) < KeyGen(param). The public parameter param and
the public key pk are given to A. _

2. A is given access to a signing oracle Oig"(~, -), a trapdoor generation oracle
O:krapdoor(-, -,+), and a sanitization oracle O3"t7e(., . . ).

3. A outputs (m*,o*, I;,) and succeeds if the following conditions hold.

(a) Vrfy(m*,o*, pk, I%,,) = 1.

(b) (m*,0*) did not come from the signing oracle. In other words, A never
queried (m*,-) to the signing oracle.

(¢) (m*,0*) did not come from the sanitization oracle. In other words, A
never queried (-, -, -, m*) to the sanitization oracle.

(d) (m*,o*) is not linked to a tuple (td, m, o) from the trapdoor generation
oracle. More precisely, for any message m being in the input of OSTkrapdoor,
there is an index ¢ ¢ Igm such that m} # m;, where Igm corresponds to

(m, 0). O

The indistinguishability requirement of [12] demands that the output distribu-
tions of the sanitization algorithm and the signing algorithm should be identical.
That is, the following distributions Dsanitize and Dsign should be statistically in-
distinguishable for all key pairs (sk, pk) and messages m,m’ € {0,1}*:

Dsanitize = {0" | 0 + Sign(m, sk, Liam), td < Trapdoor(m, o, sk, Lodm),
o' « Sanitize(m, o, pk, td, Liam,m')}
Dsign = {0’ | o’ < Sign(m/, sk, Iam)}

As the indistinguishability requirement of [12] considers statistical difference
between the output distributions of the sanitization algorithm and the signing
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algorithm, the distinguisher is not given any other information (through oracle
queries). By contrast, the transparency requirement of [8], which is defined with
computational indistinguishability, captures the indistinguishability requirement
of [12] with game-based approaches. We give the transparency requirement of
trapdoor sanitizable signatures based on the definition of [8]. The adversary
can probe the output distributions adaptively through oracle queries and have
additional information by accessing the signing oracle, the sanitization oracle,
and the trapdoor generation oracle.

Definition 6 (Transparency). A trapdoor sanitizable signature scheme TSS
is transparent if the advantage of any PPT adversary A in the following game
is negligible in the security parameter k:

1. A public parameter param and a key pair (sk, pk) are generated using param «
Setup(1*) and (sk, pk) « KeyGen(param). The public parameter param and
the public key pk are given to A.

2. A bit b is randomly chosen and the adversary A is given access to a signing

S. . T d oy .

oracle O_8"(-,-), a trapdoor generation oracle O, *P“°”(-, -, ), a sanitization
. .- . . Sanitize/Si

oracle OSantize(. . . ) and a sanitization-or-signing oracle Oslir;' ize/ B,

3. A outputs a guess b'.

We say that the adversary A succeeds if &’ = b, and denote the probability of this
event by PriTss[Succ]. The adversary’s advantage is defined as | PriiTss [Succ] —

1/2]. O

There are two equivalent ways in formalizing privacy for sanitizable signature
schemes [12]; one approach follows semantic security of encryption schemes and
the other is based on the indistinguishability notion for encryption. We define
the privacy requirement of trapdoor sanitizable signature schemes with the more
handy approach of the indistinguishability notion.

Definition 7 (Privacy). A trapdoor sanitizable signature scheme TSS is pri-
vate if the advantage of any PPT adversary A in the following game is negligible
in the security parameter k:

1. A public parameter param and a key pair (sk, pk) are generated using param «—
Setup(1¥) and (sk, pk) < KeyGen(param). The public parameter param and
the public key pk are given to A.

2. A bit b is randomly chosen and the adversary A is given access to a signing

i . T .. .
oracle Oig"(~7 1), a trapdoor generation oracle Oskrapcwor(7 -,+), a sanitization
oracle Off”'t'ze(~, -+), and a left-or-right oracle O5R(-,-, -, ).

3. A outputs a guess b'.

We say that the adversary A succeeds if b’ = b, and denote the probability of this
event by Prf)"rss[Succ]. The adversary’s advantage is defined as | Pr’'T¢s[Succ] —

1/2]. O

Brzuska et al. [§] showed that transparency implies privacy in sanitizable sig-
natures. Their proof of implication can be straightforwardly translated into the
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case of trapdoor sanitizable signatures and hence, the same implication holds in
trapdoor sanitizable signatures.

Theorem 2. A transparent trapdoor sanitizable signature scheme is private.

Proof. In a similar manner to [8], we convert an adversary Apiy against privacy
with a non-negligible advantage € into Aygans against transparency with a non-
negligible advantage ¢/2 as follows.

OSSkign(.7.)70Trapdoor(.7.7.)7OSSl(anitize('vlvl)vofanitize/sign(' . )

Atrans - o """ (param, pk)
b* — {0,1}
O5E" (+,), 044 (+,1,), 05" (-, ,1), 08K < (-1-,)
a— A g g ot . .(pa.ram, pk)
where O;ZF;* (mo, m1, Ladgm,m') = Of,ir;'t'ze/s'g"(mb*,Iadm,m’) for ev-
ery query on (mg,m1, ladm, m') that Apq, sends to the left-or-right
oracle.

Return ' = 0 if a = b*, otherwise b’ =1

Aurans gets a public parameter param and a public key pk as input and has
access to O3 (-, ), OFFPY% (.., ), OSenitize(. . . ) and Of,ir;'t'ze/s'gn(-, -,+). The
goal of Ayans is to guess a random bit b with non-negligible advantage, i.e.,
to distinguish whether the message has been sanitized or not. Aians simulates
the attack environment of Ay, and utilizes Ayiy as a subroutine. For signing,
trapdoor generation, and sanitizing queries of Apiy, Atrans forwards them to its
own oracles and hands the answers back to Apiy. For a left-or-right query of A,y
on (mo, m1, Tadm, M), Atrans sends (mps, Iagm, m') to the sanitization-or-signing
oracle and hands the answer back to Ayiy. Eventually, Apiv outputs its guess a,
and Agans outputs b’ = 0 iff a = b*.

Now, we consider the success probability of Agiy. If b = 0, then the simulation
is identical to the actual attack environment of Ay, with a random bit b* and
we have Pr[b’ = 0|b = 0] = Pr[Ayy = b*] > J + € If b= 1, then no information
on the bit b* is given to Ay, and we have Pr[t/ =1b = 1] = é Therefore, the
advantage Adv of Ayans is given as follows.

Adv = |Pr[b/ =b] —

S 1‘<1+6>+1'1—1‘_6

“127\2 272 2| 2 =
Accountability of sanitizable signatures requires that the origin of a (sanitized)
signed message should be undeniable [3I]]. To recognize a sanitizer in any mean-
ingful way, the sanitizer must have some secret information. However, there is no
such information in trapdoor sanitizable signatures, because any user, just with

a trapdoor, can act as a sanitizer. Therefore, accountability cannot be defined
in trapdoor sanitizable signatures.
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In summary, the security model of trapdoor sanitizable signatures considers
unforgeability and transparency because the definition of unforgeability includes
immutability, the transparency requirement implies privacy, and the accountabil-
ity requirement cannot be defined in a meaningful way.

Definition 8 (Security). A trapdoor sanitizable signature scheme TSS is se-
cure if it is unforgeable and transparent. |

4 Generic Construction from Ordinary Signatures

The previous construction of trapdoor sanitizable signature schemes is based on
identity-based chameleon hash functions to implement the trapdoor generation
functionality [8]. Identity-based chameleon hash functions are not as efficient as
cryptographic hash functions such as SHA-1; rather they are a kind of public-key
primitive in terms of functionality and efficiency. Currently known identity-based
chameleon hash functions (e.g., [I3[14]) are based on the RSA signature or the
bilinear maps. Consequently, they are not more efficient than ordinary signature
schemes. Recall that the purpose of trapdoor is to delegate the power of signing
on a message. Our approach to implementing the trapdoor generation function-
ality is to generate a temporary key pair (SAK7 VAK) of an ordinary signature
scheme and use the signing key SK as a trapdoor. This is simple and intuitive.
We first give a stateful construction that stores (SK,VK) in a list and then
discuss how to remove it.

Construction 1 (Stateful Version). Let DS = (K, S, V) be an ordinary sig-
nature scheme.

— Setup. The public parameter generation algorithm is an identity function. It
takes a security parameter 1¥ as input and sets param = 1*.

— KeyGen. The key generation algorithm takes param = 1* as input and gener-
ates a long-term key pair by executing (SK,VK) « K(1¥). The secret key
is sk = SK and the public key is pk = VK.

— Sign. The signing algorithm takes as input a message m = mq||mas]| - - - ||my,
a secret key sk = SK, and a set of indices Igm C [1,L]. It generates a
temporary key pair (SAK7 Vk) «— K(1*) and forms 7 from m and Lgnm as
follows.

* if 7€ Lgm

m = VK| s - |in, where rm; = { (1)

m; if i¢ladm

where « is a special character for space holder. The signing algorithm com-
putes oo «— S(1, SK) and o1 « S(m|m, SK). The signature is ¢ = (VK,
00, 01). The temporary key pair (SK VK) is kept in a list LisT for trapdoor
generation.

— Trapdoor. The trapdoor generation algorithm takes as input a message m, a
signature o, a secret key sk, and a set of indices I qm. If o is a valid signature
on m and VK exists in LIST, it outputs a trapdoor td = SK from LIST.
Otherwise, it outputs L.
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— Sanitize. The sanitization algorithm takes as input a message m, a signature
o= (Vk,ao,al), a public key pk = VK, a trapdoor td = SK, a set of
indices Igm, and a modified message m'. If o is not a valid signature on
m, Ldm Is not consistent with (m,m’), or SK is not a valid signing key
with respect to VK, then it outputs L. Otherwise, it forms m according to
Equation (@) and computes o «— S(7n||m’, SK). The sanitized signature is
o' = (VK,o09,0)).

— Vrfy. The verification algorithm takes as input a message m, a signature
o = (VAK, 00,01), a public key pk = VK, and a set of indices Iogm. It
forms m according to Equation (Il) and checks the validity of o9 and o1 by
by — V(1n, 00, VK) and by — V(in|m, o1, VK). The verification algorithm
outputs b =by A by. O

The signing algorithm Sign generates a signature og that is essentially a kind of
“public-key certificate” of the verification key VK. The content of the certificate
(i.e. 7), which is similar to the label of [I1], limits the usage of the key VK;
the corresponding signing key can only be used to generate signatures o7 with
respect to messages m’ where Ly, is consistent with (m,m’). This is natural
because in a sense, a public-key certificate “delegates” a signing power to a user.
The temporary key VK is also used for a message ID for 1 = VK ||r]| - - - ||z

If we adopt an aggregate signature scheme, the values oy and o7 in a signature
o= (VAK, 00,01) can be shortened into one value. For example, if we use the
bilinear aggregate signature of Section [ the signature ¢ = (VK,09,01) on a
message m can be compressed into o = (o, ) = (VK,001) = (v, h§h?) where
(sk, pk) = (z,v), (SK,VK) = (&), ho = hash(v|i), and hy = hash(||m||m).
An updated signature ¢’ with a modified message m’ and a trapdoor td =
SK = & can be obtained by ¢/ = (« 6011) where o1 = hash(%|7m|m)® and

’ o

ot = hash(d||7n|/m’)%. Note that sequential aggregate signatures (e.g., [22123])
can be used in a similar manner, since o7 can always be computed after og.

Theorem 3. Construction [l is a secure trapdoor sanitizable signature scheme
if the underlying signature scheme is secure.

Proof. Let DS = (K,S,V) be a secure signature scheme and TSSps be a trap-
door sanitizable signature scheme of Construction [ instantiated with DS. To
prove the security of TSSps, we have to show that TSSps is unforgeable and
transparent.

UNFORGEABILITY. To show the unforgeability of TSSpgs, we build an adversary
A against the signature scheme DS from an adversary B breaking the unforge-
ability of TSSps. Recall that A gets VK as input and has access to the signing
oracle 0%y, where (SK,VK) is a valid key pair of DS. On the other hand, B
gets (param, pk) as input and makes ¢;, queries to the signing oracle Oign, Gir
queries to the trapdoor generation oracle O:krapdoor, and gsqy queries to the san-
itization oracle Ofka"itize. Since a query to the trapdoor generation oracle should
contain a valid signature, we have sy > g4 by assuming that the adversary

does not make two queries for the same trapdoor.
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On input V K, the adversary A begins simulating the attack environment of
B. Tt first sets param = 1¥ where k = |V K| and generates a long-term key pair
(SKo,VKy) « K(1%) and g5, temporary key pairs (SK;, VK;) < K(1*) for
i € [1, ¢sig). It picks a random number p € [0, gsi4] and then sets keys as follows
for i € [1, gsig)-

Sk:{SKO if 0 Ski:{iKi if g

1 if u=0 if p=1
ok — VKo ?f w#0 VI, = VK, ?f ,u;éz
VK if pu=0 VK if p=i

The random number p is A’s guess at the signing key for which B makes a
forgery. If A’s guess is correct, then A can break the security of DS from B’s
forgery. Otherwise, A aborts simulation without success. The adversary A stores
all key pairs (S:Ki, V:KZ) in LIST, gives (param, pk) to B as input, and answers
the queries of B as follows.

— For the i-th signing query (m, Iam), the adversary A forms m according
to Equation (). If p # 0, then A generates o9 <« S(1h, SKj). Otherwise,
A generates op by making a query m to its own signing oracle OZ . (+). If
© # i, then A generates o1 «— S(1|m, SK;). Otherwise, A generates o,
by making a query m|m to OZx(-). The adversary A returns the signature
o= (VK;,00,01).

— For the i-th trapdoor query (m,o, Iygm) where o = (V}{,UO,Jl), the ad-
versary A first checks the validity of o. If Vrfy(m, o, pk, laam) = 0, then A
returns L. If Vify(m, o, pk, fogm) = 1 and VK = VK, then A aborts the
simulation. Otherwise, A returns SK corresponding to VK from List.

— For the i-th sanitization query (m, o, Isgm, m’) where o = (VK,O'o,O'l), the
adversary A first checks the validity of the query. If Vrfy(m, o, pk, Lagm) = 0
or Ihgm is not consistent with (m,m’), then A returns L. Otherwise, A
computes a sanitized signature as follows.

o If VK # VK, then A searches SK corresponding to VK from LIST and
generates o) — S(m||m’, SK).
e Otherwise, A generates o] by making a query r|/m’ to its own signing
oracle 0%, (+).
The adversary A returns a sanitized signature o/ = (VK, 09, 0}).
Let (m*,0*, I, ) be a successful forgery of B, where c* = (V}{*, o5,07). That

’ adm

is, Vrfy(m o*, pk, IZ4,) = 1.

— If 4 = 0 and o is a successful forgery with respect to VK, then 4 forms
m* from m* and I7, according to Equation (IJ) and returns (m*, of) as its
own output.

— If 4 = 0 and o is not a successful forgery with respect to VK, then A
aborts.
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—If p #0 and VK" = VK, then A forms im* from m* and +4m according to
Equation () and returns (/*||m*, o) as its own output.
— Otherwise (i.e., p # 0 and VK" # VK), then A aborts.

If A does not abort (i.e., p € [0, ¢sig] is a correct guess), then the simulation is
perfect. As gsig > g4r, the event of A’s not aborting happens with probability at
least 1/(gsig +1). Therefore, if B succeeds with a probability €, the adversary A
succeeds with probability at least €/(gsig +1).

TRANSPARENCY. Recall that a sanitization-or-signing oracle Ofka Z't'ze/ SENL L)
takes as input a message m, a set of indices I,gm, and a modified message
m’, where Igm should be consistent with (m,m’). If b = 0, it outputs o’ «
Sanitize(m, o, pk, td, I,am, m’) and otherwise, it outputs o’ « Sign(m’, sk, Iigm)-
The adversary’s goal is to guess the random bit b € {0, 1}. For all messages m, m/
and their consistent index set l,gm, the scheme TSSps generates the signature
o' = (VK,00,0}) on message m’ as follows.

x if i € Lyam

m/ = VA.K' mil|lmsl| - - - m/ s where m/- = s
og S(m’, SK),

of — S@'|m’, SK).

This holds whether the signature ¢’ is given by o’ « Sanitize(m, o, pk, td, Iagm, m’)
or o’ «— Sign(m’, sk, Ligm). In the TSSps scheme, the sanitization-or-signing oracle
Oflir;'t'ze/ Sign (-, -, -) works exactly in the same way irrespective of the random bit b =
{0,1}. Therefore, any adversary, which is not necessarily a PPT algorithm, cannot
guess the random bit b with a probability greater than 1/2, even with additional
queries to the signing oracle, the trapdoor generation oracle, and the sanitization

oracle. In other words, TSS is transparent in an information-theoretic sense. [

Our construction gives a simple answer to the basic theoretic question about the
minimal computational complexity assumption under which a trapdoor sanitiz-
able signature exists.

Theorem 4. Secure trapdoor sanitizable signatures exist if and only if one-way
functions exist.

Proof. Theorem [Il and Theorem [J] proves that one-way functions imply secure
trapdoor sanitizable signatures. For the other direction, we use a well-known tech-
nique of [20]. Let TSS = (Setup, KeyGen, Sign, Trapdoor, Sanitize, Vrfy) be a secure
trapdoor sanitizable signature. We build a one-way function f(-) as follows; let
f(z) for z € {0,1}* run param « Setup(z) and (sk, pk) « KeyGen(param) and
output pk. Assume that there is an adversary A that can invert f(-). Then, given
a public key pk, we would be able to obtain a secret key sk’ with the property that
sk’ could generate signatures valid for pk. But this implies that TSS is insecure,
which is a contradiction. (]
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Gertner et al. [I6] minted the terms of “private cryptography world” and “pub-
lic cryptography world” to divide cryptographic primitives into two groups. The
former world consists of one-way function and all its equivalent primitives (e.g.,
pseudo-random generator, pseudo-random function, bit commitment, and digi-
tal signature) and the latter world consists of “harder” primitives such as key
agreement, public key encryption, oblivious transfer, secure function evaluation,
and trapdoor permutation. According to the terminology of Gertner et al. [16],
Theorem [l shows that trapdoor sanitizable signature belongs to the private cryp-
tography world.

Stateless Version. There is a simple technique to remove the necessity of
LisT in Construction [[I One can make K(-), the key generation algorithm for
temporary key pairs (SK,VK), deterministic. Let £1(-) and ¢5(-) be polyno-
mials. Let PRFy : {0,1}9*®) x {0,1}* — {0,1}%() be a variable input-length
pseudo-random function such as variable input-length MACs (message authenti-
cation codes). Let 4 be the randomness used by KC(1¥) where |vyx| = £2(k). The
randomness 7, can be produced in a way that is deterministically dependent
on 7. First, a random key x € {0,1}(%) for PRF, is generated and included
in the secret key sk. To sign a message m, the randomness vy, is computed by
vk = PRFg(k,m). Then, the trapdoor (i.e., the temporary signing key SAK) can
be re-computed from x and m without consulting List. No PPT algorithm can
distinguish between the stateless version and the stateful version because PRFy
is a pseudorandom function.
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