
Key Independent Retrieval of Chaotic

Encrypted Images

Ram Ratan

Defence Research and Development Organisation
Scientific Analysis Group, Metcalfe House Complex

Delhi-110054, India
ramratan_sag@hotmail.com

Abstract. A chaotic image encryption algorithm based on circular shift
functions proposed for high security is analysed in this paper for re-
trieving encrypted images. Proposed retrieval scheme is key independent
and based on divide and conquer attack where neighbourhood similar-
ity characteristic of images is applied. The simulation results show that
retrieved images have very good visual perception quality and are as sim-
ilar as original images. The analysis indicates that above algorithm in
present form is insecure and encrypted images can be retrieved efficiently.
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1 Introduction

Security is an important issue in communication and storage of digital images
because of rapid use of such media in the digital world nowadays and encryption
is one of the ways to achieve security. Encryption is the process which tranforms
the information with the help of encryption key into encrypted form which is
unintelligible and looks like a random mesh. Image encryption has wide appli-
cations in strategic communication, telemedicine, medical imaging, multimedia
systems, etc. Images are different from text and it is not a wise idea to use tradi-
tional encryption schemes to encrypt them because of much encryption time of
large image size. Moreover, retrieved text must be same as original text but this
is not necessary for images because of visual characteristics of human percep-
tion which tolerate small errors in retrieved images,i.e., small errors in retrieved
images are acceptable. Decryption is the process by which original information
is retrieved from encrypted infromation with the help of decryption key.

In order to achieve security, a variety of encryption schemes have been pro-
posed which can be classified in three types: position permutation [1]-[5], value
transformation [6]-[9] and visual transformation [5]. The present paper is con-
cerned with position permutation where circular shift functions are used [1-2,8]
to encrypt images. An image encryption algorithm given in [1] is based on bit
circulation and called as Bit Recirculation Image Encryption (BRIE) and an
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algorithm proposed in [2] is based on pixel circulation and called as Chaotic Im-
age Encryption (CIE). Both the algorithms are also known as two dimentional
circulation encryption algorithms (TDCEA) which consist of two dimentional
circular shift functions.

The analysis of such methods for retrieval of information from encrypted
images becomes important and necessary in some applications and is useful also
in evaluation of such schemes for security. There are following attacks which can
be applied in analysis of encryption techniques depending on various situations:
(1) Known cipher image attack (2) Chosen cipher image attack (3) Known plain
image attack and (4) Chosen plain image attack. The analysis of above methods
is carried out for security [10-12] by applying known or chosen plain image and
known cipher image attacks to obtain encryption key.

In this paper, a CIE algorithm based on pixel circulation using shift func-
tions [1-2] is analyzed and an efficient retrieval scheme is proposed for retrieving
chaotic encrypted images in which rows and columns shifts are applied. The re-
trieval scheme is independent of key and is applicable in a situation when only an
encrypted image is known. The retrieval scheme is based on divide and conquer
attack where neighbourhood similarity is considered as the correlation between
adjacent columns and adjacent rows to correct the effect of circulation of pixels.

The paper is organized as follows. We firstly give a brief introduction of CIE in
Section 2. Proposed image retrieval scheme is presented in Section 3. Simulation
results and discussions on security issues of CIE are presented in Section 4.
Finally, the paper is concluded in Section 5 followed by references.

2 CIE Algorithm

Idea of CIE is the pixel circulation of images which is controlled by chaotic
pseudo random sequence. The algorithm has following four steps:

Step-1 determines a chaotic system and its initial point x(0), rowsize M and
columnsize N of an image, iteration number n0, and constants α, β, and γ used
to determine the rotation number.
Step-2 generates the chaotic sequence from the chaotic system.
Step-3 geterates the binary sequence.
Step-4 includes special functions to rearrange image pixels.

Let f be an image of size M ×N pixels, f(x, y), 0 ≤ x ≤ M − 1, 0 ≤ y ≤ N − 1,
be the pixel value of pixel in f at position (x, y), the transformation image f ′

for given image f is obtained by following circular shift functions:

(i) ROLRi,p
l : f → f ′ is defined to rotate each pixel in the ith row in f ,

0 ≤ i ≤ M − 1, in the left direction p pixels if l equals 0 or in the right direction
p pixels if l equals 1.
(ii) ROUDj,p

l : f → f ′ is defined to rotate each pixel in the jth column in f ,
0 ≤ j ≤ N − 1, in the up direction p pixels if l equals 0 or in the down direction
p pixels if l equals 1.
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(iii) ROURk,p
l : f → f ′ is defined to rotate each pixel at position (x, y) in the

image such that x + y = k, 0 ≤ k ≤ M + N − 2, in the upper right direction p
pixels if l equals 1 or in the lower left direction p pixels if l equals 0.
(iv) ROULk,p

l : f → f ′ is defined to rotate each pixel at position (x, y) in the
image such that x− y = k, −(N − 1) ≤ k ≤ M − 1, in the upper left direction p
pixels if l equals 0 or in the lower right direction p pixels if l equals 1.

BRIE consists of first two functions and CIE consists of all four functions. The
solution to CIE is obtained for first two circular shift functions which are used
in two dimentional circulation of pixels to get an encrypted image.

3 Image Retrieval Scheme

We see in the images that the value of pixels is normally varying smoothly in
the neighbourhood regions which can help us in retrieval process. Divide and
conquer attack can make the solution efficient to given complex problem by
decomposing it into simple problems. We use these concepts in developing pro-
posed image retrieval scheme. For retrieval of an encrypted image, we normally
require decryption key but our proposed scheme is independent of keys and we
do not require any information of such keys. As per divide and conquer attack
we divide given image into columns and rows which make the retrieval of an
encrypted image easy and efficient. The neighbourhood similarity is considered
here as the correlation which is measured as the correlation between two adja-
cent rows (columns). These correlation values are used to get correct shift for
each row and column and rearrange the pixels accordingly in obtaining retrieved
image. The scheme is described as follows:

3.1 Removal of Columnwise Circulation Effect

It is achieved by computing correlation between all adjacent columns of given
encrypted image f ′. The correlation between two adjacent columns, j and j +1,
with shift t is computed as

corrt(j, j + 1) = f ′(i, j) × f ′((i + t)modM, j + 1), 0 ≤ i ≤ M − 1

This correlation is computed for all possible shifts, 0 ≤ t ≤ M − 1 and the
correct shift t for column j + 1 is obtained for which the value of correlation is
maximum. In this manner the correct shift tj is obtained for all the columns,
1 ≤ j ≤ N − 1.

3.2 Removal of Rowwise Circulation Effect

It is achieved by computing correlation between all adjacent rows of given en-
crypted image f ′. The correlation between two adjacent rows, i and i + 1, with
shift t is computed as
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corrt(i, i + 1) = f ′(i, j) × f ′((i + 1, (j + t)modN), 0 ≤ j ≤ N − 1

This correlation is computed for all possible shifts, 0 ≤ t ≤ N−1 and the correct
shift t for row i + 1 is obtained for which the value of correlation is maximum.
In this manner the correct shift ti is obtained for all the rows, 1 ≤ i ≤ M − 1.

As per above procedures, the effect of columnwise and rowwise circulation of
pixels is removed by rearranging pixels in columns and rows of f ′. As the shifts
for first column and first row are not taken into consideration while rearranging
pixels in columns and rows, these leave shifting effects in the retrieved image.

For correcting the effects due to first column and first row, we compute cor-
relation between adjacent columns, corr(j, (j + 1)modN), 0 ≤ j ≤ N − 1 and
correlation between adjacent rows, corr(i, (i + 1)modM), 0 ≤ i ≤ M − 1. The
shifts tc for column and tr for row are obtained as j + 1 and i + 1 respectively
for which correlation value is minimum. All the columns and rows of f’ are re-
arranged according to tc and tr. Finally, the retrieved image f” is obtained.

4 Results and Discussions

CIE algorithm and image retrieval scheme given in this paper have been im-
plemented on MATLAB Platform using MATLAB programming. The visual
perception quality of retrieved images obtained with our scheme is very good
and is same as that of original images. The error in retrieved images is measured
as mean square error (MSE) which is computed as

1
M×N [f(i, j) − f”(i, j)]2, 0 ≤ i ≤ M − 1 and 0 ≤ j ≤ N − 1.

The error in retrieved image f” is tolerable because it does not leave objec-
tionable distortion in retrieved images. Simulation results for image encryption
and image retrieval are respectively shown in figure 1 and figure 2.

In figure 1, (a) and (e) are original images; (b) and (f) are encrypted images
obtained by applying only rowwise circulations; (c) and (g) are encrypted images
obtained by applying only columnwise circulations, and (d) and (h) are final en-
crypted images obtained by applying both rowwise and columnwise circulations.
In figure 2, (a) and (b) are given encrypted images which have MSE as 7717
and 13312 and (c) and (d) are retrieved images which have MSE as 80 and 630.
We see in figure 1 and figure 2 that retrieved images have very good visual
perception quality with unnoticeable distortion and are as similar as original
images.

The security of CIE is mentioned as 2(3M+3N−2)×n(0) and claimed it as very
high [2]. In exhaustive approach there are (M × N)! trials for normal pixels
permutation and (MN ×NM) trials for circular shifts (ROLR and ROUD) used
in encryption. In proposed retrieval scheme we require only (M + N) trials to
retrieve an image encrypted with above two circular shift functions. This shows
that the CIE algorithm is insecure in present form and encrypted images of CIE
can be retrieved efficiently. The CIE can be made secure against above attacks
by incorporating masking or substitutions [6,13] in addition to circular shifts.

MS =E



Key Independent Retrieval of Chaotic Encrypted Images 487

Fig. 1. Original and Encrypted Images

Fig. 2. Encrypted and Retrieved Images

Above retrieval scheme is developed for gray level images but can also be
considered for binary images to retrieve chaotic encrypted images. For binary
images, the correlation between two adjacent columns (rows) with shift t re-
quired in image retrieval is to be computed as given below:

corrt(j, j+1) = 1
N [ no. of matches (f ′(i, j) = f ′((i+t)modM, (j+1)modN))−

no. of mismatches (f ′(i, j) �= f ′((i + t)modM, j + 1)), 0 ≤ i ≤ M − 1].

The pixels in f ′ are rearranged as per above retrieval scheme to retrieve binary
encrypted images.

5 Conclusion

An image retrieval scheme has been presented in this paper for retrieving en-
crypted images of chaotic image encryption algorithm in which circular shift
functions are applied for columnwise as well as rowwise circulation of pixels.
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Image retrieval is automatic, efficient and independent of keys. Image retrieval
scheme is based on divide and conquer attack in which neighbourhood similarity
characteristic between adjacent columns and rows is used in image retrieval. It
has been shown in simulation results that the chaotic image encryption algo-
rithm which consists of circular shift functions is insecure and the encrypted
images can be retrieved with very good visual perception quality as similar to
original images.
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