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Abstract. An anonymous credential-based access control system allows the user 
to prove possession of credentials to a resource guard that enforce access policies 
on one or more resources, whereby interactions involving the same user are 
unlinkable by the resource guard. This paper proposes three fast batch verifiable 
anonymous credential schemes. With all three schemes, the user can arbitrarily 
choose a portion of his access rights to prove possession of credentials while the 
number of expensive cryptographic computations spent is independent of the 
number of accessx rights being chosen. Moreover, the third anonymous creden-
tial scheme is not only fast batch verifiable but also fast fine-grained revocable, 
which means that to verify whether an arbitrarily chosen subset of credentials is 
revoked entails constant computation cost. 
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pairing. 

1   Introduction 

The protection of consumer privacy in access-control-based applications is a chal-
lenge that can be postponed no longer [1]. Access control simply means the act of 
determining if a particular right, such as access to some resource, can be granted to 
the presenter of a particular credential [2]. The access control system that this paper 
describes has a pseudonym authority (PA), resource holder (RH), resource guard 
(RG), and user as types of players. The PA issues a pseudonym to the user. The RH 
manages resources and, by issuing credentials, grants resource access rights to the 
user. The RG enforces access policies on the resources of one or more RHs and, by 
verifying the pseudonym and the credentials of a user, admits or denies the user ac-
cess to the resources according to the RG’s access control policies. 

It’s interesting to note the common practice that the applications try to collect as 
much personal information as possible from users, due to the incentive to price dis-
criminate [3]. Hence, the user will frequently confront challenges in deciding how 
many resources are accessible and how much privacy is compromised. The user’s 
decision may vary from service to service, from time to time, and from person to 
person. It’s thus important to devise efficient anonymous credential schemes that 
enable verifying an arbitrarily chosen set of user credentials such that only absolutely 
necessary access rights (that are sensitive user information) are exposed to the access-
control-based applications, with as few as possible computational cost. 
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Camenisch et al. [4, p. 2] have proposed seven desirable properties of an anony-
mous credential system, i.e., existential unforgeability, unlinkability, traceability, 
separability for resource holders 1 , revocability, multi-show/one-show credentials, 
non-transferability. In addition to these, this paper highlights four desirable proper-
ties: batch verifiable, fine-grained revocable, and their fast versions. 

 

(i) Batch verifiable. A user can arbitrarily select a portion of his access rights and 
prove possession of credentials to the RG without exposing other access rights. 

(ii) Fast batch verifiable. In addition to (i), the number of expensive cryptographic 
computations spent and the pieces of data generated by proving possession of 
credentials are independent of the number of access rights being chosen. Scalar 
multiplication, modular exponentiation, and pairing evaluation are in general 
considered expensive. 

(iii) Fine-grained revocable. Any one credential of the user can be revoked while 
leaving his other credentials untouched. In other words, revocation of credentials 
is on a per-user per-access-right basis. 

(iv) Fast fine-grained revocable. The RG may need to ascertain whether a subset of 
the user’s credentials has been revoked. In such case, in addition to (iii), the 
number of expensive cryptographic computations spent and the pieces of data 
generated by proving that the subset of credentials are not revoked are independ-
ent of the size of the subset being chosen. 

 

Our Contribution 
To the best of our knowledge, this work is the first that addresses an anonymous cre-
dential system achieving the fast batch verifiable property and the fast fine-grained 
revocable property. Three pairing-based anonymous credential schemes are presented. 
The first scheme achieves the fast batch verifiable property in the random oracle 
model. The second and third schemes achieve the fast batch verifiable property in the 
standard model. In particular, the third scheme achieves the fast fine-grained revoca-
ble property as well. 

2   Related Work 

The anonymous credential system has been extensively studied in academia, resulting 
in many schemes, including those of [1, 4 - 14], just to name a few. 

Chaum et al. [5] first introduced the scenario with multiple users that request cre-
dentials from resource holders then anonymously present credentials to resource 
guards without involving the resource holders online. The schemes proposed in [6] 
and [7] are based on having a trusted third party involved in all interactions. 

Persiano et al. [10,11] proposed two anonymous credential schemes. The work of 
[10] is based on a chameleon certificate. The work of [11] is based on Strong RSA 
assumption. However, these schemes rely on inefficient zero-knowledge proofs, such 

                                                           
1 Here it should be noted that the term Organization is originally utilized in [4]. The Organiza-

tion not only issues credentials but also verifies credentials. In this regard, we logically divide 
Organization into Resource Holder and Resource Guard. 
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as proving knowledge of a double discrete logarithm, which is too expensive to be 
adoptable in practice [15]. 

Camenisch et al. [4, 12] proposed two efficient anonymous credential schemes, 
wherein [4] is based on Strong RSA assumption and [12] is based on LRSW assumption. 

Most recently, Akagi et al. 14 proposed a q-SDH assumption-based anonymous 
credential scheme. This scheme is more efficient than the above ones because it util-
izes a simplified system model (we will elaborate this simplified system model in 
Section 5.1). 

However, none of the previous work presents a fast batch verifiable anonymous 
credential scheme. As Camenisch et al. recently pointed out, it is as yet an open prob-
lem to find a fast batch verification scheme for anonymous credentials [16]. 

Moreover, none of the previous work explicitly addresses the fine-grained revoca-
ble property. And none presents a fast fine-grained revocable anonymous credential 
scheme. 

3   Preliminaries 

3.1   Notations and Number-Theoretic Preliminaries 

If S  is a finite set, 
R

x ∈ S  denotes that x  is chosen from S  uniformly at random. 

Let ()Ω ⋅  be an arbitrary Boolean predicate, i.e., a function that, upon input of some 

string ς , outputs either TRUE  or FALSE . By ( ) : ( )A xς ς← Ω  we denote that 

( )ςΩ  is TRUE  after ς  was obtained by running algorithm ()A ⋅  on input x . A func-

tion ( )adv k  is said to be negligible if for every positive polynomial ()p ⋅  and suffi-

ciently large k , ( ) 1 / ( )adv k p k< . 

Throughout this paper, we use the traditional multiplicative group notation, instead 
of the additive notation often used in elliptic curve settings. 

Let 
1 1

g=G  and 
2 2

g=G  be two finite cyclic groups with additional group 

=G g  such that 
1 2

p= = =GG G  where p  is a large prime. Let *
1

G  denote 

1
\OG  where O  is the identity of 

1
G . Bilinear map 

1 2
:e × → GG G  is a function, 

such that: Bilinear, for all 
1 1
h ∈ G , 

2 2
h ∈ G , and for all ,

p
a b ∈ Z , 

1 2 1 2
( , ) ( , )a b abe h h e h h= ; Non-degenerate, 

1 1
h∃ ∈ G , 

2 2
h∃ ∈ G  such that 

1 2
( , )e h h ≠ I  where I  is the identity element of G ; and Computable: there exists an 

efficient algorithm for computing e . 
We suppose there is a setup algorithm ()Setup ⋅  that, upon input of security pa-

rameter 1k , outputs the above settings of the bilinear map and writes this as 

1 2 1 2
( , , , , , , ) (1 )kp g g e Setup←GG G . 
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q-SDH Assumption. For all probabilistic polynomial-time (p.p.t.) adversaries A , 

( )adv k  defined as follows is a negligible function: 

2

1 2 1 2

1/( )
2 2 2 1

( , , , , , , ) (1 ); ;

Pr ( , ) ( , , , ) : ( )
q

k
R p

a a a a x
p

p g g e Setup a

x y g g g x y g adv k+

← ∈
⎡ ⎤← ∈ ∧ = =⎢ ⎥⎣ ⎦

GG G Z
ZA

 

The q-SDH assumption has been shown to hold in generic bilinear groups by 
Boneh et al. [17]. 

3.2   Honest-Verifier Zero-Knowledge (HVZK) Proof 

Let { }( ) :  ( )KP ς ςΩ  denote a zero-knowledge proof instance between a prover and a 

verifier, where their common input is a predicate ()Ω ⋅ , and the prover’s secret input is 

a string ς . { }( ) :  ( ) TRUEKP ς ςΩ =  denotes the case that the verifier is convinced 

that ( )=TRUEςΩ , and { }( ) :  ( ) FALSEKP ς ςΩ =  denotes the case otherwise. The 

honest-verifier zero-knowledge (HVZK) proof has been extensively studied during 
the past two decades, resulting in many efficient techniques [19 - 21]. 

In particular, we elaborate { }2
( , , ) :  (T, ) ( T , ) TzKP t z e A e h g tτ ττ −= ⋅ ∧ =  as 

below Protocol 1, which is an HVZK proof of knowledge of 
1

t ∈ G , 
p

τ ∈ Z , and 

p
z ∈ Ζ ⊆ Z  such that congruence 

2 2
( , ) ( , )ze t A g e h gτ τ⋅ =  holds.. 

Protocol 1 

Bilinear map 
1 2 1 2

( , , , , , , ) (1 )kp g g e Setup←GG G  and 
2

A ∈ G  are system parameters. 

All these plus 
1

h ∈ G  and 
1

T t τ= ∈ G  are common inputs to the prover and verifier. 

The prover’s secret input is 
1

t ∈ G , 
p

τ ∈ Z , and 
p

z ∈ Ζ ⊆ Z . 

The goal of Protocol 1 is to prove knowledge of t , τ , and z , such that 

2
(T, ) ( T , )ze A e h gτ −= ⋅  and T t τ= , i.e., 

2 2
( , ) ( , )ze t A g e h gτ τ⋅ = . 

1) The prover selects 2( , )
R p

α β ∈ Z , computes 
2

R ( T , )e h gα β−= ⋅ ∈ G , and 

sends R  to the verifier. 

2) The verifier selects a challenge 
R p

c ∈ Z  and sends c  to the prover. 

3) The prover computes 2( , )
z p

s c s c zτ α τ β= − ⋅ = − ⋅ ∈ Z , and sends ( , )
z

s sτ  

to the verifier. 

The verifier is convinced iff *
1

T ∈ G  and 
2

R ( T , ) (T, )zs s ce h g e Aτ −= ⋅ ⋅ . 

Also notice that Protocol 1 is a secure three-move identification scheme [22]. 

Claim 1. The number of expensive cryptographic computations spent and the pieces 
of data generated by Protocol 1 are constant. 
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4   Fast Batch Verifiable Anonymous Credential 

Describing anonymous credential scheme as five algorithms: ()PAKeyGen ⋅ , 

()RHKeyGen ⋅ , ()UserEnroll ⋅ , ()GCred ⋅ , and ()VCred ⋅ , we formalize the notions of 

batch verification and fast batch verification. 
()PAKeyGen ⋅ . This probabilistic algorithm takes as input the security parameter 

1k , and returns the PA public key PApk  and private key PAsk . 

()RHKeyGen ⋅ . This probabilistic algorithm takes as input PApk  and access right 

ij
R  that is under control of 

i
RH , and returns access-right public key RH

ij
pk  and  pri-

vate key RH
ij
sk  of access right 

ij
R . 

()UserEnroll ⋅ . This probabilistic algorithm takes as input PApk ; PAsk ; 
max
n , 

which is the maximum number of admissible users; and a user identity 
l
U ; and re-

turns user key 
l
x  and user pseudonym 

l
nym . 

()GCred ⋅ . The credential issuance algorithm takes as input PApk , 
l

nym , 
l
x , ac-

cess right 
ij
R , corresponding access-right public key RH

ij
pk  and private key RH

ij
sk , 

returns credential 
ijl

Cred . 

()VCred ⋅ . The credential verification algorithm takes as input PApk , 
l

nym , 
l
x , a 

set of access rights { }ijR , corresponding access-right public keys { }RH
ij
pk , and pur-

ported credentials { }ijlCred . It decides whether to accept or to reject the credentials, 

and returns TRUE  or FALSE , respectively. 

Definition (Batch Verifiable Anonymous Credentials). An HVZK knowledge proof 

instance { } { } { } { }{ }( , , ) : ( , , , , , )PA RH
l l ijl l l ij ij ijl

KP nym x Cred VCred pk nym x R pk Cred  is a 

batch verification of anonymous credentials if the following two conditions hold: 

• If for all 
ij
R , ( , , , , , ) TRUEPA RH

l l ij ij ijl
VCred pk nym x R pk Cred = ,  then given the 

honest prover 
{ }

{ } { } { }
( , , ) :

TRUE
       ( , , , , , )

l l ijl

PA RH
l l ij ij ijl

nym x Cred
KP

VCred pk nym x R pk Cred

⎧ ⎫⎪ ⎪⎪ ⎪⎪ ⎪ =⎨ ⎬⎪ ⎪⎪ ⎪⎪ ⎪⎩ ⎭

 

• If for any 
ij
R , ( , , , , , ) FALSEPA RH

l l ij ij ijl
VCred pk nym x R pk Cred = , then ( )adv k  

defined as follows is a negligible function: 

{ }
{ } { } { }

( , , ) :
Pr TRUE ( )

       ( , , , , , )
l l ijl

PA RH
l l ij ij ijl

nym x Cred
KP adv k

VCred pk nym x R pk Cred

⎡ ⎤⎧ ⎫⎪ ⎪⎪ ⎪⎢ ⎥⎪ ⎪ = =⎨ ⎬⎢ ⎥⎪ ⎪⎢ ⎥⎪ ⎪⎢ ⎥⎪ ⎪⎩ ⎭⎣ ⎦

 

With this definition, it’s easy to see that most existing anonymous credential 
schemes can conduct batch verification of anonymous credentials, e.g. the scheme as 
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per [9]. Specifically for some of the existing schemes, adopting batch verification 
method for modular exponentiations due to Bellare et al. [23] may yield alternative 
approaches, see for instance [24] which presented general approach to batch verifica-
tion of short signatures. Whereas, neither approach is fast, as analyzed below, as per 
our definition for fast batch verification of anonymous credentials. 

Definition (Fast Batch Verifiable Anonymous Credentials). The above batch veri-

fication of anonymous credentials is said to be fast if, for all { }ijR⊆R , the number 

of expensive cryptographic computations spent and the pieces of data generated by 

{ } { } { }{ }( , , ) : ( , , , , , ) TRUEPA RH
l l ijl l l ij ijl

KP nym x Cred VCred pk nym x pk Cred =R  

are independent of R . 

5   Fast Batch Verifiable Anonymous Credential Scheme 

5.1   Scheme I 

Our first fast batch verifiable anonymous credential scheme (Scheme I) is based on a 
simplified system model. This simplified system model has four types of players: the 
portal service (PS) that not only manages pseudonyms but also manages access rights 
on behalf of the RHs, the RH that is transparent to the user, the RG, and the user. It’s 
notable that the work of [14] is based on the same simplified system model. 

Notice that with this simplified system model, algorithm ()RHKeyGen ⋅  merges 

with algorithm ()PAKeyGen ⋅  as ()PSKeyGen ⋅ , and algorithm ()UserEnroll ⋅  

merges with algorithm ()GCred ⋅ . 

PSKeyGen(·): The PS calls ()Setup ⋅  according to the security parameter 1k , chooses 

a full-domain hash function { }*

1
( ) : 0,1Hash ⋅ → G  that is viewed as a random oracle 

by the security analysis; and chooses 
R p

a ∈ Z ; and computes 
2 2
aA g= ∈ G . 

The PS’s public key is 
1 2 1 2

( , , , , , , , , ( ))PSpk p g g e A Hash= ⋅GG G  and private key is 
PSsk a= . 

GCred(·): In order to be granted access rights 
i
R  by the PS, a user who has trustwor-

thy identity 
a
U  carries out the following access-rights-granting protocol with the PS: 

2.a) The user sends its identity 
a
U  to the PS and the PS queries its database for 

stored key z  of 
a
U . Iff it does not find a match, the PS selects 

R p
z ∈ Z  for 

a
U  

and stores ( , )
a
U z  in its database. 

2.b) The PS computes 1/( )( ) a z
i i
t Hash R += , and sends user key z  and credential 

i
t  

to the user. 

2.c) User 
a
U verifies that 

2 2
( , ) ( ( ), )z
i i

e t A g e Hash R g⋅ = . 
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Fast Batch Verification of Anonymous Credentials: Suppose the user 
a
U  has been 

granted access rights { }1 2
, , ,R R R

ϒ
… . Without loss of generality, suppose one subset 

{ } { }1 2
, , ,

j
r R R R

ϒ
⊆ …  of the user’s access rights matches one of the RG’s policies 

{ }, ( ),
j j

j

Pol r Hash r
⎛ ⎞⎟⎜ ⎟= Η =⎜ ⎟⎜ ⎟⎟⎜⎝ ⎠

∏ … . Let 
j
t  denote the user’s credential that corre-

sponds to access right 
j
r . 

Define ()VCred ⋅  as 
?

2 2
( , ) ( ( ), )z

j j
j j

e t A g e Hash r g⋅ =∏ ∏ . In order to prove to the 

RG that he meets policy Pol , the user carries out the following anonymous access 
control protocol with the RG: 

3.a) The user 
a
U  computes t

j
j

t=∏ , selects 
R p

τ ∈ Z , and computes batch verifi-

able anonymous credential tτΤ = . 

3.b) User 
a
U  notifies the RG of the matching of policy Pol  and sends Τ  to the RG. 

3.c) RG interacts with 
a
U  for { }2

(t, , ) :  ( , ) ( , ) T tzKP z e A e gτ ττ −Τ = Η ⋅Τ ∧ =  

utilizing Protocol 1. 

3.d) If { }2
( , , ) :  ( , ) ( , ) T t TRUEzKP t z e A e gτ ττ −Τ = Η ⋅Τ ∧ = = , the RG is 

convinced. 

5.1.1   Scheme I Security 
We formalize the existential unforgeability of Scheme I as an adaptive chosen-key 
and adaptive chosen-access-right game. In this model, the adversary A  is given a 
single public key. His goal is the existential forgery of a batch verifiable anonymous 

credential. The adversary’s advantage, ADVSchemeIA , is defined as his probability of 

success in the game. 

Definition (Existential Unforgeability of Scheme I). An adversary A  
( , , , , )-breaksN t εΚ Γ  the existential unforgeability of the -userN  Scheme I in the 

adaptive chosen-key and adaptive chosen-access-right model if A  runs in time at 
most t , makes at most Κ  queries to the hash function, issues at most Γ  credential 

queries to the challenger, and ADVSchemeIA  is at least ε . 

Theorem 1.1. Proposed Scheme I is secure against existential forgery in the random 
oracle model under q-SDH assumption. 

Corollary 1.1. Proposed Scheme I is a batch verification scheme for anonymous 
credentials. 

Corollary 1.2. Based on Claim 1, proposed Scheme I is a fast batch verification 
scheme for anonymous credentials. 
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Now we turn to formalizing the unlinkability of Scheme I. We basically rephrase the 
CPA-full-anonymity model defined by Boneh et al. [25], which is a slightly weaker 
version of the full-anonymity model given by Bellare et al. [28]. In this model, the 
adversary A  is given a single public key. His goal is to determine which of two users 
is involved in an instance of the anonymous access control protocol. His success 

probability, SUCCSchemeIA , is defined as his probability of success in the game. 

Definition (CPA-Full-Anonymity of Scheme I). An adversary A  
( , , , , )-breaksN t εΚ Γ  the CPA-full-anonymity of the -userN  Scheme I if A  runs in 

time at most t , makes at most Κ  queries to the hash function, issues at most Γ  cre-

dential queries to the challenger, and SUCCSchemeIA  is at least ε . 

Definition (Security of Scheme I). Scheme I is secure if no algorithm 
( , , , , )-breaksN t εΚ Γ  its existential unforgeability and no algorithm 

( , , , , )-breaksN t εΚ Γ  its CPA-full-anonymity. 

Lemma 1.3. Proposed Scheme I achieves CPA-full-anonymity. 

Corollary 1.3. Based on Theorem 1.1 and Lemma 1.3, proposed Scheme I is secure. 

5.2   Scheme II 

Here we present our second fast batch verifiable anonymous credential scheme 
(Scheme II). Unlike Scheme I, Scheme II works in the general system model and the 
security of Scheme II does not rely on the random oracle. 

PAKeyGen(·): The PA calls ()Setup ⋅  according to the security parameter 1k  and 

chooses 
R p

a ∈ Z  and computes 
2 2
aA g= ∈ G . 

The PA’s public key is 
1 2 1 2

( , , , , , , , )PApk p g g e A= GG G  and private key is 
PAsk a= . 

RHKeyGen(·): Given PA public key PApk , the resource holder 
i

RH  that controls 

access rights 
ij
R , 1,2, ,

i
j n= , executes the following: 

2.a) For each 
ij
R , it chooses 

ij R p
b ∈ Z  and computes 

2 2
ijb

ij
B g= ∈ G . 

2.b) For each 
ij
B , it generates the signature of knowledge proof 

{ }2
( ) : ijb

ij ij ij
SKP b B gΣ = = . 

The 
i

RH ’s access right public key is ( ){ }, ,RH
ij ij ij ij
pk R B= Σ   and the private key 

is RH
ij ij
sk b= . 

UserEnroll(·): In order to obtain a pseudonym, a user who has trustworthy identity 

u
U  carries out the following with the PA: 
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3.a) The user sends its identity 
u
U  to the PA and the PA queries its database for 

stored key 
u
z  of 

u
U . Iff it does not find a match, the PA selects 

u R p
z ∈ Z  for 

u
U  and stores ( , )

u u
U z  in its database. 

3.b) PA computes a BB signature [17] 1/( )

1
ua z

u
t g += , and sends user key 

u
z  and 

pseudonym 
u
t  to 

u
U . 

3.c) User 
u
U  verifies that 

2 1 2
( , ) ( , )z
u

e t A g e g g⋅ = . 

GCred(·): In order to be granted a credential for access right 
ij
R , the user 

u
U  carries 

out the following access-right-granting protocol with the resource holder 
i

RH  that 

controls access right 
ij
R : 

4.a) User 
u
U  interacts with the 

i
RH  for { }1 2 2

( ) :  ( , ) / ( , ) ( , )z
u u

KP z e t A e g g e t g−= . 

4.b) If { }1 2 2
( ) :  ( , ) / ( , ) ( , ) TRUEz

u u
KP z e t A e g g e t g−= = , the 

i
RH  computes 

ijb

ij u
v t=  and sends 

ij
v  to the user. 

4.c) The user verifies that 
2

( , ) ( , )
u ij ij

e t B e v g=  holds and stores 
ij
v  as his credential 

for access right 
ij
R . 

Fast Batch Verification of Anonymous Credentials: Suppose the user 
u
U  has been 

granted pseudonym 
u
t  and credentials for access rights { }ijR  whose corresponding 

access-right public keys are { }ijB . Without loss of generality, suppose one subset 

{ } { }j ij
r R⊆  of the user’s access rights matches one of the RG’s policies 

{ },B ,
j j

j

Pol r B
⎛ ⎞⎟⎜ ⎟= =⎜ ⎟⎜ ⎟⎟⎜⎝ ⎠

∏ … , where 
j
B  is the access-right public key that corre-

sponds to resource 
j
r . Since { }j ij

r R∈ , we have that { }j ij
B B∈ . Let 

j
v  denote the 

user’s credential that corresponds to access right 
j
r . 

Define ()VCred ⋅  as: 
?

2 1 2
( , ) ( , )z
u

e t A g e g g⋅ =  and 
?

2
( , ) ( , )
u j j

e t B e v g= . In order to 

prove to the RG that he meets policy Pol , the user 
u
U  carries out the following 

anonymous access control protocol with the RG: 

5.a) The user 
u
U  selects 

R p
τ ∈ Z , computes pseudonym T

u
t τ=  and batch verifi-

able anonymous credential V v
j

j

v
τ

τ
⎛ ⎞⎟⎜ ⎟= = ⎜ ⎟⎜ ⎟⎟⎜⎝ ⎠
∏ . 
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5.b) User 
u
U  notifies the RG of the matching of policy Pol  and sends T , V  to RG. 

5.c) The RG interacts with the user 
a
U  for 

{ }1 2
( , , ) :  ( , ) ( , ) Tz
u u

KP t z e A e g g tτ ττ −Τ = ⋅Τ ∧ =  

utilizing Protocol 1. 

5.d) If { }1 2
( , , ) :  ( , ) ( , ) T TRUEz
u u

KP t z e A e g g tτ ττ −Τ = ⋅Τ ∧ = = , the RG next 

verifies that 
?

2
(T,B) (V, )e e g= . If the congruence holds, the RG is convinced. 

5.2.1   Scheme II Security 
We formalize the existential unforgeability of Scheme II as an adaptive chosen-key 
and adaptive chosen-access-right game. In this model, the adversary A  is given the 
PA public key and an access-right public key. His goal is the existential forgery of a 
pseudonym and a batch verifiable anonymous credential. The adversary’s advantage, 

ADVSchemeIIA , is defined as his probability of success in the game. 

Definition (Existential Unforgeability of Scheme II). An adversary A  
( , , , )-breaksN t εΓ  the existential unforgeability of the -userN  Scheme II in the 

adaptive chosen-key and adaptive chosen-access-right model if A  runs in time at 

most t , issues at most Γ  queries to the challenger, and ADVSchemeIIA  is at least ε . 

Theorem 2.1. Proposed Scheme II is secure against existential forgery under q-SDH 
assumption. 

Corollary 2.1. Proposed Scheme II is a batch verification scheme for anonymous 
credentials. 

Corollary 2.2. Based on Claim 1, proposed Scheme II is a fast batch verification 
scheme for anonymous credentials. 

Now we turn to formalizing the unlinkability of Scheme II, again in the CPA-full-
anonymity model. In this model, the adversary A  is given the PA public key and 
some access-right public keys. His goal is to determine which of two users is involved 
in an instance of the anonymous access control protocol. His success probability, 

SUCCSchemeIIA , is defined as his probability of success in the game. 

Definition (CPA-Full-Anonymity of Scheme II). An adversary A  
( , , , )-breaksN t εΓ  the CPA-full-anonymity of the -userN  Scheme II if A  runs in 

time at most t , issues at most Γ  queries to the challenger, and SUCCSchemeIIA  is at 

least ε . 

Definition (Security of Scheme II). Scheme II is secure if no algorithm 
( , , , )-breaksN t εΓ  its existential unforgeability and no algorithm ( , , , )-breaksN t εΓ  

its CPA-full-anonymity. 
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Lemma 2.3. Proposed Scheme II achieves CPA-full-anonymity. 

Corollary 2.3. Based on Theorem 2.1 and Lemma 2.3, proposed Scheme II is secure. 

6   Revocation 

In this section, we will present a fast batch verifiable as well as fast fine-grained revo-
cable scheme (Scheme III) that is modified from Scheme II. 

6.1   Fast Fine-Grained Revocation 

In addition to the five algorithms described in Section 4, Scheme III also requires the 
()Revoke ⋅  algorithm below. 

()Revoke ⋅ . This deterministic algorithm takes as input PAsk , 
ij
R , RH

ij
pk , 

l
x , 

ijl
Cred , and x  for which the credential for 

ij
R  needs revocation, and returns the 

updated RH
ij
pk ′  and credential 

ijl
Cred ′ . 

Definition (Fast Batch Verifiable and Fast Fine-grained Revocable Anonymous 
Credentials). A batch verifiable and fine-grained revocable anonymous credential 
scheme is said to achieve fast batch verification and fast fine-grained revocation 

properties if, for all { }ˆ
ij
R⊆ ⊆R R  where R̂  is the set of access rights whose cor-

responding credentials purportedly have not been revoked, the number of expensive 
cryptographic computations spent and the pieces of data generated by 

{ } { } { }{ }( , , ) : ( , , , , , ) TRUEPA RH
l l ijl l l ij ijl

KP nym x Cred VCred pk nym x pk Cred =R  

are independent of R  and R̂ , where ()VCred ⋅  will return FALSE  if any one 

credential for R̂  has been revoked. 

In order to support fast fine-grained revocation, Scheme II’s procedures for 
()RHKeyGen ⋅ , ()GCred ⋅ , and anonymous access control protocol need to be slightly 

modified, as depicted below. 

RHKeyGen(·): Given PA public key PApk , the resource holder 
i

RH  that controls 

access rights 
ij
R , 1,2, ,

i
j n= , executes the following: 

2.a) For each 
ij
R , it chooses 

ij R p
b ∈ Z  and computes 

2 2
ijb

ij
B g= ∈ G . 

2.b) For each 
ij
R , it computes access right revocation data 

1 1
ijb

ij
h g= ∈ G  and ini-

tializes revocation list { }( , )
ij ij

RL h= Δ , where Δ  denotes that the two-tuple 

( , )
ij
h Δ  is the first row in 

ij
RL , i.e., no revocation happens yet. 

2.c) For each 
ij
B  and 

ij
h , it generates a signature of knowledge proof 
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{ }2 1
( ) : ij ijb b

ij ij ij ij
SKP b B g h gΣ = = ∧ = . 

The 
i

RH ’s public key is ( ){ }, , ,RH
ij ij ij ij ij
pk R B RL= Σ   and the private key is 

RH
ij ij
sk b= . 

GCred(·): In order to be granted access right 
ij
R , the user 

u
U  carries out the follow-

ing access-right-granting protocol with the resource holder 
i

RH  that controls access 

right 
ij
R : 

4.a) User 
u
U  interacts with the 

i
RH  for { }1 2 2

( ) :  ( , ) / ( , ) ( , )z
u u

KP z e t A e g g e t g−= . 

4.b) If { }1 2 2
( ) :  ( , ) / ( , ) ( , ) TRUEz

u u
KP z e t A e g g e t g−= = , the 

i
RH  computes 

ijb

ij u
v t=  and sends 

ij
v  to the user. 

4.c) The user 
u
U  verifies that 

2
( , ) ( , )
u ij ij

e t B e v g=  holds, and stores 
ij
v  as his cre-

dential and 
ij ij
w v=  as his validity data for access right 

ij
R . 

Revoke(·): Given a misbehaving user U  that has user key z , in order to revoke his 

credential for access right 
ij
R , PA needs to do the following: 

6.a) PA retrieves revocation data 
ij
h  from the last (latest) row of 

ij
RL . 

6.b) PA computes 1/( )a z
ij ij
h h +=  and appends ( , )

ij
h z  to 

ij
RL . 

Consider user 
u
U  that has user key z . User 

u
U  has credential 

ij
v  and validity 

data 
ij
w  for access right 

ij
R  as well. As a consequence of user U ’s credential for 

access right 
ij
R  being revoked, user 

u
U  needs to execute the following to update his 

credential: 

6.c) The user 
u
U  computes 1/( )( / ) z z

ij ij ij
w h w −=  and updates his credential for ac-

cess right 
ij
R  to ( , )

ij ij
v w . 

Fast Batch Verification & Fast Fine-Grained Revocation of Anonymous Creden-

tials: Suppose the user 
u
U  has been granted credentials for access rights { }ijR  whose 

corresponding access-right public keys are { }ijB . Without loss of generality, suppose 

one subset { } { }j ij
r R⊆  of the user’s access rights matches one of the RG’s policies 

{ },B ,
j j

j

Pol r B
⎛ ⎞⎟⎜ ⎟= =⎜ ⎟⎜ ⎟⎟⎜⎝ ⎠

∏ … , where 
j
B  is the access-right public key that corre-

sponds to resource 
j
r . Since { }j ij

r R∈ , we have that { }j ij
B B∈ . Let 

ij
v  denote the 
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user’s credential for credential access right 
j
r . Let 

ij
w  denote the user’s current valid-

ity data, i.e., data that has been updated to include the latest revocation, on access 

right 
j
r . 

The user  
u
U  wants to prove to the RG that he meets policy Pol . Whereas, the RG 

is curious about whether the user’s access rights on { } { }k j
r r⊆  have been revoked. 

Let 
k
h  denote the access right revocation data that is retrieved from the last row of 

k
RL  . 

Define ()VCred ⋅  as 
?

2 1 2
( , ) ( , )z
u

e t A g e g g⋅ = , 
?

2
( , ) ( , )
u j j

e t B e v g= , and 

?

2 2
( , ) ( , )z
k k

e w A g e h g⋅ = . In order to convince the RG, the user 
u
U  carries out the 

following anonymous access control protocol with the RG: 

5.a) The user 
u
U  selects 

R p
τ ∈ Z , and computes pseudonym T

u
t τ=  and batch 

verifiable anonymous credential V v
j

j

v
τ

τ
⎛ ⎞⎟⎜ ⎟= = ⎜ ⎟⎜ ⎟⎟⎜⎝ ⎠
∏ . In addition, the user com-

putes fine-grained validity data W w
k

k

w
τ

τ
⎛ ⎞⎟⎜ ⎟= = ⎜ ⎟⎜ ⎟⎜⎝ ⎠∏ . 

5.b) The user 
u
U  notifies the RG of the matching of policy Pol  and sends T , V , 

and W  to the RG. 

5.c) Utilizing a natural extension of Protocol 1, the RG interacts with the user 
u
U  for 

1 2

2

( ,w, , ) :  ( , ) ( , ) T

                                  (W, ) (( ) W , ) W w

z
u u

z
k

k

t z e A e g g t
KP e A e h g

τ τ

τ τ

τ −

−

⎧ ⎫⎪ ⎪Τ = ⋅Τ ∧ =⎪ ⎪⎪ ⎪⎨ ⎬∧ = ⋅ ∧ =⎪ ⎪⎪ ⎪⎪ ⎪⎩ ⎭
∏ . 

5.d) If the RG accepts the above knowledge proof, it further verifies that 
?

2
(T,B) (V, )e e g= . If the congruence holds, the RG is convinced. 

6.1.1   Security of Fine-Grained Revocation 
Note that Scheme III exactly reuses the steps in Scheme II to achieve fast batch veri-
fication of anonymous credentials and that Protocol 1 is witness indistinguishable 
[33]. Therefore, Scheme III should be secure with respect to existential unforgeability 
and CPA-full-anonymity, as long as the fine-grained validity data is existentially 
unforgeable. 

We formalize the existential unforgeability of the validity data as an adaptive cho-
sen-key and adaptive chosen-access-right game. In this model, the adversary A  is 
given the PA public key, an access-right public key, and access right revocation data. 
His goal is the existential forgery of the validity data. The adversary’s advantage, 

ADVVALIDA , is defined as his probability of success in the game. 
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Definition (Existential Unforgeability). An adversary A  ( , , , )-breaksN t εΓ  the 

existential unforgeability of validity data of the -userN  Scheme III in the adaptive 
chosen-key and adaptive chosen-access-right model if A  runs in time at most t , 

issues at most Γ  queries to the challenger, and ADVVALIDA  is at least ε . 

Theorem 3.1. Proposed Scheme III is secure against existential forgery of validity 
data under q-SDH assumption. 

Corollary 3.1. Based on Claim 1, proposed Scheme III attains fast fine-grained revo-
cation of anonymous credentials. 

7   Conclusions and Future Work 

Three constructions of fast batch verifiable anonymous credential schemes were pre-
sented. The first scheme achieves the fast batch verifiable property in the random 
oracle model. The second and third schemes achieve the fast batch verifiable property 
in the standard model. The third scheme in addition achieves the fast fine-grained 
revocable property. 

To attain the fast properties, our three schemes require linear storage consumption for 
the credentials and the credentials cannot be arbitrary statements. It is desirable to see 
anonymous credential scheme with fast properties that overcomes these two limitations. 

According to the findings of [24] and [34], our three schemes after further modifi-
cations may be able to conduct batch verification of anonymous credentials from 
different users. But such modifications cannot be fast if we require the number of 
expensive cryptographic computations being independent of the number of users. It is 
thus very interesting to find a fast scheme for this usage scenario. 
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