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Abstract. In this paper, a square like attack on Camellia is presented,
by which 9-round 128-bit key Camellia without FL/FL™" functions layer
and whitening is breakable with complexity of 2%6-° encryptions and 2°°
data and 12-round 256-bit key Camellia without FL/FLi1 function layer
and whitening is breakable with the complexity of 22°*® encryptions and
256 data. And we can also apply such method to block cipher having
XORing sBoxes in diffusion layer.
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1 Introduction

Camellia [I] is a symmetric key block cipher developed jointly in 2000 at NTT
and Mitsubishi Electric Corporation. It has the modified Feistel structure with
irregular rounds, which is called the FL/FL~! functions layers. Camellia has
been accepted by ISO/IEC [I1] as an international standard. It is also a winner
of NESSIE, CRYPTREC project and IETF [T1].

Efficient methods analyzing Camellia include linear attack [13], differential
attack [I3] truncated differential attack [GU8II4], impossible differential attack
[16/14], higher order differential attack [4[7], Collision attack [TO/I5] and square
attack [LOUBII7]. The best attack on 128-bit key Camellia was linear attack
[13], which can attack 10-round Camellia without F'L/F L~ functions layer and
whitening with complexity of 2'2!. The best attack against 256-bit key Camellia
was impossible differential attack, which can attack 12-round Camellia without
FL/FL™! functions layer and whitening with complexity of 218!

In this paper, we improve the attacking results on Camellia. Our method
uses active set [2], which was first introduced in square attack [213], to build
the attack, however, the balanced byte is not core byte in our attack, special
properties on XORing of active sBoxes are applied to build the distinguisher, so
we call it square like attack. Such properties are first discovered and are in effect
on the ciphers with XORing in diffusion layer.

Brief description of Camellia is presented in section 2. In section 3, active
bytes transformations on Camellia are illustrated and some new properties are
demonstrated. Our basic attacking method is described in section 4. Section 5
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is its extension. The paper concludes with our most important results contrast
with other known results.

2 Description of the Camellia

Camellia has a 128-bit block size and supports 128-, 192- and 256-bit keys. Camel-
lia with a 128-bit key and 256-bit key is written as 128-Camellia, 256-Camellia.
The design of Camellia is based on the Feistel structure and its number of rounds
is 18 (128-bit key) or 24 (192-, 256-bit key). The FL/FL~! functions layer is in-
serted in it every 6 rounds in order to thwart future unknown attacks. Before the
first round and after the last round, there are pre- and post-whitening layers.

We refer ("), k(") to the rth round output and rth round subkey, refer a:(LT)
and xg) to the left, right half bytes of ("), which implies (") = 1‘([)”1‘5;). Let
Pp||Pr and C||Cg be the Plaintext and Ciphertext.

Let (") be the ith byte of z("). The m(LT) is a 8-byte sequence, we have
x(LT) = (x(LT’l), . .,x(LT’g)). F function contains key-addition K-function, sBoxes
transformation S-function and diffusion function P-function, these functions are
described as follows. The figure illustration of F-function is Fig[ll

The key addition function is

K0, k0+0) (D) g g1 a8 g pr+1.8))
S-function contains 4 types of S-boxes s1, s2, s3, and s4. s2,53,54 are variations

ofsl,

def
Syi,---,ys) = (s1(y1),52(y2), s3(ys), sa(ya), s2(y5), $3(Ys), sa(y7), s1(ys))-
The relation among the four sBoxes is that
so(a) = s1(a) K1, s3(a) =si1(a) >>1, ss(a) = s1(a K1).
def

Let P(z1,...,28) = (21,...,24). The P-function:{0,1}%* +— {0,1}%* maps
(21, .-, 28) to (2], ..., 24). The P-function and its inverse function P~! are

=21 D 23D 24P 26D 27 D 28 =2 DDz DD 2 D 2

2 =21 D 20D 24D 25D 27 D 23 20 =2 DL D2y B2l B2 D2

25 =21 D 20D 23D 25 D 26 D 23 23 =2 Dzhb D2y D2t D zf D 2

2= 20@ 23D 24 P 25 D 26 D 27 24 =2 DL D2 D2l Dzl D 2

28 =21 D2 Dz D27 D 28 ’ 25 =21 © 2y ® 25 ® 27 © 23

26 =720 D23 D25 D27 D 28 26 = 25 © 25 ® 25 © 25 © 23

2/7223@246925@26@28 m:zé@zi@zé@zé@zé

26 =21 D24 D25 D26 D 27 28 =2 D2y Dzi D2y D 2

The R round Camellia without F'L/FL~! functions and pre-, post- whitening
function is written as follows,

2Vl = P Pg

2 =20 e K(S(PEYY)),

Rop—_—c)

CrllCr = i)z



Square Like Attack on Camellia 271

kg

Sty P e o> Zup
xﬂs")@é% Sy o {3 {3 s
x&(x)%% Sy % {3 {3 Zom)
xs(x)%ys S5 & {3 {3 le(x)
Y48 %)}4 Sy s {3 {3 i)
Xz(x)%y! S3 = {j {j g
Xz(s\%yz 52 @ {j D o)
Xis) % S 4 D D i

AN

S Function P Function

Fig. 1. Round function of Camellia-1

Xea) Yier)
XL 1) Xriot) V) YRt

ki

SO DX S
i ]dR(32) B ]dL(32)
S/ 6

Yies) \I/ YRt Xi6) J, Xreet)
Yot FL Function Xt FL" Function

yan)

yanY

Fig.2. FL/FL™" functions

kL(]ZS) @ kR(]ZS)

Fig. 3. Key Schedule of Camellia

The P-permutation, which is a linear transformation, can be move into pre-
vious round or post round. If pre-, post-whitening and FL/FL~! are not taken
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Table 1. Round Keys.( We only give the first 14 rounds key.)
128bit key 192-,256-bit key
subkey value subkey value
Pre-whitening  kw®  (kr <o)z Pre-whitening  kw®  (kr <o)z
kw®  (kp <o)r kw® (kL <o)r
F (Roundl) ED (ka <o)z F (Roundl) EY (kg <o)
F (Round2) E®  (ka <o)r F (Round?2) E® (ks <o)r
F (Round3) E® (b <is)1 F (Round3) P (kr <15)1
F (Round4) ED (kL «i5)r F (Round4) KD (kr <i15)R
F (Round5) KO (ka <<15)L F (Round5) k) (ka <15)1
F (Round6) E©  (ka <i5)r F (Round6) E® (ka <i15)R
FL EWD (ka <30)1 FL EW (kr <<30)1
FL™! E (ka <30)r FL™! k1 (kr <30)R
F (Round?7) ED (kp <<as)L F (Round?7) T (kg <s0)L
F (Round8) E® (kp <a5)r F (Round8) E® (ks <30)r
F (Round9) EO (ka <«as)1 F (Round9) EO (kL «as)1
F (Round10) B9 (kp <«60)r F (Round10) B9 (kL «as)r
F (Roundl11) EAY (ka <o)z F (Roundl11) EAY (ka <as)r
F (Round12) k2 (ka <o0)r F (Round12) k2 (ka <a5)r
FL KW (kL <)L FL ES (kr <oo)r
FL! EW (kL «<77)r FL™! EW (kr <oo)r
F (Round13) B (kp <<oa)r F (Round13) B (kg <o)L
F (Round14) D (kp «oa)r F (Round14) kD (kr <60)r
Round15~Round18 Round15~Round18
Postwhitening ~ kw® (ka <<111)L FL kI® (ka <<77)1
kw® (ka <111)r FL™! KO (ka «77)r
Round19~Round24
Postwhitening ~ kw® (kg <<111)1
Ew® (kg <<111)R

into consideration, two equivalence structures of Camellia called Camellia-3 and
Camellia-4 [I0] are given as follows.
The Camellia-3 is

~(0)||~(0) PLHP_l(PR)

z27 =FrVes@E " Vek™),  risodd

7 =P@Eg Y eSPE T)ek™),  risecven
Cr|Cr = | P(ZF).
The Camellia-4 is
~(0) 1 ~(0 -
0 )EW = PY(PL)| Pr
S(r . P( ~(r—1) @S( ( (r— 1)) @k(ﬂ)% r is odd
GO Ag B & S(a! (r=1) @ (1), r is even
T A(r 1)
o =

ciic = Pz 22
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The FL/FL~! functions are shown in Figl2l which are defined as follows:
({0,154 x {0,1}%* — {0,1}%%), (x ||z g, klL||klr) — yLllyr- The FL function is

YR = ((I'L n le) <<<1) D xR,
yr, = (yr UklR) @ xr.

Figll shows the key schedule of Camellia. Two 128-bit variables kr and kg
are defined as follows. For 128-bit keys, the 128-bit key k is used as kr and kg
is 0. For 256-bit keys, the left 128-bit of the key k is used as k;, and the right
128-bit of k is used as kr. Two 128-bit variables k4 and kp are generated from
kr, and kg as shown in Figll in which X;(i = 1,...,6) are constants used as
Key. The round keys are rotation of k4,kp,kr and kg, which is shown in Tabld2l

3 Basic Attacks on Camellia

3.1 Preliminaries

The concepts of square attack and A-set were introduced by Daemen et. al [2].

Let I'-set be a 256 collection of state bytes a® = (a(D, ... alt™) i €
[0..255], where a®9) is the jth byte of a(¥). If the jth byte of elements in I" are
different from one another,

o) £ (9) Vi i € [0..255),i # i

the jth byte is called active byte. The jth byte is called fixed byte, if the jth
bytes are unchanged in I'-set.

o) = o(9) Vi i € [0..255),i # i

And if Zie[o..255] a7 = 0, then the jth byte is called balanced byte. To make
thing simple, we use A, 0,6, and v to signify a byte and active byte is denoted
A, fixed byte is denoted 6 and balanced byte is denoted 6, other is denoted ~. A
I'-set is called O-set, if all its bytes are fixed bytes. A I'-set is called A-set, if all
its bytes are active bytes or fixed bytes.

The following Theorem 1 is the most important properties of this paper and the

attack is based on which. Before that, let give some notions. Let A = {\(¥} be a

one byte A-set , @ = {#)} be one byte O-set and #) = 6. Let County(p,0)(7) =

H{fFOAD 00y =4 XD € 4,00 € ©,i € [0..255]}. The Count(a,0)(7) is the
count of v, when the inputs changes trough the input sets A4 and 6.
The S-box of Camellia has following properties.

Theorem 1. Let A = {\D} be a A-set and © = {0D} be O-set, in which
0% =0 and AV, 0 € {0,1}3. S-Bozes of Camellia have following properties

Countg,(ay(v) =1, v € {1,2,3,4}, v € {0,1}%;
Countsl(A)@sz(A) (v) € {072}) v e {07 1}8;
Countsl(/l)ea53(/l) (v) €{0,2}, v € {0, 1}8;
Countsz(/l)ea53(/l) (v) €{0,4}, v € {0, 1}8;

o e~
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5. Counts (nyws,(aee)(7) = {0,2,4}, 1 € {1,2,3,4}, v € {0,1}%;
6. County (pA)@s, (Ae6,)@s. (N@s.(100:)(Y) = {0,2,4,6,8,...}, 1,k €

(12,34}, 1 £ and 5 € (0.1}%
where A ® 0 < (A @ oD,

The proof is omitted for we can check them directly. The item 1 is based on the
sBoxes are permutations and item 2,3,4 are based on the liner relation between
sBoxes s, s2 and s3. Item 5 is ,in fact, the differential table of sBoxes.

3.2 5-Round Distinguishers

In this section, we build a 5-round distinguishers on Camellia-4. Let © </ {601

008 be a O-set. Let Ag = {)\OZ 1)7 901 2)7 e OZ 8)} be a A-set, in which the
first byte is a active byte We select the plaintext set as {Pr} = O and {Pr} =

Ao. Let F(©) “ {F(00)}. Let 0, = {6V, ... 0%} % p-1(9). Let @5 =
{9?’1), cey 9; 8) } = P(S(K(P(61)))). Then, five round Camellia-4 has following
properties.

W = Pr=(\, 007,05,

20 = PPy = (9“ Vo),

7w = P(S(K(P@EY)) @zl = A& @6 602 @08 . 050 @65,
T = S(K(x&?))@x;

(510 @08 @ kD) @ 00D 55(65Y @ 65 @ k>D) @ 67

vy s1(0570 @650 @ k29) @ oY)

déf (81()\8’71)@eéi,l))®9§i,l)782(022))@922)) 81 (9(28))@928))
Let

A def st (A @ o) @ 00V g (@j€{3,4,6,7,8}(31(9(17])) )) & ki)
A def s1 (A @ 681y @ 60D g (@je{2,4,5,7,8}(52(9( D)@ 67")) @ k2
XDl 0D g G(Z Naooe (@je{2,3,5,6,8}(53(9(1)j )& 9 ")) @ kY
gl ! (®jeq23,4,5.6,7) (54(057 )@9(17])))@]{(“)
ML (A @ 08) @ 00V @ (B¢ 2.67.8 (52(657) ) S 9(17]))) & kY
oK (@jeqas,sm8 (53(057) @ 077)) @ kO
ggi) def (@je{3,4,5,6,8}(54(9( 7 )@ 91 v ) @ kD
Xg) def sl(,\éi’l) &) 9:(;’1)) SY ei“)ea (@je{4,5,6,7} (Sl(eg ) ® egm‘))) @ kS
then,
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Ag’?’) = 51(M1) @ s2(h2) @ 33(/\3) @ 32(/\5) ® 83(96) @ s1(As) @ 05"
Ag"‘) = 52(X2) ® s3(A3) @ 54(01) B 52(X5) @ s3(06) ® 54(07) B 63 Y
553’5) = 51(0) @ s2(h2) @ 53(06) 34(57) ® Sl(XS) 9(1‘ K

Ag’ﬁ) = 82(X2) 2 83(X3) 2 Sz(xs) D 34(97) & 31(/\8) ® H(Z X

Ag’” = 53(A3) @ 54(01) @ 52(0s) @ 53(05) @ 51(0s) @ Héf i’

Eg’s) = 51(\1) @ 54(01) @ 59(X5) @ s3(06) ® 34(~7) ® 998)'

~(4)

Let us consider some properties of )’ and a:

Since ac( 8) = = 51(01) @ s4(01) ® s52(5) @ 33(96) @ s4(07) ® 9(2 ® and Ty

Sl(fg 8 @ k(5 ), we have

C’ount{i@,g)}(y) € {0,2}, if A= )5,

R

C’ount{i@,s)}(y) € {0,2}, if A= )s,
R

To make A\; = X5, we have,

A= As
s s A ooy e Y @ (esje{g,%m}(sb(a“’”) ® 0(1)) @ k41
= 51()‘871) & 9:(3171)) ® QY’U D (Dje(2,6,7,8)(s (9 ) 9(1’7))) ® k49
= (@je{3,4,6,7,s}(SL(9§Z’])) @ 60"))) @ k(41

= (®je(a6m8) (5.(057) @ 60)) @ k4
(

275

~(5,8) _

(1)
2)

& (@i (5.057) ®007)) & KOV = (@eqa) (5.(657)) @ 007))) @ kD)

So, A1 = A5 requires,

(@je2a)(5.(6057) @ 07°))) @ kD @ kD) = 0

def

Let O A = {0 A}, Let 256 A-set be

3)

(O] 40), = ({661, ... 068 ABD gl gl e [0..255]
in which, )\éi’l) is active byte, other bytes are fixed bytes, Héi’z)( or Héi’3), 9((;’4))
is different for different ¢ and other bytes are unchanged for all ¢ € [0..255].

In five round Camellia-4, if we select plaintext set as ({PL||Pr}). = (©]|Ao).,
then existing one ¢ makes A= )\5 For, when © is unchanged, the left part of
Eq@lis only influenced by sL(Gé 9) ),7 €1{2,3,4}. And sL(GZ(,,Z’j ) is only influenced
by Qéi’j ), where j € {2,3,4}. Then we find a 5-round distinguisher on Camellia-4.

There are some more 5-round distinguishers as follows.

For, = A(4 - =51 (X1) @ SQ(XQ) &) 84(54) D 82(}\5) D 84(57) D 81(;\8) ® 022

C’ount{im,z)}(y) € {0,2,4}, if Xl = Xg or Xg = X5.
R

Count (v) € {0,2,4}, if \; = Ag or Az = As.

(@5}

(4)
®)
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If Ay = Xs, then we have
do =5 = (@je{4,5,6}(sb(9:(>f’j)) & egi’j))) & k42 @ k45 =,
For Xl = Xg, we have
M=% & Bepans 5057 @k2D) & 0") @ kD @ kD) = 0.

In five round Camellia-4, if we select plaintext set as ({P1||Pr}). = (©|Ao).,
in which if G(gi’4)( or 9[()2',5)’ 9((;’6)) is different for different ¢, then existing one
. makes Ao = X5 and if Géi’?’)( or 9(()1‘,5)’ Géi’g)) is different for different ¢, then
existing one ¢ makes X1 = Xg.

Now, let us reconsider,

292 = 51 (0) @ s2(X2) @ 54(01) @ s2(As) B 54(67) © 51 (As) D 02,

If we have Xl = XQ A X5 = Xg or Xl = X5 A Xg = Xg, then we have

Count{g(u)}(v) €{0,2,4,6,8,...},

R

Count{i(s,m}(v) €{0,2,4,6,8,...}.
R

Similarly, when the A-set Ag is selected as {9(()0’1)7)\80’2),9(()0’3),...,9(()0’8)},
0,1) ;(0,2) {(0,3) (0,4 0,8 0,1) 5(0,2) (0,3) \(0,4) (0,5
(6501 6802 A3 gl g0y (801 g0 g0 A0 90
9(()0’8)}, we can get similar properties, these properties are summarized in
Table[21

4 The Square Like Attack

In this section, we construct the attacks on Camellia without pre-, post- whiten-
ing and FL/FL™! functions.
The 6-round Square like attack uses the property of that, in Camellia-4 if the
1st byte of {Pgr} is active byte and (A\; = A5) then, Count{§<5,g)}(7) € {0,2}.
R
This attack can be described by the following steps.

Stepl. Select 256 A-set A, = {)\Ei’l),ﬁfi’Q),...,Gfi’g)}, ¢ € [0..255], in which
AT = \GY gD = 90D 5 e 2,3,5,6,7,8) and 651 £ 00 v £ 1,
and a ©-set ©. The 256 Plaintext sets are ({ P||Pr}), = (©]|4,). Then get
the ciphertext sets ({CL||Cr}), and record them.

Step 2. For each ({CL||Cr})., Guess k(68), then check C’ount{wg@}(v) € {0,2}

being satisfied or not by Eq(@]).
TV =51 (@Y @ kD) (6)

In this 6-round attack, the time that step 1 takes is 2'¢ 6-round encryptions
takeing. Since Eq.(]) has 1 additions, 1 substitutions, getting Egg) from C'r takes
5 addition, and 6-round Camellia has 44 x 6 additions, 8 x 6 substitutions, then
the time of each guessing key in step 2 takes almost 418 times 6 round encryption.
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Table 2. Relation be_tween active byte and special properties on its fifth round outputs,
in which {PL} = {9(%”7 e 0(1,8)}

Plaintext — set Countgyte} (v) € Set if (Condition)
{Pr} Byte Set Condition

Y {02 Ai=2s
AGD g2 gy {0,2,4} A=AV =2Xs
752 10,2,4,6,...} (1 =22 A ds =s) o
()\1 = )\5 A )\2 = )\8)

oY {1} X2 = As

? {1 =2

{04 Ro =
{001 A2 g(@3) g8y {0,2,4} A2 = A5 V Az =g

()\2 )\3 A >\5 = >\())

~(5,2)
0,2,4,6,...
TR { } ()\2—)\6/\)\3—)\5)

v {1} s = X¢
o {1} X2 = As
Pseudo Random Function
{0, 92 \@3) ) glh8)} {0,2,4} X3 =6 VAi=Ar

(>\3 )\4 A >\o = )\7) or

~(5,2)
0,2,4,6,...} >~
TR {7777 }(}\3 )\7/\>\4*>\())

~(5,2) Y
T 1 A= A7
Ty {1} A=A
ZBR {1} )\3 = >\6
Pseudo Random Function
{00, 903 NG gD g8y {0,2,4}  M=MAVAi=Xs

()\1 = )\4 A )\7 = )\8)
()\1 = )\7 A )\4 )\8)
ARG =2
TR’ {1} )\ )\7

29 {0,2,4,6,...}

In step 2, Eq. (@) repeats 28 times for 2% guessed key. The probability of wrong key

256 256 254 2
. . . 8 ' -
passing the checking is 2° x (128) X ( 9 > X ( 9 > X ... X <2> x (128!)

| —256 _ o8 2561256! ~ 28272562562°6256256 128 £ 128
1281 < 256 =2 21289562561281128! 7 212827128¢25625625(256128128128128

27119(2)2% 5o only right key can pass step 2, then the 6-round attack’s com-
plexity is 2'6(1+ 2% x L) ~ 2'%4. The selected Plaintexts are 2'°.

7-round attack adds one round at the beginning, uses the structure of Camellia-
3 and selects the input sets to make ({x(1)||xg)})L = (O]|A4,). The selected 256
plaintext sets are

({Po}) = A, = (A, 002 )y,

(P} = (P (s N @ROD), 00,01 sa (011 0k O, 6007, 01 ).
We have {Egg)}i _ {510\51‘,1) @ k(l’l)%in’z),9£i’3),s4(95i’4) . k(1’4))79£iv5)’m’
0"%},. Then, k0D, k(04 and k(™) are guessing key bytes.



278 L. Duo, C. Li, and K. Feng

This 7-round attack selects 232 plaintext and the attacking complexity is 216 x
216(1+ 28 x ) ~ 2345 The chosen plaintext are 252,

The 8-round attack is similar to 7-round attack, just adds one round at the
end and guesses the 8th round key bytes to get the jg,s). Getting jg,s) from
7% needs five 8th round key bytes k&1, k&) |(8:5) 8.6) k3.7 and needs
11 addition and 6 S-box transformation, which equals 1/8 8-round encryption.
Then, the complexity of this attack is 232 x (1+2%0 x (§ +2% x /) ~ 27 The
chosen plaintexts are 232.

In 9-round attack, we add one round at the beginning and use the structure
of Camellia-4, where the selected special plaintexts should satisfy the properties
of that ({27 |21}), = (©]|4,). So the plaintext are,

Pl(,l) S(/\Zl)@k‘(zl)) ( 11)@k24))
P£2) s1(A Zl)@’ﬂ(Ql)) s4(0 Zl)@k(24))
Pl(/g) 31( (i,1) D k,(2 1))
P£4) B 84(9(Z 4) ) ]{} (2, 4))
pY si(AY @ k) ’
P£6) 951 ,6)
Py’ sa(0°) @ k(D) |
PO ) UsiA) @ kD) @ sy (00 @ k2D) )
Py s1(s1(A) @ kD) @ 5, (00Y @ k) @ K1)
p](%Q) 82(81(/\51 1) ) ]{} (2, 1)) D s (9(14 k‘(24 ) k‘(l 2) )
Py sa(s1 (A" @ kD) @ K09
P sa(sa(65Y @ k2D) @ kD)
Py sa(s1 (A @ k2D @ k1) ’
PO 9( 6)
P sa(s4(00 @ KCY) @ k(D)
PY ) Lsisi(A) @ kD) @ 5y (00 @ k29) 0 £09) )

The complexity of this attack is 255 x (14240 x (§ +2% x 1)) ~ 21298,

In 128-Camellia, part of the 9th round key bits are included in k(") and k(?)
Then, in step 2, we check C’ount{ , 4)}( ) = 1 being hold or not, the guessing key
byteb are ]{} (1,1) k‘(l 2) k (1,3) k‘(14 k‘(l 5) k(1’7),k(1’8), k(Q’l),k(2’4), k(8’4), k‘(9’2),
k(9:3) (94) k(%), (0.6) ,k(97 " The 28 bits of 9th round key are included in
first and second rounds guessing. The complexity of this 9-round attack becomes
288 % (1+212(§ +28 x .)) &~ 2922, The chosen plaintexts are 255,

In 256- Camelha the chosen plaintexts are same as attack on 128-Camellia.
Since k(M|[k(®) = k(1)||k(<i<)3o, the complexity of 7-round attack becomes 232 x
(141 x )~ 232, in which the guessing key bytes are k(1) k(12 k(T8 Key
bits of k(78 are included in key bits of k(11 and k(2.

In these basic attacks, we select 256 A-set A, that requires 95’"4) * 95?’4)
to guarantee the existence of A= As. However, to guarantee the ©-set O is
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Fig. 4. Basic Attack on 6,7,8, and 9 round Camellia

unchanged, 7-round attack requires guessing 1 more key byte and 9-round attack
requires guessing 3 more key bytes. In next section, we avert these key guessing.

5 Improvements on the Attack

5.1 Basic Improvement

In 6-round attack, if we select {Pr}, = ©, and {Pr}, = A,, in which the first
byte of A, is active byte and other bytes of A, and ©, are random selected fixed

bytes then, for each ©, and A,, the probability of \; = )\J, i#£jis ZZ 0 206 2}’6
256 And the probability of non appearance of i = )\J is ggg, for given i,j €
{1,. 8} And when the attacker selects ¢ plaintext sets, the non appearance

of /\ = )\] is (325)*. We can improve the attack in following way.

Stepl. Set + = 1.

Step2. Select a A-set A, and a ©-set @,, in which )\Ei’l) is a active byte and other
bytes are random selected fixed bytes. Set the Plaintext sets as { P.||Pr}, =
O,||A, and get the ciphertext sets as {Cp||Cr},.
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Step 3. Guess k(68 gets T A(S % by Eq(@), checks Countﬁ(s,s)}(v) € {0,2} being
R
satisfied or not. If C’ount{A@ g)}( v) > 2 or #{Count{x(s‘a}(v) =1} > 128,
R

then selects a new key. If the exist a key k(®®) pass the checking, then it is

a correct key. Or else ¢ = ¢+ 1 and goto step 2.

In this 6-round attack, the time that step 2 takes is 28 6-round encryptions
takeing. For each guessing key step 3 takes almost . times 6 round encryption.
In step 2, Eq.(@) repeats 2% times. The probablhty of wrong key passing the
checking is 2719(2)2%6 ~ 27232 5o only right key can pass step 2. And when

1 = 210 the probability appearance of )\1 = )\5 is 0.99. Then the 6-round attack’s
complexity is 2'8(1 + 2% x 418) ~ 2204, The selected Plaintexts are 218.

The 7,8,9-round 128-bit Camellia attacks use same structure as previous section.
In 7-round attack, the guessing key bytes are k(1)) and k(7-®)  In 8-round attack, the
guessing key bytes are k(1D E(7:8) E(8.1) E(84) £(8,5) 1(8.6) 1(87) Tn 9-round at-
tack, the guessing key bytes are k(11 (1:2) f(1.3) L(1.5) p(1,8) L(2.1) [(8,8) f(9.1)
EOA) | [95) 196) 197 in which the 13 bits of 9th round key is included in 1st
guess round key. The chosen plaintexts for 7,8 and 9 rounds are 225, 226 and 266,
respectively. The complexities are 226 x (1 + 28 X b)) =285 226 5 (14240 +
28 %)) ~ 208 and 26 x (14 227(§ + 28 x 1)) =~ 2949, respectively.

In 9-round attack, if we select the mphertext similar as previous discussion
on plaintext and check the C’ount{ig,s)}(v) = 1 being satisfied or not, then

the guessing round key bytes are k(1 k(92 4 E9.7) 198)  [(8:4) (2.5)
kD | (12) p(1.6) (L7 1(1.8)  Then, the complexity of attack becomes 266 x
(1+ 221( +23 x L)) ~ 2848,

5.2 Improvement on 256-Bit Camellia

In 7,8,9 and 10-round attacks on 256-Camellia the chosen plaintext are same as
above section. However, the 7th round key is same as first round key and 8th
round key is same as 2nd round key, then in 7-round attack, the guessing round
key bytes are k(1) and (79 in which 6 bits of k(7% are included in £V, In
8-round attack, the guessing round key bytes are k(11| E(7:5) L(8:1) [(8:2) [(8,6)
k&7 and k8 In 9-round attack, the guessing round key bytes are k(11 £(1:2),
E(13) ) g (15) p(L8) p(21) (8:5) E(91) £(9.2) k9.6) 1.7 and k(98 In 10-round
attack, the guessing round key bytes are k(11| k(1:2) f(1.3) (1.5) 1(1,8) p(2,1)
E®5) pOD |02 k00 kO k8 and k19, Since 6 bits of k() are included
in £ the selected plaintext for 7,8,9 and 10-round attacks are 226, 226, 266
and 26, respectively The complexities are 220 x (1 + 22 x L) ~ 2%, 226 x
(1+ 240 % (§ +22 o) A 203206 5 (14240 % (1 +22 x ) ~ 21034 and
206 % (1 + 264 (1 + (219 x (10 +22 x &)))) ~ 21673 respectively.

In 11-round attack we add one round at the end of 10-round and check the
output xg’g). Then the attacking key bytes are k(11| k(12| (1:3) E(1.5) £ (1.8)
k(2’1)7k(8’8)7 k(g’l),k(9’4)7]€(9’5)7 k(g’ﬁ),k(9’7)7 L(10) and (1),

In key schedule of Camellia, if kp is given, then k4 @ kg can be gotten by
direct computation. So if kg and (kg)y, are given, then (k4)y, is known and if kg
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Table 3. The Summary of known attacks on Camellia

Round FL/ Method Data Time Time  Notes

FL™! 128-bit  256-bit

6 N/Y SLA 218 9204 92044 Thig Paper
6 N/Y SA 211.7 2112 2112 Iﬂ

8 No TDC 283.6 255.6 263 ﬂgﬂ

8 No SLA 226 208 263 This Paper
8 Yes  ISA 218 998 282 [10]

8 Yes  SA 218 2116 7

9 No SLA 266 9848 21034 This Paper
9 No  VSA 288 990 2122 [10]

9 No DC 9105 9105 9105 3]

9 No CA 9113.6 9121 9175.6 m

9 Yes  ISA 218 o122 2146 [10]

9 No BA 2123.9 o 2169.9 m

9 No Hobc 2% — 2188 2]

9 Yes  SA 2005 2202 7

10 No LA 9120 9121 9121 m

10 No DC 9105 . 9165.7 3

10 No SLA 206 21673 This Paper
10 No ICA 21 22074 [1()]

10 Yes  ISA 218 2210 [10]

10 No CA 21— 22399 [17]

10 No RA 91265 9240.9 [15]

10 No Hooc 2* 27547 4]

11 No LA 9120 91815 3

11 No SLA 206 22116 This Paper
11 NO DC 2105 o 2231.5 m

11 No  VSA 288 2250 [10]

11 N/Y HODC 2%  — 22556 [

12 No IPDC  2'° 2181 [16]

12 NO LA 2120 o 2245.4 m

12 No SLA 206 22496 This Paper

Note 1. BA: Boomerang Attack; CA: Collision Attack; DC: Differential Attack;
HODC: High Order Differential Attack; ICA: Improved Collision Attack; IPDC: Im-
possible Differential Attack; LA: Linear Attack; RA: Rectangle Attack; SA: Square
Attack; TDC: Truncated Differential Attack; VSA: Variant Square Attack;

and (kr)g are given, then (ka)g is known. In 192-and 256-Camellia, the third
round key is (kg)r, and the 11th round key is (ka)r. The first two round keys
are (kB)L and (kB)R-

To improve the attack, we use chosen ciphertext attack, in which we select the ci-
phertext set {CL||Cr}, same as the plaintext { Pr,|| Pr}, in 11-round chosen plain-
text attack. Then, the attacking key bytes become k(111 (11:2) f(11.3) 1. (11,5)
E(18) (10.1) 1(48) LG p(3:4) E(35) EG6) kBT k2 and kD). From k@ kW),
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kD and k12, we can get k) and kY. In fact, 24 bits of k31 k34| E(3.5) f(3.6)
k37 can be get from k@ k(M and key bytes k(111 p(11,2) (1, 3) k(“ 5 and
k(11:8) Then the chosen ciphertext in 11-round attack is 26 and the complexity
5206 5 (14264 x ([ #1264 x ([ 4210 x ([} + 28 x g)))) ~ 22116,

12-round attack adds one round at the beginning of 11-round selected plain-
text attack and uses select ciphertext attack. So the selected ciphertext is same as
11-round chosen ciphertext attack and the guessing key bytes are k(121 ((12:2)
k(12 3)’ k(12 5) ]{} (12,8) k,(ll 1) k(s 8) ]{} (4, 1)7 k‘(4 4) 7k,(4 5) ,]4} (4, 6)7 k‘(4 7) 7k,(3)7 k‘(2) and
k(M. The k(5) is same as part of k(Y and k2. From k2, k(1) (21 (12.2)
£(12:3) (12,5 £(2.8) and k(11,1), we can get 46 bits of k(41 k(44 f(45) 1(4.6)
k(47 and k(?’) k®) can be get from k™M k®? and k4. Then, the 12- round attack
requires 250 ciphertext and the complexity is 266 x (1 + 264 X ([ +250x (L, +
243 X (112 + 216 % (112 141 x 916))))) ~ 2249.6.

5.3 The Influences of FL/FL~' Function

If FL/FL~! layer is included, the properties of XORing of sBoxes can not pass
the FL/FL™! layer, so the attack is possible only by adding the rounds at the
end of 6-round basic attack and guessing more key bytes of F'L/FL~! layer. Then
the attack is only possible for 7-round 128-Camellia and 9-round 256-Camellia.

6 Conclusions

The Square like attack is possible for the XORing of active Sboxes has some
special properties. The rotation of key schedule of Camellia influence the security
of Camellia. Table[3] gives a summary of known attacks on Camellia.
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