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Abstract. Unforgeability and blindness are two important properties
of blind signature. The latter means that after interacting with vari-
ous users, the signer is unable to link a valid message-signature pair. In
ICCSA 2006, Zhang et al. showed that a signer in an identity-based blind
signature scheme proposed by Huang et al. is able to link a valid message-
signature pair obtained by some user. They also presented an improved
scheme to overcome this flaw. In ICICIC 2006, Zhang and Zou showed
that the identity-based blind signature scheme proposed by Zhang and
Kim also suffered from the similar linkability attack. In this paper, we
first show that the so-called linkability can be shown for Zhang et al.
scheme as well. We then point out that the linkability attack against the
Huang et al. scheme and the Zhang-Kim scheme is invalid.
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1 Introduction

The concept of blind signatures was first introduced by Chaum [3] in 1982. A
blind signature scheme is an interactive two-party protocol between a user and
a signer. Informally, a blind signature is a signature scheme that incorporates
a signing protocol that allows the signer to sign a document submitted by a
user blindly, without obtaining any information about the document itself. This
cryptographic scheme provides anonymity of users and is especially suited for
use in e-cash and e-voting systems.

On the other hand, identity (ID)-based public key cryptography is a concept
formalized by Shamir in 1984 [6]. In ID-based schemes, users need exchange
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neither private keys nor public keys. Generally, an ID-based scheme is an asym-
metric system wherein the public key is effectively replaced by or constructed
from a user’s publicly available identity information (e.g., name, email address,
IP address) which uniquely identifies the user and can be undeniably associated
with the user. The services of a trusted third party called private key genera-
tor (PKG) are needed solely to generate private keys for users using the PKG’s
master-key and the user’s public identity information. The main technical differ-
ence between ID-based cryptography and the traditional public key infrastruc-
ture (PKI) systems using certificates is in the binding between the public and
private keys and the means of those keys. In a traditional PKI, this is achieved
through the use of a certificate.

The first ID-based blind signature (IBBS) scheme was put forth by Zhang and
Kim in 2002 [7]. Later, the same authors provided an improved IBBS scheme
[8]. Unlike the first scheme, they claimed that the general parallel attack of this
improved scheme does not depend on the difficulty of ROS-problem, this was
then falsified by Huang et al. [4]. Huang et al. showed that the security against
generic parallel attack of Zhang and Kim’s improved scheme [8] still depends on
the difficulty of ROS-problem. Huang et al. [4] further proposed another scheme
which offers advantages in runtime, communication and memory requirements
over the first two schemes.

In ICCSA 2006, Zhang et al. showed that a signer in an IBBS scheme pro-
posed by Huang et al. is able to link a valid message-signature pair obtained by
some user [9]. They also presented an improved scheme to overcome this flaw.
Recently, in ICICIC 2006, Zhang and Zou also showed that the identity-based
blind signature scheme proposed by Zhang and Kim [7] is vulnerable to the same
linkability attack [10]. In this paper, we first show that the so-called linkability
can be shown for Zhang et al. scheme as well. We then show that the linkabil-
ity attack is invalid. We also compare the performance between the Zhang-Kim
scheme, the Zhang et al. scheme and the Huang et al. scheme. From the analysis,
we can see that the Huang et al. scheme is more efficient than the Zhang et al.
scheme.

In Section 2, we review some preliminaries. In Section 3, we review the Huang
et al. and the Zhang-Kim IBBS scheme. In Section 4, we review the Zhang et
al. scheme and discuss the linkability issue on the Zhang et al. scheme before
falsifying the soundness of the linkability attack claimed by Zhang et al. against
the Huang et al. scheme. Finally, we conclude this paper in Section 5.

2 Preliminaries

2.1 Bilinear Pairings

Throughout this paper, (G1, +) and (G2, ·) denote two cyclic groups of prime
order q. A bilinearmap , e : G1 × G1 → G2 satisfies the following properties:

1. Bilinearity: For all P, Q, R ∈ G1, e(P +Q, R) = e(P, R)e(Q, R) and e(P, Q+
R) = e(P, Q)e(P, R).
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2. Non-degeneracy: e(P, Q) �= 1.
3. Computability: There is an efficient algorithm to compute e(P, Q) for any

P, Q ∈ G1.

2.2 Identity-Based Blind Signature

An identity-based blind signature (IBBS) scheme is considered as the combina-
tion of a general blind signature scheme and an ID-based one. In other words, it
is a blind signature but the public key used in the verification is the signer iden-
tity such that no certificate is needed in authenticating the signer’s public key.
Now we review the framework and security model of an IBBS scheme [5,1,7,8,4].

An IBBS scheme is a digital signature scheme which involves three parties:
a trusted third party called the PKG, a signer and a user. It consists of the
following four algorithms:

1. Setup is a probabilistic polynomial-time (PPT) algorithm run by the PKG
that takes a security parameter k and returns the system parameters params
and master-key.

2. Extract is a deterministic algorithm run by the PKG that takes params,
master-key and an entity identifier ID ∈ {0, 1}∗ as input. It returns the
signer private key SID.

3. Issue is an interactive PPT signature issuing protocol between a signer and
a user. Suppose that the user is given its input tape (ID, m) where m is
a message and the signer is given its input tape (ID, SID). The signer and
the user then engage in the signature issuing protocol. At the end of this
protocol, the signer outputs either “completed” or “non-completed” while
the user outputs either ⊥ or the signature σ of the message m.

4. Verify is a deterministic polynomial-time algorithm that accepts a signature
σ, message m, params and ID and outputs true if the signature is correct,
or ⊥ otherwise.

These algorithms must satisfy the standard consistency constraint of an ID-
based blind signature, i.e. if σ = Issue(m, ID, SID,params), Verify(σ, m, ID,
params) = true must hold.

A secure ID-based blind signature should have the property of blindness and
the unforgeability against adaptive chosen message and ID attacks. We provide
the definition for the former only since we are particularly dealing with this
notion in this paper.

Definition 1 (Blindness). Let A be the Signer or a PPT algorithm that con-
trols the Signer. A is involved in the following game with two honest users,
namely U0 and U1.

1. (ID, SID) ← Extract(params, SID).
2. (m0, m1) ← A(ID, SID) (A produces two messages).
3. Select b ∈ {0, 1}. Put mb and m1−b to the read-only input tape of U0 and U1

respectively.
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4. A engages in the signature issuing protocol with U0 and U1 in an arbitrary
order.

5. If U0 and U1 output σ(mb) and σ(m1−b) respectively using their private
tapes, then give those outputs to A. Otherwise, give ⊥ to A.

6. A outputs a bit b′ ∈ {0, 1}.

We say that A wins the game if b′ = b. An IBBS is blind if there is no PPT
algorithm A that wins the game with probability at least 1/2 + 1/kc for any
constant c > 0. The probability is taken over the coin flips of Extract, U0, U1
and A.

3 The Huang et al. and the Zhang-Kim IBBS Schemes

3.1 The Huang et al. IBBS Scheme

1. Setup: Choose a group G1 which is a cyclic additive group generated by
P with prime order q. Choose a cyclic multiplicative group G2 with the
same order q and a bilinear pairing e : G1 × G1 → G2. Pick a random
s ∈ Z∗

q and set Ppub = sP . Choose two cryptographic hash functions H1 :
{0, 1}∗ × G2 → Z∗

q and H2 : {0, 1}∗ → G1. Publicize the system parameters
params = (G1, G2, e, q, P, Ppub, H1, H2) and keep the master key s secret.

2. Extract: Given an identity ID, compute PID = H2(ID) and return the
corresponding private key SID = sPID.

3. Issue: The user first chooses P1 ∈ G1 and computes e(P1, P ) beforehand.
In order to get a signature on a message m, the interaction between the user
and the signer is as follows:
- Sign (Part 1): The signer randomly chooses r ∈ Z∗

q and computes R′ =
e(PID, Ppub)r before sending R′ to the user as the commitment.
- Blinding: The user randomly chooses t1, t2 ∈ Z∗

q as blinding factors and
computes R = R′t1e(P1, P )t2 , h = H1(m, R) and h′ = ht1 before sending h′

to the signer as the challenge.
- Sign (Part 2): The signer sends back V ′ to the user as the response where
V ′ = (rh′ + 1)SID.
- Unblinding: The user checks whether e(V ′, P ) = R′h′

e(PID, Ppub). If yes,
then the user computes V = V ′ + ht2P1 and outputs the signature σ =
(R, V ).

4. Verify: To verify a signature σ = (R, V ) on a message m for ID, the verifier
checks whether e(V, P ) = RH1(m,R)e(PID, Ppub).

3.2 The Zhang-Kim IBBS Scheme

1. Setup: The same as Section 3.1.
2. Extract: The same as Section 3.1.
3. Issue:

- Sign (Part 1): The signer randomly chooses r ∈ Z∗
q and computes R =

rP before sending R to the user as the commitment.
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- Blinding: The user randomly chooses a, b ∈ Z∗
q as blinding factors and

computes t = e(bQID + R + aP, Ppub) and c′ = H1(m, t) + b before sending
c′ to the signer as the challenge.
- Sign (Part 2): The signer sends back V ′ to the user as the response where
V ′ = c′SID + rPpub.
- Unblinding: The user computes V = V ′+aPpub and c = c′−b and outputs
the signature σ = (V, c).

4. Verify: To verify a signature σ = (V, c) on a message m for ID, the verifier
checks whether c = H1(m, e(V, P )e(QID, Ppub)−c).

4 Soundness of the Linkability Attack

Recently, in ICCSA 2006, Zhang et al. claimed that the Huang et al. blind
signature [4] did not satisfy the blindness by analyzing the security of the scheme
where the signer is able to link a valid message-signature pair obtained by some
user after interacting with various users [9]. In ICICIC 2006, Zhang and Zou
also showed that the Zhang-Kim IBBS scheme [7] is vulnerable to the same
linkability attack [10]. In this section, we first review the Zhang et al. scheme.
We then review the Zhang et al. attack on the Huang et al. IBBS scheme and the
Zhang-Zou attack on the Zhang-Kim IBBS scheme. Subsequently, we show that
this so-called linkability attack can also be applied to the Zhang et al. scheme
[9]. Finally, we prove that the so-called linkability attack is in fact invalid.

4.1 The Zhang et al. IBBS Scheme

The Zhang et al. scheme [9] is considered as an allegedly improved scheme over
the Huang et al. which served as the countermeasure against the linkability
attack mounted by Zhang et al. against the latter.

1. Setup: The same as Section 3.1.
2. Extract: The same as Section 3.1.
3. Issue: The user first chooses P1 ∈ G1 and computes e(P1, P ) beforehand.

In order to get a signature on a message m, the interaction between the user
and the signer is as follows:
- Sign (Part 1): The signer randomly chooses r ∈ Z∗

q and computes R′ =
e(PID, Ppub)r before sending R′ to the user as the commitment.
- Blinding: The user randomly chooses t1, t2, t3 ∈ Z∗

q as the blinding factors
and computes R = R′t1e(PID, Ppub)t1t2e(P1, P )t3 , h = H1(m, R) and h′ =
ht−1

1 + t2 before sending h′ to the signer as the challenge.
- Sign (Part 2): The signer sends back V ′ to the user as the response where
V ′ = (r + h′)SID.
- Unblinding: The user computes V = t1V

′+t3P1 and outputs the signature
σ = (R, V ).

4. Verify: To verify a signature σ = (R, V ) on a message m for ID, the verifier
checks whether e(V, P ) = R · e(PID, Ppub)H1(m,R).
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4.2 Linkability of the Huang et al. IBBS Scheme

We briefly review the Zhang et al. attack below. During the interactive protocol
execution between the signer and the user, the transcript (R′, h′, V ′) is generated.
Given a blind signature σ = (R, V ) on a message m, the signer executes the
following steps:

1. Compute α = e(V − V ′, P ).
2. Compute β = R′h′

.
3. Compute h = H1(m, R) and check whether α · β = Rh. If equal, then it

indicates that the signer is managed to link the message-signature pair.

Since V = V ′ + ht2P1, thus the signer computes α as follows:

α = e(V − V ′, P )
= e(ht2P1, P )
= e(P1, P )ht2

The signer manages to compute β = R′h′
since h′ = ht1 is known. Finally, α · β

is computed as follows:

α · β = e(P1, P )ht2 · R′ht1

= {e(P1, P )t2 · R′t1}h

= Rh where R = R′t1e(P1, P )t2)

Thus, Zhang et al. claimed that the Huang et al. IBBS scheme [4] has no
blindness.

4.3 Linkability of the Zhang-Kim IBBS Scheme

Zhang and Zou showed an attack on the Zhang-Kim IBBS scheme [7]. We briefly
review the Zhang and Zou attack now. During the interactive protocol execution
between the signer and the user, the transcript (R, c′, V ′) is generated. Given
a blind signature σ = (c, V ) on a message m, the signer executes the following
steps:

1. Compute α = e(V − V ′, P ).
2. Compute β = c′ − c.
3. Compute δ = e(R, Ppub).
4. Compute t′ = α · δ · e(QID, Ppub)β .
5. Check whether c = H1(m, t′).

Notice that

t′ = α · δ · e(QID, Ppub)β

= e(V − V ′, P ) · e(R, Ppub) · e(QID, Ppub)(c
′−c)

= e(aPpub, P ) · e(R, Ppub) · e(QID, Ppub)b

= e(aP + R + bQID, Ppub)
= t
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Thus, we have that the relation H1(m, t′) = H1(m, t) = c holds and it means
that the signer is able to link a message-signature pair. Zhang and Zou then
claimed that the Zhang-Kim IBBS scheme has no blindness as well.

4.4 Linkability of the Zhang et al. Scheme

Now, we show that the similar so-called linkability can be shown for the Zhang
et al. scheme [9] as well.

During the interactive protocol execution between the signer and the user,
the transcript (R′, h′, V ′) is generated. Given a blind signature σ = (R, V ) on a
message m, the signer executes the following steps:

1. Compute α = e(V − V ′, P ).
2. compute h = H1(m, R) and set β = h − h′.
3. Compute t′ = α · e(PID, Ppub)β · R′

4. Check whether h = H(t′, m). If equal, then it indicates that the signer is
managed to link the message-signature pair.

Since V = t1V
′ + t3P1, the signer can compute α as follows:

α = e(V − V ′, P )
= e(t1V ′ + t3P1 − V ′, P )
= e((t1 − 1)V ′ + t3P1, P )
= e((t1 − 1)V ′, P )e(t3P1, P )
= e((t1 − 1)(r + h′)SID, P )e(t3P1, P )

= e(PID, Ppub)(t1−1)(r+h′)e(P1, P )t3

= e(PID, Ppub)(rt1−r+t1h′−h′)e(P1, P )t3

β can be computed as h′−h since h′ = ht−1
1 +t2 is known. Finally, t′ is computed

as follows:

t′ = α · e(PID, Ppub)β · R′

= e(PID, Ppub)(rt1−r+t1h′−h′)e(P1, P )t3e(PID, Ppub)βR′

= e(PID, Ppub)(rt1−r+t1(ht−1
1 +t2)−h′)e(P1, P )t3e(PID, Ppub)h′−he(PID, Ppub)r

= e(PID, Ppub)(rt1−r+h+t1t2−h′)e(P1, P )t3e(PID, Ppub)h′−he(PID, Ppub)r

= e(PID, Ppub)(rt1+t1t2)e(P1, P )t3

= e(PID, Ppub)rt1e(PID, Ppub)t1t2e(P1, P )t3

= R′t
1 e(PID, Ppub)t1t2e(P1, P )t3

= R

Thus, we have h = H1(m, t′). Assuming that the linkability attack shown by
Zhang et al. and Zhang-Zhou is sound, then the Zhang et al. scheme which is
an improvement over the Huang et al. scheme has no blindness too.
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4.5 Soundness of the Linkability Attack

At first glance, it seems that Zhang et al.’s claim is true. Nevertheless, we are
going to show that their claim is wrong. The main reason is that this proposed
attack works even if the blind signature is not generated from the protocol,
meaning that even if there is totally no connection between the signature and
the protocol transcript.

Let A be the signer or a PPT algorithm that controls the signer. A is involved
in the blindness game with two honest users, namely U0 and U1. First, b ∈ {0, 1}
is selected randomly. A engages in the Issue protocol with U0 and U1 in an
arbitrary order. Assume that U0 and U1 output σ(mb) and σ(m1−b) respectively
using their private tape, and give those outputs to A. The output of the Issue
protocol can be seen as in Table 1.

Table 1. Output of the Issue Protocol

U0 U1

Transcript (R′
0, h

′
0, V

′
0) (R′

1, h
′
1, V

′
1 )

Resulting message-signature pair (m0, R0, V0) (m1, R1, V1)

Now, assume that A has the knowledge of (R′
0, h

′
0, V

′
0) and it wants to link

the transcript with the output of U1: σ(m1) = (R1, V1) in order to ensure the
so-called linkability. We apply the Zhang et al. attack to show that the linka-
bility algorithm always returns true even if the blind signature has totally no
connection with the protocol transcript, thus we prove that A is unable to derive
a link between a protocol view and a blind signature that has no relationship
with the protocol view. This can be exhibited as follows:

1. Let V ′
0 = (r0h

′
0 + 1)SID and V1 = V ′

1 + h1t2P1 = (r1h
′
1 + 1)SID + h1t2P1.

2. Compute α as follows:

α = e(V1 − V ′
0 , P )

= e({(r1h
′
1 + 1)SID + h1t2P1} − (r0h

′
0 + 1)SID, P )

= e(r1h
′
1SID + h1t2P1 − r0h

′
0SID, P )

= e((r1h
′
1 − r0h

′
0)SID + h1t2P1, P )

= e((r1h
′
1 − r0h

′
0)SID, P )e(h1t2P1, P )

= e(PID, Ppub)(r1h′
1−r0h′

0)e(P1, P )h1t2

3. Compute β as follows:

β = R
′h′

0
0 = e(PID, Ppub)r0h′

0
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4. Compute α · β as follows:

α · β = e(PID, Ppub)(r1h′
1−r0h′

0)e(P1, P )(h1t2) · e(PID, Ppub)r0h′
0

= e(PID, Ppub)(r1h′
1−r0h′

0+r0h′
0)e(P1, P )h1t2

= e(PID, Ppub)r1h1t1e(P1, P )h1t2

= {e(PID, Ppub)r1t1e(P1, P )t2}h1

= Rh1
1

where h′
1 = h1t1 and R1 = R′t1

1 e(P1, P )t2 = e(PID, Ppub)(r1t1)e(P1, P )t2

Based on the above computation, the linking algorithm always returns true and
thus this shows that (R′

0, h
′
0, V

′
0) can be linked with (m1, R1, V1). Hence, the

proposed attack of Zhang et al. [9] is invalid. The similar analysis applies to the
linkability attack on the Zhang-Kim scheme [7] and the Zhang et al. scheme [9].

4.6 A Comparison

We give a comparison between the Zhang-Kim scheme [7], the Huang et al. [4]
and the Zhang et al. [9] IBBS schemes in terms of their computational complex-
ity. We denote BP as the bilinear pairing operation, PM as the point multipli-
cation on G1, PA as the point addition on G1 and E as the exponentiation on
G2. The result is summarized in Table 2.

Table 2. A Comparison

Scheme Issue Verify
Zhang-Kim [7] 1BP + 6PM + 4PA 2BP + 1E
Huang et al. [4] 2PM + 1PA + 4E 1BP + 1E
Zhang et al. [9] 3PM + 1PA + 4E 1BP + 1E

It can be easily seen that the original Huang et al. scheme [4] is more efficient
than the Zhang et al. scheme [9].

5 Conclusion

We falsified the linkability attack shown on the Huang et al. and the Zhang-Kim
IBBS schemes by Zhang et al., and Zhang and Zou respectively. Thus, the claim
that the Huang et al. and the Zhang-Kim schemes have no blindness is wrong.
Besides, we also compared the efficiency of the Zhang-Kim scheme, Huang et al.
scheme and the Zhang et al. scheme. Based on our analysis, the Huang et al.
scheme is the most efficient scheme.
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