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Abstract. Web services-based computing is currently an important driver for
the software industry. While several standards bodies (such as W3C and OA-
SIS) are laying the foundation for Web services security, several research prob-
lems must be solved to make secure Web services a reality. This talk will pre-
sent techniques for Web services security and some of the challenges and rec-
ommendations for secure web services. This paper is based on our experience in
developing the National Institute of Standards and Technology (NIST) Special
Publication SP 800-95, “Guide to Secure Web Services”. Some of the chal-
lenges for secure web services are

1. End to End Quality of Service and Protection
2. Availability of Service

3. Protection from Command Injection Attacks
4. Identity Management

To adequately support the needs of Web services-based applications, effec-
tive risk management and appropriate deployment of alternate countermeasures
are essential. Defense-in-depth through security engineering, secure software
development, and architecture risk analysis can provide the robustness and reli-
ability required by these applications.
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