
A Simulation Approach for Studying Behavior
and Quality of Blockchain Networks

Bozhi Wang1(&), Shiping Chen1,2, Lina Yao1, Bin Liu1,2,
Xiwei Xu1,2, and Liming Zhu1,2

1 University of New South Wales, Sydney, NSW 2062, Australia
bozhi.wang@student.unsw.edu.au

2 CSIRO Data61, Sydney, NSW 2110, Australia

Abstract. Blockchain, as the fundamental technology of Bitcoin, tends to be
an-other technology revaluation of the Internet, due to its unique security,
trustworthiness and reliability. However, due to the massive deployment and
high running cost, it is hard for researchers to study the dynamic behavior of a
large and alive Blockchain network, e.g., Bitcoin. In this paper, a proposal on a
simulation approach to study Blockchain protocols in sizable Blockchain net-
works is made. First, several key requirements for software tools to simulate
Blockchain are identified. Secondly, the focus is on the selection and definition
of key performance metrics to quantify Quality of Blockchain (QoB). We aim to
demonstrate the proposed idea by using an existing simulation tool to duplicate
a simplified Blockchain Proof of Work (PoW) protocol with different parameters
and observations. Our case study shows that it is possible and practical to use a
simulation approach to study Blockchain networks with different network sizes
and protocols.
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1 Introduction

For the past few years, people can do almost everything on the Internet. However, most
of the online transactions from person to person, no matter email, money, music or
anything else, rely on big intermediaries, such as email services, banks and telecom-
munications operators. There are growing problems with such centralized systems. For
example, our privacy is under infringement; the cost of sending money overseas turns
out to be too high and takes days. Things started to change in 2008, when Satoshi
Noakmoto published his paper, “Bitcoin: A Peer-to-Peer Electronic Cash System” [1].
The key technology of Bitcoin, called Blockchain, shows its strength in the future
Internet to enable decentralization as a new paradigm for large-scale distributed sys-
tems. While TCP/IP is the communicating protocol between computers, Blockchain is
its trust mechanism and their cooperation protocol. Blockchain offers some unique
capabilities/features, such as decentralized, reliability and immutability, which enabled
people to establish trust and do transactions without relying on a trusted third party. Till
now, Blockchain is starting to show its potentials in many interesting domains, such as
transnational payment, distributed storage, food provenance and etc.

© Springer International Publishing AG, part of Springer Nature 2018
S. Chen et al. (Eds.): ICBC 2018, LNCS 10974, pp. 18–31, 2018.
https://doi.org/10.1007/978-3-319-94478-4_2

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-319-94478-4_2&amp;domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-319-94478-4_2&amp;domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-319-94478-4_2&amp;domain=pdf


Before Blockchain could be widely adopted in other areas, it still has a number of
issues to be solved. First, the current mining (PoW- Proof of Work) mechanism of
Blockchain are wasting a large amount of computing power on computation, which is
necessary for PoW but meaningless and costly. Second, every node in the network has
a complete ledger. As time passing by, the ledger will become larger and larger. And
when a miner verifies a transaction, it should track all the historical transactions
recorded on the blockchain. The performance issue is getting worse and worse. Then,
though Blockchain is an anonymous system, all the transactions are publicly available,
which may cause privacy issue. Lastly, in the current Bitcoin network, a common
security strategy is to wait six blocks to confirm the transactions in the last block, which
last around one hour, which significantly limits the adoption and applications of the
current Blockchain technologies. With these problems, many ideas are proposed yet
still under developing, such as IOTA [19], EOS.

On the other hand, most current blockchain systems are driven by electronic
money. For example, the open source Etherum, once creating a smart contract, it costs
some ETH, the cryptocurrency on Ethereum blockchain. When conducting some tests
and/or updating, it is also very expensive and has side-effects and/or interruptions on
the main blockchains. So we need an approach to testing new ideas in different scopes
and sizes of blockchain networks with little costs and impacts on the existing real
blockchain networks. Simulation is a good way out. It doesn’t cost much, and could
find out any tiny change in the system.

In this paper, we propose a simulation approach to study the large-scale Blockchain
networks. First, we identify key requirements for the simulation software for imple-
menting PoW protocols. Second, we collect and define a number of performance
metrics to quantify the Quality of Blockchain (QoB). Then, we demonstrate the pro-
posed idea using a simple simulation tool to duplicate a simplified Bitcoin PoW pro-
tocol using different configurations. Our case study shows that it is possible and
practical to study a large-scale Blockchain network using simulation software.

The rest of this paper is organized as follows. Section 2 gives an overview of the
PoW protocol in Bitcoin and defines some metrics for QoB. In Sect. 3, we identify the
key criteria for functionality and capabilities required by Blockchain simulators.
Section 4 shows a simple Blockchain simulator by leveraging SimPy. Section 5 pre-
sents some related work. We conclude the paper in Sect. 6.

2 Overview of Blockchain

2.1 Blockchain

Essentially, Blockchain is a peer-to-peer distributed ledger database, which consists of
connected data blocks. The connection pointer between blocks is the Header Hash
processed by cryptographic hash function that protects the transactions in every block,
as well as the connected blocks. Thus, any of the historical transaction cannot be
changed without invalidating a chain of Header Hash.
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In Bitcoin system, one block is created about every ten minutes. Transactions
happening in the Bitcoin system are saved in the blocks. A block contains a Header and
a Body, as shows in Fig. 1. The Header contains metadata of the block, such as
Version, Prev-block pointing to the previous block, Timestamp, Nonce, Bits,
Merkle-root etc. The body mainly includes the details of the transactions in the
structure of Merkle Tree. These transactions form a publicly global ledger in Block-
chain system, where the transactions recorded in the ledger could be queried by anyone
who can access Internet. Every transaction is signed by a digital signature of the sender
to ensure they are un-forged and not duplicated. The Merkle Tree with all the trans-
actions has a unique Merkle-root calculated by the Hash procedure, which is recorded
in the Header.

The Block is created through mining process, which is an exhaustive random
number algorithm. During this process, the miners package the hash value of the
previous block and all the transactions have happened in the latest ten minutes, and find
a value for Nonce to calculate a hash value with 256 bits. The mining process is aimed
to find the value of Nonce that makes the hash value meets some requirements, such as
having a certain number of zeros in the first bits. The miner, who successfully find such
a value, gets the right to write the new block to the blockchain by broadcasting the new
block to the Bitcoin other nodes to verify (Fig. 2).

Fig. 1. The internal structure of block
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The system has a competition mechanism for miners to compete for the right of
writing, which calls Proof of work (describe in the next part). During the process, the
more computing power a miner spends, the larger possibility the miner can get the
right. If the new block is successfully added into the blockchain, the miner will get
some reward. Also, it is possible for two different miners to find new blocks almost at
the same time. The two blocks might be verified and accepted by a subset of the Bitcoin
network, which form a fork. In such a case, the other miners need to choose the fork
which with larger number of blocks (implying heavier work).

2.2 Proof of Work Protocol in Bitcoin Blockchain

The distributed system consensus algorithm which appeared in 1980s is the foundation
of Blockchain Consensus. There are several Byzantine Fault Tolerance protocols which
used in different Blockchain platforms, such as PBFT (Practical Byzantine Fault
Tolerance), Raft, PoW (Proof of Work), PoS (Proof of Stake), DPoS (Delegated
Proof of State). Bitcoin Blockchain uses PoW (Fig. 3).

The main work of PoW is to do a lot of SHA256 hash calculations during the
mining process. The process to reach consensus is discussed as below.

1. A user initiates and signs a new transaction, broadcasts to the whole network asking
for accounting.

2. The miner, which receives the transaction, puts it in the Mempool.
3. For every round of computation, the miner add all the transactions in the Mempool

to create the body of a new block, and works on PoW procedure, to find out one
proof of work with enough difficulty.

4. The miner who wins the competition broadcasts the new block to the Bitcoin
network.

5. Other miners who receive the new block verify all the transactions in the block to
ensure they are all valid and new.

6. Once the new block is accepted by the whole network, it is added at the end of the
blockchain.

Fig. 2. The structure of blockchain

A Simulation Approach for Studying Behavior and Quality 21



Through the mining process discussed above, the transactions from different users
are written in the blockchain, which is hosted on every single node within the network.
So we can get a distributed and high reliable and consistent global ledger.

2.3 Parameters and QoS Metrics for a Blockchain Network

In this section, we collect and define some metrics for QoS of Blockchain (Fig. 4). We
can define and simulate a Blockchain Network using these metrics. We ignored both
orphaned blocks and network delay in our simulator. It will be fixed in the future
research.

TBN (Total Block Number). The number of blocks that have been mined in a
specific time period
ABS (Average Block Size). The average block size in MB.
BCT (Block Commit time). The average time needed to commit a block to the
main chain since being created.
TPB (Transactions per Block). The average number of transactions per block
ATS (Average Transaction Size). The average transaction size in Byte.

Fig. 3. Proof of work procedure
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TCT (Transaction Confirmation Time). The average time for a transaction to be
accepted into a mined block.
TPD (Transactions per day). The number of daily confirmed transactions.
MS (Mempool Size). The aggregate number of transactions waiting to be
confirmed.

We use these metrics to measure the quality of the Blockchain system. TBN
directly related to simulation time. BCT is approximately equals to 6 times of mining
time. Block Size includes the header and some transactions, and is limited by
1000000B (defined by Bitcoin source code). ABS is an indicator that shows whether
the block is filled. One transaction needs to use the storage 4 times the simple message.
After the update ‘Segregated Witness’ on 8/24/2017 [20], the extra 3 times does not
calculate in Block size, which expand TPB. Transaction size range and transactions per
seconds are the settings we want to change to measure the performance, which turns to
be ATS and TPD after statistics. TCT shows how long one transaction is accepted, MS
shows the waiting list of transactions.

In the system sight, we want the block to be filled (ABS as large as possible, TPB
as many as possible), so we can transport more information at the same time. In client’s
view, TCT is the most important QoB, i.e. the less TCT is, the more effective the
Blockchain network.

3 Requirements for Blockchain Simulation

In order to realize a Blockchain simulator, there are several requirements we should
consider, as shown below:

• Timing simulation: The Blockchain’s scale rises with time. Mining time, trans-
action time and network delay affect the performance of the system a lot.

• Broadcasting: In reality, we use multicast to realize IP communication. In the
simulation, it turns out to be an ideal situation. So we need to broadcast all the
transactions.

Fig. 4. QoS metrics for a blockchain network
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• Event-driven: A miner can change its status once some event happens during
mining. The simulator should be event-driven to fit this pattern.

• Message Processing: Once a miner finds a new block, the miner broadcasts its
block, at the same time other nodes receive the new block (which packaged as a
message) and make its own response. So the software should support message
processing.

• Concurrency: The Blockchain network is comprised of many doing different but
similar things (mining, verifying, receiving or sending messages) at the same time.
Concurrency is required as well.

4 Case Study – Simulate Blockchain Using SimPy

In this section, we demonstrate how to simulate a simple blockchain PoW by lever-
aging SimPy’s capabilities and using the criteria above.

SimPy is a bare simulation API implementation written in Python. In SimPy, the
basic simulation entities are processes. These processes can execute in parallel and may
exchange Python objects among each other. Most processes include an infinite loop in
which the main actions of the process are performed. The simulator is written by
SimPy3.0.10 under python 3.6.0.

Computer parameter:
OS: Ubuntu 14.04 64 bit
CPU: Inter(R) Core(TM) i7-7700 CPU@ 3.60 GHz
Memory: 16G
Consider the PoW procedure we have mentioned in Sect. 2.2, our simulator is

working with three processes:

1. Producing transactions. As showed in Fig. 5, we create a transaction with its size
and creating time randomly, then set it in the Mempool.

2. Producing blocks. As showed in Fig. 6, we randomize a node as the miner of the
block, and then set it mining time randomly. Then calculate the number of trans-
actions could be written into the block, package all these transaction details and then
broadcast. Confirm the block before six blocks if it is the branch with biggest
computing power, add it into Blockchain (As we didn’t consider the situation of
orphaned blocks, it is just a confirmation without comparing).

Fig. 5. Transaction process
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3. Every miner is a process (Fig. 7): once a miner receives a transaction or block, it
verifies it. The process adds the block at the end of its own chain and confirm the
block before six blocks.

In order to have a clear look at the mempool, we set a fourth process (Fig. 8) just
for recording.

Fig. 6. Block process

Fig. 7. Message process

Fig. 8. Mempool process
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There are several parameters we can change during simulation (Table 1):

The time in the simulation is calculated by 0.1 s, as the transaction is 1 Byte.
The parameters above configure how the simulator runs. In the real Bitcoin net-

work, most of these parameters are formulated or limited. We can change these
parameters in order to find out how it affects the Bitcoin network. In this version of
simulator, we ignored network delay and orphan blocks.

With this simulator, we can get some important information about the Blockchain
in each node. Due to Blockchain’s working method, every node gets a similar but not
the same chain. Once we consider the network delay, the chain on different nodes may
have a little different. In our case, the only different is commitTime caused by the block
creator. One Blockchain in node 0 create with default settings shows below. The first
diagram in Fig. 9 shows the first few blocks in the network which includes Master
Block, the second diagram shows the latest blocks includes some Blocks haven’t been
committed yet.

Table 1. Parameters in simulation

Parameters Description Default

SIM_TIME The amount of time that simulation runs 24 h
NUN_OF_NODES The number of nodes in simulation 512
MINGING_TIME The rank of time that a block could be mined [8, 10] min
BLOCKSIZE The limited size of a single block 1000000B
TRANSAC_SIZE The rank of size that a single transaction could be [100, 2000] B

Fig. 9. Blockchain information in node 0
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We do some simulations with different settings, the result shows below.

In Fig. 10, as the number of transactions per day and the block size keeps, only
when the transaction size is from 100B to 2000B, transactions make the block full.
When the transaction is small, more transactions could be recorded in one block. Once
there are not enough transactions, the block won’t be filled. In real system, mining a
block cost a lot, so we want it contain as much information as possible, but not racing.

In Fig. 11(a), it shows details during one day that the mempool size keeps in a low
level. The transactions do not need to wait for a long time to be set in a block. Also in
Fig. 11(b) and (c), when the transaction per second changes, the mempool size may
keep in a low level or go straight high. Once the mempool size goes high, the system
will become more and more redundant. Just like in Fig. 13, the transaction commit time
rises with time. In the real network, the transaction number depends on different events,
which have peak and off-peak time. As well as the transaction size. In further research,
we will test the network with huge transactions in a limited time and the ability the
network could solve with the stacked Mempool.

In Fig. 12, the number of nodes has little impact on the Blockchain performance.
During our simulation, the node could be up to 20000. Actually, the increase of node
number will give the system more computing power, which may cause a shorter mining
time. Once the mining time is out of range, the system will improve the difficulty of
calculation, which finally keeps the mining time limited. In our simulation, the mining
time is randomized is in a range. So the increase of node number just cause some
pressure on Memory.

In Figs. 10 and 11(a), we change the same settings. But it shows good performance
in Fig. 11(a) which turns to be clients’ view, bad performance in Fig. 10 which shows
the miners’ view. It turns out to be different.

Our simulation can show that different parameters change the behavior of the whole
network. In future work, we will learn more about how the parameters affect the
behavior and how to find out a best setting which will show good performance in both
clients’ and miners’ view.

Fig. 10. ABS (change transaction size)
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Fig. 11. (a): Mempool size (change transactions size) (b): Mempool size (change transaction
per second) (c): Mempool size (change transactions per second)

Fig. 12. Total block number (change total node number)
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With these results, we can made the following observations:

• Our metrics are effective in QoS of Blockchain, we can get a clear view on the
performance of the Blockchain.

• Once we jump the mining part and set the mining time in a range, the increase of
node number won’t influence our simulation till now. But it may cause higher
possibility fir nodes to create an orphaned block in the future research.

• Changes in transaction size and transaction per second will show up in the Mem-
pool size. With the rising of Mempool size, the users’ experience will become
worse because of the long transaction commit time.

• The transaction amount has peak and off-peak time in the real network, so we need
a certain amount of Mempool size to keep the block filled and keep the system
efficiently. Not too much, not rising all the time, but in a limited size.

5 Related Work

Rajitha et al. [2] used architectural performance modelling and the same incident
management exemplar for this approach provided by Weber et al. [4] to measure the
latency arising from the Blockchain-related factors, such as the configuration of the
number of confirmation blocks and inter-block times. Their management system shows
that predictions of median system level response time with a relative error mostly under
10%. Their approach could be used in the design of blockchain-based systems. Their
model mostly regards as API, so they ignore the Blockchain mining network, node
communication, or consensus algorithm. They modeled the resource and performance
characteristics of a local node as a component. In our research, the consensus is one of
the main points, which may highly influence the performance in no matter network
view or user’s view. But their modelling concepts are well-aligned with component-
based development and support the re-use of constructed models and components.

Gobel et al. [5] developed two Blockchain simulators, based on the DESMO-J
simulation framework [7]. They studied the effect of communication delay in Bitcoin
Blockchain under a ‘selfish-mine’ strategy. First, they use a simplified Markov model
that tracks the contrasting states which includes a small amount of dishonest (selfish)
miners to establish that the use of block-hiding strategies, such as selfish-mine, which

Fig. 13. transaction commit time
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may cause the increase of orphan blocks. Then they use a spatial Poisson process
model to study values of Eyal and Sirer’s parameter c, to find out the proportion an
honest miner mine a block which previous block is mined by an honest miner. Finally,
they use discrete-event simulation to study the behaviour of a network of Bitcoin
miners, which includes selfish-mine action under a network with communication delay
between miners. Their study found out that if dishonest miners are exist, the perfor-
mance of both honest and dishonest miners will become worse, the system also can
monitor the production of orphan blocks to find out the behavior of selfish-mining. We
haven’t mention selfish-miner yet, we could consider it in the further research.

Grevais et al. [6] provided a complete Bitcoin simulator written by NS2. They
introduce a novel quantitative framework to analyze the security and performance
implications of various consensus and network parameters of PoW blockchains. They
find some method to fight against or limit double-spending and selfish mining under
their framework, by changing the basic settings such as network propagation, different
block sizes, block generation intervals, information propagation mechanism, and the
impact of eclipse attacks. Under their framework, they can find a balance between
performance and security in Blockchain Network. Compared with our simulator, their
simulator is kind of complete but facing the problem on the number of nodes. All the
simple node’s location and its network delay should be defined individual. And it
simulates the procedure of mining as well, which cost a lot of performance. When the
node number rises, the simulator takes a bad respond.

Goswami [8] discuss the factors that make Block-chain largely non-scalable. They
provide the simulator written by java. This research delves into the scalability issue of
blockchains and provides a comparative analysis of several blockchain parameters with
real time data. It delves into the factors that make block chains largely non-scalable.
This is done by the simulation of blockchain. It then addresses the various mechanisms
that can be employed to resolve this limitation through measuring the differences
between the simulator and real time scenarios. Their simulator which simulated the
PoW work without node communication, just finish the work in one client. It’s
effective but getting troubles in combination with real network.

6 Conclusion

In this paper, we collect and define a number of key performance metrics to quantify
the Quality of Blockchain (QoB). We also use a simple simulation tool to simulate a
simplified Blockchain Proof of Work (PoW) protocol within different arguments and
our observations. The results shows its relation between the basic settings and the
Quality of Blockchian. It shows that it is possible and practical to use a simulation
approach to study Blockchain networks with different network sizes and protocols. The
next step of our work is to make network delay which may cause orphan block into
consideration, and then try some other Consensus such as DPoS, PBFT (Fabric) and
Tangle (IOTA).
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