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Abstract. With data from wearable health devices increasing at a rapid rate, it
is important for lawmakers to make sure that this data remains well protected.
This paper will question the perceptions of people with respect to current and
future use of wearable health devices, especially if the security and privacy risks
to their data are more commonly understood, and particularly if this data is
discoverable and admissible in court. It will explore the electronic discovery
issues with data from wearable health devices in the context of litigation and
examine how the current rules of court procedure and evidence would be applied.
The paper will review the federal and state legislation that may or may not provide
protection for data from wearable health devices. The authors intend to use their
paper as a vehicle to advocate for stronger statutory protection and greater clarity
about the use of and potential risks to this data, including when the data becomes
evidence in litigation.
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1 Introduction

Wearable health and fitness devices are emerging at a rapid rate and the lives of people
are being impacted by them. On one hand, these wearable health devices help a user to
achieve his/her health goals and improve overall health by constantly tracking and
monitoring health data. However, the lack of clear legislative protection for the privacy
and security of this data can put individuals at risk. What the future of this industry will
be like is not known. However, it will be interesting to evaluate if this technology will
have a positive or negative impact on people’s lives. To narrow the scope of this paper,
it will specifically focus on fitness trackers rather than trying to cover the full range of
health devices that are available.

The paper will first review the federal and state legislation that may or may not
provide protection for data from wearable health devices and advocate for either new
legislation or amendments to existing statutes that would offer at least some level of
security and privacy over this data. It will explore the electronic discovery issues with
data from wearable health devices in the context of litigation and examine how the
current rules of court procedure and evidence would be applied. It will highlight the
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perceptions of people with respect to current and future use of wearable health devices,
especially if the security and privacy risks to their data are more commonly understood,
and particularly if this data is discoverable and admissible in court. The authors hope to
raise the awareness of the HCI and health informatics communities so that these profes‐
sionals will be more mindful of the issues when designing and testing wearable health
devices and in using these devices themselves. They intend to use their paper as a starting
point to advocate for stronger statutory protection and greater clarity about the use of
and potential risks to this data, including when the data becomes evidence in litigation.

2 Wearable Health Devices and Their Data

It has been estimated that one in every ten Americans over the age of eighteen owns an
activity tracker [1]. The wearables market has shown impressive growth over the years
and is expected to increase to 35% by 2019 [2]. This growth rate speaks to the growing
interest in wearable technology. The wearables industry is promising a healthier future
with devices capable of monitoring daily activities, calories burned, sleep patterns, body
temperature, step counts, heart rate, oxygen levels, hydration levels and blood sugar
levels, to name but a few [3]. These wearable health devices perceive and record infor‐
mation about users continuously and discreetly. With every second, the amount of
health-related data available through the Internet is increasing. Wearable health devices
are considered as being part of the Internet of Things (IoT), which “involves not only
the connection and integration of devices that monitor the physical worlds – temperature,
pressure, altitude, motion, proximity to something else, biometrics, sound, images, and
so forth – but also the aggregation, relationship and analysis of the information those
devices create in order to take action on the situation, and the business and technology

Fig. 1. Example of a Fitbit
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changes required to use the data and analyses” [4]. As indicated in Fig. 1 of this report,
the Internet of Things “stack” can be represented as a triangle, with local sensing at the
bottom, then data integration and analytics of things, with cognitive action at the top of
the pyramid [4]. As the authors note in their discussion of what this means for an IoT
application, “[w]ithin the activity tracker industry, for example, the end-state vision
should address how consumers, the health and fitness industry, and the health insurance
industry will make use of the devices, functions, and data” [4].

2.1 Advantages of Health Data from Wearables

The advent of these wearable health devices offers the potential to dramatically alter the
way that health care services are delivered because of the opportunity for users and
providers to more easily capture, compare and respond to even small changes in a
person’s medical status, hopefully before the person’s condition worsens. These devices
can reduce the visits to clinics and hospitals and can perhaps reduce overall expenses
on health care. These devices allow remote health monitoring, which is particularly
worthwhile for chronic conditions and elder care. Wearable health devices not only
benefit the consumer, but they can also help health care service providers to facilitate
and improve the quality of care. If the data can be aggregated, it has the potential to
bring a health revolution and transform the health industry. Aggregated data from wear‐
able devices can provide valuable insights into the overall health of the population and
the collective data can be used to plan for the facilities, personnel and expenditures that

Fig. 2. Screenshot of user’s cellphone with Fitbit data
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will be needed in the future. Moreover, many of these wearable health devices, partic‐
ularly fitness trackers, are attractive and easy to use and provide a very simple view of
the user’s data on his/her cellphone (Fig. 2).

2.2 Concerns with Wearable Health Devices

In 2015, personal health information breaches affected 113 million individuals and with
the wearable market on the rise the breach rate is bound to increase if measures are not
taken [5]. The reason for this is that health information is 50 times more profitable on
the black market than Social Security numbers [6]. Also, the use of wearable devices
brings the possibility of this data being exposed to the black market since these devices
tend to be easy to compromise in a socio-technical sense. The data collected by these
devices are either stored locally, or if collected ubiquitously, then stored in a cloud.
There can be physical theft, malware attack or loss of local data and these devices are
not yet sophisticated enough to provide a secured flow of the data to the cloud, which
can act as another hacking point [7].

2.3 Security and Privacy Concerns

Wearable devices generate and store confidential health information about the user,
because of which there is a high chance of misuse if the privacy and security of this data
are not ensured. The scenario that the decision to promote someone was based on the
data collected by a fitness tracker that was given to an employee by his/her employer is
now a possibility. As has been seen with other high-profile information security
breaches, inadequate protection of this data can put people who use wearable devices at
greater risk for becoming victims of identity theft, profiling, stalking, extortion or
discrimination at a personal and professional level [8]. Bad credit, inaccurate health
records, higher premiums and loss of insurance coverage are a few other examples of
problems which may arise [7].

2.4 Electronic Discovery

Although questions about evidence in digital format were raised in cases as early as the
1980s and 1990s, the emerging area of law known as electronic discovery (e-discovery)
did not begin to find its way into the typical lawyer’s lexicon until the mid-2000s. Two
major events occurred during this time that marked the true beginning of the field of e-
discovery and that continue to form the foundation of how the process is handled today.
In Zubulake v. UBS Warburg, Judge Shira A. Scheindlin articulated major principles
and themes regarding e-discovery, including the responsibilities of lawyers and clients,
sanctions for spoliation of evidence and what constitutes accessible versus inaccessible
data [9]. In 2006, the Federal Rules of Civil Procedure were amended to incorporate
Judge Scheindlin’s rulings and to establish the discoverability of Electronically Stored
Information (ESI) as an umbrella term intended to encompass both current and future
technology and the data that it generates. E-discovery is something that impacts
everyone, whether they know if or not, because it deals with the proper collection,
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preservation, analysis and production of evidence in digital form. To put it bluntly, in
the United States, if you are sued, the opposing party’s lawyer will request nearly every
piece of digital evidence in any format that might be relevant to the case, including email,
text messages and information from social media sites. Anyone can find himself/herself
needing to comply with requests for potentially relevant evidence – in electronic or
paper/hard copy form. There are various steps in an e-discovery process which are best
understood by reviewing the Electronic Discovery Reference Model (EDRM).

As indicated by the EDRM below, the duty to preserve potentially relevant ESI
begins at the time that litigation can reasonably be anticipated rather than when actual
notice is received about a lawsuit, investigation or audit. Ideally, an organization - or
even an individual - will be managing its information appropriately even beforehand so
that the actual e-discovery process will be as streamlined as possible. For users of wear‐
able health devices that generate data that may be relevant to a case, the challenges will
be knowing that they need to preserve this data, how to identify the data that may be
requested and then how to properly collect this data. Of course, the lawyer representing
the user should be able to offer guidance. The scenario of needing to obtain information
from a user’s wearable health device can be compared with that of information from
social media sites. Although it would be tempting to think that data from wearable health
devices can be requested and received from the vendors of these devices or cloud
computing services that might be storing this data, in the context of social media,
commentators suggest that it is best to first make the requests for information from the
actual users or from other users (“friends”) who may have access to this data. Thus, it
will be interesting to see what procedures are developed for requesting data from wear‐
able health devices, particularly the valuable information that might show trends in a
user’s medical status, activity levels or location (Fig. 3).

Fig. 3. Electronic Discovery Reference Model (edrm.net)

The Federal Rules of Civil Procedure were amended again in December 2015 to
shorten the timeframes for various stages in an e-discovery process, to place a greater
emphasis on proportionality and to provide clarity on when and what kinds of sanctions
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the court can impose for spoliation of evidence [10]. Courts are already applying the
amended version of the Federal Rules of Civil Procedure, which means that an e-
discovery process must now be completed in a significantly reduced period of time and
with greater specificity required for requests and objections [11]. The e-discovery
process becomes increasingly complex as lawyers and clients deal with wearable devices
and the Internet of Things, which create and store even more potentially relevant elec‐
tronic evidence in a wider variety of files and formats [12, 13].

Thus, another concern with data from wearable health devices is that it will usher in
a new era of digital forensics because these devices present a rich repository of poten‐
tially relevant evidence that can be requested and used as part of litigation. As with other
Electronically Stored Information (ESI), courts are already allowing data from these
devices to be discovered and admitted in trials [14, 15]. Even though data from wearable
health devices is discoverable, it must still meet the tests for admissibility as outlined in
the Federal Rules of Evidence and corresponding state court rules. One of the issues
with the data generated by wearable health devices is its reliability, especially since
studies indicate that the readings may not be entirely accurate [16, 17]. The variety of
wearables available in the market have their own algorithms to track and capture data.
For some, even moving one’s leg while seated is captured as a step taken, while other
devices give a different result because the wearable was probably too tight or loose on
the wrist to record the data properly. Determination of deep from light sleep has different
parameters for each of the fitness tracking devices. For data which lacks standardization
to be used as evidence can be perilous to the objectivity of the judicial system. Similar
to concerns with social media, one of the special issues with data from wearable health
devices is authenticity, since it would have to be proven that the person to whom the
device is attributed was actually the one using it [18].

As previously indicated, the data from a fitness device was used in the case of a 44-
year-old woman who claimed she had been awakened and sexually assaulted at around
midnight. The data from her fitness device showed she was awake and walking at the
alleged time of the crime. She first claimed to have been wearing her fitness device
during the time of the attack, but later changed her story to having lost her wearable
device during the attack [19]. Later, it was shown that she falsified the entire incident
and was ordered to serve two years of probation and complete 100 h of community
service. Another case was of a Canadian law firm which collected the fitness data of its
client to compare that to other wearers of her age and profession to show that the
plaintiff’s activities were reduced from what would normally be expected due to the
injuries she sustained in an auto accident [20, 21].

Concerns have also been raised about instances where employers and insurance
companies have provided wearable devices such as fitness trackers under the auspices
of promoting the health and wellness of employees and insureds [22, 23]. Although
seemingly benevolent at first glance, is such data collection over-intrusive and would it
result in either adverse employment actions or denial of coverage for illnesses or injury
if someone could point to a lack of physical activity as a rationale? Although wearable
health devices, which collect data continuously, might be able to give a picture of what
might have happened, they may fail to collect the exact details of the particular moment.
However, the data from wearable health devices including fitness trackers does present
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a rich repository of potentially relevant evidence, particularly for cases involving
personal injury, medical malpractice, employment disputes and any other type of liti‐
gation where someone’s health status is at issue. Trend data will be especially valuable.
Lawyers have been searching for and requesting information from social media sites for
several years, looking for data about opposing parties, the lawyers who represent them,
potential jury members and judges and even their own clients so it is unlikely to be any
different with data from wearable health devices. One of the authors has been publishing
articles and book chapters and giving presentations on e-discovery for 10 years. Most
recently, she reviewed a number of recent cases that considered a wide variety of files
and formats of information in digital form, including social media, email, video surveil‐
lance, chats and instant messages [24]. It is clear that data from wearable health devices
will be considered Electronically Stored Information (ESI) for purposes of discovery.
However, data from wearable health devices will still need to meet all of the other
requirements outlined under the Federal Rules of Evidence and comparable state court
rules in order to be admissible in court.

3 What U.S. Federal Legislation May Apply to Fitness Devices?

There is an urgent need for the legal framework to catch up with the speed of technology
development; the gap between the law and technology continues to widen. Unfortu‐
nately, research suggests that neither the Health Information Portability and Accounta‐
bility Act (HIPAA) - nor any other federal or perhaps even state law - seems expansive
enough to protect the health data collected by these devices. The wearables industry is
such a rapidly-evolving field that there are no specific sets of laws that cover it. The
public seems unaware of the security and privacy risks posed by wearable health devices;
however, this may change if there are some high-profile instances of misuse of this data.
Fortunately, experts are calling for new regulations, including legislation that would
cover the health and fitness data of employees [25].

3.1 HIPAA and the HITECH Act

Health information that is captured and stored by wearable health devices such as fitness
trackers is likely not considered protected health information under federal or state law
unless the information is shared with doctors, hospitals or any third-party vendors
(Business Associates) of these entities. Because these devices are not covered under the
Health Care Portability and Accountability Act (HIPAA), there can be little to no
expectation of privacy or security provided under this legislation. Interestingly, one
major vendor of wearable devices indicates that its devices are HIPAA-compliant,
raising questions about why this vendor chose to incorporate HIPAA considerations into
its products when other vendors have not done so [26]. Without adequate statutory
protection, questions remain about whether the use of wearable health devices actually
promotes fitness or is folly.

In addition, the advancement in technology today makes it very easy to re-identify
data and link it back to the person. However, under HIPAA, the data falls out of the
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protection scheme once it is de-identified, since protection is only available for “indi‐
vidually identifiable data” [25].

In 2009 another law, known as the HITECH Act, considered a more refined version
of HIPAA, was passed to “addresses the privacy and security concerns associated with
the electronic transmission of health information” [27]. However, even the reforms to
this law do not encompass data from wearable health devices and thus this data falls out
of the protection provided by these laws.

Concerns about the security and privacy of individually identifiable health informa‐
tion are not confined to the wearable devices industry, but are more broadly considered
whenever technology is used to create, store and transmit health data. Indeed, Rockwell
notes that “[t]he telemedicine industry is especially vulnerable to exposing private
patient information given its reliance on electronic data collection and storage and
frequent distant data transfer” [28]. The author examines the application of HIPAA and
the HITECH Act of 2009 in the context of telemedicine, noting that the question of
“whether a patient-facing telemedicine technology vendor is a HIPAA business asso‐
ciate subject to these regulations is a complex question depending on a number of vari‐
ables” [28]. Additionally, she observes that “[e]lectronic health records, video storage
devices, telemedicine devices, and any other data-generating or receiving device
involved in the telemedicine interaction carries the potential to collect and store
protected health information” [28]. As she concludes, “[c]ollection and storage of that
information as well as any use or disclosure are subject to federal HIPAA and HITECH
laws [28]. It is fairly easy to apply the same approach to the collection and storage of
data from wearable health devices.

3.2 Federal Trade Commission (FTC)

The Federal Trade Commission (FTC) ensures that consumers should be able to enjoy
the benefits that technology brings without having to worry about the privacy risks
involved. Though not specifically directed towards health data, the FTC sets guidelines
for protecting consumer data. In the future, it can play an important role in protecting
the data from wearable health devices. The federal rules will have to be adjusted to
encompass wearable devices and to ensure that consumers are not misled about the
privacy protections in place for their data. As is clear from a number of FTC enforcement
actions, vendors and other third parties that are part of the wearable health devices
industry will have to be careful not to “overpromise” about the security and privacy
practices that are used to safeguard the data that is generated, stored, transferred and
shared about consumers. Particularly worrisome to many consumers is the specter of
“secondary use” of their data by third parties without permission or without an oppor‐
tunity to “opt out” of certain activities such as data collection and analysis and offers
for additional services from third party vendors.

3.3 Food and Drug Administration (FDA)

The Food and Drug Administration (FDA) is another U.S. agency charged with
protecting and promoting public health through the control and supervision of regulated
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medical devices. Fitness trackers likely would be placed into the category of “low risk
general wellness” devices and thus do not require FDA oversight [29]. However, when
the use of fitness trackers is recommended by physicians, they would fall under FDA’s
purview as now they can be classified as medical devices and thus could be regulated
by it.

The FDA has made it clear that it does not intend to regulate “low risk” devices, but
as wearable technology delves deeper into the realm of tracking and monitoring as part
of bona fide medical services to maintain a patient’s health, there is a need to regulate
these devices as well [30].

4 Representative Examples of State Legislation that May Apply
to Fitness Trackers

The authors chose three states to examine to see whether there is legislation available
that could potentially provide more protection for the security and privacy of data from
wearable health devices such as fitness trackers than what is available at the U.S. federal
level.

4.1 Indiana

The authors are currently located in Indiana, so they were first interested in reviewing
the potential legislation that might be available in this state that would offer a greater
level of protection for the security and privacy of data from wearable health devices than
what is provided under federal law. Indiana Code 24-4.9 covers the disclosure of a
security breach, which includes definitions for terms such as breach of the security of
data, data base owner, encrypted data, “person” and personal information, requirements
for disclosure and notification of a breach, the duties of a database owner, the methods
of disclosure, penalties for disclosure and the actions that can be taken by the Attorney
General [31]. Indiana Code 4-1-6 features its Fair Information Practices and Privacy of
Personal Information [32]. Finally, Indiana Code 4-6-14 is devoted to the protection of
health records and identifying information [33].

4.2 Massachusetts

The law in Massachusetts was the second state of interest to the authors. Many experts
consider the laws in Massachusetts that deal with information security and privacy to
be the best among all of the states in the United States. Moreover, these experts advocate
for other states to adopt what Massachusetts has in place, hopeful that it can be a model
not only at the state level but also the federal level. The law in Massachusetts includes
regulations on the protection of personal information. Its definitions for “persons” and
“personal information” are expansive [34]. Its Standards for the Protection of Personal
Information of Residents of the Commonwealth cover purpose and scope, definitions,
duty to protect and standards for protecting personal information and a deadline of March
1, 2010 for compliance [35]. Interestingly, this statute includes computer system security
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requirements, making it particularly compelling as guidance for implementing a compre‐
hensive security program [35]. Among the provisions within this section of the statute
are secure authentication protocols and secure access control measures that include
education and training of employees [35].

4.3 Washington State

Fortunately, as this paper was being developed, a comprehensive examination of the
personal health data privacy laws that would apply to wearable fitness devices was
published in the Seattle University Law Review [30]. The author first provides an
explanation for why fitness devices are so popular, including the medical and social
benefits of these devices and the commercial benefits [30]. The author then discusses
the current federal law, including HIPAA and the HITECH Act and the regulations from
the Federal Trade Commission (FTC) and the Food and Drug Administration (FDA),
characterizing them as a “limited landscape” [30]. He proposes a statutory framework,
including state constitutional amendments and legislation, that Washington State should
develop to protect consumers from privacy violations through wearable fitness
devices [30].

The Uniform Health Care Information Act, enacted in 1991, is Washington’s state
primary health data protection legislature. It recognizes the patient’s interests in privacy
and health care and states that “[h]ealth care information is personal and sensitive infor‐
mation that if improperly used or released may do significant harm to a patient’s interests
in privacy, health care, or other interests” [36]. It also focuses on the rights to access
health care information, stating that “[p]atients need access to their own health care
information as a matter of fairness to enable them to make informed decisions about
their health care and correct inaccurate or incomplete information about themselves”
[36]. Washington State’s current health information protection laws provide protection
similar to HIPAA for traditional health care information and the state constitution is
considered one of “a handful of state constitutions that explicitly protects privacy” [30].
However, the law needs to expand and be more definitive in order to provide better
protection for personal health information and the processes associated with fitness
devices.

5 Recommended Next Steps

The rate of growth of the wearable industry demands a quick update in the design and
legal framework of these devices to avoid the misuse of this data. In this part of the
paper, the authors will cover design considerations and legal reforms which would help
to ensure the health data remains secure and can act as permissible digital evidence if
needed. They consider what other approaches that can be taken to provide greater
comfort to users of wearable health devices and to the vendors and third parties who
provide these devices or handle the data generated by them.
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5.1 Design Amendments

Security should be a prime concern for the professionals designing wearable health
devices. The responsibility to make sure that data is safe should rest upon the hands of
consumers as well as the designers, makers and vendors of these devices. The industry
can show respect for a user’s data by making the private settings as the default settings
of these devices and giving users the freedom to choose otherwise. The user’s expect‐
ation that his/her data is safe and not being shared with third parties without his/her
consent should be met. Secondly, how often has it happened that the user did not under‐
stand a vendor’s Terms of Service or Privacy Policy, and yet agreed its terms and condi‐
tions just for the sake of obtaining the devices or using the software application. It is
unlikely that in such cases the user will pack up his/her wearable health device and return
it. The designer’s intervention is needed in fashioning an application where the user has
the choice to opt out of any terms and conditions, yet he/she will still retain the basic
functionality of the device. Wearables provided to users as medical devices is a potential
solution, but again there should be an update on the legislative side.

In addition, keeping users informed about the specific data being generated and
stored and how this data is going to be shared with any third party would be an important
step forward. This can be accomplished during the initial setup; however, the design
should always allow users to go back, check and change their information sharing
settings and other preferences whenever they choose.

5.2 Law Amendments

The law must keep pace with the growth and innovation in the wearable health devices
industry. It is still unclear what laws and regulations apply to this ever-evolving field.
There is a need for specific laws targeted towards the “wearables” which will ensure
that the privacy, security and discoverability of this data is clearly defined. It is important
that protocols for requesting, collecting and preserving health data from wearable health
devices be clarified, likely through court cases as well as amendments to federal and
state court rules, so that clients and their lawyers handle this data properly throughout
the e-discovery process, but particularly during the identification, preservation and
collection stages.

Previously, the authors discussed the definitions of “covered entities,” “individually
identifiable health information” and “third parties.” To extend HIPAA protection to data
from wearable health devices, it is necessary to expand the above-mentioned definitions
of this terminology, such as including device manufacturers as covered entities, and
encompassing in the definition of business associates all of the involved third parties
that store, share and analyze the data from these devices. In addition, broadening the
scope of “individually identifiable health information” to include the data from the
wearable devices and mobile health applications will prepare data from wearables for
being admissible and discoverable in the digital age.
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5.3 Other Options

Interestingly, insurance companies are now providing coverage for devices and data
falling under the broad umbrella heading of the Internet of Things (IoT). As indicated
by Reuhs, the “internet of things” appears to “represent the next wave of new liabilities:
cars being remotely controlled by hackers; medical devices being used as access points
for theft of medical records; baby monitors being used as spying devices; a software
update pushing bad code that disables a fire sprinkler system; and TVs being rendered
useless by malware” [37]. The article continues with a description of general liability
policies and what they might cover and exclude related to IoT devices and the data they
capture and store. As he indicates, since 2014, nearly all commercial general liability
polices have excluded coverage for non-physical loss arising from data breaches
(whether from IoT devices or not) [37]. He then discusses whether first-party losses
would present more interesting insurance issues, noting that because all of these issues
may not be solved in a larger sense, it is important to read policies carefully and under‐
stand the risks [37].

There is an overall lack of awareness about what kinds of data are being generated
by wearable health devices and who can access it. The relative newness of this tech‐
nology has not yet offered users with an opportunity to explore and become more vigilant
about the protection of their data, especially given the variety of privacy threats that can
emerge because of the continuous collection, storage and sharing of this data. The ubiq‐
uitous nature of these devices makes it difficult for users to be able to perceive the
potential risks. The lack of privacy awareness in ubiquitous systems was a problem
identified in early research; however, controlling privacy had been the prime focus rather
than increasing privacy awareness of users [38, 39]. The design of these wearable health
devices should be such that the visibility of information transfer is more transparent.
One way to do this is by making an intuitive and easy to access user interface featuring
relevant privacy information. Adding data control filters would be another way to ensure
that users have some decision-making power over what data is collected, when it is
collected, how much will be collected and shared and who will have access to it. This
will make users more conscious of the data that is being shared and give them more
control over the data that they prefer to share, making the data sharing process a more
intentional act. A society that is well-informed and updated on the privacy and security
issues that might arise because of wearable health devices will provide an incentive for
designers, manufacturers and vendors to incorporate security measures as an integral
part of their wearable health device systems.

Another important facet of addressing the risks with wearable health devices such
as fitness trackers is user education. Although Fitbit provides extension information on
its privacy policies, it is unlikely that users either read or understand what these policies
mean [40, 41]. One of the authors was twice offered a free fitness tracker as part of the
wellness programs on her campus, which she refused because of concerns about privacy,
security and e-discovery. Participants were not provided with any information about
these issues nor with suggestions for how to secure their data. Moreover, the leaders of
the wellness program were shocked when the author told them that the data from fitness
trackers was already being requested as evidence as part of litigation. Some options for

The Privacy, Security and Discoverability of Data 61



increasing a user’s awareness of the risks that might be posed by wearable health devices
include clearer and more succinct privacy policies posted on vendor websites and
training that accompanies the distribution of these devices as part of medical, health and
wellness initiatives. The information on the Fitbit website is noteworthy in that the first
set of information is in summary form in non-legal language that the public can easily
understand [40]. More detailed information is then included as part of the company’s
detailed Privacy Policy [41]. Fitbit also provides its policies on other legal issues in its
Terms of Service [42].

6 Conclusion

The question remains whether the privacy, security and discoverability risks to wearable
health devices such as fitness trackers outweigh the benefits that these wearables can
provide. There is a need to balance the privacy and security concerns against the potential
improvements that can be made with respect to the health and wellness of consumers,
the health care system and society as a whole. Given the as yet unsettled issues with the
privacy and security of data from wearable health devices, the clear indication that this
data will be requested and admitted as evidence in litigation and the lack of true under‐
standing by users of the risks that these devices may pose, leads the authors to question
whether the use of these devices is fitness or folly.
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