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Abstract. As cyber is increasingly integrated into military operations, con-
ducting military cyber operations requires the effective coordination of teams.
This interdisciplinary contribution discusses teams working in, and in relation to
the cyber domain as a part of a larger socio-technical system, and the need for a
better understanding of the human factors that contribute to individual and team
performance in such settings. To extend an existing macrocognitive model [19]
describing functions and processes into a conceptual framework that maps
cognitive processes along cyber-physical and tactical-strategic dimensions (the
Hybrid Space; [4]) to gain a better understanding of environmental complexity,
and how to operate effectively in a cyber team context. Current experience from
conducting cyber network defence exercises at the Norwegian Defence Cyber
Academy and implications for future education and training are discussed.

Keywords: Macrocognition + Cyber domain - Team - Cognitive engineering *
Hybrid space -+ Human factors - Socio technical system : Cyber + Military -
Operations

1 Introduction

Across multiple domains teams are being increasingly called upon to perform complex
problem identification and problem-solving tasks in novel contexts and situations
[1, 71]. This is revealed in the military context, where formal recognition of the cyber
domain as a domain of operations [2], presents significant team challenges due to its
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emergent nature and novelty in the conflict arena [4-6, 65]. Cyber is the enabler of
networked operations', allowing enhanced information flow to support humans in
planning, command and control activities [7]. But it also escalates nonlinearity, com-
plexity and unpredictability [8, 10], creating an environment too rapid and complex for
human cognitive abilities to handle [12].

While the focus of research and development within the area of military cyber
operations has been technology centered [13, 14], a growing amount of researchers
have identified that the introduction of cyber as an operational domain places enhanced
demands on teams [4, 10, 15, 16] and effective team coordination appears to be
necessary for good cyber defence [17]. Combined with the integration of cyber
operations into lower levels of military hierarchical structures [20, 21], this could lead
to a significant shift in team dynamics, as roles, task demands and command functions
are subsequently affected. [4, 10, 22]. The result is: “Personnel operating in the cyber
domain represent a group of actors facing work that is characterized by a unique
pattern of human-technological interaction bearing cognitive and physical challenges
across the digital, physical, and the social domain.” [22, p. 3]. How these demands
manifest across team performance remains unexplored, which presents a challenge for
education and training of individuals and teams within the area of cyber operations, as
no common best practices or guidelines currently exist [3, 23].

While research on cyber operations has tended to investigate the possibility of
enhancing performance by means of augmented cognition (e.g. aiding humans through
the means of technology), there remains a case that the human element might be one of
the greatest untapped sources of cyber defence effectiveness [14, 16, 17]. Currently,
there is no consensus on how to assess the performance of teams in a cyber operation
context [17]. This may be due to limited understanding of team processes in the
complex problem solving environment of the cyber domain, when they are assessed
against existing ‘team’ research that is generally considered to have flaws and limi-
tations [1, 18]. For this reason, this paper assumes that good team performance cannot
be assessed simply based upon the team who captured the flag first. Instead we argue
that there is a need to investigate team processes in cyber defence training exercises as
a path to assessing team and judging performance.

This paper first introduces the macrocognitive model by Schraagen et al. [19] and
the Hybrid Space framework ([4]; Fig. 1) as conceptual tools for improving team
performance in cyber operations. The paper will then look at team macrocognition in a
cyber operations environment before finally describing contextual viewpoints from the
perspective of cyber defence exercises conducted at the Norwegian Defence Cyber
Academy (NDCA). Functions and processes that can be fostered in education and
training will be discussed.

! Network enabled operations, definitions and maturity specifications see e.g.; [7, 9, 11].
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Fig. 1. The Hybrid Space conceptual framework [4] and macrocognition - functions and
processes [19, 63].

2 Macrocognition and the Hybrid Space Framework Applied
to Cyber Defence Teams

Located within the field of cognitive engineering [25] and empirically grounded in
naturalistic decision making studies [24, 26, 27], the term macrocognition emerged
from a need to address the broad variety of cognitive processes in a natural setting
[1, 28, 70]. Macrocognition is subject to a variety of definitions that resemble each
other by the commonality of explaining cognition in natural environments and later as
‘the adaptation to complexity’ [26, 28-32].

Macrocognition provides a framework (see Fig. 1) to study cognitive processes as
they affect real-world task performance, and is addressed as a complement rather than a
competitor to microcognition” [33, 70]. These processes include a range of internal and
external cognitive activities [30] that are interoperable across team members for devel-
oping a set of alternative solutions [34]. The strength of this approach is that it encom-
passes both individual and team processes: “Macrocognition is defined as the
internalized and externalized high level mental processes employed by teams to create
new knowledge during complex, one of a kind, collaborative problem solving. ” [25, p. 7].

The Hybrid Space framework (see Fig. 1) can be used to map cognitive processes
and to present a multidomain environment where cyber - as the key enabler - reduces
distance between established hierarchical structures and formal rank and knowledge
power relations [4, 22]. This occurs as decision makers and teams have to acknowledge
and understand how to prioritize multiple assets based on known and unknown vul-
nerabilities and risks [4]. Mastering an environment where cognitive and physical
challenges occur simultaneously across many situational dynamics and between several

2 Klein et al. [30] coins the term microcognition for the purposes of explaining macrocognition.
Microcognition refers to the study of cognition in controlled environments aiming at investigating
the building blocks of cognition [30].
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domains of interest [22, 35, 36] will rely on unprecedented levels of understanding
[37, 69]. These higher levels of cognitive development are yet to be fully understood
and require research to support agile manoeuvres in the information age [8].

The Hybrid Space conceptual framework primarily focuses on describing a cog-
nitive landscape and the individual’s perspective and perception of this [4]. However
its applicability is not limited to individual actions; “At all operational levels agents’
can affect and are affected by abstraction levels of team and individual performance”
[4, p. 7]. Knox et al. [22] utilise the versatility of the Hybrid Space framework when
addressing the issue of communication in socio-technical systems. They demonstrate
the importance of the human factor by inferring from research in other safety-critical
socio-technical systems such as acute medical care and aviation. A logical expansion of
this contribution is to consider team processes in military socio-technical systems from
the perspective of cyber defence units, where multiple operators are expected to act
simultaneously as well as communicate and share knowledge.

The Hybrid Space adds a new dimension to observe and understand macrocogni-
tion functions and processes as they interact in a cyber-physical system. The
macrocognition model, when applied to the cyber context does not account for vertical
plane considerations as presented by the Hybrid Space. For example; the power
dynamics in a team between tactical and strategic have direct impacts on team com-
munication and coordination for functions and processes contributing to better
performance.

3 Macrocognition in the Hybrid Space

In addressing cyber defence team issues, three possible factors that contribute to the
breakdown of performance have been identified; team structure, team communication
and information overload [38]. The conjunctions and reciprocal influence of these
factors are not discussed in detail, but observed repeatedly in training as; “...a group of
individuals working independently with little to no communication or collaborative
effort with team members.” [38, p. 221]. Even if research in this area is not mature
enough to infer conclusively, this behaviour can be partly attributed to high cognitive
load and partly to organizational policies [38]. However, analysts often spend a lot of
time and effort searching the web for information that is often held by other members of
the team, and simple communication efforts could fulfil the information need [16]. This
indicates that the analysts’ actions may actually be contributing to increased cognitive
load. This leads to a decrease in communication and collaboration effort and as a result
levels of overall understanding (individual and team) might suffer. This insight sug-
gests that the individual and team dynamics are reciprocal cognitive processes, and
understanding team dynamics in cyber defence teams can be approached from a nat-
uralistic decision making research perspective through macrocognitive frameworks
[26, 32, 69].

3 In this context an agent can be both human and non-human [4].
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3.1 Environment

Even though teamwork is a well researched construct, focus has been primarily on
behavioural coordination in known tasks, and less on collaborative performance in
novel situations [1, 38]. The macrocognitive functions that support teamwork in the
Hybrid Space have to be viewed as processes that occur all of the time, often simul-
taneously, and some functions may serve as strategies to support the execution of
additional novel functions [30]. Despite the interconnectivity of the functions, they can
serve to support cognitive task analysis in naturalistic environments [31].

In discussing the macrocognitive environment, Klein et al. [30] identify a series of
distinguishing features that form the context in which naturalistic decision making
normally takes place [31]. These features are amongst others: ill-defined goals and
ill-structured tasks; uncertainty, ambiguity, and missing data; shifting and competing
goals; dynamic and continually changing conditions; action-feedback loops (real-time
reactions to changed conditions); time stress; high stakes; multiple players; organiza-
tional goals and norms; experienced decision makers [31]. This list of features
resembles the prerequisites for the Hybrid Space conceptual framework, where multiple
agents in multiple domains interact and bring their own goals and assets into play. In
the same way that Josok et al. [4] identify metacognitive skills as vital for performance
in the Hybrid Space; research on macrocognitive constructs could bridge gaps between
cyber team-members working in a hybrid environment that is defined by high stakes,
ill-defined goals and tasks, information load, uncertainty and dynamic conditions
[13, 14, 17, 38].

3.2 Structure

The role of cyber security teams is to protect assets that can be harmed via the cyber
domain or in the cyber domain [39]. Within the area of team research it is generally
accepted that a team needs to have a purpose and a goal, defined roles and a level of
interdependence, as well as the fact that efficiency relies on team members’ task- and
team relevant knowledge and their understanding of these factors [40]. The current
environmental issues in cyber defence teams make it difficult to meet these needs.
Empowerment of lower ranks and cognitive readiness” to adapt to change is currently
emerging as a requirement to perform successfully in the modern battlespace [4, 10, 22].
The tension between team goals and procedures, compared to organizational norms
is a problem in this space [4]. At both inter and intra team level, one of the main
contributing factors is that today’s network and communications systems enable
information to be shared and gathered in real-time, speeding up and blurring the inter-
action of agents, increasing the number of interactions between components dramati-
cally, resulting in an inability to predict with confidence the consequences, (especially
long term consequences) when parts of the system are altered by human actions [10].

* “Cognitive readiness is the mental preparation (including skills, knowledge, abilities, motivations,
and personal dispositions) an individual needs to establish and sustain competent performance in
the complex and unpredictable environment of modern military operations” [43, p. 1-3].
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Figure 2 encompasses a team with individually distributed responsibility and
workload across the Hybrid Space. The leader will try to establish lines of commu-
nications to keep up to speed with the evolving situation, interacting with both the
environment and team-members, engaging in a form of knowledge building process
connecting pieces of information and aggregate these into higher levels of under-
standing [10]. In a military structure, the leader will also be expected to brief on the
current situation to ranking officers or other stakeholders based on the current situa-
tional awareness of the total team knowledge and understanding. A logical action will
be to position himself in an overarching role, with low levels of ‘hands-on’ and more
context-related sensemaking. While this team concept model should work in relatively
stable contexts in the physical world, the attributes of cyber make this difficult (e.g.
ill-defined borders, concepts of time and space, absence of ground truth, the lack of law
and policies, ambiguous ethical dilemmas etc.). However, hierarchical structuring of
teams may have a negative impact on communication [41]. As several research con-
tributions show, putting a team of experts together does not equal effective team
performance. Factors ranging from a lack of organizational need or support, man-
agemental errors or interindividual issues [42, 44-46] can all affect performance. This
is somewhat addressed in the cyber defence team context when team coordination is
identified as one of the main obstacles to performance. For example; internal team
division of responsibility and established lines of communication during an incident
were often brought into question [38]. In our view, this can also be described as a
‘growing pain’ [7] for military operations in the context of cyber operations. In a
military context the contrarian asymmetries resulting from ‘authority gradient’ (leader:
high; operator: low) and technical competence (leader: low; operator: high) distorts the
common conception of a team. The leader’s source of input is filtered by a complete
information processing cycle on lower ranking expert levels; they rephrase, summarize
and simplify before the collection of several complementary acting team members - at
operator level - provide the informational input for the leader. This situation of con-
trarian asymmetrics probably needs entirely new ways of team development efforts,
because of the special coordination and communication requirements needed in such a
context [22]. Figure 3 provides a more accurate representation of the division of labor,
coordination and communication demands that manifests itself in an operational con-
text where any person can be the leader any given time.

3.3 Communication

The way team members are located across the space to cover the entire operational
context has been acknowledged in the Orienting, Locating, Bridging (OLB) model
[22]. This model is based on the assumption that one domain alone is not sufficient to
make sense of the actions taken and the transferability of meaning to another domain.
Using the OLB model, the interaction between members will be emergent and based on
the current individual need to advance in the problem solving effort. The team would
also be empowered to self-organize during problem solving if the traditional concep-
tions applied does not work, or had to be revised as the goals are reconceptualized
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Fig. 3. Hierarchical structure, complex relations

based on improved understanding, or changing conditions in the environment. Klein
[47] argues that complex settings require a more adaptive philosophy that breaks with
fixed goals and fixed roles and task paradigms. Not just adapting to the goal, and
changing the course of action, but changing the goals because of discoveries made
during execution [47, 67]. Klein [47, 48] calls for a flexible execution that appreciates
the process of setting goals, learning and discovery through planning and eventually
redefining goals based on new insight into newly discovered, earlier invisible, rela-
tionships and dependencies. This will often lead to deeper understanding of the
problem rather than to a solution [48]. Without a formal hierarchy, team members are
free to share information as they wish [18]. Hence communication and coordination
can be categorized as positively-complex between all team members. An example of
this can be found among engineers working who demonstrated great team-work and
cognitive flexibility to support their understanding of the STUXNET malware [53].
They analysed the code, and attempted to make sense of it individually and as a
collaborative effort. They shared ideas across domains (i.e., not only looking at the
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code). In the end, for the code to make sense, they needed greater insight and had to
start paying attention to the world around them and the geopolitical situation [49]. This
multi-domain, coordinating and detecting process was achieved through complex
learning functions and demonstrates macrocognition in action, in a Hybrid Space
environment.

While sensemaking is considered a process in macrocognition [30], in the cyber
context it relies on a state of cyber situational awareness. Obtaining and presenting an
agreed recognized cyber picture is a contested area in the military, and a number of
scientific papers are concerned with aspects related to situational awareness that are in
fact only sub components (i.e. sensors, recognized cyber picture, strategic picture,
physical operations etc.) leaving the overall situational awareness unmentioned [23].
Consequently some argue the cyber situational awareness is just a part of the overall
situational awareness, and that cyber information needs to be combined with other
information from other domains in order to make sense [23]. In practical terms this
suggests that team members as well as operator and commander, need mutual appre-
ciation towards each other’s perspective in order to communicate efficiently to support
each other’s sensemaking [22].

Terms like the ‘strategic corporal’ [50-52] try to address the symptoms of this
change, the solution however is disputed. To enhance team communication and
coordination efforts, team members must be empowered to share knowledge and make
decisions based on the current shared team knowledge, reducing the perception of the
leader as a command and control mechanism. This means that the attitude of each team
member is important; as each team member is required to maintain effort towards
building individual knowledge, whilst also engaging in uninterrupted sharing based on
own and team insight relating to the current context and problem space. In researching
naturalistic decision making, Klein [26] observed that experts were not necessarily
searching for the optimal choice, but looking to find an action that was workable,
timely and cost effective [31]. While this is probably workable in a tactical situation in
the physical domain, this approach may not be good enough in an operational cyber
setting. These ‘experts’ heavily relied on the recognition of patterns in their environ-
ment for decision making. However, the often complex and intangible relationships in
cyber, confront teams with previously unknown factors that influence the decision
making process. Therefore they would probably have to engage in what Klein describes
as “complex recognition primed decision making strategy” [31], where the precondi-
tion is that the situation does not match the experts’ prior experiences. Hence the expert
cannot apply recognition primed decision making directly, meaning they are required
to engage in learning and discovering new knowledge and exploring new and adaptable
ways to tackle the current issue. This shifts the goalposts for team research; from
performance and efficiency, to, adaptability and appreciation of learning and sharing. In
this situation, the ‘all capturing’ Hybrid Space framework is appropriate to gain insight
into cyber-physical understanding, consideration for multiple domains, and interpre-
tation of information emerging from different channels; all leading to greater appre-
ciation for different domain perspectives within a learning team. Klein et al. [54] claim
that any human sensemaking of events will start with some kind of framework, even if
the framework is minimal. However some events in cyber operations may be
counter-intuitive, and hence require more effort to make sense of, as seemingly logical
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reasoning may lead to faulty conclusions [55]. In conditions such as these, the adaptive
characteristics of the Hybrid Space demonstrate how ‘fit for purpose’ it is for framing
macrocognitive functions and processes in a new and complex field.

3.4 Information Load

Often in cyber operations the context complexifies the decision making process as the
communication flow can be distorted by high cognitive load and information saturation
[4, 12, 22, 38]. While the general, domain independent, assumption has been that more
information available equals better decisions, there is still little known about how
information sharing actually contributes to cyber situational awareness [23]. As long as
humans are required to perceive and process information, there will be a point at which
information overload becomes a reality. This leads to diminishing positive effects of
information sharing due to reduced situational awareness [7].

In expert teams, individuals with specialized competence must actively acquire
knowledge from the environment and each other to agree upon a full understanding of a
problem space [18]. This dynamic form of problem-solving in a team can essentially be
that of a ‘moving-target’ as processes are parallel, interdependent and continuous [1].
As for the Hybrid Space context, one could imagine the space itself sliding or moving
along its axis, shifting the focus of the team to a more distant part of the space. This is a
common problem recognized by several macrocognitive researchers in trying to
understand complex socio-technical systems, and presents the researcher with ‘moving
target complications’ in measurements [27, 64]. As experienced by military com-
manders [10], changes in both real-world scenarios and technology requires resilience
and adaptability in work [27]. As the complexity of relations are augmented by
technology “...work cannot be adequately understood in terms of simplistic causal
chain decomposition” [56, p. 15].
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Fig. 4. Sliding space

As complexity increases [12] at an individual level, strategies of oversimplification
are often applied [57]. At a team level, an often used strategy is distribution of workload
and division of responsibility across an hierarchical team of domain experts [41, 46].
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Both oversimplification (meaning also filtering out a lot of information before com-
municating it, limiting the recipient’s information base for his/her decisions) and
workload distribution are also an additional burden for communication capabilities. The
process of gaining information is never ending, and in the Hybrid Space the attribution of
attacks is difficult and making sense of intent and impact between domains can be
confusing. The relationship between uncertainty and risk is also somewhat intangible,
but still interconnected as i.e. acknowledgment of uncertainty would be to taking risk
into account or to prepare to avoid or confront risks [58]. This is recognized in the Hybrid
Space [4] when stating that: “Assets and their vulnerabilities are interconnected. If an
asset is lost, this loss has an effect on other assets and their vulnerabilities” [4, p. 178].

It is well documented that inability to detect problems is the cause of many accidents
[59], and in the Hybrid Space context the question of problem detection is particularly
interesting (e.g. problem detection in the cyber domain relies on a unique human
computer interaction and understanding; problems can emerge in one or several domains
at different times, but still be interconnected; the effect of attacks might not be kinetic,
but only have a cognitive impact i.e. lead to unthoughtful decisions that reduce opera-
tional freedom of own forces). While previous attempts to understand problem detection
has been more incremental towards a threshold of detection, more complex domains
seem to take advantage of higher level cognitive skills like re-conceptualization [59, 61].

Where the Hybrid Space conceptual framework [4] describes the environment in
which cyber teams operate, the macrocognitive framework [19] adds understanding to
the functions and processes that individuals and teams engage in within this space.
Knowledge gained from observing and studying cognition in naturalistic settings in a
cyber operation context [65], shed light on the current problems that have to be tackled
to ensure that individuals and teams receive proper education and training [60] to
operate in this complex multi-domain environment.

4 Research Based Cyber Defence Education - NDCA Context

The Norwegian Defence Cyber Academy (NDCA) conducts cyber defence exercises as
part of a three year education cycle for officer cadets training to lead and operate in the
cyber domain. Learning to operate in an environment where macrocognition shapes
critical decision making supports exercising troops develop increased appreciation for
team structures, grounded communication and the hazards of information overload.
The exercises are designed to ensure a positive learning environment for moti-
vating, developing and nurturing the necessary and evolving individual and team
skill-sets required to lead adaptively [68], and function as effective members in cyber
teams. Fundamentally this requires creating an adaptable operative learning environ-
ment, that replicates multiple levels of complexity and cross domain dynamics [66]. In
these conditions it becomes straightforward to expose trainees to novelty, as well as to
the emerging nature of macrocognition in a cyber domain team context. Founded upon
real world conflicts, exercise scenarios are holistic and capture the dynamics of the
Hybrid Space by encompassing both cyber-physical problems as well strategic-tactical
tension [4], ensuring naturalistic complexity. Context sensitive real world scenarios
allow novices and practitioners to engage in authentic sensemaking based on available
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newsfeeds, online information and own mental frameworks. The complexity of the
scenarios requires the teams engage in learning activities to gain understanding of
detected problems, to coordinate in order to decide on the best course of action as well
as communicate risk, limitations and uncertainties to the designated operational com-
mander. The objective is to create an environment where standard operation procedures
cannot be applied and teams have to continually adapt to complexity and novelty. No
frameworks are imposed upon exercising personnel regarding team configuration. They
are encouraged to self-synchronize and are supported rather than assessed by their
appointed expert mentor. As they learn to manage the broad spectrum of team demands
required to operate effectively, they themselves discover and develop a deeper
appreciation for the functions and processes of macrocognition (see Fig. 1) in a cyber
critical team context. As they iterate through increasingly complex cyber attacks - that
arrive in their network as part of larger geo-political scenario - their individual and team
dynamics are trained, tuned and tested.

The cyber defence exercises apply the Hybrid Space framework as a means of
grounding communication partners within a cognitive space that is influenced by
tactical/strategical and cyber-physical/socio-technical dimensions. Participants’ ability
to consciously apply macrocognitive functions is built upon the three-phase OLB model
[22]. For example; to create a learning environment that exposes these competencies,
students attending a cyber defence exercise in 2016 were tasked to design and create
their own ‘recognized cyber picture’. This demanded they present information relevant
for building cyber situation awareness as part of the wider operational and strategic
scenario. The product needed to be versatile enough that data could be verbally and
visually presented to a non-technical strategic level commander. The purpose was to
ensure the teams were able to increase the commander’s understanding of how the cyber
situation affects the physical context, and needs to be integrated into decision making.

Critically and possibly uniquely, the research team is an integrated part of the
exercise planning team. This allows observing for decision making and team processes
in a naturalistic way as the ‘exercise becomes the lab’, meaning research methods can
be applied, triangulated formatively and summatively and cognitive load can be
managed in order to ensure information overload leads to positive learning outcomes
among participants. All the while, researchers and experts mentor and encourage
metacognitive process as well as observe for macrocognitive functions. Applying the
Hybrid Space framework as both a tool to encourage metacognition in cadets, as well
as a tool for researchers to gather data on, for example; team workload [62], estab-
lishing training, education and performance metrics for individuals and teams working
in the cyber domain becomes less intangible.

5 Conclusion and Future Work

In this paper we gave a brief introduction of macrocognitive concepts and the Hybrid
Space framework, and discussed their applicability for improving team performance in
cyber operations. As an educational example, we discussed how the NDCA uses
macrocognitive processes and the Hybrid Space framework in research-based cyber
defence education.
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Despite attempts by teams to self-evaluate improvements in their performance, or
judgements based upon ‘capture the flag type’ competitions, there does not exist a
well-defined definition for good performance in cyber defence. The development of
objective and valid criteria of success in cyber defence, the operationalization of
individual and team performance, and finally the isolation of predictors for perfor-
mance are challenges for future research. The placement of macrocognitive processes
within the Hybrid Space acknowledges the cognitive dimensions of tactical versus
strategic considerations and the hybridity of environmental events encompassing cyber
events and physical correspondents and thus provides an adaptation of the
macrocognitive model in a cyber defense context. Current conceptions of team
organisation, team leadership and team interaction might have to be re-conceptualized
due to the impact of the cyber domain.

Acknowledgements. The authors would like to thank the Ving 69 at the NDCA for the con-
tributions to this article.
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