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Abstract. In Sweden, the use of open source software (OSS) in public sectors has
been promoted by the government in recent years. A number of Swedish
municipalities forms interest communities to share OSS information and work
together with OSS issues. However, it lacks of studies and evidences that these
municipalities have adequate routines for managing warnings and advices from
the communities on OSS security incidents. The Heartbleed vulnerability that
occurred in April 2014 was a sudden case for these municipalities to take remedial
actions to protect their information assets in a timely manner. This work aims to
take a socio-technical study of how Swedish municipalities utilizes information
channels to handle the OSS security incident and their security posture before,
during and after the incident. We conducted a case study for Heartbleed incident
management in Swedish municipalities, where three municipalities located in
different regions of the country were studied. This study used a qualitative
research method combining with Security-by-Consensus (SBC) analytical model
as a research paradigm for data collection, and processing and analysis. The result
suggests that the socio-technical aspects of open source security should be taken
into account in Swedish municipalities for OSS adoption and security incident
management.
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1 Introduction

On April 7, 2014, news of the Heartbleed bug hit the world. The Finnish company
Codenomicon and Google had independently [16] discovered a bug present in the open
source software (OSS), OpenSSL. The vulnerability allowed attackers to remotely get
sensitive data, possibly including user authentication credentials and secret keys,
through incorrect memory handling from both clients and servers [12, 17]. In Sweden,
the use of open source software in the public sector has been promoted by the gov-
ernment [39]. Several municipalities in different parts of the country formed interest
organizations to work together with OSS and issue around it. The Heartbleed vul-
nerability required these municipalities to take remedial actions to protect their infor-
mation assets in a timely manner. Because of the great impact of the bug, there were
also many different information sources to resort to when solving the problem with the
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bug, both official and unofficial The Computer Emergency Response Team-Sweden,
CERT-SE, helps Swedish organizations with security issues. CERT-SE sent out
security warnings when serious incidents like the Heartbleed bug occurs [7]. On April
4, 2014, rumors about the Heartbleed bug started to spread across the open source
community. Codenomicon published a website, www.heartbleed.com, which contained
detailed information about the bug; how to update the software and how to update
certificates [16]. Swedish media sources started to disseminate information about the
Heartbleed bug to the Swedish population, three days after the Heartbleed website was
actually released. The majority of the Swedish newspapers did not share any recom-
mendations to the public [11, 13, 22]. Aftonbladet was the only newspaper that actually
recommended the public not to visit any servers that might be using OpenSSL and
recommended people not to send any secrets on the net [35]. The Swedish Television
(SVT) and the Swedish radio (SR) did recommend people to change their passwords
[10, 48]. When it comes to Social Media, on 7th of April Facebook announced a
message reassuring Facebook users that protection had been implemented and that they
continue to monitor the situation closely [16]. The first tweet about the bug came out on
April 7, which was made from Adam Langley. The tweet that was about the bug also
referred to the Heartbleed website [26].

The problem is that research shows that half a year after the Heartbleed incident the
necessary precautions against Heartbleed from various information sources had not
been taken by many users of OpenSSL [50]. This work studied how Swedish
municipalities handled the Heartbleed incident and their security posture before, during
and after the incident. Specifically, this case study will focus on exploring and
describing what procedures surround security incidents with OSS and which sources of
information are consulted in the process.

1.1 Heartbleed Bug

The naming of Heartbleed is based on Heartbeat, while the Heartbeat is an extension
for the Transport Layer Security (TLS) and Datagram Transport Layer Security
(DTLS) protocols, it was proposed as a standard in February 2012 by RFC 6520
[8, 12].

The Heartbeat Extension allows either end-point of a TLS connection to detect
whether its peer is still present, and was motivated by the need for session management
in DTLS [12]. In 2011, one of the RFC’s authors, Robin Seggelmann implemented the
Heartbeat Extension for OpenSSL. OpenSSL failed to notice a bug in Seggelmann’s
implementation and introduced the flawed code into OpenSSL’s source code repository
on December 31, 2011. The vulnerable code was adopted into widespread use with the
release of OpenSSL version 1.0.1 on March 14, 2012. Heartbeat support was enabled
by default, causing affected versions to be vulnerable by default [46].

The feature, introduced by Seggelmann, enables arbitrary data to be sent from one
end of a connection to another. The receiving end would then ping back an exact copy
of that same data to prove that the connection is secure, according to a detailed
breakdown by The Register [47]. After the initial Heartbeat message is sent, however,
the bug tricks the recipient server into spilling out data from its memory instead of just
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sending back an exact copy of the original data. In short, it enables the server to “bleed”
out extra information after receiving a Heartbeat message. The sensitive information
that may be retrieved using this vulnerability includes primary key material contains
secret keys, secondary key material contains usernames and passwords used by vul-
nerable services, protected content contains sensitive data used by vulnerable services,
and collateral contains memory addresses and content that can be leveraged to bypass
exploit mitigations [19, 46].

The Heartbleed vulnerability was originally found by Neel Mehta, a Google
computer security employee, in March 2014 [16]. Upon finding the bug and patching
its servers, Google notified the core OpenSSL team on April 1. Independently, a
security-consulting firm, Codenomicon, found the vulnerability on April 2 and reported
it to National Cyber Security Centre Finland (NCSC-FI). After receiving notification
those two groups independently discovered the vulnerability, the OpenSSL core team
decided to release a patched version.

The public disclosure of Heartbleed started on April 7, 2014, at 17:49 UTC with the
version 1.0.1g release announcement [37], followed by the public security advisory
[36] released at 20:37 UTC; both announcements were sent to the OpenSSL mailing
list. At 18:55 UTC, National Vulnerability Database (NVD) of NIST (National Insti-
tution of Standard and Technology, USA) released a Vulnerability Summary for
CVE-2014-0160 [33], which is the official reference to this Heartbleed bug.

1.2 About CERT-SE

In Sweden, the Computer Emergency Response Team (CERT-SE), an organization
within the Swedish Civil Contingencies Agency (Myndigheten for samhéllskydd och
beredskap; MSB), deals with and works preemptively with IT-security incidents that
affect society [31]. Their assignment is to deliver information of security incidents to
those organizations who sign up their mail services. They also communicate and
cooperate with other CERT organizations around the world. CERT-SE aims to work
for both the private and public sector such as municipalities. At the occurrence of a
major IT-incident CERT-SE sends out a warning to organizations who have subscribed
to receive an e-mail “flash warning” about serious incidents. For the Heartbleed inci-
dent, CERT-SE, in their “flash warning”, recommended users of OpenSSL to upgrade
to the new OpenSSL version 1.0.1g. Later in their newsletter, they also instructed users
to exchange the certificates for the updated software, and other secret data that could
have been disclosed due to the bug [6].

2 Related Works

Most of the recent research in Open Source/Heartbleed incident management has lar-
gely technology driven. Wu [49] identified the technical procedures and findings of
Heartbleed incident management through a real case analysis in a medical school,
including sever inventory audit and risk assessment. The difficulties of detecting the
Heartbleed vulnerability by a static or a dynamic analysis technique alone have been
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identified and discussed in [25]. To address such vulnerabilities, some research works
focus on building feasible mechanisms for the detection of Heartbleed vulnerability
[23, 27, 44].

Other studies have been conducted in the area of OSS adoption and security
management. Ramanathan and Iyer [38] identified the influence of outsourcing on OSS
and further investigated the factors that impact the adoption of OSS in global Infor-
mation Technology outsourcing organizations serviced by Indian IT services providers.
Their study adopted positivism research philosophy and qualitative approach. Tosi
et al. [45] studied the adoption of OSS in the Public Administration in Italy, including
the obstacles of their adoption and willingness of stakeholders to proceed with their
introduction. Lundell et al. [28] studied the state of practice with respect to OSS in
Swedish companies across the small and medium enterprises and large company
sectors that have adopted OSS. They analyzed its implications from a number of
perspectives, including business motivations and rationale, individual and organiza-
tional motivations, and tensions concerning different values (community vs. corporate
values).

There is another study on OSS and its use in Swedish municipalities from the
Hogskolan in Skovde [3]. Focus in that work was on the risks and possibilities during
the transfer from proprietary software systems to introduction of OSS in municipalities.
The subject of how to deal with security vulnerabilities in OSS is only fleetingly
touched upon in this work. The discussion then concerns support and a worry at the
municipalities that the support from OSS providers is not as good as for proprietary
software. Focus in the study is on risks during the actual migration of software and not
management and daily support of OSS.

In our research work, we aim to use a socio-technical analysis approach to form a
view on both technical and social aspects of handling Heartbleed incident and obtain an
better understanding of the events and causes of action during this incident.

3 Research Approach and Data Collection

The objective of this research is to study security incident management of OSS in
Swedish municipalities. The study attempts to answer the following research question:
How does the socio-technical security posture of Swedish municipalities affect the use
of official and unofficial sources’ warnings and advice concerning Open Source
security vulnerabilities? Swedish municipalities are the unit of analysis in this case
study. The study used an exploratory qualitative and the case study approach, which
provides a rich and in-depth analysis of OSS incident management of organizations.
Qualitative research method is a field of scientific inquiry that crosscuts various dis-
ciplines and subject matters. Usually, it uses qualitative data and involves interviews,
observations, and document reviews in order to understand human behavior (social and
cultural) and the entire environment [5, 32].

In this case, study the problem statement covers areas of IT-security within open
source software at municipalities. The focus was on the IT-department, a particular
group of people from the chosen municipality. As we wanted to get input from the
users, while still allowing for them to think freely to some extent, we chose to use a
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semi-structured interview as described by May [30]. With a semi-structured interview,
the questions are prepared in advance, but the researcher can ask complimentary
questions and have a dialogue with the subject. In order to facilitate elaboration, certain
possible follow-up questions were prepared beforehand. As we suspected that the
subjects would be unwilling to consider themselves behaving insecurely, we also asked
about what their colleagues would do. This also has the benefit of covering more
subjects.

3.1 Socio-Technical Framework

In order to create questions on the social element of security, we needed a framework
describing security that covered both social and technical issues. In this case study, we
adopted a socio-technical framework provided by Stewart Kowalski [24], which
contains two basic models: a dynamic model of socio-technical changes, called the
socio-technical system (Fig. 1), and a static one, called the security-by-consensus
(SBC) model or stack (Fig. 2). At the abstract level, the socio-technical system is
divided into two subsystems, social and technical. Within a given sub-system, there are
further sub-systems. The former (social) has culture and structures, and the latter
(technical) has methods and machines. From the system theory/s point of view,
inter-dependencies between system levels make a system adjust for attaining equilib-
rium. The process is referred to as homeostasis state. For instance, if new hardware is
introduced into one of the technical sub-systems, for instance, the machine sub-system,
the whole system will strive to achieve homeostasis. This suggests that changes in one
sub-system may cause disturbances in other sub-systems and consequently to the entire
system.

Social Technical
~N
Y
Culture < Method
Machine
Structure
. AN _/

Fig. 1. Socio-technical model (Kowalski [24], p. 10)

Reflecting the static nature of the socio-technical systems, the SBC stack is a
multi-level structure that divides security measures into hierarchical levels of control.
The social sub-system includes following security measures: ethical and cultural
norms, legal and contractual documents, administration and managerial policies, and
operational and procedural guidelines. Similarly, the technical sub-system consists
mechanical and electronic, hardware, operating systems, application systems, and data.
Other aspects are store, process, collect, and communication.
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Fig. 2. The SBC model (Kowalski [24], p. 19)

In the socio-technical framework, each system interacts with other systems rather
than being an isolated system. Internal and external changes—both social and technical—
will affect system security. Therefore, systematic deployment of security measures is
required. In particular, this framework has been applied to evaluate threat modeling in
software supply chain [1], business process re-engineering [4], a framework for securing
e-Government services [19] and an information security maturity model [20]. The
application of the socio-technical framework to software analysis is an appropriate and
legitimate way of understanding the intrinsic context in open source phenomenon. It
provides a way to perform system analysis through a systemic—holistic perspective [21].

3.2 Data Collection

Interview Questions. The interview template that has been made covers specific areas
or themes from the problem section to collect data for the research question. Since the
research tends to adopt a specific analytical approach called the SBC-model, the
interview questions were separated into different categories. Each question is unique
and asked only once depending on the respondent. To formulate the questions for the
interviews the categories according to the SBC-model were used: Ethical and Cultural,
Legal and Contractual, Administration and Managerial, Operational, and Technical.
The different categories of questions were not disclosed to the interviewed persons
during the interview to prevent the participants from being influenced by them in their
answers.

A preliminary test was done on the interview questions, after which slight changes
were made on the order in which the questions were asked and how the questions were
formulated. By listening to the recording, the researcher became more aware about how
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the wording and how the formulation of the questions could influence the subject.
While the process of developing questions by using the SBC model as a background
can be used for most studied organizations, the questions themselves should be adapted
to the organization and the people studied.

Below follows a description of the different parts of the SBC-model and a moti-
vation for the questions in each part. The questions were asked in Swedish but
translated to English for this paper, and they were not always asked exactly as the same
phrases. There might be slight differences in meaning between the languages lost in
translation. The actual questions (in both Swedish and English) can be found in
Appendix A.

Ethical and cultural: This category handles questions of what is considered morally
right and wrong people’s values in a society. From the Ethical interview questions, it
will be possible to understand if and how social media is a possible tool for the
IT-administrators to use. It will also give information about the general handling of
IT-risks in the municipality.

Political and legal: Handles questions with regard to how society implements its own
laws and rules and its awareness of them. The political and legal interview questions
will disclose how well the governments’ intent on increasing the use of OSS has been
implemented. It will also show if it is political or legal influences of OSS adoption or if
it is used on the recommendation from the employees at the IT-department.

Administrative and managerial: Actions aims at creating policies/rules to obtain a
high-security level and to ensure activities that facilitate the implementation of
policies/rules are in place. The organizational management is important to have for
comparison to other municipalities and to show generality for the study. Some of these
questions try to clarify the management activities during the Heartbleed incident to
understand when and how different information sources were used and how the
organization will act in a similar situation in the future.

Operational: This category aims to understand how Heartbleed was handled by
concrete security activities at the operational levels.

Technical: This includes computer hardware and software applications. The hardware
interview questions will reflect the organization’s use of OSS and in what state the
applications are in today.

Data Collection

There are 290 municipalities in Sweden [43]. For this case study, the selection of
municipality had to be based on certain specific attributes [9]. The criteria were:
(1) Municipalities that use OSS. (2) Municipalities that have been affected by the
Heartbleed bug; and (3) Municipalities that manage system administration in-house.
Sambruk is an organization consisting of Swedish municipalities, formed 10 years ago,
with 100 members. Their focus is to coordinate and work together with organizational
development and e-governance using open source software and platforms in the
municipalities [42]. Because of the use of open source code in the Sambruk interest
organization, it was considered a good source to find a suitable candidate for this study
within that organization. A selection of Sambruk members around the Stockholm area
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was contacted to try to convince one or some of them to participate in the case study.
The Stockholm area was chosen due to closeness to the interview subjects.

When recruiting municipalities for participation in the study a letter describing the
project was sent out to several municipalities, which were known from the Sambruk
organization to use OSS. The letter also contained bullet points on subjects that was
going to be studied to give the recipient an opportunity to understand the content of the
case study.

Three municipalities (M-1, 2, 3) have been considered good candidates for this
study because they met the three criteria stated above and the organizations were active
on social media like Twitter and Facebook. The result from the case was expected to be
representative of other municipalities that meet the three criteria. An investigation of
municipalities from and around the Maélardalen region showed that five of eleven
municipalities manage their system administration in-house. Municipalities geo-
graphically close to each other and belonging to the same County Council (sv.
“landsting”) have been found to meet and discuss IT-security. Speculatively, they can
indirectly be influenced by each other to embrace the other municipalities’ safety
routines and behavior. From the reasons mentioned in this section, results from this
report should be possible to generalize to other municipalities that use OSS. Factors
that limits how much the findings in the study can be generalized are primarily if the
municipalities outsource their IT-administration or not. If they are outsourcing, it can
be difficult to know how the security incidents are dealt with. There are a large number
of municipalities, judging from collaborations like Sambruk, should encounter the
same problems with how to deal with OSS bugs as the studied municipality

The Interviews

The interviews all started with an explanation of the study, ethical aspects etc. During
the interviews, other questions than the pre-developed were asked, which was expected
in advance. The interviews lasted between 35 and 55 min. They were taped and later
transcribed and then sent to the subjects in order to see that there were no major
misunderstandings or misquotes after which the interviews were analyzed using
qualitative methods. This was sent using e-mail due to practical reasons but it is notable
that poor e-mail security might danger the anonymity of the subjects. Different themes
and categories in the answers were apparent, and in some cases, the subjects answered
in such a way that the answers could easily be compared; in those cases, a comparative
analysis was made.

3.3 Ethical Aspects

During the study, the participants were introduced to the subject and the authors. None
of the participants were forced to take part and signed the form of consent. At the start
of the interview, the subjects were informed again about the aim and method of the
study, both orally and in a written document. They were also informed that the
interviews would be taped and the tapes stored, but that they would remain anonymous
in the study and on the tapes, how the material would be published and also that they
could abort the study at any time, without needing to give a reason. Both the subject
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and the researcher then signed the document. The subjects were also offered a chance to
see the transcriptions from their own interviews to ensure that there were no misun-
derstandings or misquotes.

All the interviews were recorded and the participants were informed about that.
After transcription, the results of the interviews were sent to the interviewees for
correction of misinterpretation. One ethical concern was that it would be discovered
during the study that the studied organizations had not dealt with the Heartbleed bug in
a proper way. To be on the safe side, all the organizations were informed about the
proper procedure to deal with Heartbleed after the interviews if it was not apparent
during the interview that they had updated their systems in a proper way.

4 Findings: Data Analysis and Results

Eight interviews were done. The interviewees all came from IT department: three was
female and five were male. The ages were between 25 to 50 years. They had been in IT
fields for 4 to 15 years. Below is a summary of the results and analysis in this study.
The form used for the analysis is set by the SBC categories.

Ethical/Cultural: All subjects expressed the security awareness of adoption of open
source software. Each OSS had a dedicated system administrator, who was responsible
to overlook the system and make sure that the patches were applied routinely and
effectively. There was no restriction in the use of social media in these three munici-
palities. Despite that social media delivered the quicker news about Heartbleed than
CERT-SE [16], municipalities still relied on the information source of CERT-SE.
where they believe they can find trustworthy information. While the Heartbleed
occurred, IT departments took most actions in dealing with the vulnerability. There was
no information sent out to the users about the bug during and after the incident in M-1
and M-2. M-3 had a simple description of IT measurements in their system mainte-
nance notice, but also did not mention Heartbleed bug in this announcement.

Legal/Contractual: There were no known political or legal pressures or incitements to
use OSS in respondent units. It is interesting to note that the promotion of OSS in the
public sector by the Swedish government [39] had not fully reached some organiza-
tions. There was also no known knowledge about political strategies to implement OSS
in the organizations. While there was information on OSS adoption, the documents
were not known by most of the subjects, and their actual influence on the day-to-day
security work was probably very slight.

Administrational/Managerial: In Swedish municipalities, the IT manager worked on
the strategic, tactical, and operational levels. There was an established practice to
manage IT systems and OSS products, including audited IT systems periodically,
identified people to be responsible for keeping track of OSS products and assessed risks
of IT systems. The chain of command at each municipality with regard to report
hierarchy was clear. IT managers in the county met up regularly and exchange infor-
mation about e.g. security incidents like Heartbleed and how to deal with security
problems in general that were encountered in their organizations. It helped munici-
palities network with each other and learn from experiences.
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Operational/Procedure: People in charge of maintaining OSS subscribed themselves
to respective mailing list from CERT-SE. They would check the threads posted in
social media in day-to-day operations, however, when emergency incidents came in, it
was thought that they would take longer time for them to filter through all information
sources of social media to deal with the security incident. Compared to proprietary
software support where they called customer support and know whom they talk to and
trust that the support person can solve the problem that they have. There seemed to be a
reluctance to contact OSS support even though they thought that they probably would
obtain the same service.

Technical: There was a good security coverage on open source products in IT
departments, such as installed OSS in intranet only, enabled firewall and updating the
patch routinely. However, employees at each municipality that has a municipality
owned computer can download any software to that computer. There was no specific
policy or technical mechanism for the control of downloading OSS in personal
computers.

Using the data acquired in the interviews, we made a judgment on the readiness of
the areas surveyed based on frequency of answers, and the impact of the vulnerabilities.
It can be seen in Fig. 3 below. On a scale from 0-10, the answers were rated on impact
on security. The higher the rating the better influence on security.

Ethic/Culture
Legal/Contractual
Administrational/Managerial
Operational/Procedure

Technical

Fig. 3. Result of SBC interpretation

To make it easier to discuss both technical and social aspects of a security incident
we use a coordinate system proposed by Alsabbagh and Kowalski [2] which aims to
visualize the relationship between operational environment threat metrics and organi-
zational security posture. Using the result from the study, the coordinate system is
presented in Fig. 4. In the right-hand part of the graph, the severity of the security
incident is displayed, from a social and technical aspect. The left-hand side of the graph
shows the perceived posture of the organization towards the security threat studied. The
range is set from 1 to 5 on all axis, where the low numbers corresponds to low
threat/posture on the x-axis and from less to more complex problems on a social and
technical level on the y-axis [2].
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Fig. 4. IS warning coordination system

According to Symantec Security Response [15], by the time of Heartbleed vulner-
ability announcement, a spam campaign was uncovered using Heartbleed as a way to
scare users into installing malware onto their computer. The spam requested that the user
run the Heartbleed bug removal tool that was attached to the email in order to “clean”
their computer from the infection. This social engineering targets users who may not
have enough technical knowledge to know that the Heartbleed bug is not malware and
that there is no possibility of it infecting computers. The complexity of this social threat
was estimated to level two since attackers have to obtain only employee email addresses,
and compose and sent email. This kind of attack is more a discrediting rather than a
financial or operational attack so that the severity level suggested here was deemed level
two. The technical complexity for causing the problems with the incident was judged to
be level 3 because a sample of proof-of-concept scripts was available to be retrieved
[14, 29]. Attackers equipped with a certain level of technical skills could use the script to
dump a bit of RAM from a vulnerable server. This technical threat could have been very
critical if confidential information were disclosed which puts the threat level at four.

The social security posture of the organization was to be medium-low (level 2),
since the responsibility and ownership of system administrators were high, however,
there was no enough information revealing to users in order to enrich their knowledge
and raise security awareness. The complexity of social posture was estimated heuris-
tically to a level 1 because only one official information source was used to find
information about how to deal with Heartbleed vulnerability, and there was no political
or legal knowledge in implementation OSS in organizations. Both the levels of tech-
nical posture and complexity were set to two since the standard countermeasures have
been made only within IT systems.

To be able to resolve the potential threat, the posture level should be on the same
level as the threat to be able to deal with the problem. If the solution of the threat is less
than the actual threat the capability of the organization is not enough to deal with the
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potential security problem. In this research, the threat level was a lot higher than the
low posture level of the organization. This gap between threat and posture is repre-
sented by the stars in the Fig. 4. To bridge the gaps (*social, **technical) and be better
prepared for security incidents like Heartbleed the municipality would have to take
preventative measures that are discussed in the next section.

5 Discussion

The purpose of this study is to investigate whether the socio-technical security posture
of Swedish municipalities affects the use of official and unofficial sources’ warnings
and advice concerning open source security vulnerabilities. It can be shown that even
though the municipalities in this study used social media when keeping track of
problems with OSS-security incidents they still follow the recommendation that
CERT-SE gave. The reason for this seems to be a trust in the official information from
CERT-SE in combination with an insecurity of how truthful information from unof-
ficial sources like social media sources on the internet are.

However, several sources in social media conveyed the right course of action to deal
with Heartbleed from the start and was faster to publish the news than CERT-SE. To
avoid a situation where only one official source of information is trusted it would be
beneficial to track other alternative sources when seeking solutions to security vulner-
abilities which would mitigate the gap of social complexity in Fig. 1 (*social
improvement). Another important aspect is to also follow up on incidents to both make
sure that proper preventative measures against the vulnerability has been taken and also
improve management of open source downloading and patching (**technical
improvement). With the large amount of municipalities using OSS and the government,
promoting its use there could also be a national policy on how to deal with OSS in
organizations. In March 2015, almost a year after the Heartbleed incident, the Swedish
“Riksrevisionen” handed in a petition to the government in which they wanted to have
better rules implemented for security management; supervision of security management
in the public sector and sanctions for those who don’t comply with the regulation should
be introduced [41]. These requests are in line with a European Union (EU) directive to
ensure a high level of internet- and information security (IS) throughout the EU [40].
The Government also wants to start a national incident report system [41]. An incident
report system, from a general Safety, Health, and Environment perspective, used right,
will be able to pick up on small “not so dangerous”-events and by learning from those
more severe incidents can be avoided [31].

The SBC model result shows a low rating in the Legal/Contractual and Operational
categories. This rating could be remedied by the government when they propose a
transfer from proprietary software to OSS to reflect over what kind of risks the
municipalities run when doing so and make sure that proper policies are in place for
operational employees to follow. The security problem that can be seen in connection
to the use of OSS in the public sector, stem from a lag in development in method,
culture, and structure compared to machine from a socio-technical perspective. The
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technology is implemented as the software but the method for dealing with a security
incident due to a software bug is not robust when the user doesn’t have clear
methodology for solving the problem i.e. the user doesn’t know where to find infor-
mation about a security incident [24]. A strong culture in an organization forms when
the employees follow the rules that are set up for the work processes. In the Heartbleed
case, the studied municipalities had to change their routines after the incident, which is
a sign of that the original rules were not adequate to deal with the new process of
dealing with OSS vulnerabilities. The municipality management in question took the
experience with Heartbleed to heart and improved their routines. That type of behavior
is evident of good leadership and improves on the structure in the organization [31].

6 Conclusion and Recommendation

In this study, we use conducted a socio-technical study for Heartbleed incident man-
agement in Swedish municipalities and used qualitative research method combining
with SBC analytical model as a research paradigm. Findings in this study compares to
the study from Hogskolan in Skdvde by Andersson [3] in which the municipalities also
were under the impression that OSS support is inferior to support from proprietary
software providers. This belief is contradicted by O’Reilly [34] who claims that many
OSS has a proven track record of support over many years. The Sonatype survey [18]
showed that many of the private organizations didn’t have an OSS policy. This study
indicates that it might be true for the municipalities, but a larger study needs to be made
to confirm that. In the Sonatype study, the general perception was that it is difficult to
know how much of the software used in the organization actually contains OSS.
A societal consequence of this work could be that municipalities look into how they
handle OSS vulnerabilities, which will lead to better policies on OSS bug management.
Better OSS security will also derive more secure systems for employees at the
municipalities and municipality residents.

The research area could benefit from a more extensive survey into how OSS is
managed in the Swedish municipalities with a higher number of municipalities
involved. Such a study would give a better understanding of the extent of the problem
with OSS management. In such a project, it might be difficult to verify specific
information sources to deal with OSS bugs since different incidents would need to use
various information sources. It is probably more interesting to develop a process on
how to act in the discussed situation and make sure that policies are well founded in the
organization. The problem with OSS bugs is not exclusive to the public sector and
research, on this subject, into the private sector is just as interesting.
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A Appendix

Annex I: Interview Questions (Swedish)

Pa en skala fran 1-10 hur beroende ar ni av OSS? (Ethical, Managerial)

Hur manga kritiska applikationer har OSS i er organisation? (Managerial,
Technical)

Hur hanterar ni uppdateringar av OSS? (Ex. vilka som ska goras, nér, av em)...vem
meddelar om uppdateringar? (Managerial, Operational, Technical)

Hur vet ni nér ni ska goéra uppdateringar? (Ethic, Operational)

Gor ni alla uppdateringar? (Ethic, Operational)

Har alla tillgang till social media pé arbetsplatsen? (Ethic, Operational)

Hur anvénds social media generellt i kommunen? (Ethic, Operational)

Varfor anviander ni OSS? (Ethic, Managerial)

Gors det en riskanalys av sékerhetsldget pd4 kommunen varje &r? Har risken med
OSS inkluderats i analysen? (Managerial)

Behovde ni g& ut med information till anvéndarna av systemen som drabbats av
Heartbleed I samband med incidenten? (Managerial, Operational)

Finns det ndgra politiska eller lagstadgade patryckningar for anvandningen av OSS?
(Legal)

Hur hanterar ni IT? (Internt, outsourcing, annan l6sning) (Managerial)

Hur ser organisationen ut? (Vem rapporterar IT-ansvarig/du  till?
Taktisk/Operationell)

Hur skulle du placera dig sjélv i en Strategisk, taktisk och operationell modell?
Vad hénde vid Heartbleed-incidenten? (Ethic, Managerial, Operational)

Hur fér ni den informationen of Heartbleed? (Operational)

Anvénder ni sociala medier for att f4 information lite snabbare? (Ethic, Operational)
Var det nagon specifik sida ni var inne pa under Heartbleed-incidenten? (Ethic,
Operational)

Skulle du se ndgon fordel med att ha orat mot sociala medier ocks&? (Ethic,
Managerial, Operational)

Andrade ni eller skapade nya rutiner/policies efter Heartbleed-incidenten?
(Managerial)

Har ni nagra speciella regler eller policys som bara ror OSS och inte proprietér
mjukvara? Vilka? Vet ni hur andra kommuner hanterar IT? (Legal, Managerial)
Anvinder ni nagra varningssystem for sékerhetsincidenter? (Technical)

Tycker ni att det &r latt att hitta information om Oppen killkod och dess brister?
(Ethic, Operational)

Om man jamfor med proprietdr mjukvara? (Ethic, Operational)

Kénns det som att det 4r svarare att fa ansvarstagande fran OSS-leverantorerna?
(Ethic, Operational)
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Annex II: Interview Questions (English)

On a scale from 1-10 how dependent are you on OSS? (Ethical, Managerial)
How many critical applications has OSS in your organization? (Managerial,
Technical)

How do you handle updates of the OSS? (e.g. What should be done, when, by
whom) (Managerial, Operational, Technical)

How do you know when to make updates? (Ethic, Operational)

Do you perform all updates? (Ethic, Operational)

Can anyone use social media at your office? (Ethic, Operational)

How do you use social media in general in the municipality? (Ethic, Operational)
Why do you use OSS? (Ethic, Managerial)

Is there a risk analysis of the system security in the municipality every year? Has the
risk of OSS included in the analysis? (Managerial)

Which information did you give the users of your systems in connection to
Heartbleed? (Managerial, Operational)

Is there any political or legal influence to use OSS? (Legal)

How do you manage IT? (Internally, outsourcing, another solution) (Managerial)
How does the organization look like? (Managerial)

How would you place yourself in a strategically, tactical or an operational model?
(Managerial)

What happened during the Heartbleed incident? (Ethic, Managerial, Operational)
How do you receive the information about Heartbleed bug? (Operational)

Do you use social media to obtain information more quickly? (Ethic, Operational)
Was there any specific page you visited during the Heartbleed incident? (Ethic,
Operational)

Can you see any advantages with keeping an eye on social media too? (Ethic,
Managerial, Operational)

Did you create or change any new routines/policies after the Heartbleed incident?
(Managerial)

Do you have any special rules or policies that concern OSS, not proprietary soft-
ware? Do you know how other municipalities manage IT? (Legal, Managerial)
Do you have any warning systems for security incidents? (Technical)

Do you think it is easy to find information about open source and its deficiencies?
(Ethic, Operational)

If compared with proprietary software? (Ethic, Operational)

Do you feel that it is harder to get accountability from OSS suppliers? (Ethic,
Operational)
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