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Abstract. There have been several papers which studied the security
of CRT-RSA when some bits of CRT-exponents d, and d, are known
to attackers. At first, Blomer and May (Crypto 2003) proposed attacks
which used the most or the least significant bits of either d, or d,. Next,
Sarkar and Maitra (ACNS 2009) generalized the scenario and proposed
an attack which used the most significant bits of both d, and dg4. Recently,
Lu et al. (ACNS 2014) proposed improved attacks for the same scenario
as Blomer and May. These works showed that public RSA modulus can
be factored when e < NS/S, or sizes of unknown bits are less than N'/4,
In this paper, we propose improved attacks when attackers know the
most/least significant bits of d, or/and d,. Unlike previous works, our
attacks work in the same conditions regardless of positions of known
bits; either the most or the least significant bits are not the matter. In
addition, using our attacks, public RSA modulus can be factored even
when an encryption exponent is full size or sizes of unknown bits are less
than N1/3.

Keywords: CRT-RSA - Cryptanalysis + Partial key exposure - Copper-
smith’s method - Lattices

1 Introduction

1.1 Background

CRT-RSA. RSA [RSAT78] is one of the most famous cryptosystems and is
widely used. Let N = pq be a public RSA modulus where prime factors p and
q are the same bit size. An encryption exponent e and a decryption exponent
d satisfy ed = 1 mod (p — 1)(¢ — 1). For encryption/verifying (resp. decryp-
tion/signing), we should calculate the heavy modular exponentiation. To speed
up the calculation, a simple solution is to use a smaller encryption (resp. decryp-
tion) exponent. However, public RSA modulus can be factored in polynomial
time when too small decryption exponent is used. At first, Wiener [Wie90] pro-
posed a polynomial time attack which works when d < N%2°. Boneh and Durfee
[BDOO] revisited the attack and improved the bound to d < N%292 using the
Coppersmith method [Cop96al.
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To thwart the attack and achieve a faster calculation for decryption/signing,
Chinese Remainder Theorem (CRT) is often used as described by Quisquater
and Couvreur [QCS82]. Instead of the original decryption exponent d, we use
CRT-exponents d, and d, which satisfy

ed,=1 mod (p—1) and ed;=1 mod (¢—1).

However, when too small CRT-exponents are used, analogous attacks to [BD0O]
have been proposed [May02, GHM05,BM06,JM07, HM10]. Jochemsz and May
[JMO07] revealed that public RSA modulus N can be factored in polynomial time
when an encryption exponent is full size, and d,, and d, < N%°7. In addition,
CRT-RSA is more vulnerable than standard RSA against fault injection attacks
[BDLI7]. To use RSA efficiently and securely, we should analyze the security in
detail.

Partial Key Exposure Attacks on RSA. It is widely known that factoriza-
tion and RSA problems become easy when certain amount of secret information
is known to attackers. When we know the most significant bits of primes fac-
tors, we can factor public RSA modulus N [RS86,Cop95, Cop96b]. Coppersmith
[Cop96b] showed that the half most significant bits of a prime factor suffices to
factor V.

RSA becomes vulnerable also with partial bits of decryption exponent d.
Boneh et al. [BDF98] showed that the most or the least significant bits of a
decryption exponent d enable us to factor public RSA modulus N. Later, several
papers revisited the attack [BM03,EJMWO05, Aon09,SGM10,JL12,TK14], and
Ernst et al. [EJMWO5] revealed that RSA is vulnerable even for a full size
encryption/decryption exponent against the attack.

Partial Key Exposure Attacks on CRT-RSA. As with standard RSA,
several attacks which use partial information of d, and d, have also been con-
sidered [BM03,SM09,LZ114]. Blomer and May [BMO03] proposed attacks when
the most or the least significant bits of either d, or d, are known to attack-
ers. The attacks work when encryption exponent is small, e < N'/4 when the
most significant bits are known and e = poly(log N) when the least significant
bits are known. In addition, the attacks can recover unknown bits which are
less than N'/4. Recently, Lu et al. [LZL14] revisited Blomer and May’s attack
[BMO03]. When the most significant bits are known and d, and d, ~ N'/2, they
cannot improve Blémer and May’s attack. However, for smaller d,, and d,, they
improved the previous attack. When the least significant bits are known, they
improved Blémer and May’s result and their attack works when e < N3/8.
Sarkar and Maitra [SM09] generalized partial key exposure attacks on CRT-
RSA. Unlike other previous works [BM03,LZL14], they proposed an attack when
the most significant bits of both d,, and d, are known to attackers'. However, the

! In their paper [SMO09], they also used the most significant bits of a prime factor p.
However, we do not consider the additional information in this paper.



520 A. Takayasu and N. Kunihiro

0.25 T T T T T 0.25
AN \
02| \ weorem 1 ] 02
\ N .
NN N
0.15 \\ 0.15 T AN 1
s N \ 0 w \\ o
01 Theoremh\\ urs 7 011 Theorem 4\\\“ = urs 1
NS
0.05 \\ 005 N “ T .
Y “Theorem 5~
OD 0.05 0.1 0.15 0. - 7025 0.3 0.35 0.4 O0 0.05 0.1 0.15 0.2 ) 615 0.3 0.35 0.4
(6
Fig. 1. Recoverable conditions for par- Fig. 2. Recoverable conditions for par-
tial key exposure attacks on CRT-RSA tial key exposure attacks on CRT-RSA
when the most significant bits of either when the least significant bits of either
dp, or dq are known to attackers. dp or dgq are known to attackers.

attack is weaker than other attacks [BM03,LZL14] in the sense that the attack
does not work when d,, and d, ~ N'/2 though they used more information than
[BM03,LZL14]. The attack works only for smaller d,, and d,.

1.2 Owur Contributions

Our Results. In this paper, we study partial key exposure attacks on CRT-
RSA. We propose improved attacks when the most/least significant bits of d,,
or/and d, are known. Unlike previous works, the conditions when our attacks
work do not depend on the position of known bits, that is, either the most or
the least significant bits are not the matter.

When we know the most/least significant bits of d,, or d,, we improve Blomer
and May’s results [BMO03] and Lu et al.’s results [LZL14] for a large encryption
exponent e. As we claimed, our attack works in the same condition regardless
of positions of known bits. Therefore, this is the first result to attack CRT-RSA
whenl/4<e< N 3/8 and the most siginificant bits of either dj, or d, are known.
Figures1 and 2 compares the recoverable ranges by each algorithm when d,, and
dg = N 1/2 Horizontal axis « represents a size of encryption exponent, a =
log 5 e. Vertical axis § represents a size of unknown bits. We obtain improvements
in gray areas. Our improved algorithms can recover larger ¢ for large . Note
that we do not compare the bound of Theorem 2 by Blomer and May [BMO03],
since the algorithm works only for an extremely small encryption exponent e =
poly(log N).

When we know the most significant bits of both d, and d,, we improve
Sarkar and Maitra’s result [SM09]. In addition, we also propose an analogous
attack when the least significant bits of d, and d, are known. Our algorithm
works even when an encryption exponent e is full size and sizes of unknown bits
are less than N''/3. Figure 3 shows the recoverable ranges by our algorithm when
d, and d, ~ N'/2. We again stress that Sarkar and Maitra’s algorithm does not
work when d,, and d, &~ N'/2. Their algorithm works only for smaller d, and d,.



Partial Key Exposure Attacks on CRT-RSA 521

0.35

0.25 q

0.2 ~

0.15 B

0.1 —

0.05 q

0 0.2 0.4 0.6 0.8 1

«

Fig. 3. Recoverable conditions for partial key exposure attacks on CRT-RSA when the
most/least significant bits of both d, and dg are known to attackers.

Technical Overview. At Eurocrypt 1996, Coppersmith introduced two lattice-
based methods, (1) to find small roots of modular univariate polynomials [Cop96a]
and (2) to find small roots of bivariate polynomials over the integers [Cop96b].
The methods can be generalized to find small roots with more variables under
heuristic argument. So far, several RSA vulnerabilities have been revealed by using
the methods. See [Cop97,Cop01,NS01, May03,May10] for more information.

Recoverable sizes of roots using the Coppersmith methods depend on two
factors, Newton polygon and a size of a modulus of a polynomial?. The simpler
Newton polygon of a polynomial is, and the larger the size of the modulus is, we
can recover larger roots. To the best of our knowledge, there are no exact criteria
to decide which methods (1) or (2) enable us to recover larger roots. Therefore,
we should use the appropriate method for each problem.

Blomer and May [BM03] and Lu et al. [LZL14] used the method (1). Though
Lu et al.’s first attack (Theorem 4) works under the same condition regardless of
positions of known bits, Blomer and May’s attack (Theorem 1) and Lu et al.’s
second attack (Theorem 5) work for only the case when the most or the least
significant bits are known, respectively. Blomer and May’s attack makes use of
the most significant bits of d, or d, and exploits a modular polynomial with a
simple Newton polygon. Lu et al.’s attack makes use of the least significant bits
of d, or dy and exploits a modular polynomial with a large modulus. Therefore,
these attacks cannot simply be generalized to the other cases when the least or
the most significant bits known, respectively.

In this paper, we use the Coppersmith method (2) for partial key expo-
sure attacks on CRT-RSA. For the attacks, we can consider polynomials with
the same Newton polygon regardless of positions of known bits. Note that the
Newton polygons of these polynomials are the same as that of the polynomials

2 Note that when we use the Coppersmith method (2), we set a suitable modulus
and solve a modular equation. The size of the modulus depends on a size of the
polynomial.
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Ernst et al. [EJMWO5] used for partial key exposure attacks on RSA. In addi-
tion, Ernst et al.’s attacks work under the same condition regardless of positions
of known bits, since sizes of polynomials are the same and we can use moduli
for the same sizes. Analogous to Ernst et al.’s results, our partial key expo-
sure attacks on CRT-RSA work in the same conditions regardless of positions of
known bits.

To achieve better bounds when we use the Coppersmith method, it is crucial
to select appropriate lattice bases. Our lattice constructions are based on the
Jochemsz-May strategy [JMO06]. The Jochemsz-May strategy is very simple to
understand. Moreover, to the best of our knowledge, there are no results known
which achieve better bounds when we use the Coppersmith method (2). The
finer analyses enable us to obtain better bounds than previous results including
Sarkar and Maitra’s results [SM09] which also use the Coppersmith method (2).

1.3 Organization

In Sect. 2, we introduce tools for the Coppersmith method to find small roots of
multivariate polynomials over the integers, Howgrave-Graham’s Lemma and the
LLL algorithm. Afterward, we explain the Jochemsz-May lattice construction
strategy. In Sect. 3, we define the situations of partial key exposure attacks on
CRT-RSA and summarize previous results [BM03,SM09,LZL14]. In Sect. 4, we
propose our attacks when the most/least significant bits of either d, or d, are
known. In Sect.5, we propose our attacks when the most/least significant bits
of both d,, and d, are known.

2 Preliminaries

In this section, we summarize the Coppersmith method to find small roots of
polynomials over the integers [Cop96b] and the Jochemsz-May strategy for lat-
tice constructions [JMO06]. So far, simpler reformulations of the method have
been proposed by Coron [Cor04,Cor07]. In this paper, we introduce Coron’s
reformulation in [Cor04]. Though the method needs larger dimensional lattice
than the other methods [Cop96b,Cor07], is much easier to understand.

For a k-variate polynomial over the integers h(zq,...,2%) = > hlllkxzf

2
2150052k

and ||h(z1,...,2%)||c = max,, i, R, i]- To find roots of a polynomial
h(zxy,...,xy), it suffices to find new k — 1 polynomials which have the same roots
over the integers. We use [; to denote the largest exponent of x; in the polyno-
mial h(xq,...,zx). We set a integer m and W < ||h(z1,...,2)| - Based on the
Jochemsz-May strategy [JMO6], we set a integer R := W Hle X;j (m=1) and con-
sider a modular equation h(z1,...,2;) = 0 mod R. To derive new polynomials
from the modular equation, we introduce Howgrave-Graham’s Lemma [How97].

:I:Z'ﬁ we define a norm of a polynomial ||h(z1,...,z1)|] =

Lemma 1 (Howgrave-Graham’s Lemma [How97]). Let h(xy,...,2z1) €
Zlz1,...,xE] be a polynomial over the integers, which consists of at most n
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monomials. Let R, X1, ..., Xy be positive integers. Consider the case that the
polynomial h(xy,...,xx) satisfies

1. h(Z1,...,2k) =0 (mod R), where |Z1] < X1,...,|Tk| < Xk,

2. [h(z1 Xy, ...,z Xk)|| < R/\/nN.

Then h(Zy,...,Zx) = 0 holds over the integers.

To find new polynomials which have the same roots as the original polynomial,
we should find £ — 1 new polynomials which have the same roots modulo R and
whose norms are small enough to satisfy Howgrave-Graham’s Lemma.

To find such small polynomials, we use the LLL Algorithm. Let by,...,b, €
Z% be linearly independent d-dimensional vectors. All vectors are row represen-
tations. The lattice L(by,...,b,) spanned by the basis vectors by,..., b, is
defined as L(by,...,b,) = {37_, ¢;b; : ¢; € Z}. We also use matrix represen-
tations for lattice bases. A basis matrix B is defined as the n x d matrix that has
basis vectors by, ..., b, in each row. In this representation, a lattice spanned by
the basis matrix B is defined as L(B) = {cB : ¢ € Z"}. We call n a rank of
the lattice, and d a dimension of the lattice. We call the lattice full-rank when
n = d. In this paper, we only use full-rank lattices. We define a determinant of
a lattice det(L(B)) as det(L(B)) = y/det(BBT) where BT is a transpose of B.
A determinant of a full-rank lattice can be computed as det(L) = | det(B)|.

For a cryptanalysis, to find short lattice vectors is a very important problem.
In 1982, Lenstra et al. [LLL82] proposed a polynomial time algorithm to find
short lattice vectors.

Proposition 1 (LLL algorithm [May03]). Given a lattice L spanned by a
basis matriz B € Z"*™, the LLL algorithm finds new reduced bases bl,..., bl
for the same lattice that satisfy

Hb;H < 2n(n71)/4(n7j+1)(det(L(B)))l/(nfjJrl)’
forall j =1,2,... n. These norms are all Fuclidean norms. The running time
of the LLL algorithm is polynomial time in n and input length.

Based on the Jochemsz-May strategy [JMO06], we define a set of shift-
polynomials g and ¢’ as

n
g i lj(m—1)—i; i ik
g.m11-~-:rk’“~h(x1,...,xk)HXj’ 7 foraft---xk €S,
Jj=1
g axt -z - R for alt -zt € M\S,

for

S = {22t -2 is a monomial of h(xy,...,25)™ 1},

M := {monomialsof " - - - z}* - h(z1,...,z) fora} ---xF € S}.

All these shift-polynomials g and ¢’ modulo R have the same roots as h
(21,...,21). We construct a lattice with coefficient vectors of g(z1 X1, ..., zx X))
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and ¢'(z1X1,. ..,z X)) as the bases. Polynomials whose coefficients correspond
to any lattice vectors modulo R also have the same roots as the original roots. By
omitting a small term and Jochemsz and May showed that new k—1 polynomials
obtained by vectors output by the LLL algorithm satisfy Howgrave-Graham’s
Lemma when

k

HX;j < WSl for s = Z ij.

j=1 :cil--mikes

When the condition holds, we can find all small roots.

The above lattice construction is based on the Jochemsz-May basic strategy.
In the extended strategy, we add extra shifts for some variables. We omit the
detail in this section though we use the strategy in the following sections. See
[JMO06] for more detailed information.

We should note that the method needs heuristic argument. There are no
assurance if new polynomials obtained by vectors output by the LLL algorithm
are algebraically independent though Coron [Cor04] proved that the original
polynomial and each new polynomial is algebraically independent. In this paper,
we assume that these polynomials are always algebraically independent and
resultants of polynomials will not vanish since there have been few negative
reports which contradict the assumption.

3 Previous Works

3.1 Definitions of Partial Key Exposure Attacks on CRT-RSA

We use a, 3 to represent the sizes of encryption/CRT exponents, that is, e & N¢
and d,,d, ~ NP. When attackers know some bits of either d, or d,, we call
an attack a single partial key exposure attack on CRT-RSA. Similarly, when
attackers know some bits of both d,, and d,, we call an attack a double partial
key exposure attack on CRT-RSA. Without loss of generality, we assume that
attackers know some bits of d,, for single cases.

Next, we formulate exposed bits. When attackers know the most significant
bits (MSBs) of d,, and d, we write d,, and d,, as partial information. Therefore,
we can rewrite

dy=dyM+d, and dy=dg,M+d,,

with some positive integer M ~ N°. Attackers do not know the least significant
bits d,, and d,, < N°. Similarly, when attackers know the least significant bits
(LSBs) of d,, and d, we write d,,, and dg, as partial information. Therefore, we
can rewrite

dy=dp M +d,, and  dy=dg, M +dy,

with some positive integer M ~ N9 Attackers do not know the most signifi-
cant bits d,, and d,, < N°.
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3.2 Previous Results

Next, we summarize the previous results for single/double MSBs/LSBs partial
key exposure attacks on CRT-RSA which work in polynomial time in log N.

Theorem 1 (Single MSBs [BMO03]). Let 0 < a < 1/4. For a single MSBs
partial key exposure attacks on CRT-RSA, when

1
5<1—Oé,

then public RSA modulus N can be factored in polynomial time.
The algorithm is the best when « is small and g is large.
Theorem 2 (Single LSBs [BM03]). Let e = poly (log N). For a single LSBs
partial key exposure attacks on CRT-RSA, when
<p-7
then public RSA modulus N can be factored in polynomial time.

In this paper, we do not compare our results with the above result, since the
algorithm works only for an extremely small encryption exponent.

Theorem 3 (Double MSBs Adapted from [SM09]). Let 1/2 — § < a <
5/4—53/2. For a double MSBs partial key exposure attacks on CRT-RSA, when

(18 — 368 — 120)72 + (20 — 408 — 160)7 + 5 — 108 — 4ax

5
< 2473 + 3072 + 167 + 4

holds for some T > 0, then public RSA modulus N can be factored in polynomial
time.

Theorem 4 (Single MSBs/LSBs [LZL14]). Let 1/2 < a4+ < 3/4. For a
single MSBs/LSBs partial key exposure attacks on CRT-RSA, when

1 3 / 1 1 V2 3
S — —§ = — 5= = — - < —
<a+ﬂ 2) (2 0—2\/a+pB -9 2><8 for 1 1 _a+ﬁ<4,
+6+6<—1
@ ’
V2
1 1 1 32 1
2—a—fB-2/0—a— - - - <2¥2_ 2
6( a—0 J—a ﬂ+2><8 for2<a+[3_ 1 5’

then public RSA modulus N can be factored in polynomial time.

The algorithm is the best for the single LSBs attack for small a. Note that the
second condition is valid when 1/2 < a4+ 3 < 1/\/5 and better than the other
conditions when 3v/2/4 —1/2 < a+ 3 < 1—/2/4.
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Theorem 5 (Single LSBs Adapted from [LZL14]). Let 1/2 < a+ 3 < 7/8.
For a single LSBs partial key exposure attacks on CRT-RSA, when

5-2/1+6(a+p)
6 b

d <

then public RSA modulus N can be factored in polynomial time.

The algorithm is the best for large o and the first algorithm which works when
1/4 < a < 3/8. Note that the condition of Theorem 5 is slightly worse than that
was written in [LZL14]. Though we omit the detail, thier condition is not valid,
since their analysis implicitly has a restriction for the parameter o < 7 in their
notation and the result does not satisfy the restriction.

4 Single Partial Key Exposure Attacks on CRT-RSA

For single MSBs/LSBs partial key exposure attacks on CRT-RSA, we obtain the
following result.

Theorem 6 (Single MSBs/LSBs). Let 1/2 < o+ [ < 7/8. For single
MSBs/LSBs partial key exposure attacks on CRT-RSA, when

— 54 8(a+ 3) + 85 — 1262 — 2(1 — 46)vV1 — 46 < 0,
then public RSA modulus N can be factored in polynomial time.

In this section, we focus on the MSBs case.

Based on the Jochemsz-May Basic Strategy. At first, we start from the
Jochemsz-May basic strategy. It is interesting that the lattice construction yields
the second condition of Theorem 4.

For a single MSBs partial key exposure attack on CRT-RSA, looking at
CRT-RSA key generation,

E(deM + dpl) =1+ E(p - 1),
with some integer £ ~ N*T#=1/2 We consider a polynomial over the integers

fsmsps(2,y, 21) == csmsps +ex +y(z1 — 1)

where ¢spsps = 1 — edy, M whose roots are (z,y,21) = (—dp,,{,p). If we can
find two polynomials which have the same roots over the integers as fsyrsps, We
can recover the roots. We also use an additional variable zo = ¢ and the Durfee-
Nguyen technique [DNOO] 2122 = N which Bleichenbacher and May [BM06] and
Lu et al. [LZL14] used to attack CRT-RSA. Sizes of the solutions are bounded
by X := N0 Y := NotA=1/2 7, .= NV/2 7, .= N/2,

We set an integer Warsps := NP since || farrsss (2, ¥, 21) oo = |csarsps| =
No+8 Next, we set an integer Ry = Winrsps(XY)™ 12717k 7k with
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some integer m and k = mnm with a restriction 0 < 5 < 1 such that
ged(espsps, Rs1) = 1. We compute aspspst = C;z\lesss mod R, and
fivispsi (@Y, 21) = asmsBsi - fsmsps(€,y,21) mod Rs1. We define a set of

shift-polynomials gsarsBs1, gsmsps2 and gl sps1s Garisps2 85
Genrspst 2y T e (@Y, 2) XTIy Mol 2T 7k
for xizyiyzizl € Sa,
9sMSBs2 15!7“3/iyf2§7iz1 'féMSBﬂ(%yvZl)Xm_l_ilym_l_iyZ{nflszgzl
for z'=ytv zizl € Ssa,
JeMsBs1 Wiwyiyzizlik ‘R for mi”yiyzizl € M1 \(Ss1 U Ss2),
9erSBs2 ixi’yiyzgiizl R for xi’yiyziﬂ € M2\ (Ss1 U Ss2),

for

Sy = {xi’”yiyzizl |:vi”5yiyziz1 is a monomial of f.y;s5.1(2,y,21)™ " and i., >k},
So = {:ri””yiyzizl |m”yiyzizl is a monomial of f. ;551 (2,y,21)™ " and i, <k},
. -/
M, = {z""y" 2, |monomials of xi;yilyzi” frvsps (T, Y, 21)
v
for mi;yi(yzizl € Ss1 U Ss2 and i, > k},

. -/
o, ) o
My := {z"*y" z,"* |monomials of z'=y"vz,"* - fl 11951 (T, Y, 21)

v
for xzzyZ; 2 € Ss1 U Ss2 and i, < k}.
1

For shift-polynomials gsprsps2, we eliminate the term z;zo by using the Durfee-
Nguyen technique z;zo = N. By definition, the index sets become

Saaei,=0,1,.... m—1-kjiy=kk+1,...,m—1—1ig
=kk+1,....,m—1—1ig,,

Seo i, =0,1,....m—1;4, =0,1,... o m—1— iy

1z
iy, =0,1,...,min{k —1,m —1—14,},

My ip=0,1,...,m—kyiy =k k+1,....m—igis, =k k+1,...,m—ig,

Mg =i, =0,1,...,m;i, =0,1,...,m—izi,, =0,1,..., min{k —1,m — i, }.

All these shift-polynomials gsarsBs1, gsmsps2 and gharspsis 9anrspse modulo
Rs1 have the roots (z,y,21,22) = (—dp,,¢,p,q) which are the same as
fsmsps(z,y,21) and the definition of z;. We construct a lattice with coeffi-
cient vectors of gspsps1(xX,yY, 2121,2022), gsmsps2(xX,yY, 2121, 20Z5) and
Ginispar(@X,YY, 2121, 20 75), G pr s o2 (@ X, yY, 2121, 2025) as the bases. Based
on the Jochemsz-May strategy [JMO06], LLL outputs two short lattice vectors
which satisfy Howgrave-Graham’s Lemma when

2 3 P
%—%)m?’—i-o(ms) m3 To(m?)

1—m3 - -
XmT3+o(m3)Yng+o(m3)Zl( 5 m3+0(md)22(
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Ignoring low order terms of m, and the condition becomes

6é+<o¢+6—;>1+1((177)3+772—773><(a+/6’)

1
3 2 6 2 6 6

The detailed calculation is discussed later. We optimize the parameter n =1 —
1/+/2 which satisfy 0 <7 < 1 and obtain the condition,

1
a+pf+6< —.
B 7
The condition corresponds to the second condition of Theorem 4.

Based on the Jochemsz-May Extended Strategy. Next, we show our lat-
tice construction based on the Jochemsz-May extended strategy. The lattice
construction enables us to solve the equation fsyrsps(z,y,21) = 0 for larger
«a + (8 and yields the condition of Theorem 6.

We set an integer Rao := Winrsps(XY)™ 1 Zm~1=FF 7k with some inte-
gers m,k = nm and t = 7m with restrictions 0 < 7 < n < 1 such that
ged(csmrsBs, Rs2) = 1. We compute asarspsz and fly,9p40(2, Y, 21) as in the
basic strategy and define a set of shift-polynomials gsprsBs3, 9smrspsa and

9irisBs3 JsniSBsa 35
GsMSBs3 - ximyiyz;‘zﬁk . f;N[SBﬂ(xvy’ Zl)Xm—l—imym—l—iy ZInflthfileS
for xizyiyzizl € Sga,
9sMSBs4 xiwyiyzgiizl 'f;MSBsz(mvyaZl)Xm_l_i‘TYm_l_iyZIn_l_kHZ;Zl
for xiwyiyzizl € Ss4,
9erSBs3 ximyi”z%l_k Ry for z'ry™ Zizl € M3\ (Ss3 U Ssa),

/ .m ,’ kfiz 4z . iz
GorisBsa  XFYW2g ' Rgo for ' ytvz™ € Mgy\(Ss3 U Ssa),

for
Sez 1= {a'= Z'yzizlﬂ|x” i1 is a monomial of f! (2,y,21)™ !
s3 +— Y 1 Yy 1 sMSBs2\Ts ¥, 21
0<j<t
and i,, >k},
Seq 1= {x Z'yzizlﬂww iyt ial of f! ( )yt
4= Y2 Yz, is a monomial of f, ¢p.0(x, Y, 21
0<j<t
and i,, <k},

. -/
.f G, 0y 021 : it il ’
M3 = {a*y"v 2, |monomials of z’»y'v 2™ - fl o peo(T, Yy, 21)
v
i 4 3
for x'=y'v 2"t € Se3 U Ssq and iy, > k},

. ;!
[ im iy 1 . i il b /
My := {z""y" 2, [monomials of z*sy"v2," - fi)/5pe0 (T, Y, 21)

’

for xi;yi{yz;zl € Ss3U S5y and iy, < k}.
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For shift-polynomials gsprsps4, we eliminate the term 220 by using the Durfee-
Nguyen technique z129 = N. By definition, the index sets become
Seae iy =0,1,... m—-1—-k+ti,=k—t,k—t+1,....m—1—1
iey =kk+1,...om—14+1— i,
Seu i, =0,1,....m—1;4, =0,1,...,m—1 — iy
iy =0,1,...,min{k —1,m—1+t—1i,},
Mg i, =0,1,....m—k+tiy=k—t,k—t+1,...,m—ig;
sy =k, E+ 1, .. mA4t— iy,
Moy i, =0,1,...,m;1, = 0,1,...,m — iy;
i =0,1,...,min{k —1,m+t—i,}.

1z

All these shift-polynomials gsarsps3, gsmspsa and ghyspss Iarrspsa modulo
Ry have the roots (z,y,21,22) = (—dp,,¢,p,q) which are the same as
fsmsps(z,y,21) and the definition of zo. We construct a lattice with coeffi-
cient vectors of gsarspss(@X,yY, 2121, 2272), gsmspsa(x X, yY, 21721, 2275) and
Irrvispss(@X,yY, 2121, 2925), §hnrspea(@X, yY, 2121, 2272) as the bases. Based
on the Jochemsz-May strategy [JMO06], LLL outputs two short lattice vectors
which satisfy Howgrave-Graham’s Lemma when X*XY*v 72,71 Z;%> < ngi}SBS
where

sx =) (mZJHZZ(mi)(6+;)m3+o(m3)7
i=0 j=0 i=0 j=1
m m-—i m t
1
e ) NS 9 SRR PO}
i=0 j=0 i=0 j=1
m m—i m t
. L 1+7—mn)3
Sz, = (2—3)4‘2 Z (z—&-]—s):%nﬁ—&-o(m:g),
i=s j=0 i=s—t j=s—t—1i
s m—i s min{t,s—1i} 2 _ 3
= sy s-i-3)= (5 - ) w om),
i=0 j=0 i= j=1
m—1m—1—i, m—1+4+t—i, 1
=333 e (e g) o

ie=0 iy=0 i, =0

Ignoring low order terms of m, the condition becomes

(D)o (eea-d) (03 e (S g 05
<(a+ﬁ)-(é+;).

Let 7 = 0 and we can obtain the condition based on the Jochemsz-May basic
strategy. We optimize the parameter n = (1 — 26) /2,7 = (\/1 —46 — 26) /2 and
obtain the condition,
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— 54 8(a+3) + 85 — 1262 — 2(1 — 46)V1 — 45 < 0.

Note that the restriction 7 < n < 1 always holds. The restriction 0 < 7 holds
only when ¢ < 1/v/2—1/2. However, the condition always holds for a4 3 > 1/2,
which is the smallest choice of o + 8 for CRT-RSA.

Single LSBs Partial Key Exposure Attack on CRT-RSA. For a sin-
gle LSBs partial key exposure attack on CRT-RSA, looking at CRT-RSA key
generation,

S(dlM + do) =1 +€(p - 1),
with some integer £ ~ N*t#~1/2_ We consider a polynomial over the integers

fsesps(x,y,21) == cspsps + eMax +y(z1 — 1)

where ¢s1,955 = 1 — edy whose roots are (z,y,21) = (—do, ¢, p). We also use an
additional variable zp = q. Sizes of the solutions are bounded by X := N° Y :=
Netb-1/2 7. .— NV2 7z, .= N1/2,

We set an integer Wirsps := NP since ||fsrsps(T, Y, 21)|lo0 > |eMz| =
Net8. The polynomial firsps(,y,21) has the same Newton polygon as
fsmsps(x,y,21), and the integers Wqysps and Wyrsps are the same sizes.
Therefore, we use the same lattice construction as above and obtain the con-
dition of Theorem 6.

5 Double Partial Key Exposure Attacks on CRT-RSA

For double MSBs/LSBs partial key exposure attacks on CRT-RSA, we obtain
the following result.

Theorem 7 (Double MSBs/LSBs). Let 1/2 < a+ 8 < 3/2. For double
MSBs/LSBs partial key exposure attacks on CRT-RSA, when

(18 — 12(a+5))7 + (20 — 16(at+f))r +5 —d(atf) , 15 _ . 5 3

o<
24713454712 +407 + 10 16 2

5—4(a+p)
0
(12 — 24(a+p3))7° + (27 — 30(a+8))7% + (20 — 16(a+73))7 +5 — 4(a+0)
3672 + 407 + 10

0 <

0 <

1 15
for 3 <a+p< %’
hold for some T > 0, then public RSA modulus N can be factored in polynomial

time.

Note that the second condition is valid when 1/2 < a4+ 3 < 5/4 and better than
the other conditions when 15/26 < o + 8 < 15/16.
In this section, we focus on the MSBs case.
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Based on the Jochemsz-May Basic Strategy. As in a previous section, we
start from the Jochemsz-May basic strategy. The lattice construction yields the
second condition of Theorem 7.

Looking at CRT-RSA key generation,

edy=1+0L,(p—1) and ed,=1+4,(q—1),
with some integers £, ¢, ~ N*+8 —1/2 'We multiply following two equations
edy —1+4,=40,p and edy— 144, =104,
and obtain
edyd, + ed,(by — 1) +edy (b, — 1) — (N — 1)l,ly — (£p + €, — 1) = 0.
For a double MSBs partial key exposure attack on CRT-RSA, we obtain
e*(dpo M + dp, ) (dgo M + dg,) + e(dpy M + dp, ) (£ — 1)
+e(dgyM +dy,) (b, —1) = (N = 1)0ply — (b + £, — 1) = 0.
We consider a polynomial over the integers,

famsps(T1,22,y1,92) = 22122 + (g M — €)x1 + (e*dp, M — €)x2
+ex1ys + exayr + (edgy M — 1)y1 + (edp, M — 1)y
—(N = Dy1ye2 + camsBs,

where cansps = €2dpydgyM? — edy,M — eds,yM + 1 whose roots are
(x1,22,91,y2) = (dp,,dg,,€p, £q). Sizes of the roots are bounded by X; :=
N Xy := N0 Y; := NothA-1/2 y, .= Noth-1/2

We set an integer Wanisps = N2 since || fanrsps(1, 22,91, 92) |00 >
[(N — Dyrye| ~ N2(@+5) Note that famsps(x1, T2, y1,y2) has the same mono-
mials as the polynomial which Jochemsz and May considered in [JMO07]. There-
fore, we use the same lattice construction as [JMO07]. We set an integer Rq1 :=
Wanrsps(X1X2Y1Y2)™ ™! with some integer m such that ged(cinrsps, Ra1) =
1. We compute agarspsi = c;]bSBS mod Rq1 and f,¢ps (T1,22,y1,92) =
aqmsBst - famss(T1, T2, y1,y2) mod Rgi. We define a set of shift-polynomials

!
gamspst and ggprgpsy 85

. iml im2 iyl in
9gdMSBs1 - L1 To "Y1 Yo

'fcllMSle(xlv3732,3/1’yz)Xf%liile;niliizz nmiliiylyzmiliiyz
for xl{“’lx;’z yiyl y;yz € Sai,
Tinsper © T w0 Yy - Ry for oy w5y, 43 € Man\Sar,
for
Sa1 = {xixlx;zz yiyl y;y2| xi”x;” yiyl y;yz is a monomial of
Fanespsi (@1, 22,91, 92)™ 1},
iyl

M1 := {monomials of z,"* 52 y;"* ¥5"* - furrsps1(T1, T2, y1,Y2)]

Txo i

[ iy Ty
oy Y Yy € St
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By definition, the index sets become

St S iz, =01, .. ,m—1—1y500, =0,1,...,m—1—1,,;
zy1:0,17...,m—1'zy2:01...m—l,

Mg iy, =0,1,...,m — iy, 59, = 0,1,. —yys by, = 0,1,...,m;
iy, = 0,1,...,m.

Shift-polynomials gamsps1 and  ¢)yg5s; modulo Ry have the roots
(x1,22,Y1,Y2) = (dp,,dg,,lp,¢;) which are the same as fynrsps(z1, %2, y1,v2).
We construct a lattice with coefficient vectors of gamspsi(z1X1,22Xo,
y1Y1,42Y2) and ¢/ 9p61 (T1X1, 22 X2, y1Y1,y2Y2) as the bases. Based on the
Jochemsz-May strategy [JMO06], LLL outputs three short lattice vectors which
satisfy Howgrave-Graham’s Lemma when

(X1 X) T +omh) (v vy tolm®)  pydm bolm)

Ignoring low order terms of m, the condition becomes

5 1 5 1

that is,

5—4(a+ )
5<T.

The detailed calculation is discussed later.

Based on the Jochemsz-May Extended Strategy. Next, we show our lat-
tice construction based on the Jochemsz-May extended strategy. The lattice con-
struction enables us to solve the equation fynrsps(x1,x2,y1,y2) = 0 for larger
a+ 3 and yields the first and the third condition of Theorem 7. At first, we show
the lattice construction for the first condition of Theorem 7.

We set an integer Rgp := Wanrsps(X1X2)™ 1T(Y1Y2)™ ™! with some inte-
gers m and t = 7m such that ged(canrsps, Raz) = 1. We compute agnrsps2 =
cg]&ISBS mod R and fl,6p.(T1, %2, y1,Y2) as in the basic strategy. We define
a set of shift-polynomials gyarsps2 and g&MSBﬂ as
Ganmispea Ty Ty ys"

m71+t71—m1 m71+t7im2 mflfiy1 7717171'312
'fdJMSBs2(xlax2a y1,y2)X1 X, Y] Y,

for xll y Ly, tua € Syo,

7'1‘2

921M53525 39 ! y y * Rgz for 951 :v2 yl”yzQ € Ma2\Sa2,
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for
Saz = U {z; t 1“2+J2yi‘1 ;y2| " x2 y y” is a monomial of
0<j1,ja<t
f(IiMSBs2(x1ax27y17y2)m71}7
Mgy = {monomlalsofac1 m yl“y2 favspsa(T1, T2, Y1, Y2)|
xl a:2 ylylyQ 2 € St

By definition, the index sets become

Saz & iz, =0,1,...,m =141t —iy300, =0,1,...,m—141—1dy,;

zy1:0,1,...,m—1;iy2—01 m—1,
Mg =iy, =0,1,....m 41—y, 0,1,.. M+t — iyt =0,1,...,m;
iy, = 0,1,...,m

Shift-polynomials ggpsps2 and g&MSBSQ modulo Ry have the roots (x1,xa,
Yy1,Y2) = (dp,,dg,,¥¢p,¢;) which are the same as fonrgps(21,22,91,y2). We
construct a lattice with coefficient vectors of ganrspsa(r1X1, 22X2,y1Y1, y2Y2)
and g7 sps2(©1X1, 22X2,y1Y1,y2Y2) as the bases. Based on the Jochemsz-May
strategy [JMO06], LLL outputs three short lattice vectors which satisfy Howgrave-
Graham’s Lemma when?®

(X1 Xp) T HET HETH M oY) (y, vy ) (3T ST fy)m ol

(2 +7+3)m +0(m4)
WdMSBG

Ignoring low order terms of m, the condition becomes

9, 5 5 1 3, 5
1
2(a+ﬂ)-(72+7+4>,
that is,

(18 — 12(ac + B))7% 4 (20 — 16(a + B))T + 5 — 4(a + ﬂ)

d<
2473 + 5472 + 407 + 10

The condition becomes the first condition of Theorem 7.

Next, we briefly summarize the lattice construction to yield the third con-
dition of Theorem 7. This is the almost the same as the lattice construction
described above except we add extra-shifts to y; and ys instead of x1 and x.

To solve the equation fansps(z1,z2,y1,y2) = 0, we set an integer Rys :=
WanrsBs(X1X2)™ 1 (Y1Y2)™ 1 with some integer m and ¢t = 7m such

3 In this paper, we omit the calculation since that is the same as [JMO07]. See the paper
for detailed calculation.
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that ged(camsps, Raz) = 1. We compute agpspss = C;z\l/ISBs mod Rg3 and

Fivrspes(@1, T2, Y1, Y2) = aanmsBssfamsps(T1, T2, Y1, y2) mod Rg3. We define a
set of shift—polynomials gamsBss and g op.s a8

. yg
9dMSBs3 - 33 2y, y
m—1—i, m—1—iy m—1+t—iy m—1+t—i,
'fdMSBss(ffl,fE%ylayz)Xl X, Y, 'Y, 2
Z
fOf x” 902 Y “y 2 € Sy,
/ ) 11 iy y
9dmSBs3 ¢ 93 o 22/ y * - Rgz for 551 z2 2y, 1y22 € Mg3\Sas,
for
x Zz Ty, + Tyo+ ’Lz .
Sg3 = U (it gl Iyl 92| plen glea by 2z ig g monomial of
0<j1,j2<¢t
!/ m—1
fdMSBss(xlam2 Y1,Y2) 1,
R i /
Mys := {monomlalsofgz:1 x2 2y “yQ fivrspss(T1, T2, Y1, Y2)|
7
501 x yy1y22 € Sa3}.

By definition, the index sets become

Saz S iz, = 0,1, ,m—1 =iy 500, =0,1,...,m—1—1dy,;
zy1:0,1,...,m71+tzyQ:O,l,..., 71+t,
Mgz < iy, =0,1,...,m — iy, 50, =0,1,...,m —iy,50, =0,1,...,m+1;

iy, = 0,1,...,m+1.

Shift-polynomials giarspss and ¢, g5.3 modulo Rgg have the roots (zq, 2,
y1,Y2) = (dp,,dg,,¥p,¢;) which are the same as famsps(x1,22,91,y2). We
construct a lattice with coefficient vectors of ganrspss(v1X1, 22X2,y1Y1, y2Y2)
and ¢ sps3(@1 X1, £2Xo, y1Y1,y2Y2) as the bases. Based on the Jochemsz-May
strategy [JMO06], LLL outputs three short lattice vectors which satisfy Howgrave-
Graham’s Lemma when

(X1 X) (3T H T )m ol (7, y) (PP A7 4 Sy o)

(T +T+ % )m4+o(m4)
<Wansps .

Ignoring low order terms of m, the condition becomes
3 5 5 1 9 5 5
.9, —Z-).92.
4] <27’ +3T+12>+<o¢+5 2> (7’ +47' +3T+12>
2(c+ ) - (72+T+4>,
that is,

(12 — 24(a+B))73+(27 — 30(a+3))72+(20 — 16(a+6))T+5 — A(a+p)
3672 + 407 + 10

The condition becomes the third condition of Theorem 7.

0 <
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Double LSBs Partial Key Exposure Attack on CRT-RSA. As above,
we can obtain the following equation

dypdy + edy(ly — 1) +edg(by — 1) — (N = Dlply — (6 + £ — 1) =0,

from CRT-RSA key generations. For a double LSBs partial key exposure attack
on CRT-RSA, we obtain

62(dp1M + dpo)(dq1M + deo) + e(de + dpo)(eq - 1)
+e(dg M +dg) (b, —1) — (N = 1)0ply — (b + £, — 1) = 0.

We consider a polynomial over the integers,

farsps(T1, 22,91, y2) = €M z125 + (e2dy, — €)Mxy + (€*dy, — €)Mz
+eMz1ys + eMzoyr + (edg, — )ya + (edp, — 1)y2
—(N = D)y1y2 + carsss,

where cqrsps = €2dp,dy, — edy, — edg, + 1 whose roots are (z1,x2,y1,y2) =
(dp,,dgy, Ly, ly). Sizes of the roots are bounded by X; := N° X5 := N° Y :=
Noz+,(3—1/2’y'2 — NOH_ﬁ_l/Q.

le2 M2z 24| ~ N2(@+5) The polynomial farsps(x1, 2, y1, y2) has the same New-
ton polygon as finsps(71,T2,Y1,¥2), and the integers Wanrsps and Warsps
are the same sizes. Therefore, we use the same lattice construction as above and
obtain the condition of Theorem 7.

We set an integer Wyrsps = N2H9) since || farsps(21,2,y1,92)]l0c >
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