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Abstract. With the growing number of internet of things (IoT) and their miniatur-
isation, the technical possibilities associated with data collection are multiplied.
In the future, it will be possible to install a sensor anywhere for a small cost.
On the other hand, product lifecycle management (PLM) is a growing societal
concern and products will need to be designed in such a way as to minimize their
impact, while allowing businesses to have a viable business model. It will there-
fore be necessary to integrate data, coming from industrial internet of things (IIoT)
into product lifecycle management, for companies to be able to offer product-as-
a-service and pay-to-use. This paper aims to describe current advances on the
integration of industrial internet of things in product lifecycle management. It
also describes a prototype for a digital thread between IIoT and PLM allowing us
to put forward open questions regarding the integration.
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1 Introduction

The miniaturisation of computers allows everyone nowadays to have a handheld com-
puter, whereas a few years ago it was a resource shared by multiple actors within a com-
pany. Everything suggests that tomorrow the miniaturisation of microelectronic systems
(MEMS) will continue. These systems today have a lot of connected usage invading our
day-to-day life: wireless headsets and earphones, badges of all kinds, mobile phones nec
plus ultra, connected watches, speakers with voice assistants, etc. The list, of course, is
not exhaustive as Internet of Things (IoT) continues to grow.

These modifications have not yet been entirely considered by companies as the
difficulties and the challenges are huge: The Industrial Internet of Things (IIoT) should
be dissociated from standard consumer IoT as the constraints are quite different. IIoT
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systems need more security, better reliability, a lower response time than consumer IoT
and are, most of the time, to be added to existing assets rather than IoT which starts from
scratch [1].MoreoverRussell [2] phrases the difference as follows: “While IoT in general
focuses on distributed sensors and control systems, the main difference in Industrial
Internet of Things uses similar concepts in mission-critical/industrial facilities.” This
goes to further underline the duality of IoT and IIoT.

Among the difficulties related to IIoTprojects, the technical limits and the diversity of
applications along with the absence of a roadmap are the difficulties that are most likely
to lead to a project failure. To improve the results, a global approach and methodology
regarding IIoT and its integration in existing systems should be established.

On the other hand, Product Lifecycle Management (PLM) has been around for a few
decades now and is defined as follows by Terzi [3]: “PLM can be broadly defined as a
product centric – lifecycle-oriented business model, supported by ICT (information and
communication technologies), in which product data are shared among actors, processes
and organisations in the different phases of the product lifecycle for achieving desired
performances and sustainability for the product and related services.” Therefore, PLM
talks about the full lifecycle of a product whereas PLM as implemented in most of com-
panies’ ICT systems often encompasses only certain phases of the lifecycle. Moreover,
most of the time only Beginning Of Life (BOL) is taken into consideration by PLM. This
dissociation appears more evidently as companies are starting to talk about Application
Lifecycle Management (ALM) and Service Lifecycle Management (SLM).

Digital Thread is the ability to dispose of product information from and to any phase
of the product lifecycle, hence avoiding data loss or corruption (i.e. from human copying)
and enabling extended features to be developed.

It seems that only companies that are heavily liable for their products are considering
the whole lifecycle (aircrafts, nuclear power plants, etc.). Only a few companies such as
Michelin (for tyres) and Rolls-Royce (for aircraft motors) have, to this day, been able to
switch from selling products to selling products-as-a-service. Forecasters tend to talk a
lot about product-as-a-service and pay-to use. Therefore, companies are going to have
to be able to manage their product from ‘cradle to grave’ and to do so, information
coming from IIoT and IoT is going to have to interact with existing PLM information
and knowledge. It is therefore crucial to think about integration of IIoT and PLM.

To address this, the current paperwill describe the current state of integration between
IIoT and PLM. In the third part, we shall present a prototype that is being implemented.
Finally, the further improvements that need to be added and the underlying remaining
questions shall be presented.

2 Current Status of IIoT and PLM Integration

To picture the current state of IIoT and PLM integration, we shall first present the current
status of IIoT. Secondly, current integration of PLM and IIoT is detailed. Finally, the
few papers mentioning the integration of IIoT and PLM are reviewed.
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2.1 Current State of IIoT

IIoT’s technology stack comprises sensors, communication protocols and gateways as
well as platforms. Although the latter will interest us more than the others, it is important
to have a broad view of the different aspects of the IIoT in order to grasp the diversity
inherent to the domain.

Concerning sensors, the trend is toward battery-less sensors. Radio frequency iden-
tification (RFID) and Near Field Communication (NFC) allowed in the past decade to
have extended item recognition as together they permitted the creation of passive tags
that are remotely checked. Today, sensors are able to collect surrounding energy in order
to function [4], to be activated remotely in order to get a measure [5] or even 3D-printed
to send a precise signal [6]. Furthermore, improvements are made to sensors leading to
a continued decrease in costs.

Protocols are legion andmany lists exist. Salman [7] catalogues many of them across
themultiple Open Systems Interconnection (OSI) layers and presents six IoT challenges:
mobility, reliability, scalability, management, availability and interoperability. These
challenges listed here were meant to be specific to communication protocols but could
be generalized to any IIoT project.

Gateways are mostly hybrid components between sensors and platforms as they
sometime serve as one or the other but can also be dissociated and be a communication
relay or a computing on-edge device.

Themain problemwith “IoT platform” is the absence of a common definition. There-
fore, lots of ICT based systems are identified as IoT platforms. Hoffman [8] identified
212 “IoT platforms” and proposed a long-list and a short-list of the platforms in the
scope of “internet of production”. However, if one wants to interact with IoT, it’s most
probably going to be through those kind of platforms, interoperability will therefore be
key and multiple European projects are currently working on this aspect [9].

Finally, Liao [10] presents a systematic literature review on IIoT. It is interesting to
notice that only 8 of the 94 articles retained talked about “practical solution” whereas
the majority use “experimental solution” (72), the remainder being “review or survey”
(6) and “theoretical solutions” (8). However, industry is currently looking for practical
solutions therefore we shall try to work in that direction. In this sense, Anjomshoaa [11]
proposed a practical solution, including analysis of feasible solutions, sensor choice and
image analysis, but applied it to an adjacent field to IIoT: Smart Cities. Another sector
alongside IIoT, where this work was found, is agriculture; Klein [12] proposes an IoT
irrigation system allowing improved performances.

However, in these few fields, no PLM or industrial application was mentioned and
no question was raised concerning integration of IoT with PLM. Similarly, no industry
application was mentioned by Belapurkar [13] although a thorough analysis of smart
space application was made for healthcare, public safety, environmental monitoring and
commercial applications. Wang [14] presents “IoT for next-generation racket sports
training” without mentioning management of the product itself via PLM for instance.
However, next-generation racket sports trainings are necessarily going to need new
rackets and product lifecycle management will be essential to do so.

In these numerous cases, IoT and the system as a whole would benefit from
interactions with PLM. However, we found no explicit mention of this.
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2.2 PLM and IIoT Integration

PLM’s integration in various systems has been studied in the past. Considering IIoT as
being a new ICT system, looking at previous PLM integrations, the latter could give us
clues towards its integration with IoT. In [15], Bosch-Mauchand et al. proposed an inte-
gration of PLM and value-chain simulation (among others) in order to better knowledge
capture. However, knowledge is low volume and high-quality data on the contrary to
IoT, which consists of high volume and low quality (when considered independently).

Concerning PLM and IIoT, little was found. In [16] Menon et al. proposed a critical
analysis of some IoT platform performances based on their openness from the scope
of PLM. Hence, they underlined the possible use of these IoT platforms during the
different phases of a product lifecycle: beginning, middle and end (BOL-MOL-EOL).
However, integration betweenPLM’s ICT and these platforms at the various stageswhere
opportunitywasn’t discussed. In [17]Hehenberger et al. talk in one paragraph (3.4) about
“Product lifecycle management for CPS”: IoT being part of any Cyber-Physical System
(CPS), the approach stays on a high level and does not mention integration of CPS’ IoT
into PLM. Nevertheless, separation of PLM approaches between hardware and software
mentioned could be reused as IIoT and PLM integration is discussed.

In [18],Kadiri et al.mentioned the importance of IoT in context-aware infrastructures
but no system integration is studied although a focus is made on Enterprise Resource
Planning (ERP) systems.

However, there is a need for PLM systems to handle the increasing amounts of data
beingmade available by IoT [19]. As the information available on explicit PLM and IIoT
integration is scarce, we investigated possibilities of semantic interoperability through
ontologies.

On the PLM side, in [20] Sriti et al. proposed an ontology for product information
exchange. Still from a PLM point of view, Kiritsis [21] presented various technologies,
some of which are IoT ones, in order to achieve a closed-loop PLM. However, IoT is
not considered as an independent system and therefore its integration with PLMwas not
discussed. From a more global point of view, Kadiri et al offered in [18] a broad picture
on ontology-based approaches and addresses ICT as a whole without entering into PLM
and IIoT specifics.

However, ontology-based integration remains in question as its adoption in industry
is scarce and we want our methodology to be adopted easily by the industry. Yoo [22]
describes a conceptual framework but hasn’t put forward a practical use-case. Also,
considering adoption by industry and the return on investment for such a project, the
case study developed by Alcatel Alenia Space in [23] showed how complicated it can
be to evaluate Key Performance Indicators (KPI) in large scale projects such as PLM,
as both process and working methods change at the same time. It would therefore be
interesting to have such data available on IIoT and PLM integration.

3 A Prototype of PLM and IIoT Integration

Along with the deductive inferences that are made above, research will also be made
by inductive reasoning, via the realisation of a prototype. We shall therefore present
the prototype as it is currently, from both the architectural aspect as well as from the
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implementation point of view. We will also introduce the next architectural target for
our prototype.

3.1 Current Architecture and Implementation

The current prototype consists of a PLM platform and an IoT platform connected to a
3D virtual environment to display information from both platforms. We shall detail the
infrastructure itself, why we chose these options and how it has been helpful so far.

Currently, the aim is to display information in multiple devices thanks to UMI3D
[24]. This information comes from a Windchill instance (from the PTC company) as a
PLM solution, where the product’s information is stored and a ThingWorx instance (also
from PTC) as a IIoT solution, where the information relative to the sensors located on
the product is stored. These instances have been successfully tested on a local Virtual
Machine (VM), a company server as well as the provider’s cloud, therefore allowing
more flexibility depending on the use case. The Unity server then calls this information
to display it in a virtual room that is accessed by multiple devices: personal computer,
virtual reality headsets, tablets, etc. All this information is summarised in Fig. 1.

Indeed, product’s 3D model is the only data used at this point from PLM. However,
being able to retrieve it is promising as it is the most difficult part. In future architecture,
PLM metadata will be used to enhance product visualisation.

Fig. 1. Diagram of current prototype

The choice of a PLM platform was made towards Windchill as this was one of the
two mastered by the team. This choice was made based on the openness of the solution,
as integration of multiple solutions needs a minimum of interactivity. Concerning the
choice of an IIoT platform, we are currently using ThingWorx, but are closely looking
at other platforms as the multiplicity of solutions available reinforces the necessity to
consider other options. Also, as underlined in [16], IoT platforms could be specific for
use in for certain parts of the product lifecycle.

This prototype has been helpful in multiple ways: first, it allowed the team to under-
stand the possibilities of interoperability on a technical level. As described previously,
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one could try to carry this interoperability to a higher level, even to semantic interoper-
ability aiming to reduce adaptation cost, in case of a change of either the PLM or IoT
platform. Second, we are facing questions on a practical level, which will no doubt help
us to corroborate our comprehension of the theoretical ones. Finally, it moves us closer
to having a complete integration of PLM and IIoT as discussed in the next section.

3.2 Target Architecture

In the long run and to investigate interactions between IIoT and PLM, we shall try to
integrate closely both platforms. Therefore, we need to think a target architecture that
would satisfy most needs.

Fig. 2. Diagram of current issue with sensor ID attribution

The target architecture would consist of multiple tools and not only ICT and PLM,
as some functions are not carried out by those tools. For instance, product instantiation is
mostly managed in industry by ERP system orManufacturing Execution System (MES).
In the current architecture, someone must manually define the identification (ID) of the
sensor in the PLM and IoT systems to be able to correctly pair information from both
systems further down the road (into 3D visualisation in the current case) (Fig. 2). In
the target architecture, product instantiation (and therefore sensor initiation) shall be
supported via another ICT based system rather than the PLM or IIoT systems but shall
make this information available for both systems (PLM & IIoT).

In the same spirit, multiple information exchanges will need to be detailed in future
works as each ICT based system holds information.We represented in Fig. 3 the different
interactions between inherent ICT based systems without detailing them, because much
information and many orders can be given and received by those different systems.
Although the current system offers the possibility to display information from multiple
systems without having to do specific development for each device, in the future we
would need to be able to send information back to the PLM and to the IoT solutions,
based on the interactions made with the product, within the 3D environment. Also,
information from both IoT and PLM systems should be available to the other systems
for any actors to take any decision knowingly. The information should be delivered to
the right person, in the right place and at the right time. With this in mind, we shall
attempt to integrate the PLM and IIoT systems.

However, this will also depend on the use-case, as we will discuss in next section.



Towards a Digital Thread Between IIoT and Product Lifecycle Management 279

Fig. 3. Diagram of target architecture

4 Further Improvements and Related Questions

In this section, we shall present the different use-cases that our solution could match,
as well as other further improvements that could be made. We will then discuss our
implementation in the light of the current state of PLM and IIoT integration.

4.1 Improvements to Approach Real Use-Cases

Once the prototype is implemented, one naturally faces more practical questions coming
from industrial stakeholders, such as “what is the aim of interaction between PLM and
IIoT?”We shall try to present a few industrial use-cases and the necessary work in order
to implement them into our prototype.

Firstly, the entry point consists of the usage feedback from the product prototype.
In this case, the product is in a prototype stage and has only been produced either once
or maybe a few copies. In this case, the aim is to visualise, in our 3D environment,
the different measures made by the sensors to know which parts need changing and/or
improving. Improvements needed to our prototype, in this use-case, would be tomark the
parts in the 3D environment with a Problem Report (PR) or a Request For Change (RFC)
which would be treated exclusively in the PLM environment. However, IoT information
visualised at the time of issuing the PR/RFC would be needed inside the PLM to decide
on the incumbent and create a Change Request (CR).

Secondly, the product is in a maintenance phase and historical data is needed on
the product, both from a PLM and sensor point of view. Indeed, one needs to know the
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product history and what changes were made during previous maintaining phases, as
well as usage data to know what happened in each phase. Moreover, any maintenance
information carried out will need to be added to the PLM and then sensors could be
calibrated at that point. In this case, our prototype should be able to display historical
information from both PLM and IIoT systems.

Finally, products have been widely sold and this is a success; it is therefore time for
a new version. Engineers are going to need agglomerated data on multiple instances of
the product to visualise product information. Unfortunately, to this day, our prototype
does not provide data integration in-between various phases of the product. The number
of products instantiated, as well as the type and volume of information to display, would
heavily impact the choice of implementation.

Here are listed only a few use-cases and these do not plan to be exhaustive, however,
we went through the spectrum of numerous possible enhancements.

4.2 Discussion

As our experimental work for a full-fledged prototype implementation starts, we shall
try to place it in the context of our readings.

First, the implementation of both platforms on a technical interoperability level is
specific to each and every solution. Therefore, thinking of a semantic interoperability
level could answer or at least diminish the integration complexity. Second, the prototype
was nourished by the need to have a first-hand view on the different existing open
questions. This has been very helpful to better understand the available literature.

The choice of IoT and PLM solutions were made based on the stakeholders’ best
knowledge. However, that turns out to give a certain bias on the solution and the ques-
tions we are facing. It would be pertinent to benchmark these choices against others.
Unfortunately, no other PLM and IIoT implementation has been found by our team
to this day. One of the reminding possibilities would be to carry this work. Moreover,
the proposed target architecture will need further narrowing, as interaction between the
different ICT based systems are studied more closely.

Last but not least, relying on industrial use-cases would allow us a more practical
solution approach rather than staying on an experimental stage. However, we shall try
to avoid the pitfall of a solution that is too specific and rather tend towards proposing a
more global methodology.

5 Conclusion and Future Work

In the ever-changing world we live in, the products’ environmental impact could be
diminished by improving various product-life stages using multiple sensors thanks to
the Industrial Internet of Things. This would allow for more respectable methods of con-
sumption and allow pay-to-use & product-service systems to develop further. However,
PLM and IIoT systems have not yet been successfully integrated to achieve this.

For the purpose of creating a digital thread between IIoT and PLM, we have suc-
cessively presented current state of IIoT as well as IIoT and PLM integration. We then
explained the state of our current experimental work toward prototype implementation.
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Although not a full-fledged prototype, this allowed us to draft multiple open questions
that shall be worked upon in further studies/articles, following the proposed target archi-
tecture. The possible use-cases were also drafted for such a system and finally discussed
in the presented work.

Future work could consist of more thorough state-of-the-art experiments done
through Systematic Literature Review (SLR). Moreover, the current prototype will be
improved to lean towards the proposed architecture. During this process, integrations of
both systems shall be discussed, as the information available and the process involved
are quite thorough. Depicted use-cases could face some expertise from the industry to
sharpen them and better answer the requests/demands. Finally, integration on a semantic
level through ontologies will be investigated as an easier way to integrate PLM and IIoT
systems.

Acknowledgement. Thanks to Julien Casarin, Cyriaque Dupoirieux, Christophe Theillaumas,
François Loison, Dimitri Van-Wijk, Christophe Cazes & Laurent Clamens for working on the first
version of the prototype.
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