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Abstract. Due to Digital Transformation, also called Industry 4.0 or the
Industrial Internet of Things, the barrier for implementing data collecting
technology on the shop floor has decreased dramatically in the past years –

leading to an increasingly growing amount of data from a multitude of IT
systems in production companies worldwide. Despite that, the production
controller still relies heavily on intrinsic knowledge and intuition for the man-
agement of disruptions in production. Thanks to advances in the fields of pro-
duction control and artificial intelligence, potentials for the collected data for
disruption management arise. However, in order to transform data into usable
information and allow drawing conclusions for disruption management in pro-
duction, the relevant data-objects, disturbances and alternative actions must be
known. Thus, the decision-making can be supported, reducing the decision
latency and increasing benefit of alternative actions. Therefore, the goal of this
paper is to discuss the prerequisites necessary to perform a data based disruption
management and the methodology itself, serving as an approach to allow
companies to build a data basis, classify disruptions and alternative actions in
order to improve decision making in the future.
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1 Introduction

Offering customer specific products defines small and medium enterprises (SMEs),
especially mechanical and plant engineering companies. This, combined with
increasing product varieties and deceasing product lifecycles, leads to highly complex
production processes, which in turn lead to an increasing amount of potential distur-
bances [1, 2]. These company-internal or -external disturbances are to blame for dis-
ruptions and their effect on, for example, delivery dates. Efficient Production Planning
and Control systems are the most important means to react to this changing environ-
ment [3]. However, while solutions – even automated ones – exist in the field of
detailed planning, the production controller is usually left unsupported in many areas
when it comes to disruption management [4]. This makes the job of a production
controller increasingly difficult. They need to comprehend the effect of the disturbances
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on production as well as the outcomes of the possible alternatives with regard to the
production system and the logistical target system of the company. Therefore, the goal
of this paper is to introduce a methodology that supports the production controller by
providing possible alternative actions in disruption management for production. The
methodology is part of the research project “iProd” with the goal of developing a
collaborative platform [5, 6].

This paper starts by discussing the motivation of the subject in a more detailed
manner. Afterwards, the state of the art discusses the current solutions found in practice
and in research. As a basis for the methodology to be developed, requirements are
collected and discussed. Section 5 will introduce the methodology itself, covering the
aspects of the data model, setting up rules as well as the analysis and derivation of
alternative actions. The findings will be concluded and a short outlook on upcoming
research will be given.

2 Motivation

Production Planning and Control plans the current production program at regular
intervals in advance according to type and quantity over several planning periods. Its
goal is to implement the program with given or planned capacities as economically as
possible while taking unavoidable disruptions such as personnel losses, delivery delays
or rejects into account [7].

Disruption management therefore is part of the short-term production management
and closes the gap between regular production control and closed-loop production
control [6]. The goal is a short, medium and long-term reduction of disruptions.
Generally, preventive disruption management takes place to avoid disruptions before
they arise, whereas reactive disruption management starts only after the occurrence of a
malfunction in order to reduce its effect [8]. For this, appropriate reaction strategies (i.e.
prefabricated decisions that intervene through the system and define measures to
eliminate the disruption) are required. These are control processes that eliminate
operational interruptions or occur as preventive measures to prevent malfunctions [9].
Dealing with disruptions in an organized way has several advantages, since the time it
takes to react to a disturbance can be shortened noticeably. This leads – aside from the
time-benefit – to a higher benefit of the adaption itself [10].

Within the research project “iProd”, a collaborative platform is developed, that
allows the analysis of production data using Artificial Intelligence (AI). The presented
method is part of the project and deals with the disruption management as part of the
platform. Due to the connectivity to the shop floor and IT-systems within the company,
the platform notices the disruption, analyzes it and feeds it back to the system. Thus,
the presented methodology is the backbone of the collaborative platform which in turn
allows a closed-loop production control [6] (Fig. 1).
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3 State of the Art

The state of the art shows an analysis of the research already available in the areas of
disruption management, reaction strategies and simulation. Moreover, the industry also
provides solutions in the field of disruption management, which this chapter will also
discuss.

3.1 Literature in the Field of Disruption Management, Reaction
Strategies and in the Field of Simulation

The literature review showed research focusing on the classification of disruptions in
production processes as well as preventive and reactive disruption management, e.g. for
customer specific production [8, 12]. Other researchers focus on the evaluation of
countermeasures. The focus here lies on mathematical models [13] or very specific
areas in production, such as the assembly [14]. Moreover, there are different approa-
ches in the field of simulation (discrete event as well as agent based) in the context of
production [15–19]. Comparing the relevant literature references shows that research-
based approaches to simulation-based decision support are often limited to certain use
cases or cannot be transferred to other industries.

3.2 State of the Art in the Industry

In practice, approaches for decision support can already be found in the area of ERP
(Enterprise Resource Planning), APS (Advanced Planning and Scheduling) as well as
MES (Manufacturing Execution System) systems.

ME systems integrate information relevant to production (personnel, material
resources, production equipment including tools and fixtures) and link them to the
planning framework conditions from the higher-level systems [20]. This way, MES
generate more realistic plans than ERP systems and can react promptly to changes (e.g.
due to disruptions in the production area) and calculate and initiate plan changes. ERP
and MES cannot replace the production planner during planning and should rather
support him interactively. However, the support of the production planner is prevented
by the lack of transparency of the algorithms and the IT system structures, since the
comprehensibility of the calculation by the production planner is a prerequisite for
checking and supplementing the calculated proposal [21].
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Fig. 1. Closed-loop production control [according to 11]
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APS systems also obtain their data from ongoing value-added processes from
transaction-based ERP and ME systems but deliver more exact planning results. APS
systems generate plans based on advanced mathematical models. On the operational
level, the detailed planning takes place throughout the entire supply chain. Here, most
of the parameters and dependencies are already known; it is simply a matter of getting
the optimum planning results out of the input. Thus, Companies can plan their
requirements, quantities, due-dates, capacities to the point of distribution and logistics
across the entire supply chain. Unfortunately, the planning horizon of APS systems
ranges from days to weeks and is therefore not fast enough for short-term disruption
management. The exact scope of APS systems remain to be defined.

In summary, it can be stated that there is no holistic recording and evaluation model
of alternative actions for short-term disruption management. In the literature, there are
various papers on aspects such as disruption management, reaction strategies, simu-
lation and quantitative evaluation alternative actions. The research deficit is therefore a
decision support system for short-term production control in the field of disruption
management.

4 Requirements

The proposed concept must meet specific requirements to fulfill the need of the
methodology. First, the data basis must be up to date and at the same time have access
to historical values and planning data. Since the response time in short term production
management is highly important, the evaluation of alternative actions must happen in
or close to real-time. The goal of this methodology is that it either serves as an
extension of existing IT systems or the production controllers themselves can work
with the solution (e.g. for mobile use). Therefore, the interface must be open and allow
displaying the results in a self-explanatory and user-centric manner [22].

Aside from the above-mentioned requirements, the following questions arise and
need to be addressed when implementing the model: (1) Which decision cases occur in
production? Which data is therefore required as input for a decision tool? (2) What
effects do the potential measures have and how can these effects be quantified?
(3) Which information must be prepared for the decision maker and how?

5 Methodology

The methodology consists of several steps that allow an evaluation of the reaction
strategy and the selection of the most promising one. The first step consists of setting
up the relevant data model (i.e. which data can be found where). The second step is to
collect the existing and potential disruptions as well as counter measures manually (e.g.
by interviewing the production controller) and automatically (e.g. by analyzing the
historical data). Based on this, rules for the identification of future disruptions and the
derivation of alternative actions. The basic framework for the methodology is illus-
trated in Fig. 2.
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5.1 Identification of Relevant Data

In many companies, the worker or production controller notices disruptions, however,
the goal is that the system can detect them automatically. The latter is done via an
automatic transfer of order data from the ERP and ME system as well as from pro-
duction or machine data acquisition (PDA/MDA). Manual input from the worker is
required if the data cannot be transferred from the IT systems automatically. This input
may contain additional parameters for the in-house production such as shift plans (e.g.
from a human resource system), amount and qualification of workers, disruptions or
maintenance at resources, blocked parts as well as the availability of resources from
Production Data Acquisition (PDA).

In this first step, it is necessary to define the scope of disruption management within
the company in order to identify the relevant data objects. The typology of the com-
pany in focus will heavily determine the needed data. For example, while for one
company the batch-number and size may be relevant, others simply do not produce
batches. This data then needs to be allocated (i.e. which databank stores this data, e.g.
ERP system) and its meaning defined. This means that, even within the same company,
the understanding of the used vocabulary may differ.

5.2 Collecting Disruptions, Alternative Actions and Rules

The goal of the digital transformation in production is to support the worker and to turn
their implicit knowledge into usable data for IT systems. Thus, when setting up this
methodology for disruption management, the worker needs to be interviewed and the
known disruptions as well as their countermeasures need to be collected. If the com-
pany already has a reliable database, this can also be used in order to identify dis-
ruptions and alternative actions from the past. This step usually results in unveiling
missing data which then needs to be added to the data model.

In the presented project, a matrix has been developed, that groups the disruptions in
reference objects. Possible causes, their effect and characteristic define the reference
object in more detail. The alternative actions are grouped in reaction strategies (i.e.
delay, delegation, replanning, relaxation, negotiation and cancellation). Based on the
matrix, the reaction strategies can be allocated to the disruptions and thus alternative
actions be derived.

5.3 Analyze the Data and Knowledge Base

When a disruption occurs, the first step is to identify the disruption. Depending on the
grade of automation within the company, the reaction for disruptions with low impact
can be performed automatically, without requiring an intervention of an employee. At
the same time, there are disruptions that can solely be solved by manual interventions
from an employee. The type of disruption that is the focus of this paper is the type that
can be encountered semi-automatically. Here, part of the input can come from the
system and the other part still requires some kind of manual input [23].

After the disruption has been identified, it needs to be analyzed in more detail. This
is necessary in order to see what the reaction strategy and alternative actions looked
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like in the past. The AI-tool (Jupyter Notebook) is used to extract the necessary data
and analyze them separately regarding the disruption. Afterwards, the analyzed data is
fed back via the interface1. The result of this analysis depends on the defined scope. An
example is a clustering of disruptions according to their conditions (e.g. product variant
or past alternative actions) in order to anticipate further disruptions, and therefore
enables a short-, medium- and long-term disruption management.

6 Conclusion and Outlook

Companies try to encounter the turbulent market, customer specific production and thus
higher susceptibility to disruptions in production by collecting data and supporting the
worker with IT systems. While many aspects of production have already been facili-
tated by this digital transformation, the disturbance management remains unsupported
and mostly based on implicit knowledge and intuition of the worker. In order to
improve the decision making process in disruption management, this paper discussed a
possible methodology by discussing the data model, rules (disruptions and alternative
actions) as well as their analysis briefly. The findings can be used as an extension of
existing IT systems or for standalone support systems. However, within the presented
project, the methodology still involves many manual steps and is not yet ready for a
direct implementation. Future research therefore needs to focus the area of data models
for disruption management as well as their ontology. Moreover, the methodology needs
validation in practice and standardization of the analysis using AI. For companies it is
crucial to collect the implicit knowledge of the worker in order to allow the described
methodology in practice.

Fig. 2. Methodology to approach disruptions

1 In the presented project, a platform is developed that uses REST API interfaces in order to feed data
back to the IT systems or to a web-based dashboard. For more information please see www.projekt-
iprod.de and [5, 6].
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