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9.1  Introduction

After the first use of the Industry 4.0 label at the Hannover Fair in 
2011, the interest for the topic among managers and policy-makers has 
grown exponentially. Besides Germany, many countries have launched 
their own plans to foster the transition toward this new manufacturing 
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paradigm: Plattform Industrie 4.0 (Austria), China 2025, Impresa 4.0 
(Italy), Thailand 4.0 just to cite a few examples. Similarly, consultancy 
companies have exploited the trend, publishing a wide set of reports 
on Industry 4.0 (see Rüßmann et al. 2015; McKinsey Digital 2015; 
Geissbauer et al. 2016; among others). While a clear-cut definition of 
the phenomenon is still missing (Culot et al. 2018), authors agree that 
Industry 4.0 is based on the application of cyber-physical systems (CPS) 
and internet technologies in the manufacturing processes, leading to a 
convergence between the physical and the virtual world (Kagermann 
et al. 2013).

Over the last few years, the number of scientific papers on Industry 
4.0 has significantly grown (Liao et al. 2017). The literature has shown 
that Industry 4.0 also offers significant opportunities to small- and 
medium-sized enterprises (SMEs) which can use these technologies to 
increase their flexibility, productivity, and competitiveness (Kagermann 
et al. 2013; Wenking et al. 2016). At the same time, this industrial 
revolution brings some challenges regarding data security, finding the 
needed capital, developing a strategy for implementing it and finding 
qualified employees (Schröder 2016). Extant research has, however, 
mainly focused on technical aspects of Industry 4.0 (Liao et al. 2017). 
Consequently, a detailed analysis of the implementation strategies, bar-
riers faced, as well as on the organizational requirements, is missing 
(Holmström et al. 2016).

This chapter aims, therefore, to address the aforementioned research 
gap by empirically investigating the main organizational issues faced 
by SMEs in Industry 4.0 implementation. We focus on SMEs for vari-
ous reasons: (a) they are the backbone of economies of many European 
countries; (b) they are expected to face more difficulties in adopting 
Industry 4.0 than large firms due to the lack of resources and knowl-
edge (Müller et al. 2017; Sandberg and Aarikka-Stenroos 2014); but (c) 
they can more easily change toward the Industry 4.0 paradigm if a suit-
able roadmap is available (due to their higher flexibility; Mohnen and 
Rosa 2002).

We first analyze the existing Industry 4.0 literature. This allows us to 
highlight a set of potential organizational issues for Industry 4.0 imple-
mentation, such as the lack of skilled employees, the lack of monetary 
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resources, and the lack of a systematic approach for implementation. In 
order to verify whether additional issues should be considered, we also 
analyzed the broader literature on the barriers to innovation. We con-
cluded that while the extant literature provides some interesting results, 
it is still characterized by a significant set of gaps and limitations.

In order to refine and empirically validate the set of organizational 
issues in Industry 4.0 implementation, we then organized some focus 
groups in four different countries within the research project SME 4.0, 
funded by the European Commission (H2020 program). These focus 
groups lasted one full working day each and involved 13–25 CEOs or 
technical managers of 7–10 SMEs each, who were asked, after a small 
introduction about the topic, to write on post-its and discuss several 
issues they faced during Industry 4.0 adoption and implementation.

Our empirical analyses (focus groups) confirmed most of the organiza-
tional requirements identified by previous literature. They also allowed us 
to highlight a set of additional requirements not considered by previous 
studies. Our study has, therefore, significant implications for researchers, 
managers, and policy-makers working in the Industry 4.0 field.

The chapter is organized as follows. In Sect. 9.2, we summarize the 
two relevant streams of study for our work: (a) organizational issues in 
Industry 4.0 implementation and (b) barriers and problem for inno-
vation. In Sect. 9.3, we formulate the problem and in Sect. 9.4, we 
explain the adopted methodological approach. Results are then pre-
sented in Sect. 9.5 and discussed in Sect. 9.6. Finally, we summarize the 
contributions to management theory and practice as well as the main 
limitations in Sect. 9.7.

9.2  Background

In this section, we summarize two main streams of studies that are of 
interest for our research: (1) organizational obstacles and barriers for 
Industry 4.0 implementation and (2) barriers for innovation. Despite 
the second stream of studies not being focused on Industry 4.0, we con-
sidered it to analyze whether general barriers to innovation apply also to 
Industry 4.0 (which is based on a set of innovations).
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9.2.1  Organizational Barriers to Industry 4.0 
Implementation

In order to identify all the relevant papers dealing with organizational 
obstacles and barriers for Industry 4.0 implementation, we per-
formed a keyword search in the most important electronic database 
(Elsevier’s Scopus). We used a combination of two sets of keywords:

a. Industry 4.0-related terms (e.g., industry 4.0, industrial internet, 
fourth industrial revolution, 4° industrial revolution, Internet of 
Things, Smart manufacturing, cyber-physical production systems); and

b. Barrier-related terms (barrier*, obstacle*, challenge*, problem*, 
SME*, small and medium enterprise*).

This keyword search led us to identify 6029 contributions. After this 
search, we applied a set of inclusion–exclusion criteria to screen the 
papers based first on the title and abstract and then on the full text. In 
greater detail, we excluded papers that do not provide insights on the 
obstacles and barriers in Industry 4.0 implementation and which were 
written in other languages than English and German (we included 
papers in German as the Industry 4.0 concept was initially conceptual-
ized in this country). The final sample consisted of 17 papers. We added 
to this sample two additional works by consultancy companies and 
international organizations since they provided relevant inputs for our 
study (World Economic Forum 2014; IBM 2015). We finally coded the 
papers based on the obstacles/barriers highlighted.

The results of the literature review are summarized in Table 9.1, in 
which we also highlight the type of finding (i.e., conceptual vs. sup-
ported by empirical data) and the language of the paper (English vs. 
German). We identified a total of 19 obstacles/barriers that were classi-
fied into 6 categories:

• Economic/financial (high investments required, lack of monetary 
resources, lack of clearly defined economic benefits)

• Cultural (lack of support by top management; preferred autonomy)
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• Competencies/resources (lack of skilled employees, lack of technical 
knowledge; complexity of the Industry 4.0 application both technical 
and practical, need to find suitable research partner)

• Legal (data security concerns)
• Technical (lack of standards, uncertainty about the reliability of the 

systems, weak IT infrastructure, difficult interoperability/compatibil-
ity, technology immaturity)

• Implementation process (need for new business models, lack of 
methodical approach for implementation, high coordination effort).

Authors point out that Industry 4.0 has created some opportunities for 
SMEs which can use these technologies to increase their flexibility, pro-
ductivity, and competitiveness (e.g., Kagermann et al. 2013; Wenking 
et al. 2016). They also emphasize, however, that in order to obtain such 
benefits, high investments are often required (Hatler 2012; IBM 2015). 
Sometimes it is therefore not easy, in particular for SMEs, to see the 
potential economic benefits of Industry 4.0 adoption (Koch et al. 2014; 
World Economic Forum 2014). A need therefore exists to assess results 
(such as increase in flexibility, productivity, and market competitiveness) 
in order to then measure the return on the investment (ROI).

Schröder (2016) argues that Industry 4.0 brings many opportunities 
but also some significant requirements: data security, finding the needed 
monetary resources, developing an implementation approach, and finding 
skilled employees. This sentence is confirmed by our literature review, in 
which data security appeared as a significant issue with which compa-
nies must deal in implementing Industry 4.0. To overcome this issue, 
standards in cryptography and security models should be developed 
(Kagermann et al. 2013), since with the extension of the boundaries of 
the company, the traditional security systems are no longer sufficient 
(Chen and Zhao 2012).

The development of standards and legal regulations is also essential 
(Wenking et al. 2016). They should be developed not only to address 
security concerns, but also for the rapid implementation and diffusion 
of Industry 4.0. Companies tend, in fact, to work on their own solu-
tions (Wenking et al. 2016) also because there is often the fear—due 
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to a lack of trust existing—that sharing knowledge with other compa-
nies can reduce profitability (Müller et al. 2017). Such a lack of stand-
ards leads, however, to very complex interoperability and compatibility 
between machines, companies, and infrastructures.

Finally, despite the huge number of articles published on Industry 
4.0, the attention that has been given so far to the development of 
implementation models is not sufficient (Liao et al. 2017). Three arti-
cles in Table 9.1 mention indeed that a methodical approach for imple-
mentation is missing (Geissbauer et al. 2014; Meißner et al. 2017; 
Schröder 2016). To overcome this obstacle, companies need to coop-
erate and work together to develop compatible automation solutions, 
which will result in modular factory structures (Weyer et al. 2015).

9.2.2  Barriers to Innovation

The success of SMEs is strictly related to their capacity to deal with 
innovation. Companies that successfully incorporate innovation in 
their business strategy actually increase productivity and competitive-
ness (Cefis and Marsili 2006). The other side of the medal is that in 
the implementation process of (radical) innovation, companies must 
face several organizational obstacles and challenges, the so-called 
innovation barriers (IB) (e.g., D’Este et al. 2012; Madrid-Guijarro  
et al. 2009).

Considering that the adoption of Industry 4.0 can, to some extent, 
be considered a radical innovation (since it might imply a significant 
modification of processes, relationships with the customers and the sup-
pliers, value proposition, or even of the business model), we believed it 
useful to consider in our literature review not only the papers focusing 
on organizational obstacles and barriers for Industry 4.0 implementa-
tion but also the broader stream of studies on organizational barriers 
to innovation. Considering the wide number of studies on this topic 
and its lower centrality to our analysis, we started from two recent 
reviews (Sandberg and Aarikka-Stenroos 2014; Madrid-Guijarro et al. 
2009) rather than conducting a new keyword search.
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We identified 18 barriers that we brought back to the categories 
already introduced for the organizational barriers and obstacles in 
Industry 4.0 implementation (see Table 9.2).

One of the common problems in technological changes are eco-
nomic/financial issues, especially for SMEs (Sandberg and Aarikka-
Stenroos 2014; Mohnen and Rosa 2002). This has been confirmed 
by the review both on innovation and on Industry 4.0 (see Tables 9.1 
and 9.2). Cultural issues (e.g., unsupportive organizational structure, 

Table 9.2 Organizational barriers to innovation

Category Barrier Exemplary references

Economic/
financial

Lack of monetary resources Kelley (2009)
High investments required Martinez and Briz (2000) and 

Frenkel (2003)
Innovation cost difficult to 

control
Hadjimanolis (1999) and Martinez 

and Briz (2000)
Cultural Lack of support from 

customer/supplier
Hewitt-Dundas (2006) and Mohen 

and Roller (2005)
Unsupportive government Hadjimanolis (1999) and Freel (2000)
Paucity of external finance Minetti (2010)
Excessive risk Hewitt-Dundas (2006) and Galia and 

Legros (2004)
Preferred autonomy Lynn et al. (1996)
Unsupportive organiza-

tional structure
Baldwin and Lin (2002) and 

Martinez and Briz (2000)
Restrictive mindset Wolfe et al. (2006)
Restrictive local culture Riffai et al. (2012)

Technical Technological immaturity Chiesa and Frattini (2011)
Lack of 

competen-
cies

Lack of discovery 
competencies

O’Connor and DeMartino (2006)

Lack of incubation 
competencies

O’Connor and DeMartino (2006)

Lack of acceleration 
and commercialization 
competencies

O’Connor and DeMartino (2006) 
and Story et al. (2009)

Lack of qualified 
employees

Mohen and Roller (2005) and Galia 
and Legros (2004)

Lack of information about 
technologies

Galia and Legros (2004) and Frenkel 
(2003)

Inappropriate 
infrastructure

Iyer et al. (2006)
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restrictive mindset, and preferred autonomy ) also play an important 
role in the introduction of new practices. Wolfe et al. (2006) empha-
size that the resistance to change is due to the fact that innovation 
brings changes, which generate in the employees the fear of losing  
their job.

One barrier highlighted for innovation, but not for Industry 
4.0 implementation, is the unsupportive government. This might be 
explained by the fact that many governments have launched signif-
icant investment plans to support the transition toward Industry 4.0. 
We have already mentioned in the introduction section the Italian plan 
Impresa 4.0, the Austrian Plattform Industrie 4.0, China 2025, and 
Thailand 4.0.

9.3  Problem Formulation

Extant Industry 4.0 literature has shed light on a wide set of organi-
zational barriers and problems in Industry 4.0 implementation (see 
Sect. 9.2.1). The literature is, however, characterized by at least two 
significant limitations. First, most papers (58%) are published in con-
ference proceedings or reports (not subject to a rigorous peer-review 
process). Second, if we compare the list of barriers highlighted in 
Industry 4.0 literature (see Table 9.1) with the broader set of barriers 
in innovation adoption highlighted by the innovation management 
literature (see Table 9.2), we notice that various barriers are missing in 
Industry 4.0 literature (such as the unsupportive government and excessive 
risks). The comprehensiveness of the list of barriers to Industry 4.0 iden-
tified by extant literature is therefore called into question.

The aim of this chapter is therefore to identify through a rigorous 
empirical analysis the main organizational barriers and issues faced by 
SMEs in Industry 4.0 implementation, in order to find possible solu-
tions to the identified barriers and to propose some directions for future 
research. This represents a fundamental step toward the diffusion of 
Industry 4.0 among SMEs.
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9.4  Methodology

9.4.1  Focus Group Method

Considering the novelty of the topic and the need for an in-depth explo-
ration (Stewart and Shamdasani 1990), we adopted the focus group 
methodology. This research method, which was developed in medical 
and marketing research, is now frequently used as well in social sciences 
research (Parker and Tritter 2006). It has been argued to be particularly 
suitable for providing trustworthy insights about human behavior based 
on naturalistic data (Grudens-Schuck et al. 2004) and therefore, fits very 
well with the goals of our paper (i.e., to shed light on the organizational 
issues faced by SMEs in Industry 4.0 implementation).

Focus groups are typically composed of small groups of 5–12 people, 
in order to give everyone a chance to express his/her opinion about the 
topic (Krueger and Casey 2000). The participants have similar charac-
teristics, like the knowledge of the topic or the field, so that they can 
provide quality data in a focused discussion. In order to be defined as a 
focus group, the discussion needs to have the following five character-
istics: (1) participants should have similar characteristics (e.g., job role, 
experience, and/or culture); (2) the group should be small; (3) there 
should be the presence of a moderator (often a researcher; Morgan and 
Spanish 1984) to keep the group “focused” and generate a productive 
discussion; (4) the interaction among participants should be allowed; 
and (5) the topic should be presented before asking the questions 
(Krueger and Casey 2000). One of the advantages of this methodol-
ogy is that it can encourage contributions from people who initially feel 
they have nothing to say but then participate in the discussion gener-
ated by other members of the group (Kitzinger 1995).

Four focus groups (lasting one full working day each) were organ-
ized in Italy, Austria, USA, and Thailand under the EU research project 
‘SME 4.0 – Industry 4.0 for SMEs’. These focus groups were scheduled 
on different days but in the same period and the attendees took part in 
them physically (not through video conferences). A standardized proto-
col for the focus groups was defined in order to guarantee comparability 
of the findings (see Sect. 9.4.2).
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9.4.2  Sample Selection and Data Collection

Each focus group was attended by 13–25 CEOs or managers of 7–10 
SMEs belonging to different manufacturing sectors, including electron-
ics, industrial and agricultural equipment, furniture, and metal carpen-
try. Having an overview over different manufacturing sectors allowed us 
to identify the general issues in the implementation of Industry 4.0 in 
SMEs, independently from the specific sector of the company.

The reason why CEOs and technical managers were invited is that 
they have an overall knowledge about the topic and about the prob-
lems their company face when introducing changes in its organizational 
structure.

After a brief introduction by the researchers about Industry 4.0 and 
related concepts, the participants took part in some brainstorming ses-
sions in which they were asked to reflect on various topics related to 
Industry 4.0 implementation: (1) adaptable manufacturing systems 
design; (2) intelligent manufacturing through information and com-
munication technology (ICT) and cyber-physical systems (CPS); (3) 
automation and human–machine interaction; and (4) main barriers and 
difficulties for SMEs. During these sessions, the participants also wrote, 
on some post-its, the most important issues. After these brainstorming 
sessions, the issues which emerged were then discussed in detail among 
the participants.

9.4.3  Data Analysis

The data which emerged from the four focus groups were then coded by 
two researchers among the authorial team. We identified 108 elemen-
tary barriers and problems in Industry 4.0 implementation, which were 
then manually screened to check their validity. Five barriers were elim-
inated at this stage since they were not clear or too general (i.e., SMEs’ 
risk of losing the lead, missing automated measuring systems; solving, 
problems when problems are over; culture → people base; technology 
based; lack of systems to prevent bottlenecks in single point of failure 
production line).
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We then classified the barriers according to the six categories already 
introduced in the literature review section (economic/financial, cul-
tural, competencies/resources, legal, technical, and implementation process) 
and reported all the results of the four countries in a single table (see 
Table 9.3). In such a table, we also specified if the barrier was already 
highlighted by previous studies both on Industry 4.0 (I4.0) and on IB, 
in order to have a clear idea of what is new and what is already present 
in the existing literature. Some barriers were assigned to more than one 
category since they included two or more concepts. For instance, the 
barrier high investments with uncertain  ROI refers both to high invest-
ments required (high investments) and to lack of clearly defined economic 
benefits (uncertain ROI). Similarly, the barrier product characteristics 
was included both in the economic/financial and in the implementation 
process category since in one case, the workshop participants empha-
sized that for low value-added products the investment in Industry 4.0 
is not worthwhile, while in the other case, they highlighted that during 
the implementation, it is sometimes not easy to combine the need for 
high flexibility with higher automated processes.

The final list consisted of 103 organizational barriers and problems 
in Industry 4.0 adoption. These barriers will be analyzed in detail in 
Sect. 9.5.

9.5  Results

The focus groups highlighted several barriers and problems for Industry 
4.0 implementation in SMEs (see Table 9.3). As mentioned above, 
we classified them according to the six categories used in the literature 
review (economic/financial, cultural, competencies/resources, legal, techni-
cal, and implementation process).

Most of the participants in the four countries pointed out that the 
investments required for the implementation of Industry 4.0 are very 
high, both in terms of money and time required. Italian and Thai man-
agers and CEOs emphasized that not only are the required investments 
high, but also that the  ROI is often not very clear. This can be due to 
the unclear potential of the different technologies or to the difficulties 
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faced by SMEs in measuring the results. Another interesting economic/
financial issue reported during the workshops is the value of the product. 
According to some participants, it is not worth adopting Industry 4.0 
if the products produced have a low value. This is particularly true in 
countries characterized by low labor costs, like Thailand.
Cultural issues (such as lack of support by top management, lack of 

trust between partners, unsupportive organizational structure, acceptance 
of employees, and focus on day-to-day operations ) appear to be particu-
larly important for Industry 4.0 implementation. Around one-third of 
the barriers highlighted in the focus groups belong, in fact, to this cate-
gory.1 Among these barriers, we noticed the corporate culture/mentality 
in Austria, Italy, and Thailand (e.g., the lack of cooperation among func-
tions/departments), employee resistance, and missing top management 
vision on Industry 4.0 in all four focus groups (due to their poor knowl-
edge of Industry 4.0 and their fear of losing work), and risk aversion 
in Austria and Thailand. Our focus groups highlighted that the lack of 
support by top management (clear direction of the company is necessary, lack 
of communication and transparency, lack of total vision of Industry 4.0) is 
even more important than the resistance (acceptance) of employees.

As far as competencies/resources barriers are concerned, in all the 
four analyzed countries, SMEs struggle to find qualified employees with 
the required technical competences. This means that the lack of technical 
knowledge is a common factor for SMEs independently of the economic 
and cultural environment. Another significant barrier highlighted by 
the focus group organized in Italy is the high coordination effort. This 
barrier emphasizes the fact that Italian SMEs perceive it to be impor-
tant to cooperate and develop common solutions for Industry 4.0. US 
companies reported that they prefer to work autonomously at their own 
solutions. This could be due to cultural differences between Italy and 
USA as well as to the different resource endowment of SMEs in the 

1The share has been calculated by dividing the number of barriers included in the category “cul-
tural” by the total number of barriers reported in Table 9.3. Barriers which were repeated in more 
than one country have been counted only once.
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two countries. Another important issue concerns the capital/investments 
required.

Moving to the legal barriers, another difference among the analyzed 
countries can be observed. In Austria, Italy, and Thailand bureaucracy 
and restrictive laws and regulations are seen as a hurdle for the imple-
mentation of Industry 4.0 while in the USA, no managers/CEOs 
reported this issue.

SMEs in Thailand, Italy, and USA highlight that they have different 
ICT systems and their data are stored in different silos that often do not 
communicate with each other. Furthermore, they argue that their build-
ings are not designed for automating internal transports. These techni-
cal issues make the implementation of Industry 4.0 more difficult.

Finally, a very important barrier highlighted in the four countries is 
that a methodical approach for implementing industry 4.0 is missing 
(implementation process). This is due in part to the novelty of the 
topic, but also to the fact that each company has its own needs, and 
these kinds of systems need to be adapted to them.

9.6  Discussion

Our empirical analyses (focus groups) confirmed most of the barriers 
identified by previous literature (e.g., Qiao and Wang 2012; Hatler 
2012; Koch et al. 2014; Zawra et al. 2017; Müller et al. 2018) (see 
Table 9.4).

Previous studies (e.g., Müller et al. 2017) highlighted that SMEs 
struggle to obtain the resources and tools needed in order to imple-
ment Industry 4.0. This has been confirmed by our focus groups, in 
which participants cited the difficulty of finding skilled employees and 
the struggle to find the required capital as crucial issues for the imple-
mentation of Industry 4.0. These barriers emerged in all four countries 
(Austria, Italy, Thailand, and USA), meaning that they are independent 
of the cultural and economic environment.

Another barrier which has been confirmed by the focus group is 
the lack of a methodical approach for implementation (Liao et al. 2017). 
CEOs and managers of SMEs located in all four countries reported that 
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a model for implementing Industry 4.0 is missing. The words used dur-
ing the workshops were: “There are no methods and approaches for the cor-
rect introduction of Industry 4.0,” “There are limited support resources and 
a lack of formalized, distilled information on how to implement industry 
4.0,” “Few Best-Practice-Examples.”

A wide set of new barriers have also been identified through our 
empirical analysis. After significant work to compare the barriers emerg-
ing from the focus groups to the ones highlighted by previous literature 
(even if the terminology used was different), we concluded that 11 new 
organizational barriers should be considered (see Table 9.5).

Companies report the desire and the need to cooperate with customers 
and suppliers in order to develop common solutions based on Industry 
4.0 (Müller et al. 2017). They also reported that it is very difficult to 
coordinate themselves with other companies and do joint investments. 
This can be due to a lack of innovation mentality, or a very rigid organ-
izational structure. Some focus group participants also mentioned that 
the “real” needs of their customers are sometimes not clear/known and 
this makes cooperation more difficult.

The second result which emerged from the workshop is that SMEs 
have some problems in implementing Industry 4.0, because they have 
to focus on day-to-day operations. This can be also related to the lack of 

Table 9.4 Confirmed organizational barriers and problems for Industry 4.0 
implementation

Category Barrier

Economic/financial High investments required
Lack of clearly defined economic benefit

Cultural Lack of support by top management
Preferred autonomy

Competencies/resources Lack of skilled employees
Lack of technical knowledge
Complexity

Legal Data security concerns
Technical Weak IT infrastructure

Difficult interoperability/compatibility

Implementation process Lack of methodical approach for implementation
High coordination effort
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monetary resources and to the fact that they do not have a specialized 
department dedicated to the topic.

Another significant issue is related to the factory layout. This barrier is 
present only in Italy, especially in South Tyrol, perhaps partly due to the 
low availability of building land and its high costs. As a result, SMEs 
cannot easily enlarge their factories. Most of the SMEs are also located 
in old buildings in which some space constraints are present: small 
spaces and confined space, no space for automation of logistics and internal 
transport.

Furthermore, US participants reported that the current state of the 
machine park is sometimes an obstacle in the introduction of IoT and 
CPS. There are companies which have already seen the opportunity in 
this challenge and established a new successful business model, i.e., to 
modify old machines by equipping them with sensors and connecting 
them to the network (Wenking et al. 2016).

Finally, a set of new barriers was related to the implementation pro-
cess (time required for implementation, changes required, difficulties in 
demand forecasting, and product characteristics ).

Table 9.5 Proposed organizational barriers and problems (not highlighted by 
previous Industry 4.0 literature)

Category Barrier

Cultural Lack of support from customer/supplier
Focus on day-to-day operations
Awareness about the potential of robots
Lack of support from the IT department

Competencies/resources Lack of knowledge of Industry 4.0  
technologies and technical providers

Factory layout constraints

Technical State of machine park
Implementation process Required time for implementation

Changes required for implementing Industry 
4.0

Difficulties in demand forecasting

Product characteristics
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9.7  Conclusions

The interest devoted by managers, policy-makers, and researchers 
to the Industry 4.0 topic has grown exponentially during the last few 
years (Liao et al. 2017). Despite this increasing interest, a methodical 
approach for implementation is still missing.

The main objective of this study was to shed empirical light on the 
main organizational requirements for Industry 4.0 implementation in 
SMEs. We first reviewed the relevant literature. Considering the novelty 
of the topic, we considered not only the studies on organizational obsta-
cles and barriers for Industry 4.0 implementation but also the broader 
literature on barriers to innovation. We then conducted some focus 
groups in four countries (Italy, Austria, Thailand, and USA) in order to 
empirically validate the list of barriers and issues emerging from the liter-
ature review. The focus groups confirmed most of the barriers identified 
by extant literature (see Table 9.4). They also allowed us to highlight a set 
of additional barriers not considered by previous studies (see Table 9.5).

We contributed to the scientific debate in at least three significant ways. 
First, to the best of our knowledge, our study is among the first to empir-
ically highlight a comprehensive set of barriers and problems for Industry 
4.0 implementation. This way we might open a debate on a topic that is 
expected to rise significantly in the next few years. Second, we identified 11 
new barriers not highlighted by previous literature. Third, we showed that 
SMEs perceive a strong need for methodical approaches for Industry 4.0 
implementation, thus calling for future research in this area.

Our findings also have strong implications for managers and poli-
cy-makers. The identified list of barriers and problems in Industry 4.0 
implementation can, for instance, be used by managers to define a set of 
organizational requirements that should be fulfilled for an efficient and 
effective implementation of Industry 4.0. Similarly, policy-makers can 
identify a set of measures—such as incentives, roadmaps, consultancy 
services—to facilitate SMEs in Industry 4.0 adoption.

The results of our study are characterized by two limitations. First, we 
adopted a focus group research methodology. Despite several actions being 
performed to enhance validity and reliability, our findings cannot be gener-
alized to a broader population. Second, our sample consisted of 37 SMEs 
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from four countries (Italy, Austria, Thailand, and USA). Caution is there-
fore needed in extending our results to other contexts. Future research could 
empirically test our findings on a wider and more heterogenous sample.
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