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Abstract. Blockchain has become a hot topic in recent years. Many
applications apply permissioned blockchain to achieve secure data shar-
ing across organizations such as healthcare blockchain. In the permis-
sioned blockchain, on the one hand, the blockchain system is required
to support efficient and dynamic authentication for adding and deleting
users in a distributed environment. On the other hand, in some particular
applications such as healthcare domain, users prefer to keep anonymity
in the process of authentication. Although many solutions for anonymous
authentication have been proposed, they often require the participation
of a central trusted party in the process of authentication and are not effi-
cient enough. In this paper, we focus on designing an efficient traceable
and anonymous authentication scheme, which supports efficient authen-
tication while without revealing user’s identity information and does not
requires the participation of a central trusted party. While, in case of
dispute, the identity of users can be revealed. Moreover, the proposed
scheme is able to support dynamic adding and deleting users. Finally,
we analyze the security and privacy properties of the proposed scheme
and evaluate its performance in terms of computational cost. The experi-
mental results show that the proposed scheme is more efficient than exist
schemes and can be easily deployed in the permissioned blockchain.

Keywords: Authentication · Anonymous · Traceable ·
Permissioned blockchain

1 Introduction

Recently, blockchain [13] as a breaking new technology attracts more and more
attention to academia and industry due to its decentralization and tamper-proof
characteristics. Permissioned blockchain is one type of blockchain. Unlike the
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permissionless blockchain [11], permissioned blockchain such as R3 [7], Hyper-
Ledger fabric [2], Ripple [3], FISCO [1] requires trusted nodes to authorize per-
missions to users to read information stored on the blockchain. One important
application of permissioned blockchain is that it can achieve data sharing among
authorized users.

Consider the following scenario: users (nodes) from different organizations,
such as healthcare centers, pharmacies, insurance companies, researchers, and
patients, maintain a permissioned blockchain together to share electric health-
care records (EHRs). One key challenge in this scenario is efficiently authenti-
cating users from different organizations in a distributed network. Apparently,
the traditional authentication schemes, which requires a central trusted party to
authenticate users, cannot be directly applied in this scenario. Moreover, users
usually prefer to keep their identity anonymity in the process of authentica-
tion. For example, a patient is willing to share his EHRs with other healthcare
providers and researchers, but he does not want to blockchain provider and
other users to know his real identity. While, in the event of a medical incident
or dispute, users’ identity can be revealed.

Our goal is to design an efficient traceable and anonymous authentication
scheme that can be applied to the permissioned blockchain. To achieve this
goal, the following problems should be taken into consideration. (1) The authen-
tication scheme used in permissioned blockchain should be implemented in a
distributed manner. Unlike the centralized manner in which a central authenti-
cation entity is needed in the authentication phase, the identity of users should
be verified without the help of the central authority. (2) In order to protect the
privacy of users, the anonymous property should be supported in the authenti-
cation scheme. (3) The system should support dynamic adding and revocation
of users after system has been initialized.

The main contributions of this paper can be summarized as follows. We
present a novel authentication scheme for permissioned blockchain which can
efficiently achieve anonymous authentication without the participant of a central
trusted party. The real identity of users can be revealed when disputed occurs.
The proposed scheme also can support dynamic joining and revocation of users
after the system has been initialized. The experimental results show that the
proposed scheme is more efficient than exist schemes and can be easily deployed
in the permissioned blockchain.

2 Related Work

Numerous anonymous authentication protocols have been proposed. In general,
researches on anonymous authentication schemes are classifies into two types:
three-party (password, smart card and biometric) schemes [5,6,16,18] and two-
party (password and smart card) schemes [8,10,14,15,17].

Zhu et al. [18] proposed a three-party authentication scheme but the pro-
posed scheme failed to provide user anonymity and backward secrecy, and it is
susceptible to forgery attack. Gope et al. [5] proposed an efficient scheme which
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fulfilled strong user anonymity but it requires large storage to store pseudo-
identities. Moreover, it is not secure against desynchronization attack and DoS
attack because users require to update their pseudo-identities. Wu et al. [16]
proposed a scheme which fulfilled strong user anonymity and strong key estab-
lishment property but it is not secure against desynchronization attack due to
the pseudo-identity of users need to update. Meanwhile, some two-party schemes
were also proposed, but their computational costs were very high. Ni et al. pro-
posed an anonymous mutual authentication protocol by utilizing the BBS+ sig-
nature in [10], but their scheme cannot protect the privacy of user. Yang et al.
introduced the concept of two-party anonymous authentication scheme, and pro-
posed a pseudo-identity-based authentication scheme in [17]. Unfortunately, the
proposed scheme is vulnerable to private key reveal attack and has heavy com-
putation overhead at users side. Jo et al. proposed an efficient pseudo-identity
two-party authentication scheme in [15]. Their scheme employs signcryption to
minimize the number of pseudo-identities stored on users side.

These existing anonymous authentication schemes are difficult to be applied
to the distributed permissioned blockchains scenario for the following reasons.
First of all, in the three-party authentication schemes, the third trusted par-
ity participates in the authentication process. If this connection is interfered
and broken by an adversary, corresponding users cannot get successful access
of their services. Secondly, users requires a huge storage capacity to store all
corresponding public keys of group managers in advance, since those schemes
employ cryptography methods to help users authenticate the group manager.
Without knowing these public keys of group managers, the user cannot verify
the signatures generated by a group manager during authentication. In addition,
group managers require multiple interactions with each other, since they need
to download and update its whole revocation list or other parameters from the
other group managers periodically.

3 Preliminaries

In this section, we review some preliminary cryptography knowledge, including
bilinear map, Discrete Logarithm (DL) problem, q-SDH problem, Bonen-Boyens
SDH equivalence, Forking Lamma and anonymous authentication.

3.1 Bilinear Pairings

Let G1, G2 and GT be three multiplicative cyclic groups of the order q, where q
is a large prime number. Let g1, g2 be the generator of G1 and G2, respectively.
We say a map e : G1 × G2 → GT is a bilinear pairing if it satisfies:

(1) Bilinearity: For any P ∈ G1, Q ∈ G2 and a, b ∈ Z∗
q , e(P a

1 , Qb
1) = e(P1, Q1)ab.

(2) Non-degeneracy: Whenever g1 is a generator of G1 and g2 is a generator of
G2, e(g1, g2) �= 1.

(3) Computability: There is an efficient algorithm to compute e(P,Q) for any
P ∈ G1, Q ∈ G2.
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A bilinear parameter generator Gen is a probabilistic algorithm that takes
a security parameter k as input and outputs (q,G1, G2, GT , e, g1, g2) as bilinear
parameters.

3.2 Discrete Logarithm (DL) Problem

For x ∈ Z∗
q , given g, gx ∈ G1 as input, output x. The DL assumption in G1 holds

if it is computationally infeasible to solve the DL problem in G1.

3.3 q-SDH Problem

Takes (q + 2) tuple (g1, g2, g
γ
2 , ..., gγq

2 ) as the input, output a SDH pair and that
equals (g1/(x+γ)

1 , x) where x ∈ Z∗
p . If |Pr[A(g1, g2, g

γ
2 , ..., gγq

2 ) = (g1/γ+x
1 , x)] ≥ ε,

the algorithm A has an advantage ε in solving q−SDH in (G1, G2). This problem
is considered hard to solve in polynomial time and ε should be negligible.

3.4 Bonen-Boyens SDH Equivalence

Given a q −SDH instance (g1, g2, g
γ
2 , ..., gγq

2 ), and then applying the Boneh and
Boyen’s Lemma found in [4] we could obtain g1 ∈ G1, g2 ∈ G2, w = gγ

2 and
(q − 1) SDH pairs (Ai, xi) (such that e(Ai, wgxi

2 ) = e(g1, g2)) for each i. Any
SDH pair besides these (q − 1) ones can be transformed into a solution to the
original q-SDH instance.

3.5 The Forking Lamma

Given only public data as input, if an adversary A with polynomial computation
ability can find a valid signature (M, δ0, c, δ1) with non-negligible probability,
then there exists a replay with a different oracle, which can output new valid
signatures (M, δ0, c

′, δ′
1) with non-negligible probability where c �= c′.

3.6 Anonymous Authentication

The anonymous authentication scheme [9] consists of the following algorithms:

– Setup (1k). Takes security parameter k as input, outputs the system param-
eters params, the master private key msk = {u, v}, the master public key
mpk = {U1, U2, V1}, and a hash function H.

– KeyGen (params,msk, i). Takes parameters params, master private key
msk and the identity of user i as inputs, outputs an anonymous key AKi =
(si, Si) for user i.

– PseudoGen (params,AK). Takes parameters params and anonymous key
AK as inputs, outputs temporary private keys (x1, x2, ..., xl) and correspond-
ing public keys (Y1, Y2, ..., Yl).
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– Sign (params, S, x, Y,m). Takes parameters params, an anonymous key
AK, a temporary private key pairs (x, Y ) and message m as inputs, gen-
erates an anonymous certification Cert and a signature σ as outputs.

– V erify (params,m, σ,Cert). Takes parameters params, the message m,
certification Cert and signature σ as inputs, output 1 if Cert and σ is valid,
or output ⊥ otherwise.

– Open (params,msk,Cert). Takes parameters params, master private key
msk and certification Cert as inputs, output the identity of user i.

4 Definitions

4.1 System Model

The model of the proposed scheme involves a trusted third party (TTP) and N
organizations. Each organization contains a control center (CCenter), an authen-
tication dealing module (ADM) and M users. For clarity and without loss of gen-
erality, we simplify the system model with only one TTP and two organizations,
and each organization contains a user, as shown in Fig. 1.

– Organization (Org): Organization is the participant of the system and main-
tainer of the permissioned blockchain. These organizations can be hospitals,
Banks or companies. Every organization contains a control center (CCenter),
an authentication dealing module (ADM) and M users.

– Trusted Third Party (TTP): TTP is assumed powered with sufficient
resources, and fully trusted by all organizations. The main tasks of TTP
are (1) managing the registration of the organization, joining and revoking,
(2) generating and distributing private key pairs (sk, pk) for CCenters. It’s
worth mentioning that TTP will remain offline after initialization until there
is an organization joining or revoking.

– Control Center (CCenter): CCenter is the manager of an organization. CCen-
ter is responsible for (1) generating public parameters and master private
keys, and (2) managing the registration of users, joining and revoking.

– Authentication Dealing Module (ADM): ADM is responsible for handling the
authentication process, including verify the identity and generate the request
response.

Fig. 1. System model
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– Users: Users access to organizations to obtain some services or data. In this
paper, we consider the scenario where a user requests services or data from
other organizations within the system.

4.2 Formal Definition of the Proposed Scheme

In this section, we formally define the algorithms that form the proposed scheme.

Definition 1: A traceable and anonymous authentication scheme consists of
the following algorithms:

– SSetup(λ, IDOrg) is an algorithm run by TTP. Taking a security parameter
λ and the identity of the Org as the input, this algorithm outputs private key
pairs (pk, sk) for CCenter belongs to IDOrg.

– CSetup(λ, pk, sk) is an algorithm run by CCenter. Taking a security param-
eter λ and key pairs (sk, pk) generated by TTP as the input, each CCenter
outputs the system parameters gpk, the master private key gmsk, and the
partial key Δ.

– KeyGen(gpk, gmsk, U) is an algorithm run by CCenter. Taking the system
parameters gpk, the master private key gmsk and the users identity U as the
input. This algorithm outputs an authorized anonymous key ASK for U .

– ProofGen(gpk,M,ASK,Δ) is an algorithm run by the user U . Taking the
system parameters gpk, a message M , the authorized anonymous key ASK
of the user U and the partial key Δ as the input, this algorithm outputs a
certification Cert on the message M .

– ProofVer(gpk,M,Cert,Δ) is an algorithm run by ADM . Taking the system
parameters gpk, the certification Cert, the signature σ, the partial key Δ, and
the message M as the input, this algorithm outputs true for a valid proof
Cert and false otherwise.

– Reveal(gpk, gmsk,Cert) is an algorithm run by CCenter. Taking the system
parameters gpk, the master private key gmsk and the certification Cert as
the input, this algorithm outputs an identity for a valid certification or false
otherwise.

– KeyUpdate(gpk, gmsk) is an algorithm run by CCenter. Taking the system
parameters gpk and the master private key gmsk as the input, this algorithm
outputs the partial key Δ.

We say that a traceable and anonymous authentication scheme is correct, mean-
ing that for any message M , any non-revoked user U registered to CCenter
belonging to a non-revoked organization IDOrg, if (pk, sk)← SSetup(λ, IDOrg),
(gpk, gmsk,Δ)← CSetup(λ, pk, sk), ASK ← KeyGen(gpk, gmsk, U), Cert ←
ProofGen(gpk,M,ASK,Δ), then ProofVer(gpk,M,Cert,Δ) → true.

4.3 Security Definitions

In this section, we formally define the security prosperities that must be required
to the proposed scheme.
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Definition 2 (Anonymity): A traceable and anonymous authentication
scheme is anonymity if the advantage of the success probability of any
polynomial-time adversary A in the following experiment is negligible.

– Setup: The adversary A chooses an organization labeled as IDOrg, and the
TTP runs (pk, sk) ← SSetup(λ, IDOrg), The CCenter runs (gpk, gmsk,Δ)←
CSetup(λ, pk, sk). Give the public parameters (pk, gpk, IDOrg,Δ) to the
adversary A.

– KeyGen Query:
(1) The adversary A chooses a user Ui and issues it to the challenger C.
(2) The challenger C maintain a query list (initialize as empty) to save the

queried user’s identity and its ASK. After receiving Ui from the adver-
sary A, if Ui is in the query list, the challenger C obtain its ASKi. Other-
wise, the challenger C runs ASKi ← KeyGen(gpk, gmsk, Ui), and adds
(Ui, ASKi) to the query list.

(3) After that, the challenger C sends ASKi to the adversary A.
– ProofGen Query:

(1) The adversary A chooses a user Ui and a message M , and issues it to the
challenger C.

(2) If Ui is in the query list, the challenger C runs Cert ← Proof-
Gen(gpk,M,ASKi,Δ), and sends Cert to the adversary A. If Ui is not in
the query list, the challenger C runs ASKi ← KeyGen(gpk, gmsk, Ui),
and adds (Ui, ASKi) to the query list. After that, the challenger C
runs Cert ← ProofGen(gpk,M,ASKi,Δ), and sends Cert to the
adversary A.

– Challenge:
(1) The adversary A sends a message m∗, and two identities U0 and U1 to

the challenger C.
(2) The challenger C randomly chooses a bit b ∈ {0, 1}, runs ASKb ← Key-

Gen(gpk, gmsk, Ub) and Certb ← ProofGen(gpk,m∗, ASKb,Δ).
(3) The challenger C sends Certb to the adversary A.

– Guess: After receiving Certb, the adversary A outputs a guess b′.

We say the adversary A succeeds, if b′ = b. Otherwise, the adversary A fails.

Definition 3 (Traceability): We say that a traceable and anonymous authen-
tication scheme is traceable, meaning that for any message M , any non-
revoked user U registered to CCenter belonging to a non-revoked organi-
zation, if (pk, sk)← SSetup(λ, IDOrg), (gpk, gmsk,Δ)← CSetup(λ, pk, sk),
ASK ← KeyGen(gpk, gmsk, U), Cert ← ProofGen(gpk,M,ASK,Δ), then
Reveal(gpk, gmsk,Cert) → U .

Definition 4 (Unlinkability): A traceable and anonymous authentication
scheme is unlinkability if the advantage of the success probability of any
polynomial-time adversary A in the following experiment is negligible.
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– Setup: The setup is the same as in Definition 2.
– KeyGen Query: The keygen query is the same as in Definition 2.
– ProofGen Query:The proofgen query is the same as in Definition 2.
– Challenge:

(1) The adversary A sends a message m∗, and two identities U0 and U1 to
the challenger C.

(2) The challenger C randomly chooses a bit b ∈ {0, 1}, runs ASKb ← Key-
Gen(gpk, gmsk, Ub) and Certb ← ProofGen(gpk,m∗, ASKb,Δ). And
the challenger C randomly chooses a bit b′ ∈ {0, 1}, runs ASKb′ ← Key-
Gen(gpk, gmsk, Ub′) and Certb′ ← ProofGen(gpk,m∗, ASKb′ ,Δ).

(3) The challenger C sends Certb and Certb′ to the adversary A.
– Guess: After receiving Certb and Certb′ , the adversary A outputs a guess

yes or no.

We say the adversary A succeeds, if b′ = b and the adversary A output yes, or
b′ �= b and the adversary A outputs no.

Definition 5 (Unforgeability): A traceable and anonymous authentication
scheme is unforgeability if the success probability of any polynomial-time adver-
sary A in the following experiment is negligible.

– Setup: The setup is the same as in Definition 2.
– KeyGen Query: The keygen query is the same as in Definition 2.
– ProofGen Query:The proofgen query is the same as in Definition 2.
– Forge: The adversary A generates a forged certification Cert∗ based on a

never queried m∗ and U∗, and sends the forged certification Cert∗ to the
challenger C.

– Output: The challenger C runs the Reveal(gpk, gmsk,Cert) algo-
rithm. If Reveal(gpk, gmsk,Cert) returns Ui which has been queried,
the challenger C outputs false. Otherwise, the challenger C runs the
ProofVer(gpk,M,Cert∗,Δ) algorithm and outputs the result true/false.

We say the adversary A succeeds, if the challenger outputs true for the forged
certification Cert∗.

5 The Proposed Scheme

5.1 Overview

In our proposed scheme, TTP generates private key pairs (pk, sk) for CCenters,
and CCenter generates its system parameters gpk, master private key gmsk and
partial key Δ; meanwhile, it issues an authorized anonymous key ASKi and a
partial key Δ to user Ui. When Ui belonging to Orgi wants to access to Orgj , Ui

generates the request message M and computes a certification Cert. After that,
Ui sends (M,Cert) to Orgr(r = 1, 2, ..., N, r �= i). On received (M,Cert), the
ADMr(r = 1, 2, ..., N, r �= i) belonging to Orgr will check the valid of Cert. If the
verification is passed and r �= j, the ADMr saves M in its local memory; if the
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verification is passed and r = j, the ADMr not only saves M , but also generates
response. Otherwise, the ADMr reject the message. By leveraging anonymous
authentication, the identity of Ui can be anonymously verified, and CCenter can
use gpk and gmsk to reveal the identity of Ui when a dispute occurs.

When Orgnew wants to join in the system after system initialization, TTP
invokes the SSetup algorithm to generate private key pairs (pk, sk) for it. Sim-
ilarly, when Unew wants to join in Org, the CCenter belonging to Org invokes
the KeyGen algorithm for Unew. When Orgexit is revoked, TTP adds its label
IDOrg the revoked list (RL) and publish its key pairs to unrevoked organizations.
When Uexit is revoked, CCenter invokes the KeyUpdate algorithm to obtain
a new partial key Δ and publish it to non-revoked users. It should be noted that
although TTP is introduced in our system, it cannot interrupt the authentica-
tion process for TTP will be offline after the system initialization unless there
are organizations want to join in or leave out the system.

5.2 Details of the Proposed Scheme

In this section, we construct our proposed scheme, and show the details of the
proposed scheme as follows.

SSetup(λ, IDOrg): TTP generates and distributes the private key pairs
(sk, pk) for CCenter belonging to Org. The private key pairs (sk, pk) is used to
exchanges information between CCenters.

CSetup(λ, pk, sk): CCenter generates the bilinear parameters (q,G1, G2,
GT , e, g1, g2) by running Gen, chooses two random numbers a, b ∈ Z∗

q , a public
collision-resistant hash function H : {0, 1}∗ → Z∗

q , a signature scheme Π, a

random value t0, and computes A1 = ga
1 , A2 = ga

2 , B = gb
1, Δ = g

1/(H(t0)+a)
1 .

After that, gpk = (q,G1, G2, GT , e, g1, g2, A1, A2, B,H,Π), gmsk = (a, b).

Fig. 2. Information exchange between CCenters

It is noted that CCenter needs to exchange essential informations with
each other, as shown in Fig. 2. CCenteri generates Mauthi

and signs it by
Sign(ski,Mauthi

), where gpki is its system parameters, IDCCenteri
is its iden-

tity, IDOrgi
is its organization’s label, ts is timestamps. Then, CCenteri sends

Mauthi
and its signature to CCenterj(j �= i). If ts is valid, and the signature is

verified by V erify(ski,Mauthi
), Mauthi

will be stored in ADMj by CCenterj .
KeyGen(gpk, gmsk, U): CCenter selects a random number si ∈ Z∗

q such

that si + a �= 0 mod q, and computes Si = g
1/(si+a)
1 . Let ASKi = (si, Si),
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CCenter stores the tuple (Ui, S
a
i ) in the user index table. After that, CCenter

sends (ASKi,Δi) to the user Ui.
ProofGen(gpk,M,ASK,Δ): Ui first generates the access request M , where

M = {IDOrgi
||IDOrgj

||operation||t1}, IDOrgi
is the label of organization that

Ui belongs to, IDOrgj
is the label of organization that Ui is going to communicate

with, and t1 is a timestamp. Then, Ui selects four random numbers r, r1, r2, r3
∈ Z∗

q , and computes:

T1 = Ar
1, T2 = Si · Br, δ = r · si mod q,R1 = Ar1

1 , R2 = T r2
1 /Ar3

1 ;
R3 = e(T2, g

r2
2 )/e(B,Ar1

2 · gr3
2 ), c = H(M,A1, B, T1, T2, R1, R2, R3,Δ);

s1 = (r1 + c · r)mod q, s2 = (r2 + c · si)mod q, s3 = (r3 + c · δ)mod q.

After that, Ui sets Cert = {T1‖T2‖c‖s1‖s2‖s3}.
ProofVer(gpk,M,Δ,Cert): ADMr first checks the valid of t1. If t1 is invalid,

it rejects the message and outputs false. Otherwise, it computes:

R
′
1 = As1

1 /T c
1 , R

′
2 = T s2

1 /As3
1 , R

′
3 = e(T2, g

s2
2 · Ac

2)/(e(B,As1
2 · gs3

2 ) · e(g1, gc
2)).

ADMr checks c = H(M ′, A1, B, T ′
1, T

′
2, R

′
1, R

′
2, R

′
3,Δ

′
), where Δ

′
is CCenteri

shared to CCenterr during the CSetup phase. If the above equation holds, it
outputs true indicating that the proof is valid. Otherwise, it outputs false.

After the verification is passed, ADMr checks IDOrgj
, if r �= j, Orgr is not

the organization that Ui wants to communicate to. Then ADMr stores M ||Cert;
If r = j, ADMr not only stores it, but also dealing with the request.

Reveal(gpk, gmsk,Cert): The CCenter computes Sa
i = T a

2 /T b
1 , and looks

up the user index table corresponding to Sa
i . If (Ui, S

a
i ) is in the user index table,

it outputs Ui. Otherwise, it outputs false.
KeyUpdate(gpk, gmsk): The CCenter chooses a random value t′0 to com-

pute a new partial key Δ, and publish it to non-revoked users and other
CCenters. And then the non-revoked users and other CCenters update
their Δ.

Dynamic Join and Revocation: When an organization wants to join in the
system after system initialization, TTP invokes the SSetup algorithm to gen-
erate private key pairs (pk, sk) for it. Similarly, when a user wants to join in an
organization, the CCenter belonging to the organization invokes the KeyGen
algorithm for the user. And the CCenter sends (ASK,Δ) to the user, where
ASK is generated by invoking the KeyGen algorithm, and Δ is generated by
CSetup algorithm during the system initialization.

As shown in Fig. 3, when an organization is revoked, TTP adds its label
IDOrg to the revoked list (RL) and publish its key pairs to unrevoked organiza-
tions. When a user is revoked, the CCenter invokes the KeyUpdate algorithm
to obtain a new partial key Δ and publish the new Δ to non-revoked users. We
illustrate this process in Fig. 4.
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Fig. 3. Organization exit

Fig. 4. User exit

6 Security and Performance Analyses

In this section, we first prove that the proposed scheme is correct and achieves
the security requirements described in Sect. 4, and then evaluate the performance
of the proposed scheme.

6.1 Security Analysis

Theorem 1 (Correctness). If and only if the certificate Cert are valid, the
request message can pass the authentication and be accepted.

Proof. It is because the following equations hold:

R
′
1 = As1

1 /T c
1 = Ar1+c·r

1 /Ac·r
1 = Ar1 = R1 (1)

R
′
2 = T s2

1 /As3
1 = T r2+c·si

1 /Ar3+c·δ
1 = T r2

1 /Ar3
1 = R2 (2)

R
′
3 =

e(T2, g
s2
2 · Ac

2)
e(B,As1

2 · gs3
2 ) · e(g1, gc

2)

=
e(T2, g

r2
2 )

e(B,Ar1
2 · gr3

2 )
· e(Si · Br, gc·si

2 · Ac
2)

e(B,Ac·r
2 · gc·δ

2 ) · e(g1, gc
2)

=
e(T2, g

r2
2 )

e(B,Ar1
2 · gr3

2 )
= R3

(3)
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Theorem 2 (Traceability). Each certification Cert generated by a registered
user Ui belonging to Org, the identity of Ui can be traced by CCenter belonging
to Org.

Proof. If the Cert is generates by a registered user Ui belonging to Org, then
the CCenter belonging to Org can get Ui’s identity. It is because of T a

2 /T b
1 =

(Sa
i gr·a·b

1 )/gr·b·a
1 = Sa

i holds. By looking up the user index table corresponding
to Sa

i , CCenter can obtain the identity of Ui.

Theorem 3 (Anonymity). The proposed scheme is anonymity if DL assump-
tion holds in (G1, G2).

Proof. The adversary A gives Ui(0), Ui(1) and the message m to the challenger C,
and the challenger C chooses a random toss b ∈ {0, 1}, and generates Certb. Give
Certb to the adversary A, where Certb = {T1(b)‖T2(b)‖c(b)‖s1(b)‖s2(b)‖s3(b)},
b ∈ {0, 1}. If the advantage that the adversary A with polynomial computation
ability to guess the correct b is negligible, the proposed scheme is said to be
anonymity.

Suppose that adversary A can break the anonymity of the proposed
scheme, and then it means the adversary A has a non-negligible advan-
tage to guess the correct b in the above statement. More specifically,
given Ui(0) and Ui(1) and the message m, the adversary A has a non-
negligible advantage to distinguish the tuple Cert0 from Cert1. From the pro-
posed scheme, we have Cert0 = {T1(0)‖T2(0)‖c(0)‖s1(0)‖s2(0)‖s3(0)}, Cert1 =
{T1(1)‖T2(1)‖c(1)‖s1(1)‖s2(1)‖s3(1)}, where T1(i) = A

r(i)
1 , T2(i) = SiB

r(i) , c =
H(m,A1, B, T1(i), T2(i), R1(i), R2(i), R3(i),Δ), and r(i), s1(i), s2(i), s3(i) are ran-
domized values for i = {0, 1}.

If the adversary A has the ability to distinguish Cert0 from Cert1, it means A
break DL problem, and it contradicts with DL assumption. Thus, it is impossible
for A to distinguish Cert0 from Cert1 with a non-negligible probability, and the
proposed scheme is anonymous.

Theorem 4 (Unforgeability). The proposed scheme is unforgeability if SDH
is hard in (G1, G2).

Proof. Given a forged certification Cert∗ based on a message m∗, where Cert∗ =
{T1‖T2‖cb‖s1‖s2‖s3}. The probability that ProofVer(gpk,m∗, Cert∗,Δ) out-
puts true is negligible.

Suppose the adversary A can forge a certification Cert∗ = {T1‖T2‖cb‖s1‖s2‖
s3} on message m∗. Let M = m∗, δ0 = {T1, T2}, δ1 = {s1, s2, s3} and c = c(b).
The valid Cert on m∗ can be viewed as a tuple <M, δ0, c, δ1>. According to
Forking Lemma, we can extract a tuple <δ0, c

′, δ′
1> from <δ0, c, δ1>, where

c′ �= c. Thus we can create a new SDH tuple denoted as (s′
i, S

′
i) without the

knowledge of a.
Using the two tuple < δ0, c

′, δ′
1 > from < δ0, c, δ1 >, we could extract a new

SDH tuple, Let Δc = c − c′, Δs1 = s1 − s′
1, Δs2 = s2 − s′

2 and Δs3 = s3 − s′
3.

Divide the two instance of the equations used previously in proving correctness
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of the proposed scheme. One instance with c′ and the other is with c to get the
following:

– Dividing T c
1/T c′

1 = As1
1 /A

s′
1

1 we get Ar′
1 = T1, where r′ = Δs1/Δc.

– Dividing T s2
1 /T

s′
2

1 = As3
1 /A

s′
3

1 we get Δs3 = r′Δs2.
– Diving (e(g1, g2)/e(T2, A2))Δc will lead to

e(T2, g2)Δs2e(B,A2)−r′Δce(B, g2)−r′Δs2 = (e(g1, g2)/e(T2, A2))Δc

Letting s′
i = Δs2/Δc, we get

e(g1, g2)/e(T2, A2) = e(T2, g2)s′
ie(B, g2)−r′

e(B, g2)−r′s′
i

This could be rearranged as e(g1, g2) = e(T2B
−r′

, A2g
s′
i

2 ). Let S′
i = T2B

−r′
, we

get e(S′
i, A2g

s′
i

2 ) = e(g1, g2). Hence, we obtain a new SDH pair (s′
i, S

′
i) breaking

Boneh and Boyens theorem. Thus, it is impossible for the adversary A to gener-
ates a forged certification Cert∗ and the certification can pass the verification.
Thus, the proposed scheme is unforgeability.

Theorem 5 (Unlinkability). The proposed scheme is unlinkability if DL
assumption holds in (G1, G2).

Proof. Unlinkability is covered through full anonymity. If the scheme was link-
able, the adversary of the anonymity game can query a proof of Ui and later in
the challenge phase include Ui among the users he wants to be challenged upon.
The adversary does not to guess the generator of the proof he obtains in the
challenge phase, because he can just link it thus breaking full anonymity.

In other words, similarly to the proof in Theorem3, given U0 and U1 and
the message m, the challenger response Certb and Certb′ to the adversary A,
where b ∈ {0, 1} and b′ ∈ {0, 1}. If the scheme was linkable, the adversary A has
non-negligible advantage to guess whether b = b′. It means that the adversary A
has the ability to distinguish Cert0 from Cert1 by solving DL problem, and it
contradicts with DL assumption. Thus, it is impossible for A to guess whether
b = b′ with a non-negligible probability, and the proposed scheme is unlinkability.

6.2 Performance Analysis

We first analyze the overhead of the proposed scheme for proof generation, proof
verifies, identity reveal and dynamic join and revocation. And then, we make the
experimental evaluation of the proposed scheme.These experiments are carried
out on a Linux machine with an Intel Pentium processor of 2.70 GHz and 8 GB
memory.

To generate the proof, the user needs to conduct 1 hash operation, 3 addi-
tions, 2 divisions, 6 multiplications, 7 exponentiations in G1, 3 exponentiations
in G2, 2 bilinear pairings and 1 division in GT . To verify the proof, ADM needs
to conducts 1 hash operation, 2 divisions, 3 multiplications, 5 exponentiations
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in G1, 5 exponentiations in G2, 4 bilinear pairings and 1 division in GT . When a
new organization wants to join in the system, TTP needs to distribute key pairs
for it. When an organization wants to leave out the system, TTP needs to add
its key pairs to revoked list (RL) and distribute RL to unrevoked organizations.
When a new user wants to join an organization, the CCenter needs to conduct
1 exponentiation in G1. When a user wants to leave out its organization, the
CCenter needs to conduct 1 eFan2016AFan2016Axponentiation in G1.

Next, we show the experimental evaluation of the proposed scheme. Firstly,
We present the time cost of key generation in Fig. 5. The X-axis presents
the number of users. The Y-axis represents the corresponding time overhead.
Figure 6 shows that the time cost in proof generation, verifying and identity
revealing. The X-axis presents the number of certificate should be generate (ver-
ified/revealing). The Y-axis represents the corresponding time overhead. Figure 7
presents the time cost of user join and revocation. The X-axis represents the
number of added (revoked) users, and the Y-axis represents the time cost. As
described in dynamic join and revocation phase, when a new user joins, there is
no impact on the old users for it is only needed that CCenter computes ASK
and sends (ASK,Δ) to the new user. Therefore, the time cost only happens in
CCenter side. When the user exit, it is needed that CCenter generates a new
Δ and sends it to unrevoked users.

In Fig. 8, we compare the time cost of certification generation with the scheme
in [12]. It is should note that the scheme in [12] is designed to enable data
sharing for the same group in the cloud. Shen’s scheme [12] uses group signature
to achieve anonymity and traceability. Therefore, we illustrate the efficiency of
our scheme by comparing our scheme with [12]. The X-axis presents the number
of generated certificate. The Y-axis represents the corresponding time overhead.
From Fig. 8, we can see that the time cost of our scheme is more smaller than that
of [12]. Figure 9 shows the time cost of verifying in [12] and our proposed scheme.
The X-axis presents the number of verified authentication. The Y-axis represents
the time cost. From Figs. 8 and 9, it is easily observed that the proposed scheme
has advantages in terms of efficiency authentication.

Fig. 5. The time cost of
key generation

Fig. 6. The time cost of
proof generation, verifica-
tion and identity reveal

Fig. 7. The time cost of
users join and revocation
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Fig. 8. The comparison of the time
cost of generation

Fig. 9. The comparison of the time
cost of verify

7 Conclusion

In this paper, we design a traceable and anonymous authentication scheme with
high security and efficiency for permissioned blockchain. In the proposed scheme,
an organization can efficiently verify the identity of users in a distributed and
anonymous manner. Besides, the proposed scheme can support the traceabil-
ity of user. In terms of dynamic change in organizations or users, we design
an efficient and secure method that supports dynamic joining and revocation
for organizations and users. The results of the security and performance anal-
yses demonstrate that the proposed scheme can achieve the required security
requirements and achieve efficient authentication.
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