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Abstract. Humans play a central role in information security. The
behavior of workers at their workplace affects the confidentiality,
integrity, and availability of sensitive corporate information. In addition,
attackers exploit the “human factor” as a weak point with techniques
such as phishing, malware, and social engineering. Exploiting the lack of
awareness is often an easy task with minimal risk. To make employees
aware of their important role, companies typically carry out security
awareness campaigns. Our university created an e-Learning Platform
(eLP) to support our awareness campaigns. In order to determine the
success, the effectiveness and the impact of such an awareness campaign,
suitable measurement methods are needed. A common approach to mea-
sure the success of eLPs is to run surveys and questionnaires with the
learners. Since the manual evaluation of those surveys and questionnaires
is a time-consuming task, we are researching how a possible automation
can be achieved. Moreover, the effectiveness is often evaluated through
quizzes or knowledge tests. Since knowledge by itself does not improve
the behavior of people, the compliant-behavior has to be measured, too.
We derived metrics for success and effectiveness but recognized that suc-
cess can hardly be measured automatically. To reduce the manual effort
we decided to only measure the effectiveness automatically. Therefore,
we are measuring the behavior and determine if the security-compliance
has increased.
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e-Learning Platforms · Success · Effectiveness · Automated measuring

1 Introduction

In information security, humans play a central role. The behavior of workers at
their workplace and at their home affects the confidentiality, integrity, and avail-
ability of sensitive corporate information. Risks can occur by a lost smartphone,
a confidential document accidentally left on a desk, or a strange USB device used
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due to missing awareness of potential dangers. In addition, criminals exploit the
“human factor” as a weak point with techniques such as phishing, malware,
and social engineering [12]. Former social engineer Kevin Mitnick puts it this
way: “Cracking the human firewall is often easy, requires no investment beyond
the cost of a phone call, and involves minimal risk [18].” To make employees
aware of their important role, companies typically carry out security awareness
campaigns [11,27].

In order to determine the success, the effectiveness and the impact of such
an awareness campaign, suitable measurement methods are needed. In general,
experiments or hypotheses cannot be verified without a suitable measurement
method. For example, our university aims to increase the information security
awareness of employees and students via an e-Learning campaign. To verify
that the awareness indeed has increased, a suitable measurement method for
security awareness is also required. The awareness level measured before the
e-Learning campaign has to be compared with the awareness level measured
after the campaign has been finished. In general, measurement results are needed
to justify the budget, to identify further opportunities for improvement, and to
assess whether actions have been effective.

In order to increase the information security awareness of employees and
students, our university created an e-Learning Platform (eLP) about informa-
tion security to run e-Learning campaigns. The eLP was created as part of a
research project and contains slides, lectures and information about security
issues and possible attack vectors. Moreover, the platform provides quizzes and
other knowledge tests.

Based on related work on measuring the success of eLP, metrics were derived
to provide information on whether the participants’ security awareness has
increased. The derived metrics and results of our research will be used to answer
the following research questions:

(Q1) How is the success and effectiveness of eLPs measured in general?
(Q2) How can the impact of eLPs on information security awareness be mea-

sured?
(Q3) Is it possible to automate the measurement of success and effectiveness

impact?

At the beginning, we summarize related work on security awareness, mea-
suring success and effectiveness of eLPs, and measuring security awareness. In
Sect. 3, we evaluate existing metrics to measure the success and effectiveness of
eLPs and group them into categories. This evaluation of metrics is based on a
literature review. In Sect. 4 we introduce our project in which the eLP and the
measuring was executed. Afterwards, we discuss the advantages and disadvan-
tages as well as the limitations of our approach. Finally, we give a short summary
of the paper and describe our future work.
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2 Related Work

2.1 Security Awareness

Security awareness targets the “human factor” and has established itself as a
separate research area within information security. Moreover, security awareness
focuses on how IT users can be brought to an information security-compliant
behavior. IT users should be motivated to use their theoretical knowledge about
information security in practice [2] and should be convinced of the importance of
their actions [9]. In practice, information security awareness campaigns mainly do
one thing: In lectures, employees receive theoretical knowledge about information
security. However, the actual behavior of an employee is hardly influenced by
classical training [28].

An additional aspect of information security awareness is organization, which
was described by Helisch and Pokoyski [11]. They mention that the organization
ensures that employees in the company are able to behave in compliance with
information security. Therefore, the organization ensures that no barriers exist,
which are in conflict with compliant behavior. For example, a hidden password
change link within the depths of the company intranet can be such a barrier.
Additionally, organizational measures, such as increasing the usability of appli-
cations, can support information security and lead to greater acceptance. The
acceptance will then increase the compliant behavior of employees. Informa-
tion security awareness is thus an interaction of cognition (understanding of the
problem and the knowledge to solve it), intention to act (will of the employee to
behave in accordance with information security) and the organization [11].

Since the three interactions are not sufficient to define information security
awareness, we derived our own Integrated Behavorial Model (IBM) [22]. Our
IBM is based on the model of [20]. The IBM describes how compliant behavior of
employees is influenced by different factors. Those factors include the knowledge,
salience, habit, attitude, perceived norm, personal agency as well as environmen-
tal constraints. Using an eLP to increase the information security awareness has
to cover the different factors in order to establish a holistic approach.

2.2 Measuring Success and Effectiveness of E-Learning Platforms

The definition of metrics is a prerequisite for measuring the success and
effectiveness of eLPs. The metrics are needed to compare the current state with
the desired target state. Figure 1 shows the IT controlling cycle of [15]: First, a
goal has to be defined - secure behavior of stuff members. Then the metrics for
measuring the goal are identified and defined, target values are set. Subsequently,
the current state is measured and compared with the target state. In an analysis,
conclusions are drawn about actions that are to be implemented to achieve the
goal.

There are mainly two different types of metrics for eLPs: those for success and
those for effectiveness. Metrics that are focusing on success are often derived from
the DeLone and McLean model of information systems success (D&M model)
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Fig. 1. Controlling cycle for secure behavior [15].

[5]. The derived models focus on the satisfaction of learners besides the other
categories. Mainly, because the satisfaction will lead to a better adoption of the
eLP by the learners. Adoption means that the learners accept the eLP as a tool
to acquire knowledge. The adoption will than generate impact on the outcomes
of the e-learning campaign [6,10,16,26]. However, measuring the adoption itself
does not necessarily change the behavior of the learners. The Kirkpatrick Eval-
uation Method describes four levels of learning evaluation [14]. The first level
focuses also on learner’s satisfaction, whereas the other three levels focus on the
results and outcome. Therefore, the Kirkpatrick Evaluation Method can also be
divided into the evaluation of success and effectiveness: Satisfaction is part of
the success measuring, whereas results and outcome are part of the effectiveness
measuring.

The effectiveness of eLPs has to be measured separately to ensure that the
adoption of the eLP leads to an improvement of skills. Noesgaard et al. clus-
tered a total of 92 papers according to the definition of effectiveness described
within those papers [21]. They distinguish between the effectiveness measured
for higher education and for work-related learning. Work-related learning in this
case means, that the learners train their knowledge required to fulfill their work
or required by their organization. Papers targeting the higher education focused
on the learning outcome and compared the grades of e-learners and traditional
learners. Papers focusing on work-related learning always defined the effective-
ness based on the application to practice.

2.3 Measuring Awareness

We proposed our process to determine how aware the employees are in [22].
Before companies can start influencing the behavioral factors of their employees
within the context of an information security awareness campaign, they must
carry out an as-is analysis. The aim of this analysis is to find out how strong
the individual factors are and which emotions or beliefs prevail in the company
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regarding information security-compliant behavior. For example, the employ-
ees could believe that security is not an issue in their case, because they do
not have critical information on their computers. Another example could be
that the security is only overhead for employees so that they are not willing to
act security-compliant. Montaño and Kasprzyk [20] recommend carrying out a
qualitative study in form of interviews. The interviews identify the most salient
problems. 15–20 employees of each target group, that has to participate on the
eLP, should be interviewed to obtain the following information [20]:

– Experiential attitude: What positive or negative emotions exist regarding the
behavior?

– Instrumental attitude: Which positive or negative attributes or outcomes
result from the behavior?

– Normative influencers: Which influential individuals or groups support the
behavior or are against it?

– Control beliefs and self-efficacy expectations: What situational barriers or
supportive factors hinder or support the behavior.

From the findings gathered in the interviews, a questionnaire for a quantita-
tive evaluation can be prepared [13]. A large portion of the employees within the
company should answer it. To compose the questionnaire, the beliefs collected
in the first step are generalized, transformed into questions and assigned to the
four factors knowledge and skills, salience, habit and intention [13]. A question
about the normative beliefs could be: “My manager influences me in my work-
ing with USB flash drives”. A behavioral belief might look like this: “Locking
my screen is unnecessary because I have no important data on my computer.”
Employees respond to a five-point scale ranging from “I disagree” to “I agree” or
similar [19]. It is also possible to query the factors knowledge and skills as well as
habit (e.g., through the “Self-Report Habit Index” [25]). In order to be efficient,
the survey should be computer-aided, and employees should handle it within a
reasonable time (e.g., 15 to 20 min). The computer-aided analysis of the survey
results provides information about the manifestation of the respective behavioral
factors in the company.

3 E-Learning Metrics

Several sources have been reviewed to gather metrics for the success of
eLP. Figure 2 shows the updated D&M model [4,5], which is often derived
by approaches for measuring the success of eLPs. However, there exist also
approaches that are independent of the D&M model. In the following, we will first
analyze the approaches that extend the D&M model. In addition, we examine
independent approaches to define additional metrics. All approaches are working
with questionnaires to obtain the actual values for each metric.

Manisi et al. have produced a literature review summarizing the categories
of the D&M model [17]. [16] and [26] both used the D&M model as a basis
and defined various metrics for all categories. The first category is ‘Intension to
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Fig. 2. Updated D&M model based on [5]

Use/Use’. [17] and [10] mention here that the intention of the user can already
exist before the actual usage. From a student’s point of view, usage also depends
on how useful it appears [7,24]. In this category, [26] measures how often the
eLP is being used, whether it is voluntary and whether the user depends on the
system. [16] additionally measure the intension of the user: Is the eLP useful
and if the user would recommend the eLP to others. In addition, interpersonal
statements are also tested: e.g. Users use the eLP to receive rewards. [6] proposed
an approach independent from the D&M model. They ask the users about future
use.

The next category is ‘User Satisfaction’. The D&M model describes the sat-
isfaction of the user after interacting with the system. In addition, [17] and [24]
explain that the expectations of the user and the usefulness for the core busi-
ness also play a role. [16] and [26] each ask three questions about how satisfied
the user is with the system, its information, and the interaction. Also, [6] ask
questions about the overall satisfaction of the user.

The next category is ‘System Quality’. The quality of the eLP depends on the
quality of its hardware and software [24]. However, reliability, response time and
ease of use are also critical for the System Quality, according to the D&M model.
[16] ask questions to get information about reliability, response time and ease of
use. [26] extend these factors to include personalized information presentation
and attractive features. Moreover, the independent approach of [6] covers the
complexity of the eLP within their survey.

The category ‘Information Quality’ is defined by [10] as the overall qual-
ity of the output of the eLP. According to [7], however, security should also
be taken into account when measuring information quality. Users are asked if
the eLP information is correct, if relevant information is being taught in the
lessons, or if the information is up to date [16]. In addition, [26] checks whether
the information is communicated at the right time and whether the informa-
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tion is understandable enough. The independent approach considers Authentic
Learning, which can be assigned to the category Information Quality [6].

The ‘Service Quality’ category, according to [10], analyzes the effectiveness
and efficiency of the technical support provided to the eLP. This category plays a
very important role in the success of the eLP as technically ineligible users could
be intimidated by the eLP. These users would then, with dislike, use the eLP and
not achieve the desired learning success [23]. In [16], this category is interpreted
a little differently and also checks the response time or whether information is
correct. However, [26] ask questions about online assistance and support. There
is also an analogy in [6] for this category: Technical support.

The last category is ‘Net Benefits’. Here, it should be checked whether the
eLP has really brought any benefit to the user. According to [1] the satisfaction
of the learners plays a central role. Both [26] and [16] ask the user if he can apply
the learned knowledge. In addition, [6] queried the age of the users to determine
if it had an impact on individual impact.

Another approach that does not depend on the D&M model was shown in
[3]. There, both students and staff were interviewed about the eLP. All asked
questions can be classified in one of the categories described above and thus no
additional metrics result.

4 Project Background

With the widespread use of new, digital services, the importance of information
security is increasing. The University of Applied Sciences Würzburg-Schweinfurt
has to protect their infrastructure, privacy data, research data and financial data
against possible attacks. Moreover, a new e-governance law as well as a new data
privacy policy was released. Therefore, our university launched an information
security project to increase the security awareness of employees and students.
Within the project, the university wants to train security-compliant behavior and
to increase the knowledge about security-related topics. To support the project
an eLP was created. The purpose of the eLP is to inform users to security risks,
and to train them such as being able to better recognize phishing mails. As
the creation and management of an eLP requires many resources, the university
wanted to know if learners’ information security awareness really improved.

Since our research project focuses on the human factor and security awareness
in an organizational environment, we are focussing on work-related learning. We
try to improve the security awareness so that the learning outcomes can be
applied to the practice. Therefore, within our project the effectiveness of eLPs
is defined as transfer described by Noesgaard et al. [21]. In order to measure
the application to practice, we have to measure the security awareness before
the e-learning campaign and afterwards. We can than determine the impact of
the eLP on security awareness. However, we have to measure the success of our
eLP also, in order to determine if the learners have used the eLP.
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5 Research Results

In order to determine if the learners’ information security awareness really
improved, we had to answer research question Q1 and evaluate how success and
effectiveness of eLPs is measured. The literature review showed that many uni-
versities and also companies are measuring the success and effectiveness of eLP.
Most of the measurements of success are based on the D&M model or can at least
be derived from it [5]. Even the proposed models that are not directly based on
the D&M model cover related categories with their metrics. All reviewed papers
are using surveys or questionnaires in order to determine the success of their eLP.
Some researchers are even evaluating the success by interviews. However, many
questions rely on the knowledge of the learners, like for example “The informa-
tion provided by eLP is accurate” [16]. In our opinion, the information quality
cannot be measured based on the answers to this questions. A learner who is
new to the topic cannot decide properly whether the information is accurate.

Many researchers use surveys and questionnaires also regarding the effec-
tiveness of eLP. The results are then analyzed and evaluated based on different
definitions for effectiveness. Companies are defining the effectiveness mainly as
the ability to apply the knowledge in practice or transfer of knowledge. Whereas,
universities define effectiveness based on the improved grades of their students
[21]. In our case, we are not interested in grades of the learners since we want
to increase the information security awareness. Therefore, we are defining our
effectiveness as transfer of knowledge. However, the general approach to measure
the success and effectiveness manually per surveys and questionnaires does not
meet our requirements.

Research question Q2 focused on the effectiveness of eLP on information
security awareness. In order to measure the effectiveness on information security
awareness we need to know the current state of our learners. Therefore, we
have to measure the information security awareness of staff and students of
our university, which is itself a challenging task. According to our process in
Sect. 2.3 we first interviewed about 30 employees for the qualitative analysis.
To accomplish the quantitative analysis we run a survey on all our employees
and students. The evaluation of results has to be done manually. In order to
determine the effectiveness of our eLP, we had to repeat this process. Afterwards,
we could determine if the awareness has increased. Nevertheless, a better solution
is required, since we defined the effectiveness as application to practice. Based on
the answers of our learners we could only draw conclusions about the knowledge
but not really about their ability to apply the learned knowledge to practice.

Since measuring the success and the effectiveness manually is a time con-
suming task, we tried to automate the measuring. Therefore, we determined
if the metrics in Sect. 3 are able to be automated for measurement. The first
category ‘Intention to Use/Use’ can be measured automatically. Therefore, the
online times of our learners have to be tracked. However, the intention to use
itself cannot be measured automatically since the users have to be asked about
their intentions. The ‘User Satisfaction’ cannot be measured without assump-
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tions or without asking the users for their satisfaction. An overall rating could
be gathered easily, but no further information about the learners’ expectations.

The ‘System Quality’ which was defined by the reliability, response time and
ease of use can also not be measured automatically. A monitoring system could
send requests to the eLP to measure the response time, but the ease of use has
to be measured by surveys or questionnaires again. The second dimension of
‘System Quality’ focuses on data accuracy and completeness which is also not
possible to measure automatically. In order to measure the ‘Information Quality’
the learner has to be asked to answer all questions concerning the learners’ needs,
understandings and requirements. Moreover, metrics focusing on relevance and
actual information cannot be gathered automatically. ‘Service Quality’ is the
third quality criteria focusing on online assisstance and support. To measure the
satisfaction an overall rating can also be collected automatically. However, for
detailed analysis surveys and questionnaires are required also.

The last category of ‘Net Benefits’ can be measured by measuring the effec-
tiveness of our eLP. An impact during the e-Learning campaign is not expected
and therefore, it is sufficient to measure the impact and effectiveness afterwards.
To sum up, we can answer question Q3 so that an automated measuring of suc-
cess is not sufficient since only few aspects can be measured. The effectiveness
however, can be measured automatically by measuring the information security
awareness before and after the e-Learning campaign. In order to do so, we cre-
ated a prototype for a monitoring tool. The monitoring tool tracks the behavior
of employees and creates anonymous reports within a dashboard.

The prototypical approach was chosen because it helps to formulate the
requirements for an information system more precisely and to prove the tech-
nical feasibility. Basically, it reduces the number of uncertain assumptions in a
software project. Therefore, an explorative prototype was created in the con-
text of our project. The requirements for the prototype were defined within the
exploratory preparatory work. In addition, the privacy of personal data intro-
duced further requirements. The prototype tests the measurability of metrics
and proves the general feasibility of the approach, including data privacy com-
pliance. For this purpose, a client-server application was developed: The server
manages indicators and events that the client has previously collected. The client
collects security-relevant data on the workstations of the employees and sends
them pseudonymous to the server for evaluation and anonymization by grouping.
To enable a pseudonymous login, departmental logins are used. All clients of a
department use the same login for authentication. The larger the departments
are chosen, the higher the degree of anonymity. By configuring a measurement
interval, the metrics are always randomly measured. A complete record of the
activities of a person is thus, for privacy reasons, not possible.

An IT admin can configure the login data. The configuration used for the
survey is initially downloaded from the server. In a pre-defined interval, the
client application now checks to see if thresholds of the active measures have
been exceeded. The server refreshes the list of recent events and increases the
value of non-critical events as a whole. The server includes a dashboard that
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provides a quick overview of the number of critical or non-critical incidents. The
dashboard also shows a temporal course of the incident frequency in the last
week.

The following list summarizes a few of the metrics our prototype can cover:
– The time of inactivity without a locked screen.
– The time interval from receiving an email until opening the attachments.
– The frequency of password changes.
– The installed software. And the installed unauthorized software.
– The amount of external USB devices used.

The combination of metrics can be used to decide whether an event is critical
or not: An installation of disallowed software is more critical if an email attach-
ment was opened before. Moreover, if external USB devices have been connected,
the installation is also more critical.

We decided to only measure the effectiveness of our eLP, since the effective-
ness is the more relevant information to us. Moreover, the effectiveness is part
of the success within the category ‘Net Benefits’. Therefore, we can reduce the
efforts by discontinueing the manual measurements for the success of our eLP.
Hagen et al. described that eLP has to be used repetitive in iterations so that
the learners’ do not forget the security details [8]. The reduced effort is even
more helpful if we run repetitive e-Learning campaigns.

However, we have some limitations with this approach. The measuring of
effectiveness can only be done before and after the e-Learning campaign. If
assumptions about the success should be made, metrics are required, that can be
determined during the campaigns. Another drawback is that, the metrics should
not be used in isolation. A single metric can improve even if the learners did not
use the eLP. Therefore, some usage statistics should be collected to verify that
the eLP is useful.

6 Conclusion and Future Work

Our goal was to measure the success, impact and effectiveness of eLP on infor-
mation security awareness. We evaluated several metrics and determined which
metrics can be measured automatically and which require manual efforts. After-
wards, we decided to only measure the effectiveness and the impact of our eLP.
Therefore, we can use our prototype that gathers random data about the behav-
ior of our learners.

Our next goal is to run repetitive campaigns and check whether the informa-
tion security awareness can be steadily increased. Those repetitive campaigns
will also help to ensure that the knowledge of our learners becomes stable in
the long-term. Moreover, we will run some empirical studies about the impact
of eLPs based on the collected data.

Another goal is to evaluate gamification concepts. We assume that it would
be easier to derive metrics for the success of our eLP based on the gamification
concepts. For example, the character level or the user’s achievements can be
used. Based on those metrics, we can then verify if a successful campaign will
lead to higher impact and effectiveness.
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