Chapter 4

DETECTING CYBER ATTACKS ON
NUCLEAR POWER PLANTS

Julian Rrushi and Roy Campbell

Abstract  This paper proposes an unconventional anomaly detection approach
that provides digital instrumentation and control (I&C) systems in a nu-
clear power plant (NPP) with the capability to probabilistically discern
between legitimate protocol frames and attack frames. The stochastic
activity network (SAN) formalism is used to model the fusion of pro-
tocol activity in each digital 1&C system and the operation of physical
components of an NPP. SAN models are employed to analyze links be-
tween protocol frames as streams of bytes, their semantics in terms of
NPP operations, control data as stored in the memory of 1&C systems,
the operations of 1&C systems on NPP components, and NPP processes.
Reward rates and impulse rewards are defined in the SAN models based
on the activity-marking reward structure to estimate NPP operation
profiles. These profiles are then used to probabilistically estimate the
legitimacy of the semantics and payloads of protocol frames received by
1&C systems.
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1. Introduction

Digital instrumentation and control (I&C) systems are computer-based de-
vices that monitor and control nuclear power plants (NPPs). Analog 1&C
systems have traditionally been used to perform monitoring and control func-
tions in NPPs. However, Generation III4+ and IV reactors are equipped with
digital I&C systems; meanwhile, analog systems in older reactors are being
replaced with digital systems. In general, NPP control networks communicate
with SCADA systems to coordinate power production with transmission and
distribution demands. The deployment of digital 1&C systems and the connec-
tivity between NPP control networks and external networks expose NPPs to
cyber attacks whose consequences can include physical damage to reactors [3].
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In addition, security exercises have underscored the threat of intrusions into
NPP control networks.

This paper focuses on the problem of intrusion detection in NPP control
networks. It addresses the following problem: Given a set of protocol data
units (PDUs) received by a digital I&C system over an NPP control network,
how could the digital I&C system assess if every PDU is legitimate and is not
a component of attack traffic?

Digital 1&C systems considered in this paper communicate via the Modbus
protocol [8]. However, the intrusion detection approach is applicable to any
industrial protocol. The approach falls in the category of protocol-based and
anomaly-based intrusion detection strategies. Such an approach guards against
attacks that use semantically regular PDUs to target an NPP as well as attacks
that use irregular PDUs (e.g., memory corruption attacks).

The first set of attacks can take an NPP to abnormal conditions and initiate
physical damage. NPPs are equipped with reactor protection systems that
monitor operational variables and shut down systems if pre-defined thresholds
are passed; this reduces the risk of physical damage. Nevertheless, the attacks
impact availability because it takes several hours to restart an NPP. The second
set of attacks, on the other hand, evade reactor protection systems and have the
potential to cause physical damage, mainly because several NPP sensors are
shared between 1&C systems and reactor protection systems. Thus, attackers
can initiate physical damage to an NPP as well as defeat reactor protection
systems by passing them fake status data.

2. Operation-Aware Intrusion Detection

This paper proposes operation-aware intrusion detection as an anomaly-
based defensive capability for NPPs. Profiles of legitimate behavior of digital
1&C applications are constructed by analyzing payloads of PDUs sent over
control and/or fieldbus networks and the semantics of each PDU field in the
context of NPP operations. Thus, PDUs are analyzed in terms of the bindings
between streams of bits and tasks such as withdrawing control rods, changing
the reactor feed pump rate or closing steamline isolation valves. This approach
provides more visibility than model-based detection with regard to the potential
of PDUs being legitimate or malicious. As a matter of fact, PDUs may be
perfectly formatted according to the protocol specifications while having the
potential to cause harm to an NPP.

For example, well-formatted PDUs that close the main turbine control valves
when reactor power goes above 25% take the reactor to an anomalous state in
which the reactor vessel pressure rises far beyond the maximum allowable value.
A turbine bypass valve is supposed to provide for excess steam flow, but the flow
capacity of the bypass valve is normally equivalent to 25% of steam flow. This
flow capacity is insufficient to return the reactor vessel pressure to normal soon
enough to maintain safe NPP conditions. Furthermore, several application-level
attacks can be crafted that comply with protocol specifications. For example,
memory addresses and shellcode injected as malicious PDUs in Modbus memory
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corruption attacks could be made to appear as valid coil and/or holding register
values.

Modbus memory corruption attacks [1] highlight the need for operation-
aware protocol-based intrusion detection. These attacks exploit faulty map-
pings between the addresses of data items defined by Modbus and the memory
locations where the data items are actually stored. Register addresses and
values used in such attacks are generally fully compliant with Modbus spec-
ifications. Nevertheless, it is unlikely that the attack PDUs will consistently
have valid semantics in terms of NPP operation. These operational aspects of
PDUs and the associated NPP states are leveraged by the intrusion detection
approach described in this paper.

3. Modeling NPP Operations

The stochastic activity network (SAN) formalism [5, 11, 14] as implemented
by the Mébius tool [2, 12] is used to model and analyze the operation of a boiling
water reactor (a common type of NPP) along with its digital 1&C systems
that engage the Modbus protocol. The operation of Modbus applications in
digital I&C systems, the control of digital 1&C systems over NPP components
and the interactions among NPP components as reflected by NPP operational
variables are captured using atomic SAN models. Figure 1 presents an excerpt
of an atomic model developed for a digital 1&C system. Discrete inputs, coils,
input registers and holding registers are modeled as SAN places, which we call
“device places.” The number of tokens in each device place represents the value
of the Modbus data item that corresponds to the SAN place.

Depending on its configuration, a Modbus device may have as many as
65,536 data items; the corresponding atomic model would be extremely large.
To address this issue, the information contained in PDU data fields is modeled
as a set of SAN places, which we call “PDU places.” The numbers of tokens
in PDU places represent the values placed in the data fields of PDUs sent to
digital 1&C systems. PDU function codes are modeled as instantaneous ac-
tivities, e.g., write coil, write multiple coils, write register and write multiple
registers. Some of these instantaneous activities have several cases. The prob-
ability distributions of case selections for these instantaneous activities depend
on the markings of the input places associated with the input gates of the
instantaneous activity under consideration.

In general, case selections indicate the data items accessed from Modbus
device memory. PDU places are fed with tokens by timed activities (not shown
in Figure 1 due to space limitations) that model the behavior of a master de-
vice generating Modbus requests. The enabling predicates in the input gates
in Figure 1 check whether the input places associated with the gates are not all
zeroed, in which case the corresponding instantaneous activities are enabled.
(A PDU that is not sent over the network is modeled using PDU places con-
taining zero tokens.) Upon completion of an instantaneous activity, one of the
associated activity cases is selected. In the case of instantaneous activities,
when modeling a write function code of any kind, the output functions of out-
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Figure 1. SAN model excerpt for a Modbus digital 1&C system.

put gates associated with the selected activity case add a number of tokens to
one or more device places.

The output functions zero the PDU places that enable the instantaneous
activities modeling function codes associated with the output gates in question.
In the case of instantaneous activities, when modeling a read function code,
output functions act as identity functions on device places and add tokens to
a set of places modeling variables for a master device (not shown in Figure
1 due to space limitations). The variables related to the operation of NPP
physical components are also modeled as a set of places, which we call “NPP
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Figure 2. SAN model excerpt of a digital I&C system with two reactor feed pumps.

places.” Examples include temperature and pressure of water and steam for a
component such as the NPP moderator. The number of tokens in an NPP place
represents the value of the NPP operational variable modeled by the place. For
example, the fact that the reactor pressure is 900 psi is modeled as an NPP
place (reactor pressure) that holds 900 tokens.

Figure 2 presents a SAN model excerpt of the operation of a digital 1&C
system that controls two reactor feed pumps. The mechanisms used to operate
on the NPP are modeled as timed activities. The two reactor feed pumps are
examples of these mechanisms, which, in terms of NPP operations, raise the
pressure of the moderator to make it flow to the reactor vessel. The rates of
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these timed activities are generally obtained from the technical specifications
accompanying the physical equipment modeled by the timed activities and
specific configurations of the Modbus devices that control the equipment.

For example, the rates of the timed activities feed pump 1 and feed pump 2
are in the range [0, 8.4]. The maximum capacity of the reactor feed pumps
modeled by the timed activities is 8.4 million Ib/hr. The rates of these timed
activities are calculated based on the markings of the device places acting as in-
put places associated with the input gates of the timed activities. The markings
considered are those that hold at the moment the timed activities are enabled.
The enabling predicates of the input gates associated with feed pump 1 and
feed pump 2 check if the numbers of tokens in the input places are changed by
comparing them with the numbers of tokens in the set of places holding old
values (not shown in Figure 2 due to space limitations).

The output functions of output gates associated with cases of timed activities
(e.g., OG1 and OG2 in Figure 2) add a number of tokens to one or more NPP
places and mark as old the numbers of tokens in the input places of the input
gates associated with the timed activities. Correctly modeling transients in a
SAN is crucial to constructing profiles of normal NPP operations. Transients
are abnormal events (e.g., loss of feed water for heating, inadvertent initiation
of a coolant injection system, pipe breaks, and mechanical or electrical faults)
that perturb key NPP operational variables. In most cases, NPP operation
can be returned to normal conditions without initiating a “scram” — a rapid
shutdown of the NPP.

NPPs are required to maintain redundant systems, which are activated in the
event of failure to prevent transient conditions from escalating into accidents.
Sometimes transients are caused by unrecoverable faults that may result in a
reactor scram initiated manually by NPP operators or automatically by the
reactor protection system. In the nuclear power environment, transients are
“normal events” that are expected to occur during NPP operations. Our SAN
model expresses transients as timed activities (e.g., the feed pump trip timed
activity in Figure 2 models the loss of one or two reactor feed pumps). From
the intrusion detection point of view, transients must be treated with care so
that they do not become sources of false positives.

Each transient has specific effects on NPP operational variables. Pertur-
bations to NPP variables caused by a transient are reflected as changes to
the values of data items stored in the memory of Modbus devices. However,
there is always uncertainty whether drastic changes to data items during NPP
operation are caused by transients or attacks. We employ the activity time
distribution functions of timed activities that model possible transients to dis-
tinguish between transient effects and attack effects. Note that the estimation
of the failure rates of physical NPP components is outside the scope of our
work since it requires the consideration of electrical, chemical and mechanical
properties of NPP components.

Condition data monitoring and aggregation techniques [4, 9] can be used
to estimate the failure rates of most of the physical components of an NPP.
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Figure 8. SAN model excerpt of NPP processes.

The time distribution functions of timed activities that model transients may
be used to calculate the failure rates of physical components based on the
numbers of tokens found at the moment of estimation in the SAN places used
to model physical conditions. For example, the failure rate of feed pump trip in
Figure 2 is computed based on the numbers of tokens in SAN places denoting
various conditions of reactor feed pumps. The output functions of output gates
associated with a timed activity that models a transient, in turn, models the
perturbations to NPP operational variables by incrementing or decrementing
the numbers of tokens in NPP places.

NPP operation modeling requires SAN models to be constructed for numer-
ous reactor processes. Examples include nuclear fission, reactor cooling and the
various physical relations between temperature, pressure, density, volume, etc.
The rates of timed activities in these SAN models are provided in NPP tech-
nical manuals. The SAN models also incorporate timed activities that model
NPP operation measures such as reactor period (time required for the reactor
power to change by a factor of e, where e is the base of the natural logarithm)
and reactivity (neutron population change with time). Figure 3 presents an
excerpt of the SAN model developed for a set of reactor processes. The Join
and Replicate operations of Mobius [6] are used to unify the atomic SAN mod-
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Figure 4. Composed SAN model excerpt for a boiling water reactor.

els developed for Modbus-based digital 1&C systems, their effects on the NPP,
and NPP processes.

Thus, a composed SAN model is constructed as a unified cyber-physical
model of NPP operation. Figure 4 provides an excerpt of the composed SAN
model developed for the boiling water reactor.

4. Estimating NPP Operation Profiles

Let P denote the set of device places defined in the atomic SAN models
developed for the boiling water reactor. The set of possible markings of P is
the finite set of functions F = {f, | fn : P — N,n € N}. We assume that for
each NPP power level [,,,, where m ¢ N, P is marked according to a function n
from a finite (in most cases small) set of functions I',,, where I';,, C F, and that
T',, can be estimated. The set of functions I';,, for a power level [,,, depends on
the actual values of NPP operational variables during the interval of time that
an NPP has that state and the tasks (e.g., inserting or withdrawing control
rods, changing the rate of water pumps, opening or closing valves) are carried
out on NPP components by digital 1&C systems.

NPP operational variables (e.g., nuclear fission data estimated by a neutron
monitoring system) are stored as Modbus data items in the memory of digi-
tal I&C systems. On the modeling side, the data values are reflected by the
numbers of tokens in the corresponding device places, which we call “condi-
tions device places.” Further, the tasks carried out by digital 1&C systems on
NPP components are initiated via a series of writes to the memory locations
designated for the corresponding Modbus data items. For example, the rate
of a reactor feed pump for 100% NPP power can be set by writing a value of
(say) 84 in the holding register of a digital 1&C system; for 75% NPP power,
the value of the holding register may be set to 63, and so on.
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The correspondence existing between values of Modbus data items in the
memory of digital I&C systems, operations or tasks carried out by digital 1&C
systems on NPP components, and NPP operational variables allows profiles of
normal NPP operations to be estimated. Thus, given normal values of NPP
operational variables associated with a power level [,,,, we estimate the possible
values of discrete inputs, coils, input registers and holding registers, which may
be considered as legitimate.

We also assume that when an NPP transitions from a power level [,, to a
power level [,,+», where X € N, the marking of P changes according to a finite
set of marking transition flows, i.e., an ordered sequence of functions from
Ty, to I'yyea. In general, throughout the operation of an NPP, a finite set of
ordered sequences of functions from F’ exist that represent transitions of values
of Modbus data items in digital I&C systems when the NPP is operated.

We leverage marking transition flows to construct NPP operation profiles.
The normal operation of an NPP is simulated along with operational phenom-
ena such as transients and the normal marking transition flows are estimated.
Given an NPP at a power level [,,, the marking transition flow mechanism
estimates if the semantics and payload of an arbitrary PDU received by a dig-
ital I&C system make sense in the Modbus configuration and will legitimately
change the values of Modbus data items, respectively.

The set of functions I',, for each NPP power level [,,, is constructed using
reward models based on the activity-marking reward structure [13]. Each func-
tion in the finite set of functions F' is assigned a rate of reward. A typical
reward function for an element of F' checks for a defined number of tokens in
the conditions device places.

As mentioned above, NPP operational variables are reflected in Modbus data
items in digital 1&C systems that are modeled by conditions device places. The
number of tokens in a SAN place represents a link between a power level [,,, of
an NPP and an element of F'. In addition to these places, a reward function
checks for the defined numbers of tokens in the remaining device places (i.e.,
device places that do not model NPP operational variables). In Mdébius, the
numbers of tokens in device places are parameterized using global variables.
The composed SAN that models NPP operation is solved after all the global
variables are assigned.

The following block of code implements a reward function:

double reward = O;

if ((PLC1_Modbus->holding_register_1->Mark()==reg_val_int1)&&
(PLC1_Modbus->holding_register_2->Mark()==reg_val_int2) &&
(PLC1_Modbus->holding_register_3->Mark()==reg_val_int3) &&
(PLC1_Modbus->coil_1->Mark() == cvall) &&
(PLC1_Modbus->discrete_input_1->Mark()==dvall) &&
(PLC1_Modbus->input_register_1->Mark()==inp1))

{
reward += 0.1;

}

return (reward);
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The rates of reward fall in the interval-of-time category [13], where the total
reward is accumulated during an interval of time covering all possible state
transitions of an NPP. Solutions of the composed SAN model produce a reward
for each element of F'. The set of functions I',, for each power level [,, of an
NPP consists of all the elements of F' that map conditions device places to
the numbers of tokens corresponding to values of NPP operational variables,
in turn, identified by [,,, and whose accumulated reward is greater than 0.

Let S and V,,, denote the set of conditions device places and the set of num-
bers of tokens that model values of NPP operational variables corresponding
to power level [,,,. Further, let R be a function that, for each element of F,
returns the reward as estimated by composed SAN model solutions. Then, the
set of functions I'y, is {p e F' | p: S — Vp,, R(p) > 0}.

Marking transition flows are identified by incremental measurement time
intervals in Mobius. For instance, if solutions of the composed SAN model
produce non-zero rewards of, say, rag, 71,2,0 and r1 6,0 for the functions f4 g,
fi,2,0 and f1,6,0, respectively, solving the composed model again while setting
the measurement time interval to a value t close to zero may produce zero
rewards for these functions. Setting the measurement time interval to ¢ + 1,
t + 2, etc. and then solving the composed SAN model may produce a reward
of 71,2,0 for function fi 20. Incrementing the measurement time interval again
and solving the composed SAN model again may produce rewards of 1 2 o and
r1,6,0 for the functions fi 20 and fi 6,0, respectively.

The measurement time interval may be further incremented until the solu-
tion of the composed SAN model produces rewards of r4 g, r1,2,0 and 16,0 for
the functions f48, f1,2,0 and f1,6,0, respectively, leading to the identification of
the marking transition flow f1 20, fi1,6,0 and fas. The frequency of marking
transitions caused by events such as transients is quite relevant to the attribu-
tion of possible losses of equipment during NPP operation. The estimation of
the frequency of these marking transitions is carried out by defining impulse
rewards associated with completions of timed activities that model NPP tran-
sients. Like the rates of reward, the impulse rewards defined in our work belong
to the interval-of-time category of the activity-marking reward structure [13].

5. Deriving Intrusion Detection Rules

Our ultimate objective is to construct a set of practical intrusion detection
rules. These rules scrutinize the values of Modbus data items and PDU fields
to determine whether incoming PDUs are legitimate or malicious.

The SAN formalism is used to model regularities in Modbus data items and
for marking transition flows so that the resulting SAN model is interpretable.
The SAN model (Figure 5) is used to derive intrusion detection rules. The
elements of P are modeled as SAN places. For each power level [,, of an NPP,
the numbers of tokens in the SAN places are defined by elements of I';,,. The
activities in the SAN model capture individual memory writes carried out by
Modbus requests.



Rrushi €& Campbell 51

transient_1

IG5

1G4

\
W

.‘
Startun_g NN

e

Y

W
IND)

27\
turbi ne_

0G1

discrete_input_1

source_range_step_2 0G10

source_range_step

0G14

Figure 5. SAN model with data item regularities and transition flows.

For example, a PDU with function code 0x10 (write multiple registers) may
write from 1 to 123 registers depending on the value in the registers field. Each
of these memory writes is modeled by an activity in the SAN model. Thus,
a marking transition is modeled as a set of activities. Activity cases model
assignments of defined values to Modbus data items as a result of processing
Modbus requests. The case distribution function of each activity models the
probability distribution of a defined Modbus data item. Case distribution func-
tions are constructed by analyzing the data provided by the set of functions
T',, for each power level [,,, marking the transition flows and frequencies of
marking transitions caused by transients.

These analyses are performed using the Bayesian belief network (BBN) for-
malism [10] as implemented by MSBNx [7]. Figure 6 illustrates the estimation
of the probability distribution of a holding register using a BBN model. The
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Figure 6. BBN model estimating the probability distribution of a holding register.

probability is 0.75 that holding register 1 is assigned the value 2040 (0x07£8)
while heading toward a legitimate marking according to a legitimate marking
transition flow. Activities in Figure 5 complete in order and the probability
distributions of the Modbus data items change as the markings of the elements
of P change. During NPP operations, Modbus data items and the PDUs re-
ceived over the network are required to follow a SAN model as shown in Figure
5 in order to be considered as legitimate traffic in NPP operations. Monitoring
and control traffic is examined using the intrusion detection rules derived from
the SAN model.

The enabling predicates in each input gate check if the current value of a
Modbus data item allows for a memory write that modifies a Modbus data
item in compliance with a defined set of functions and following a legitimate
marking transition flow. In fact, under normal NPP operations, conditions
exist under which the defined valves are never opened or closed, control rods
are never inserted or withdrawn, etc. No matter what the modifying value
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is, the very action of modification may not comply with any NPP operation
profile. Case distribution functions of activities and output functions (of output
gates) are used to estimate the probabilities that legitimate values are assigned
to Modbus data items. The following block of code consults the values of an
input register, a coil and a discrete input, and returns a probability of 0.75 that
2040 (0x07£8) is assigned to the defined holding register in compliance with
the operation profiles:

if ((input_register_1->Mark() == 8044) && (coil_1->Mark()==0)
&& (discrete_input_1->Mark() == 1))

return(0.75);

holding_register_1->Mark() = 2040;

6. Conclusions

Operation-aware intrusion detection is a novel anomaly-based approach for
detecting attacks on complex systems such as NPPs. Profiles of NPP operation
as controlled and monitored by digital I1&C systems are constructed using SAN
models. The SAN formalism effectively models the interactions between a
Modbus master and digital 1&C systems, the operation of digital 1&C systems
on NPP components, and relevant NPP processes. The formalism also models
and unifies NPP operation profiles estimated by the SAN model solutions. The
resulting SAN model is interpretable as well as a valuable source of intrusion
detection rules that can distinguish between legitimate protocol frames and
attack frames.
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