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Abstract In the present paper an H* type approach is developed in order to solve
fault detection and identification problems for linear dynamic systems.
It is shown that the design specifications lead to a multi-objectives
optimization problem. Necessary and sufficient solvability conditions
for these problems are given together with an illustrative numerical
example.
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1. Introduction

The fault detection and identification (FDI) problem has been in-
tensively investigated over the last three decades. Roughly speaking,
the problem consists in designing a system able to detect, based on the
measured outputs of a monitored plant, any failure of the actuators or
of the sensors that can occur in the plant functioning. This system is
often called in the literature residual generator. The problem becomes
more difficult when the influence of certain disturbances is taken into ac-
count. In this case the residual generator must ”distinguish” between the
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failure occurrence and the disturbance influence in order to avoid false
alarm signals. A more refined statement requires not only to detect a
failure but to indicate what failure occurred. This design specification
is known as fault identification requirement. Some early statements of
the problem and corresponding results are given for instance in [1], {8].
Since then, a large number of methods have been proposed to solve
FDI problems. Some of them use model-based techniques which include
observer—based methods, factorization methods, fuzzy logic and neural
control (e.g. [4], [5], [9], [10]). Other methods as are the eigen-structure
assignment approaches are based on the properties of some structural
invariant subspaces associated with the linear model of the monitored
plant (e.g. [2], [3], [11], [12]). The H? and H* norms have been also
used in the optimization problems arising in the design of the residual
generator ([6], [10], [13] and their references).

The present paper describes an H® type method to solve FDI pro-
blems. The case when all faults can simultaneously occur at any mo-
ment is considered. It is shown that the specific design objectives can
be expressed as y-attenuation conditions. In contrast with the well-
known H® control problems, these y—attenuation conditions cannot be
expressed in function of lower linear fractional transformation and there-
fore the design methodology of the residual generator is different. The
paper is organized as follows: in Section 2 the FDI problem is stated
and the specific design objectives are transformed in ~v—attenuation con-
ditions. Section 3 includes the main result providing necessary and suf-
ficient conditions for the solvability of the FDI problem and the design
algorithm of the residual generator. Finally, in Section 4 an illustrative
numerical example is presented.

2. Problem statement
Consider the following linear dynamic model of the monitored plant:

z=Azx+ Bif + Bad (1)
y=Cx+ Dif+ Dasd

where x € R™ is the state variable, y € R? denotes the measured out-
put vector, f € R™f is the fault vector and d € R™d stands for the
disturbance signal vector. It is assumed that f € L?([0,00) ,R™) and
d € L% (]0,00) ,R™2), where L? (-, -) denotes the Lebesgue space of square
integrable functions. It is also assumed that the system (1) is stable.
This is a natural assumption indicating that the monitored plant has
been previously stabilized by a corresponding control system which dy-
namics is included in the state space representation (1). The design
problem consists in determining an H* residual controller of n, order
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with the state equations:
& = AgTr + Bry @)
r = Crx + Dpy

such that the following conditions are accomplished:
- Ay is stable
- Fault detection:
inf ¢(Grs (jw)) > a (3)

- Disturbance attenuation:
IGra (jw)lloo < B, (4)

for some o > > 0, where G,; := KGys, Grq := Gyq are the transfer
functions from f and d to r , respectively, o (-) denotes the minimal
singular value, and ||-||, stands for the H* norm.

Another important design objective in the residual generator design
is the fault identification. This condition requires to take the residual
vector r with the same dimension m; as the fault vector, that is the
matrix Dy D; is square. Moreover, Dy D1 must be invertible; indeed, if
Dy.D; is not invertible then for w — oo the fault detection condition (3)
cannot be fulfilled. The invertibility condition of Dy D; requires D; to
be a full rank column matrix.

Remark 1 In applications where D; is not left invertible one can con-
sider condition (3) on some specified finite frequency interval {g f,EJf].

Introducing an anticausal filter Q(s) such that the output z(s)=Q(s)y(s)
satisfies the condition:

0 (G (jw) = 0 (Gys (w)), V¥ w € [wp,m]
0 (Gap (jw) > infy <wsz, @ (Gyy (), Y w ¢ [wp,Ty]

one can obtain an equivalent optimization problem in which G¢(jw) is
invertible on the frequency domain of interest.

Taking into account the above remark, for the further developments
the case when D, is left invertible will be considered. Then, based on
the invertibility assumption of G, f(jw), the fault detection condition (3)
can be rewritten as:

1

sup o(G,  (jw)]
w€ER

Inf o[(Gry (jw)) = > a,

or equivalently,
|64 G, <5 ©
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3. Main result

In this section necessary and sufficient conditions for the existence
of a stable residual generator satisfying the (3) and (4) are derived.
Condition (4) is an H* norm optimization problem but it differs from
the usual H* control problems since Gr_f1 = (KGys)™! cannot be ex-
pressed as a lower linear fractional transformation. Therefore condition
(5) requires a specific analysis. Thus, since G,y = KGy¢, based on the
realizations (1) and (2) of Gy and K respectively, direct computations
give that G~ fl(s) has the realization (A;, B;, C;, D;), where:
L_[4-B (DeD1)"! DC ~Bi (DyD1) ™" C
"7 | Bu(I-D1(DeD1)™' D) C A — BuD:1 (DeD1)™ Gy

_| B -1
BZ = [ Ble :l (Dle) )

C;=— (Dle)_1 [DrC  Ck]
D; = (DyD1) ",

Then using the Bounded Real Lemma, in linear matrix inequality (LMI)
form, it follows that the equivalent fault detection condition (5) is accom-
plished if and only if it exists a symmetric matrix X > 0 with dimensions
(n + ng) x (n + ng) such that:

A;-TX + XA, XB; ClT
BT x -i1 DI | <0
Ci D; —ir

Considering the partition of X:

R M
X = [ MT R }1
with R € R"™", for D} = UD] with U invertible, the above inequality

becomes:
L1 L2 Li3 L4

LT, Lo ﬁ213 Loy
A
L4 L3y L3y —5Im;

<0 (6)

with
1= (A-BD{C) R+ R(A-BD{C) + MB, (I-D:D})C
+CT (1- DlDIF)T'B?;MT
L1 =(A-BDFC) M+0T (1- DY) BYR
— (RBy + MB;,Dy) (Dy.D1) ™ Gy,
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L43 = (RB1 + M By D) (Dle)—l
L1y =-CTDfT
L2 = AR+ RAy — (MBy + RByD:) (DiD1) ™ Gy
~ T
~CF (DyDy)™T (MBy + RBLD:)
Lo3 = (MT By + RByDy) (DiD1) ™"
La1=—Cf (DxD1)™"
Lss = (DeD1) ™"

where (-)” T denotes the transpose of the inverse and (-)* is the pseudo-
inverse of (-). Further one can set

Bk={[ép]"f 2 or ™)
[In, O] if ni <p.

This setting of By does not limit the generality of the problem. Indeed,
since By, is not full rank, it exists a small enough perturbation making
it full rank and still satisfying the inequality (6). Taking into account
the fault identification design objective with simultaneous occurrence of
faults, a natural additional condition is

DDy = 61, (8)
with a specified scalar § > 0. Then direct algebraic computations show
that condition (6) is equivalent with:

Zy+ PFQQ, + QfaTp <0 (9)
with
Zi=[2u Zy |

[ ATR+ RA+CTMT + MC ATM +C"R
Zuy = MTA+ RC 0 i
BTR+ DT BT MT BTM +DTBFR |’
i -DfcC 0
[ RB;+ MB,D, —CTD{T
Zuy = MTB; + RBD: 0 "
_%Imf Imf ’ (10)
L Imf "é!mf
MT R 00
A=1_ (BT R+DTBYMT) —(BIM+DTBIR) 0 -I, J ’

Q=[0 I, 0 0],

o= []
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where the following notations have been used:
A:=A-BDfC
C =B, (I-D:Df)C (11)
Cr = (DxD1) ™' C

In the virtue of the Projection Lemma ([11]), there exists  satisfying

(9) if and only if:
WE Zi\Wp, <0 (12)

W Z:Wq, <0 (13)

where Wp, and Wy, are bases of the null spaces of P, and @i, respec-
tively. Considering the partition of X!

_ S N
X1=[NT §]>0

with § € R™ ", direct algebraic computations show that the above con-
ditions are equivalent with:

AS + SAT —yBiBT <0 (14)
and:
ATR+ RA+CTMT + MC RB,+ MByD, —-CTD{T
BTR + DTBF MT LI, I y <0, (15)
-DfC Im; — 5T,
respectively.

Remark 2 Inspecting the 2 x 2 block matrix in the right lower corner
of the matrix in (15) it follows that o < 4.

Recall that X > 0 and thus:

[ZT %/IJ>O. | (16)

Moreover, R and S are related through the condition X X! = I, which
leads to the following additional conditions:

[RxIn

i }zo (17)



An H®® design method for fault detection and identification problems 415

and

rank([f.i én ])Sn+nk- (18)

Therefore the fault detection condition (5) is fulfilled if and only if there
exist the matrices R, M, R and S satisfying the conditions (14)-(18). In
[7] it is proved that if PLP{ > 0 and Qi Wp, W QT > 0 then the set of
all Q satisfying the basic LMI (9) has the parametrisation:

O = & + By L3, (19)

where the matrix L € RM™+™)X% i any matrix with ||L|| < 1 and
@1, Py, d3 depend on Pj,Z; and Q;. The condition PPl > 0 di-
rectly follows from the expression of P, in (10). On the other hand
Q1 Wp, W}fl T = R-ITMTMR™!. Then, for M full rank column matrix
2 has the parameterisation (19). Further, applying again the Bounded
Real Lemma in LMI form, one obtains that the disturbance attenua-
tion condition 54) is fulfilled if and only if it exists a symmetric matrix

Xg € Rvtne)x(ntnk) 5 (0 guch that:

AgXR-I-XRAR XrBr Cg
BLXr —BI., DL | <o (20)
CR DR —ﬂfmd

where (ARr, Br, Cr, DR) is a realization of the system KGyq. Performing
the partition

X1 Xs

Xp= l: X2T X; >0, (21)

with X; € R(™*™) | direct algebraic computations show that condition
(20) can be rewritten in the equivalent form:

Zo + PQTQQQ 1 QgQTPQ <0 (22)
which, based on the parameterisation (19) of L leads to:

N1 Mo Mg M
Nog  Nas Nog
_ i2
N(X,L) = /\/‘1:2, ./\/;I:; Bl N <0 (23)

14 AGZ; Ngz—i N44
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M1 (X) = ATX, + X1 A+ CTBEXT + XoBiC

N12 (X, L) = ATX2 —+ CTB]%’X;; + X5 (‘1)11 -+ @21[1@3)

N3 (X) = X1 By + X2 By D2

Ny = C'TDf'T

Nog (X, L) = X3 (811 + B LB3) + (®11 + 8 LB3)" X3 (24)
No3 (X) = Xng + X3BpDo

Naa (L) = @7, + @ LT,

Nsy = DI DT

Nig=—F5In,

®;5, 1,7 = 1,2 being given by the partition

= [ 20 2] o e, o),
12 2

Based on the developments above, one proves the following result:

Theorem Given a > > 0, the following are equivalent:

(i) There exists an ny—order stable residual generator with Dy, = §DT
satisfying the conditions (3) and (4);

(ii) There ezist the symmetric matrices X; € R(xn) X, e R(meXnk) gnd
the rectangular matrices Xy € R [, € RUWHMIXM sqpisfiing (21),
(23) and

7 I, > 0. (25)

k

{ Injym, L

If these conditions are satisfied then the matrices Ay and Cy, are given
by:

[ é: ] - [ (1; 5I?nf ] (21 + @2LPs). (26)

The algorithm to determine an ng order residual generator solving the
fault detection problem (3), (4) is the following:

Step1 Solve the system of matrix inequalities (14)—(18) with respect
to R, S, R and A;

Step 2 Determine the parameterisation (19) of the set of all Q with
the free parameter L, | L|| < 1;

Step 8 Solve the system of matrix inequalities (21), (23), (25) with
respect to X1, X2, X3 and L;

Step 4 Introduce the computed L into (26) to obtain Ag and Cy.



An H®* design method for fault detection and identification problems 417

4. A numerical example

Consider the linearized longitudinal dynamics of an aircraft subjected
to wind disturbances:

z = Az + B,w + Bgd
y = Cz,

where £ € R® the state vector including the longitudinal body axis
velocity u, the normal body axis velocity w, the pitch rate g, the pitch
angle 6 and the wind gust wg. The control variable ¢ is the elevon
deflection angle and w is the white noise input with unit spectral density
generating the wind gust disturbance wy. The measured outputs vector y
includes: the pitch rate g, the angle of attack «, the normal acceleration
a, and the longitudinal acceleration a,. For the F16XL fighter at the
altitude h = 10000 f¢ and the speed Mach=0.9 the matrices of the state—
space realization are ([6]):

—0.0674 0.0430 —0.8886 —0.5587 0.0430
0.0205 —1.4666 16.5800 —0.0299 —1.4666

A= 01377 —1.6788 —0.6819 0 ~1.6788 |,
0 0 1 0 0
0 0 0 0 ~1.1948
0 ~0.1672
0 ~1.5172
B,=|0 |, Bs=| —9.7842 |,
0 0
157 | 0
0 0 1 0 0
o |0 0.0591 0 0 0.0591
0.0139  1.0517 0.1495 —0.0299 0
~0.0677 0.0431 0.0171 0 0

The two faults are considered in this example, namely the elevon and the
normal acceleration accelerometer failures, respectively. Then m; = 2
and, corresponding to representation (1),

By = [Bs 0Osxi], B2 = By,D1 = , Dy =

o= OO

0
0
0
0

OO OO

Since D; is not full rank the fault detection condition (3) cannot be ac-
complished for high frequency failure signals. Then G, s have been scaled
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according with Remark 1. Applying the theoretical results presented in
Section 3 an H* residual generator of order n; = 5 was obtained. The
nonlinear matrix inequality (23) has been solved by an iterative cen-
tering algorithm. The time responses corresponding to individual and
simultaneous failures have been determined. The numerical simulations
are performed for unit fault signals occurring at ¢ = 3 seconds and they
are presented in Figures 1, 2 and 3, respectively.

Figure 1. The step responses of the Figure 2. The step responses of the
residuals (r1—, r2 — -): the first fault residuals (r1—, r2—-): the second fault
occurs occurs

3 8 8 3 % 8 3 B

Figure 3.  The step responses of the residuals (71—, 72 — -): the case when the two
faults simultaneously occur
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5. Conclusions

An H® type method to solve fault detection and identification pro-
blems has been considered. Necessary and sufficient solvability condi-
tions have been derived in terms of some systems of matrix inequalities.
The proposed approach allows to develop similar design methods in the
discrete-time, stochastic and hybrid representations of the monitored
plants.
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