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Abstract: This paper describes a new receipt-free electronic voting system for an open
network. In our system, the voters vote with anonymous voting passes, which
is motivated by the E-Cash protocol [1]. We have modified the E-Cash
protocol such that the pass is non-transferable. A modified commitment
scheme is also employed so that the administrator cannot change the vote even
if it knows the content of the ballot. Our system is designed for realising the
digitalization of large-scale elections conducted by the government. Various
aspects involved in an election are considered during protocol design so that
the potential cheats of either the voters or the administrators are prevented.

1. INTRODUCTION

Since the first proposal of the cryptographic voting protocol in 1981 [2], a number
of researches have been done on the electronic voting systems. Like many digital
services, electronic voting brings much convenience to the society and lowers the
cost of traditional elections. However, the systems must be supported by very strong
security services in order to be fair and accepted by the general public. Efficiency is
also an important factor for a practical system.

The definition of a secure voting system is given in [3], in which seven
requirements namely completeness, soundness, privacy, unreusability, eligibility,
fairness and verifiability are listed. However most of the early electronic voting
schemes are not receipt-free. The receipt generated by the election administrator can
be used as an evidence of having made a particular vote and therefore enables one to
sell his vote to the others. This problem induced the concept of receipt-freeness in an
electronic voting system. Such a concept, which is firstly proposed in [4], is
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regarded as a milestone in electronic voting protocol design. A number of receipt-
free electronic voting schemes have been proposed in which the receipts were
eliminated by different means. In [4] and [5], physical assumptions are made so that
receipt-freeness is achieved. While in [6], [7] [8] and [9], the authentication and
voting processes are separated. A piece of authentication document is generated with
which the voter can vote anonymously. However, we find out that in these systems,
the voting right can be transferred because the authentication document is not
related to any secret information of the voters. This is a severe threat to the fairness
of a voting system.

In this paper, we propose a new electronic voting scheme in which non-
transferable voting passes are issued to the legitimate voters. Only the voting pass
holder can vote. If the voters sell their voting passes, they suffer the disclosure of
their private keys. This deters the transaction of voting right.

Our system does not rely on special physical assumptions nor network
configuration because the security is supported by strong cryptographic algorithms.
A modified commitment scheme is employed so that the voters cannot deny making
a particular vote; the administrator cannot change the votes either, even if it can read
the contents of the ballot. Unlike the scheme proposed in [3], the voters in our
system are not required to submit a vote-opening key after the polling period.
However, they can check their voting record at a Trusted Third Party (TTP).

The organization of the rest of this paper is as follows. In section 2, we describe
the overall model of our system. Two innovative cryptographic protocols, the
anonymous authentication protocol as well as the anonymous commitment protocol
are introduced in section 3. While the entire electronic voting protocol is described
in section 4. Section 5 gives the security analysis of our system, followed by the
conclusion in section 6.

2. THE PROPOSED ELECTRONIC VOTING
SYSTEM

2.1 The Proposed Election Model

Our system is designed for realizing the digitalization of large-scale elections
conducted by a government. Arbitrary voting schemes are allowed. It is assumed
that the community is supported by a Public Key Infrastructure (PKI), where each
voter possesses a public-private key pair and one can generate a liable digital
signature with his own private key. The parties involved include the Voters, the
Registrar, Administrator, Collector and a trusted third party.

Voters. They refer to the group of people who have the right to vote in a
particular election.

Registrar. It is the server responsible for voter verification and anonymity
service provision.
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Administrator. It is the server responsible for conducting the polling process
and announcing the results.

Collector. It is the server responsible for collecting the ballots. It is the digital
analogy of the vote-collecting box.

Trust Third Party (TTP). This is an independent party who is responsible for
handling disputes. The court is an example.

All of the Registrar, Administrator and the Collector are servers reside in the
government or any parties that is responsible for holding the election. The Registrar
and the Administrator may not necessarily be two separated servers. There is also a
public counter, which is universally readable. The number shown represents the
number of ballots accepted and its initial value is set to zero.

There are three phases in the election. The Registration Phase, the Polling Phase
and also the Vote Opening Phase.

The Registration Phase. In this phase, the valid voters registrar for the election
and obtain an anonymous voting pass from the Registrar.

The Polling Phase. During this phase the voters vote with their anonymous
passes obtained in phase one. Each voter can only vote once. This phase can be
divided into two sub-phases. Namely the voter authentication phase and the poll-
casting phase. The polling phase can also be regarded as the polling period. The
polling phase and the registration phase can run simultaneously. After the
Administrator accepted a valid vote from the voter, the public counter will be
increased by one.

The Vote Opening Phase. This phase begins after the polling phase. The result is
computed and published.

In our system, the voters can vote in any locations with any devices that can be
connected to the network. However, they are required to vote in a voting station for
absolute uncoercibility.

3. TWO CRYPTOGRAPHIC PROTOCOLS

This section explains two cryptographic protocols specially designed for our voting
scheme. In section 3.1 we describe an authentication protocol which is innovated by
the E-Cash protocol [1]. In section 3.2 we describe a modified commitment
protocol.

3.1 Protocol One — The Anonymous Authentication
Protocol

The anonymous authentication protocol is designed for supporting the non-
transferable anonymous voting pass of our system. We have modified the check
withdrawal transaction protocol in [1] so that the following desirable properties can
be achieved.
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1. Alice can prove the knowledge of her secret key anonymously.

2. Anyone who passes the random challenge must possess the knowledge of
Alice’s secret key. This is to ensure that Alice cannot transfer the pass to other
parties or she risks the disclosure of her private key.

3. Unlike the original protocol in [1], the secret information is not released to the
Administrator during the registration phase.

We are going to describe how Alice obtains a non-transferable pass from Bob.
Let Alice’s private key be u and the corresponding public key be v, where # - v = 1

(mod ®(q)) and q is the published modulus [10]. We also define the operation 4(x)
as
h(x) = o (mod q)
where o isa published element in GF(g). ~(x) is a one way function. It is
computationally difficult to calculate x from A(x) [11].
The description of Protocol One is as follows:

1. Alice first generates k candidates (called 7;) in the following way. She generates
the random integers a,, b;, ¢; and #; for i = 1 to k. Then she computes:
x; = g(artu, by
yi=g(-a; ¢)
and T; = 1%, y) (mod n)
where (e, n) is the public key of Bob. f, g are some two-argument collision-free
functions. a;+ (-a;) = 0 (mod d(q)), where (v, g) is the public key of Alice.
2. Alice presents the £ T; to Bob.
3. Bob randomly splits the integers 1, ..., k into two ordered sets, S and S’, each
consists of k/2 elements. He then sends S to Alice.
4. Alice sends the values of 4(-a;) and r; for all i € S to Bob.
5. Bob generates a k/2-bit binary random challenge vector z = (2, z1, ..., Zi2) and
sends it to Alice. The i™ bit in z corresponds to the i* element in S.
6. Alice responds according to the following rule:
when z; = 0, Alice sends Bob a;+u, b; and y;;
when z; = 1, Alice sends Bob —a;, ¢; and x;.
where J is the i element in S.
7. Bob verifies accordingly:
when z; = 0, Bob checks if (h(a;+u)-h(-a))" = a (mod g). He then checks if
the corresponding 7; are valid;
when z; = 1, Bob checks if the A(-a;) presented by Alice previously can be
derived from -a;. He thén checks if the corresponding 7; are valid.
8. If T;is valid for all i € S, Bob signs on the other &4/2 unopened 7; with his
private key d and returns to Alice:
H T,.d (mod n)
ieS'

9. Alice removes the blinding factors and form:
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[ I/ 5" (modn)
ie§'
which is Bob’s signature on the pass

V= Hf(xi’yi)(mOdn)

ieS'

Notice that steps (4) to (7) are necessary in order to ensure that Alice’s private key,
u, is included in the pass V.
When Alice shows her pass to Bob, the following steps will be taken:

10. Alice presents the anonymous pass ‘¥ to Bob.
11. Bob checks if the signature on ‘¥ is valid.
12. Bob generates a k/2-bit binary random challenge vector z = (z, z, ..., zZi) and
sends it to Alice. The * bit in z corresponds to the i** element in S,
13. Alice responds according to the following rule:
when z; = 0, Alice sends Bob a;+u, b; and y;;
when z; = 1, Alice sends Bob —a;, ¢; and x;.
where j is the i* element in S,
14. Bob checks if ¥ can be derived from the partial openings. If so, authentication
will be granted.

Notice that Alice remains anonymous to Bob because both ¥ and the partial
openings do not contain plain information on Alice’s identity. Furthermore, one
must know the values of a;+u, -a;, b, and ¢; for all / in S’ in order to succeed in the
challenge on W. This means that the proving party is able to access Alice’s private
key u since

artu+(-a) = u (mod ()
foranyiin §’.

Therefore if Alice sells her pass to a third party, she is releasing her private key u
as well.

3.2 Protocol Two — Anonymous Commitment

In our system, the voter signs and commits on the vote anonymously. Neither the
voter can deny a committed vote nor the administrator can change an accepted vote.
This is achieved by the anonymous commitment protocol. The identity of a voter is
only revealed to the TTP when disputes occur.

We are going to illustrate how Alice commits on a message m using her private-
public key pair (#, v) anonymously.

Let H(x) be a multiplicative homomorphic one-way hash function as described in
[12], and we define the two-argument hash function H¢x, y) as H(xy). Due the
multiplicative homomorphic property,

H(x, y) = H(xy) = H(x)-H(y).
To commit on m, Alice submit the followings to Bob:
(m||H(m)||H(Sign,(m))||H(m, Sign.(m))
where Sign,(m) denotes Alice’s signature on m using her private key u. Bob accepts
the commitment if H(m)-H(Sign,(m)) = H(m, Sign,(m)). Notice that Alice remains



326 Information Security for Global Information Infrastructures

anonymous.
We give a brief security analysis of protocol two here.

1. Alice cannot deny the committed message m because Bob cannot generate
H(Sign,(m)).

2. Bob cannot change m because he cannot generate a valid H(Sign,(m’)) onm’.

3. Alice cannot cheat by submitting the followings

(m||H(m)||H(Sign,(m’))||H(m, Sign,(m’))

to Bob but claiming m is modified from m’ by Bob. This is because the TTP
will ask Alice to sign on m’, which she claims the original message is. It is easy
to find out that H(Sign,(m’))-H(m’) # H(m, Sign,(m’)).

Both Protocol One and Protocol Two will be employed in our voting protocol. This
will be introduced in the next section.

4. THE ELECTRONIC VOTING PROTOCOL

The main innovation in our protocol is the employment of a non-transferable
anonymous voting pass, which is motivated by the E-Cash scheme [1]. In addition,
the modified commitment scheme eliminates the submission of a vote-opening key
by the voters. In this section we describe the proposed E-Voting protocol phase by
phase.

4.1 The Registration Phase

Suppose Alice is a valid voter in the election. Before she polls, she needs to register
for the election and obtain an anonymous voting pass from the Registrar. The
Registrar holds a list of names of the valid voters. Step (1) to (9) of Protocol One is
run, with Bob being replaced by the Registrar. The resulting pass ¥ is the voting
pass.

4.1.1 The Polling Phase

Two successive sub-phases are involved in the polling phase. Namely the voter
authentication and vote-casting processes. The Administrator is responsible for the
execution of this phase.

4.1.2 Voter Authentication

The authentication process is done by step (10) to (14) in Protocol One. With Bob
being replaced by the Administrator. Authentication is granted upon the successful
verification on an unused V.
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4.1.3 Poll-Casting

The poll-casting phase is run immediately after the voter authentication phase.
Protocol Two is run, with Bob being replaced by the Administrator. Also, the
message m is replaced by the ballot 5. Alice submits the following encrypted token

Encrypto(B|H(B)||H(Sign.(B))||\H(B, Sign.(PB))
to the Administrator, where Sign,(B) denotes the signature of B with u, the private
key of Alice. The entire token is encrypted with ¢, the asymmetric encryption key of
the Collector. The Collector is the digital analogy of submitting the ballot into the
voting box.

After accepting the ballot from the valid voter, the public counter will be
increased by one. A reference number is also recorded and saved at the
Administrator.

The voter authentication sub-phases and the vote-casting sub-phase are two non-
separable processes. If interruption occurs, the first sub-phase should be run again.

This is necessary in order to ensure that the ballot is submitted by the valid pass
holder.

4.2 Vote-Opening Phase

After the polling period, the Collector sends the decryption key ¢’ to the
Administrator. The Administrator decrypts the tokens collected in the vote-casting
phase, it also verifies and counts the votes.

The final result is calculated. A result list, which is shown below is published.

Table 1. List of ballots published after the election
Received Ballots

L (BA|HBIH(Sign.(B)||H(By, Sign(By)
2 (BoAH(BI|H(Sign,»(B2))||H(B2, Sign.2(B2)
3 (Bsl|H(B)||H(Signs(B))| | H(Bs, Signus(Bs))

0 (BHBH(Sign B H B, Signa(By)

Given »n is the total number of ballots collected, the first column shows the
reference number of a particular ballot; and the second column lists the content of
the ballot in concern. Notice that n should equal to the final reading on the counter.
It is easy to check if the Administrator has varied any ballots. A particular voter can
also check if her vote has been counted correctly. This will be discussed in next
section.

5. SECURITY ANALYSIS

Our electronic voting protocol satisfies the basic security requirements listed in
some of the previous electronic-voting papers, such as those listed in [3] and [13]. In
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additional, our protocol is a receipt-free scheme, in which the voters cannot sell the
votes to the others using the receipt. Also, neither the voter can deny a committed
vote nor the administrator can change an accepted vote.

5.1 Basic Security Requirements

According to [3], the basic security requirements in an election system include
completeness, soundness, privacy, unreusability, eligibility, fairness and verifiability.
In this subsection, we analyze the security of our systems in terms of these
parameters.

Completeness. In [3], completeness is interpreted as “All valid votes are counted
correctly”’. Our system satisfies the completeness requirement because the
Administrator cannot change or drop an accepted vote. The final number shown on
the public counter indicates the number of ballots collected. Any drop of votes can
be detected by the incorrectness of the counter. Moreover, our system prevents the
Administrator from miscounting the votes because it is possible to determine if the
voting result is correct from the published table. Also, the voters are allowed to
check their voting record at a Trust Third Party (TTP) after the vote-opening phase.

When a voter wants to check her voting record, she presents ¥ together with the
request to the TTP. Upon receiving the request, the TTP verifies ¥ using step (9) to
(13) in protocol two, with Alice and Bob being replaced by the voter and the TTP
respectively. If the verification is successful, it asks the Administrator for the
reference number of the corresponding vote. This reference number will not be
signed by the TTP and it is passed to the voter. She can check against the published
list and see if her vote has been counted correctly. The voter remains anonymous.

As illustrated in Protocol Two, any change of vote by the Administrator can be
detected. Further actions will be taken if disputes occur.

Soundness. Soundness refers to the inability of a dishonest voter to disrupt the
voting. In our system, the voter cannot deny a committed vote, nor she can frame up
the Administrator for changing his vote. This has been explained in section 3.2 and
we do not repeat here.

Privacy. Privacy ensures a voter’s vote being kept secret such that no one other
than the voter knows her choice. Since the voting passes in our system are
anonymous, voter privacy is provided. The voter’s identity is only revealed to a
trusted third party when dispute occurs.

Unreusability. In our system, no one is able to vote twice. Any reuse of the
voting pass is disallowed. The Administrator makes sure that every pass is used only
once during the voter authentication phase.

Eligibility. In an eligibility-supported voting system, anyone who is not allowed
to vote cannot vote. In our system, the voting right of a voter is validated during the
registration phase. Therefore the voting pass is only issued to the eligible voters.
Multiple Registrars can be employed [14] in order to prevent a cheating Registrar
from issuing voting passes to ineligible voters.

Moreover, the voting passes in our system are non-transferable. No ineligible
voters can vote by buying a voting pass.

Fairness. In a fair voting system, nothing can affect the voting [3]. Our system is
a fair system. Firstly, the Administrator cannot change a committed ballot. Secondly,
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a voter cannot sell her vote using the receipt because our system is receipt-free.
Thirdly, the voting passes are non-transferable so that the unauthorized parties
cannot vote. Lastly, the final result is published and can be verified.

Verifiability. According to [3], the verifiability is interpreted as whether there are
any parties who can falsify the result of voting. In our system, the overall election
results as well as the ballots are published. In addition, the voters are allowed to
check their votes. Therefore our system supports the verifiability requirement.

5.2 Receipt-freeness

In some early electronic voting proposal such as [2], [3], [15] and [16], the voters
are able to show to a third party how the vote is cast. Such systems are not receipt-
free and they are against the fairness requirement of a voting system.

A definition of receipt-freeness has been given in [S]. According to this
definition, an electronic voting system is receipt-free if the voter V; can cast a vote
v; # v; and is accepted by the coercer, who wants to interfere the voting decision of
V; while v; is the favorite vote of the coercer. Our system is a receipt-free system
because the voter has no evidence to prove how her vote has been cast. Unlike the
scheme proposed in [3], the Administrator issues no signed document on how the
vote has been received. Also, the bulletin board lists only the received ballots
without the voter information. Therefore the voters cannot show how they vote in
the election.

Even if the voter checks her vote at the TTP after the election, no receipt will be
generated and she still cannot prove her vote to the coercer. Notice that the checker
must possess the corresponding private key resides in ‘¥ as explained in section 3.1.
Therefore only the voter in concern can check her voting record and she cannot
prove her vote to a third party directly.

5.3 Non-transferability of Voting Right

We believe that the voting right must not be transferable in an eligible voting
system. This requirement, however, is violated in a number of electronic voting
proposals such as [6], [7], [8] and [9].

We have proposed the non-transferable voting pass in our paper. The voting pass
contains the information of the private key of the holder. Our algorithm has been
carefully designed so that the pass issuer can ensure that the private key is included
in the pass, while no information about the private key is revealed. As illustrated in
section 3.1, one must knows the values of a;+u, -a;, b;, and ¢; for all / in S’ in order
to succeed in the challenge on the voting pass. This means that the proving party
must be able to access Alice’s private key u since

a;+tut(-ay) = u (mod ®n’))
foranyiin§’.

Therefore if Alice sells her pass to a third party, she is releasing her private key u
as well. This explains why the voting pass is non-transferable.
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6. CONCLUSION

In this paper, we have pointed out the requirement of non-transferability of voting
right. Two cryptographic protocols, the anonymous authentication protocol and the
anonymous commitment protocol, are presented. We have proposed a new electronic
voting system in which the voters vote with the non-transferable voting passes, such
voting passes are achieved by the anonymous authentication protocol. In addition,
our system is receipt-free and it satisfies the basic security requirements include
completeness, soundness, privacy, unreusability, eligibility, fairness and verifiability.
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