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PANEL ON INTRUSION DETECTION

TC Ting, Ming-Yuh Huang, D. Shayne Pitcock, Chris Clifton
and T.Y. Lin, Chair

Abstract We try, in this panel, to give an overview of intrusion detection, and then propose
some areas where work in database security and intrusion detection can and
should overlap.
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1. T. C. TING

What is Intrusion?

To detect an intrusion, we must know what intrusion is. Intrusion can be
defined as entry to disrupt or gain illicit access to a systems. It is one form of
“infowar.”

An intrusion can be caused by

1. External perpetrator

m Acting as seemingly authorized users.
» Engaging in passive and/or active wiretapping.
» Sending virus/worms, agents, and other malicious attacks.

2. Authorized users:

= Exceed the legitimate privileges. We need stronger access control
m Inference protected information. We need better statistical and se-
mantical inference detection and control.
3. ACCIDENTAL/INCCIDENTAL ENTRY INTO THE SYSTEM.

» Today’s Internet environment, these type of entries is very frequent.
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One way to guard against intrusions is to make authorization/authentication
an on-going process in a run-time environment. This can be supported in vari-
ous ways:

» By message. Public key infrastructure and digital signature are exam-
ples.

» Re-authentication. Conducted periodically or when in doubt.

= Intruder detection. Monitoring user and program behavior.

Why is intrusion detection important? After all, once an intrusion has hap-
pened, isn’t it too late? This attitude doesn’t take into account the real need for
damage control and damage recovery.

» Damage Control. It is important to have effective damage control. It is
difficult since an intrusion may have

Long detection latency
Some intrusion may introduce delayed actions

Many potential false detections are possible.

» Damage Recovery. It is important and difficult to recover damage since
it will be difficult to know what has been damaged. Two potential im-
provements are: (1)Better back up system and (2)Quick restart

It is important that we keep in mind what we will be doing when an intrusion
is detected; this shapes the requirements of an intrusion detection system.

At the final point of the discussion, I raised the issue that the weakest link
is the system’s administrators who have potential to damage the system but are
not legally liable.

2. SHAYNE PITCOCK

What should a complete intrusion detection system (IDS) entail?

2.1 MOTIVATION

Today’s network and operating system intrusion detection systems do not
adequately address the totality of threats to enterprise-wide computing infras-
tructures. Traditionally, IDS focused either on monitoring the network traffic
or operating system activities. Intrusion attempts that occur at the network
level may not be considered an attack at the system level and produce a false
positive alert. The opposite occurs at the operating system level: OS attacks
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may not be considered network intrusions and likewise produce a false posi-
tive. Realistically, correlation of multiple data points are required for the most
complete and accurate reporting of security alerts.

The success of correlating IDS alerts relies heavily upon knowledge of var-
ious data points. This could include data points such as “normal” traffic on
a particular network segment, type of data transferring to a particular system,
processes allowed on that system, company security policies or the vulnera-
bilities of the network/system under attack. Each presents a different focus
depending upon the monitoring approaches such as external perimeter systems
or specific internal business assets.

The proposed approach is for an IDS to capture enough data points for more
accurate intrusion alerts by incorporating the best tools from multiple suppli-
ers. Various early IDS implementors who took a network-first approach now
recommend a more balanced approach with both network and server based
intrusion detection capabilities. Although the technology is too immature to
provide comprehensive data correlation, the opportunity does exist to signifi-
cantly enhance the current enterprise-wide ID capabilities.

2.2 APPROACH

Working scopes. Establish a security solution that provides continuous, near
real-time, intrusion detection and response capabilities. The solution should
create an “early warning system” to provide a basis for appropriate responses
against computing infrastructure attacks. Indirectly, the system would also
provide a secondary metrics measurement for the integrity of the company’s
network and servers.

Architecture. The associated items of a system description (see Figure 15.1)
are: Electronic sensing, electronic triage, correlation triage, forensics analysis,
computing response, incident response, technical industry monitoring and im-
provement, and vulnerability management. Interrelated functional components
operate independently. Initial identification of computing attacks occurs with
the software agents that perform the electronic sensing. The “raw” alerts, such
as system configuration deviations, are transmitted to the management con-
soles that provide the electronic triage and multiple alerts collection. When
thresholds are exceeded, or the severity of alert is critical, the alarms become
“filtered” and are forwarded to the Network Management Center (NMC) for
more detailed correlation triage. The correlation triage begins to consider the
impact of security alerts with the possible network alerts reported to the NMC.
At this point, depending on the severity and requirement for more detailed re-
sponse or investigation, the data is forwarded as an incident alert. This is veri-
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fied by the forensics analysis team and acted upon by the computing response
team.
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Figure 15.1 Intrusion detection system.

An incident may require more expertise from particular subject matter ex-
perts, as well as a reply from the legal or public relations offices, creating a vir-
tual incident response team. Incidents may require additional expertise/expert
on particular subject matter areas or legal/public relations officers in a virtual
incident response team. A technical team, which is knowledgeable of IDS
industry advancements, also provides consultation for technical improvement
opportunities along the process. For comprehensive system coverage, vulner-
ability assessment and risk management must also be included to integrate se-
curity policy, company security direction, and system awareness. All compo-
nents contribute to better real-time security management on today’s distributed
computing infrastructures.

3. CHRIS CLIFTON

Where does database technology come into this?

First, as Shayne showed us in Figure 15.1, there is a lot of data associated
with an IDS. Storage and manipulation of this information is a database prob-
lem. Two database research areas are particularly affected:
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Active Database Quick, automated response is necessary. Although some re-
sponse may be based on “raw” alarms, more sophisticated responses
may be based on data from multiple sources. Active database technol-
ogy can provide an efficient, effective means for implementing such re-
sponse.

Real-time database Automated response is most needed where timely action
is required. Databases that do not support real-time requirements will be
relegated to supporting off-line analysis.

Solving problems in these areas will allow better support for steps 2 and 3 in
Figure 15.1.

Database technology can serve in other ways as well. One point often lost is
that intrusion # compromise of data. Databases provide additional security
features. The key is to

1. Authenticate database use separately from the operating system, and

2. Don’t give users more authorization than they need.

In practice, we fail on item 2. This is a research challenge: existing autho-
rization mechanisms are too difficult to administer. This conference presents
improvements (e.g., the session on role-based access control), but more work
is needed. We need to ensure that in the real world, we close the barn doors
leading to the data.

Even more advanced is to apply intrusion detection to the database itself.[1]
By detecting abnormal use of the database, we can potentially catch insiders
misusing the data as well as intruders.

Another area where the database community can help is with off-line analy-
sis of intrusion detection data. Data mining technology can help us build better
IDS filters, if we know how to apply it. As one example, we are using sequen-
tial association mining at MITRE to identify frequently recurring patterns of
alarms. The goal is to identify false alarms — enabling us to build better filters.
The key is that we don’t expect the data mining tools to identify false alarms.
Instead, we expect them to identify the best places to apply human expertise.
By manually analyzing the most common patterns, we can be assured that the
reward (in reduction of false alarms) will be highest for the patterns we can
identify as representing normal behavior. There are many other potential uses
of data mining to support intrusion detection, for an example see [2].
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4. T. Y. LIN

Data Mining Research for Intrusion Detection.

Data mining provides substantial capabilities to identify patterns in data.
This can have substantial applicability to intrusion detection. However, some
of the problems in intrusion detection (and some medical applications as well)
are somewhat more delicate. We need a clearer notion on what is a pattern?
Some intuition may be deceiving: Suppose we are given a sequence [3].

1,3,5,7

What is the next number? To get the answer, one would find a pattern, namely,
a formula that generates the sequence. ;From MATLAB, however, we find the
following “surprises:”

1. fg(n) predicts: 1,3,5,7,6.

fo(z) = —0.1250z* + 1.2500X3 — 4.3750X2 + 8.2500X — 4.0000.
2. fi5 predicts: 1,3,5,7,15

f15(z) =0.2500z* — 2.5000X3 + 8.7500X2 — 10.5000X + 5.0000.

Given a set of data, there is a complexity associated to it, called data com-
plexity. A pattern supported by this set has its own complexity, called pattern
complexity. If the pattern complexity is strictly smaller than data complexity,
we will say the pattern is a pattern. Taking this view, we can conclude that
those “surprises” are not patterns. In low frequency data, patterns can easily be
fitted erroneously. There has been work in applying data mining to intrusion
detection [2]; this is a good area for further work.

S. AUDIENCE

Joachim Biskup. What is “unauthorized access”?

»  Ming-Yuh. Defining access requires a policy, a trust model, and identity
(X.509).

m Shayne. There are multiple points of collection for these ~need to know
what information is needed.
Reind van de Riet. How many security people are there at Boeing?
»  Ming-Yuh. Can’t answer that question.

s Shayne. Security is recognized as important (I report to the CIO). Ev-
erybody is responsible for security.



Panel on Intrusion Detection 233

Corporste Hesdquarters
Commercial N'ph lle Headquarters

Commercial Mircraft, .
Wikicy Arcjot. B inonmetion’s Commanscations oy
SF‘:W mh&unmu.

u BCommerial Mrreh Pats

Lol Tl
y. ""\.-..ig'l“‘[&”"‘ lfw‘[ﬂ

(f : :; ---_Mf :m—.m :
! 1 i pan
\' : ‘.’ ;I ® Defense Systems. ;
i BCommercial Arcraft Parts
’Itmhrts ],’ A f Ild:
s;-:as};nqlnm T B
Aircrakt Mod#cation IL-""_' m’ . c’“"‘"
Launch Vehicles Ele PV
Miltery Aircraft |(',| +
oy

r'_'-.l B Alicraft & Ildi?u Parts

v&"‘“\r

Electronics

Space Systemns P - lm -17 Suppart
bt & Traning
“":? c-irm

Figure 15.2 Boeing campuses.

Ravi Sandhu. Do you use encryption at Boeing?

= Ming-Yuh. Encryption is used between campuses. (Note that this is a
big issue, see Figure 15.2.)

T.C. Ting. Who do we trust?

= Chris. Mechanisms exist to split trust (e.g., key escrow) — we don’t have
to put all our trust in any single entity.

= John Dobson. Social processes of trust are not well understood.
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