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Abstract 

There is an increasing need for compact biodefense devices that work au-
tonomously and consume minimal reagents. These requirements can be 
well met by microfluidic technologies. This review first describes the 
needs for biodefense, which include protection of civilian populations with 
detect-to-warn and detect-to-treat modalities, and the needs of the military. 
The different microfluidic technologies applied to each step of threat de-
tection are then discussed. The technology areas covered are microscale 
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sample preparation, immunomagnetic separations, immunoassays, toxin 
detection, proteomics, microarrays, and microelectrophoresis. For each 
technology area, the potential microfluidic solutions are introduced and 
current relevant examples are described. For each area, the potential appli-
cations to biodefense are detailed. The present state of fully integrated mi-
crofluidic devices is reviewed. Finally, perspectives for the future are dis-
cussed. 
 

10.1 Introduction 

The growing threat of bioterrorism attacks, combined with repeated out-
breaks of emerging infectious diseases, underlines the importance of infra-
structure improvement for the detection and diagnosis of biowarfare agents 
and emerging pathogens. The growing threats posed by terrorists and ro-
gue nations⎯as evidenced by Iraq’s acknowledgement following the first 
Gulf war that it had loaded biological weapons, and multiple biological 
“incidents” worldwide⎯has raised serious concerns about bioterrorism at-
tacks directed against the United States and other nations.  
 
Following the October 2001 anthrax attacks in the United States, biode-
fense has become an area of utmost national and international urgency [1-
2]. This incident sparked the testing of tens of thousands of samples for the 
presence of anthrax, straining the Laboratory Response Network (LRN) 
system. The New York City experience after the anthrax attacks is telling 
[3]. The increase in incoming samples went from one every several months 
to about 6,000 in two weeks, requiring a coordinate growth of analytical 
staff and laboratories by over twenty-fold. The operational expectation had 
been that any surge would primarily be composed of human clinical sam-
ples; instead most of the samples were environmental. A recent study of 
acute care facilities in Mississippi found that the diagnostic capacity of 
hospitals would be overwhelmed by a weapon of mass destruction (WMD) 
attack [4]; similar conclusions regarding the lack of diagnostic surge ca-
pacity in alternate locales were reached in other studies [5-6]. 
 
The destructive potential of genetically engineered bioagents is huge. 
Toxic genes can be hidden in innocuous organisms and expressed at high 
levels. Expression timing and genotypic specificity could be controlled to 
maximize impact and potentially limit spread to a defined racial pool. The 
purported accomplishments of the Soviet bioweapon program [7] accentu-
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ate how real the problem is: sophisticated state-sponsored bioweapons 
programs have already genetically engineered bacteria and viruses to in-
crease their devastating impact on human populations. “Capitalizing” on 
post-1972 advances in biotechnology such as genetic engineering, the So-
viet Union program researched and produced a range of weapons employ-
ing smallpox, anthrax, plague, and other dangerous pathogens [8]. Fortu-
nately, terrorists and rogue states have not yet fully incorporated biological 
weapons into their arsenals, to our knowledge [9]. The detection of bioen-
gineered organisms presents even greater challenges than detecting con-
ventional pathogens, and may require multi-tiered screening, including 
high resolution detection of target genes and DNA sequencing. 
 
Similar to the needs for biodefense of engineered organisms, naturally 
emerging infectious diseases present another major threat to human health, 
through the natural spread of these organisms, their rapid evolution to hu-
man hosts, and the potential for bioterrorism using these agents. The recent 
outbreaks of severe acute respiratory syndrome (SARS) and bovine spon-
giform encephalopathy (BSE), commonly known as mad-cow disease, 
have raised global concerns on the need for rapid identification of causa-
tive agents and infected individuals before the virus spreads beyond con-
trol. Hantavirus pulmonary syndrome and West Nile virus are examples of 
additional infectious diseases now emerging in the US. Rapid molecular 
diagnostic methods and monitoring platforms that can adaptively be con-
figured for newly emerging infectious diseases or newly engineered bio-
agents will be essential for combating these diseases and for biodefense 
applications. 
 
Past incidents and the dangers of future bioterrorism attacks highlight the 
critical need for improved field- and laboratory-based systems to detect, 
identify, and subtype bioagents [10-11]. As will be seen, the state-of-art of 
biodefense systems today is operational but rudimentary: all US mail is 
screened at sorting centers. There is a strong demand from the U.S. 
government for next-generation systems for civilian and military 
applications. Biodefense monitoring equipment has even more stringent 
requirements: the size of the current equipment, and the acquisition and 
operating costs place severe constraints on widespread implementation and 
deployment. New analytical systems are needed that are scalable, more au-
tomated, and capable of rapid deployment in response to surging needs or 
field operations. The equipment needs to be smaller, use less reagents, be 
simpler to use, more integrated, and automated—all attibutes of 
microfluidic systems, making microfluidics an ideal platform to fulfill 
biodefense needs. 
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This review summarizes approaches to detecting and characterizing bio-
logical threat agents for both civilian and military biodefense; describes 
biodefense programs in place and under development; and delineates some 
of the approaches where microfluidics is presently being applied to moni-
tor, detect, and characterize biothreat agents. Some of the primary needs 
are outlined, and the challenges to design and build fully integrated micro-
fluidic systems are described. The majority of the review surveys microflu-
idic technologies that might or could be used in future biodefense systems. 
Sections cover microscale sample preparation methods; immunomagnetic 
separations and immunoassays; proteomics; polymerase chain reaction 
(PCR), quantitative PCR (qPCR) and other nucleic acid amplification 
methods; DNA microarrays, microelectrophoresis, and finally integrated 
Lab-on-a-Chip systems. 

10.2 Biodefense Monitoring 

There are two basic biodefense detection approaches: detect-to-warn and 
detect-to-treat. Detect-to-warn systems aim to identify biothreats rapidly 
enough to provide sufficient warning to prevent exposure by the threat. 
Detect-to-treat systems aim to identify the causative agent for diagnostic 
purposes and thereby to direct healthcare workers to the most effective 
treatment as quickly as possible. For all systems, low false alarm rates 
(FAR) and affordable acquisition and operating costs are essential for 
widespread adoption. 

10.2.1 Civilian biodefense  

Civilian biodefense is based upon surveillance to detect biothreat agents, 
response networks to warn and direct the treatment of the affected popula-
tion [12], and the development of countermeasures [13]. Bioterrorism inci-
dents, releases of a bioagent in a form that can harm individuals or larger 
populations, can range from mailing of toxin or bacteria, to release of 
aerosols in high profile events, to attacks on the food supply. BioShield, a 
countermeasures program [14], is a 10-year, $5.6 billion U.S. program for 
the advanced development and purchase of medical countermeasures. Ac-
quisition programs have been announced to counter Bacillus anthracis (an-
thrax), Variola virus (smallpox), botulinum toxins, and radiologi-
cal/nuclear agents.  
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The primary programs that have been implemented for civilian biodefense 
detection include screening of all postal mail at sorting centers, the Bio-
Watch program, selected localized screening in subways and other undis-
closed locations, and the LRN. The currently deployed systems principally 
use full volume or meso-scale fluidics. Despite the need for more ad-
vanced detect-to-warn biodefense detection for the general public, these 
systems have largely remained undeveloped in large part due to the com-
plexity of integrating the complete process. 

 
The largest monitoring program is BioWatch [15-16], a joint effort by the 
Department of Homeland Security (DHS), the Centers for Disease Control 
and Prevention (CDC), and the Environmental Protection Agency (EPA). 
BioWatch is a ‘detect-to-treat’ program and monitors the air in at least 31 
cities (and as many as 120 cities) [17] for significant release of bioagents. 
DHS does not report cities monitored by the BioWatch program or the as-
says used. 
 
In 2004 and 2005, DHS funding for the Biowatch was $26.8 million for 
the EPA and $28.5 million for the CDC [18]. The EPA is responsible for 
continual air sampling by aerosol collectors that trap airborne particles 
onto filters. The filters are collected for analysis every 24 hours. The CDC 
is responsible for the analysis of the filters at state and local public health 
laboratories, and developing new protocols in coordination with both the 
Department of Energy (DOE) national laboratories and the EPA. The as-
says are generally acknowledged to be PCR amplified detection of specific 
targets using classified primer sequences. The list of target agents is simi-
larly classified but thought to include at least anthrax, smallpox, plague, 
and tularemia. The BioWatch program has now processed over 2 million 
samples without a false positive [19]—an impressive accomplishment. 
However, the daily sampling frequency and the amount of coverage of the 
Biowatch program still leaves the civilian populace vulnerable. 
 
DHS has been funding the Biological Autonomous Networked Detectors 
(BAND) program as a next-generation system to alleviate some of the de-
ficiencies of the BioWatch program. The original goals of the BAND pro-
gram were continuous air monitoring with sample analysis every three 
hours. The detection limits were 100 organisms or 10 ng of toxin per 
17,000 liters of air processed, with a very low FAR. The instrument was 
planned to have an acquisition cost of $25,000, an annual operating cost of 
$15,000, and run autonomously for 30 days. Additional requirements were 
for dimensions of 2 ft3 and the ability to detect up to 20 organisms and tox-
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ins. The BAND participants have almost uniformly taken a microfluidics 
approach. Their efforts are described in more technical detail in a later sec-
tion of this chapter. 
 
In addition to detecting bioagents in the primary environment, a major ef-
fort has gone into upgrading the response of the medical community to de-
tect unannounced attacks [20], since the expectation is that in many sce-
narios the first alert will be in the form of patients presenting at doctors’ 
offices or hospitals [21]. Biodefense systems are also required to monitor 
food and water sources [22-23], suspect powders, the exposure of first re-
sponders, and test for decontamination after treatment of personnel, 
equipment, and key environments.  

10.2.2 Military biodefense  

The U.S. military biodefense programs aim to detect and identify 
biological warfare agents that an enemy might use to degrade forces, 
contaminate bases, and spread confusion throughout command and control 
systems. Various defense programs are delivering technologies that are 
beginning to counter these vulnerabilities. For example, the Portal Shield 
program is designed for facilities protection; the Joint Biological Agent 
Identifiation and Diagnostic System (JBAIDS) is designed for both 
detection and diagnostics of environmental and clinical samples [24], and 
the Joint Biological Point Detection System (JBPDS) is designed for 
detect-to-warn capabilities in the field. 
 
Portal Shield is an array-able sensor system developed to provide early 
warning of biological attacks for high-value, fixed-site assets, such as air 
bases and port facilities. Portal Shield is designed to detect and identify 
threats simultaneously within 25 min. It is programable to survey 
continuously as well as perform random or directed sampling. Portal 
Shield was deployed in the Persian Gulf region in February 1998 during 
Operation Desert Thunder, and the current instrumentation is about two 
thirds the size of a typical office desk. It's fully modularized, self-
contained, and can detect eight different agents. As many as 18 sensor 
units may be arrayed in a given area and are able to communicate with 
each other, so there is no reliance on just one of them sounding an alarm. 
Using an array system, the false positive rate diminishes towards zero. 
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JBAIDS is the DoD’s first common platform for identification and 
diagnostic confirmation of biological agent exposure or infection. JBAIDS 
Block I is currently operational as a real-time PCR instrument with FDA 
approved assays. The current JBAIDS Block I system (and JBTDS sys-
tems) utilizes manual sample preparation (disrupting the cell or spore and 
extracting the nucleic acid or protein of interest) which results in: 1) com-
plex operator procedures that may result in human error, 2) increased op-
erational costs, and 3) support and logistical requirements that preclude 
remote operations. The intent of JBAIDS Block III, Next Generation 
Diagnostics (NGD), is to establish a new system incorporating the 
capabilities of Block I and Block II capabilities (Table 10.1) and adding 
immunoassay capabilities and the ability to identify up to 50 agents 
including toxins in 15 minutes using automated, miniaturized sample 
preparation integrated with analysis for nucleic acids and proteins, in a 
hand held or smaller format.  
 
JBPDS is planned to detect, identify, and warn against the presence of up 
to 24 biowarfare agents at discrete points within a given field environment. 
JBPDS is being designed with a sampler, trigger detection, and 
identification technologies that allow it to rapidly and automatically detect 
and identify biological threat agents. JBPDS was committed to initial 
limited production and procurement during FY2006, with planned full 
production in 2007. Future JBPDS improvements will reduce size, weight, 

Table 10.1 JBAIDS targeted agents [24]  
Agent or Disease Organism 
Block I  
Anthrax Bacillus anthracis
Brucellosis Brucellae
Ebola-Marburg Filoviridae
Plague Yersinia pestis
Q fever Coxiella burnetii
Salmonellosis Salmonellae
Smallpox Orthropox viruses
Tularemia Franciscella tularensis
Typhus fever Rickettsiaei
Block II  
Botulinum Clostridium botulinum
Ricin Ricinus communis
Staphylococcus enterotoxins  
(e.g., staphylococcal enterotoxin B) Staphylococcus aureus 
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power consumption, and reagent use while increasing the number of agents 
recognized, sensitivity, and system reliability.  
 
A number of the requirements of the above programs may be met through 
the implementation of microfluidics. For example, reduced consummable 
use, weight and size are directly tied to the drastic reduction of reaction 
volume employed in microfluidic systems and the use of miniaturized 
microfluidic components. Increasing the number of recognized agents can 
also be accomodated without high order reaction multiplexing by using 
multi-channel microfluidic devices with single-plex reactions carried out 
in parallel. In theory, with microfabricated microchips adding more 
channels is simple a ‘cut and paste’ exercise once the issues of connections 
and integation are solved. There are considerable issues in integrating all 
processing and analysis steps in a ‘hands-free’ device. However, 
microfluidics requires a ‘hands-free’ implementation once samples are 
loaded since typically there is nothing the user can do to intervene.  

10.3 Current Biodefense Detection and Identification 
Methods 

The detection of biothreat agents today can be segmented into laboratory 
detection and field detection methods, and by the type of sample matrix 
processed (reviewed in [11,25-28]). The detection must be sensitive, spe-
cific for the test organism(s), and may require substantial up-front sample 
preparation before the read-out assay can be performed. 
 
There are a number of commercial tests available today to detect biothreats 
using nucleic acid, immunological, and biochemical methods. The appro-
priate test may be determined by the level of information required (i.e., 
phenotypic or genotypic), timeframe, and the consequences. In general, 
nucleic acid tests are more sensitive, but require a higher order of skilled 
operators and more sophisticated equipment than immunological tests, and 
cannot detect toxins. 
 
Confounding the problem is the need to assess samples for the presence of 
many possible biothreat agents; the detection of genetically engineered or-
ganisms potentially designed to evade standard detection methods; and the 
vast numbers of people crossing international borders (600 million interna-
tional travelers per year [27]). 
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Sample matrix and sample preparation methods are key variables in biode-
fense detection. Targets may be contained in air, food, water, bodily fluids, 
powders, swabs, swipes, cloth, or filters, among many other possibilities. 
Significant reductions in sample volume are required and sample prepara-
tion methods must remove contaminants such as metal ions, heme, humic 
acids, and other compounds, which inhibit PCR or other assays. To enable 
input of samples into microfluidic systems, the target analyte needs to be 
highly concentrated without concentrating inhibitors. Sample preparation 
issues are further detailed in section 10.5. 

10.3.1 Laboratory detection 

Traditional identification of pathogens is often tedious and prolonged, in-
volving batteries of tests that often take days or even longer to confirm. 
Standard clinical laboratory identification of Bacillus anthracis serves as 
an example [12]. Bacillus anthracis testing by a LRN Level A laboratory 
begins with growth of the organism, a Gram stain, capsule observation and 
routine culturing on sheep blood agar. This is followed by observation of 
colony morphology, motility, sporulation, and hemolysis. The presumptive 
identification can take up to 96 hours with additional days for confirma-
tion. Confirmatory testing at Level B labs (State and Federal laboratories) 
consists of phage lysis and immuno-fluorescence assays of a cell wall and 
capsule. Level C laboratories determine antimicrobial susceptibility and 
apply more advanced technology including PCR, qPCR, and time-resolved 
fluorescence measurements. Finally, at Level D, labs (CDC), in-depth mo-
lecular characterization is performed using multiple-locus VNTR (vari-
able-number tandem repeat) analysis (MLVA), 16S rDNA ribotyping and 
other methods, including sequencing to provide subtyping information for 
identification [29]. Full characterization can include complete genomic se-
quencing to identify the exact strain variant for epidemiological and foren-
sic analysis. 
 
Similarly the Armed Forces Institute of Pathology uses DNA extraction, 
DNA quantification, qPCR of unique genetic targets, 16S rRNA gene se-
quencing, amplified fragment length polymorphism polymerase chain re-
action (AFLP-PCR), and repetitive element polymerase chain reaction 
DNA fingerprinting to characterize strains [30]. The results are compared 
to extensive databases that have been assembled [31-32]. 
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10.3.2 Field detection 

For more rapid detection in the field, current detection methods use immu-
noassays, PCR, and other molecular typing methods to provide informa-
tion on suspected biothreat samples. Direct fluorescence assay with mono-
clonal antibodies to cell wall and capsule components have also worked 
well for B. anthracis [33]. Real-time PCR or qPCR methods are frequently 
performed [29] and can yield rapid identification in the field, using the 
LightCycler (Roche), GeneXpert (Cepheid), JBAIDS (Idaho Technology) 
or other systems. DNA sequencing of 16S ribosomal sequences, plasmids, 
or variable regions can yield the highest resolution identification, but is 
relatively slow and has a low throughput compared to other methods; se-
quencing has not yet been adapted to field applications.  
 
One of the most advanced field detection concepts is qPCR packaged in 
portable devices. Researchers at Lawrence Livermore National Laborato-
ries (LLNL) demonstrated real-time detection of PCR products in a minia-
turized silicon reactor with thin film heaters and integrated fluorescence 
detection [34]. This work was extended at LLNL to a 10-channel advanced 
nucleic acid analyzer and a portable version was devised [35]. Cepheid de-
veloped commercial versions of this device with integrated (multi-
microliter) sample processing for qPCR analysis, now incorporated into 
the Northrop Grumman Biohazard Detection System (BDS), used by the 
Postal System for monitoring mail facilities. The BDS incorporates up-
stream air sampling with the GeneXpert (Cepheid), which prepares DNA 
from a fluidized aerosol sample and then performs qPCR. The system is 
fully integrated, automated, and reports data to a central point. 
 
The BioWatch program grew in part from the Biological Aerosol Sentry 
and Information System (BASIS) project developed at the LLNL and Los 
Alamos National Laboratory. BASIS used filters to collect aerosolized par-
ticulate samples at large events such as the Olympics. Filters were ana-
lyzed by PCR in separate laboratory facilities using largely manual proto-
cols [36]. LLNL also developed the Autonomous Pathogen Detection 
System (APDS) [37] as a stand-alone, autonomous aerosol detection de-
vice. APDS, a podium-sized system, monitors air for all three biological 
threat agent types (bacteria, viruses, and toxins) by continuously perform-
ing aerosol collection, sample preparation, and multiplexed biological 
tests. The APDS first employs fluorescent bead-based immunoassays to 
detect more than ten agents. If a positive signal is detected, a second tier 
confirmation using qPCR is enabled. APDS systems have been field tested 
at major transportation centers and at special events [32]. 
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A number of companies (e.g., Tetracore, Alexeter Technologies) have de-
veloped and market lateral flow immunoassays for field detection of a 
number of relevant biothreat agents. These are strips of porous materials to 
which sample is added to one end, and during migration to the other end, 
encounters a region containing antibodies specific to the target along with 
a chromophore. While most immunoassays are not particularly sensitive, 
they are the normally used field screening method and are also used in 
situations where large numbers of negative samples are anticipated.  

10.4 Microfluidic Challenges for Advanced Biodefense 
Detection and Identification Methods 

Rapid detection, identification, and subtyping analysis of pathogenic or-
ganisms and toxins are critical needs for biodefense and for the manage-
ment of emerging infectious diseases. Autonomous systems that can detect 
and provide initial identification of bioagents are required for field moni-
toring and to provide any reasonable degree of protection to civilians. La-
boratories require automated systems that can rapidly genotype microor-
ganisms from human samples, environmental samples, or food and 
differentiate at the strain level and better direct treatment. All of these 
newly developed systems must detect nucleic acids and/or toxins in vary-
ing amounts, formats, and in many different matrices. They will need to be 
completely automated or simple to use; incorporate advanced technologies 
including sample preparation starting from primary samples (aerosols, 
blood, etc.), molecular detection, automation, microfluidics, and bioinfor-
matics; reduce reagent consumption and space requirements; and provide 
cost and performance advantages compared to present systems. Analytical 
techniques such as PCR, VNTR, MLVA, AFLP, and single molecule de-
tection are well suited to analysis on microfluidic systems. In addition, the 
systems should be capable of accommodating new assays as they become 
available. 
 
The burgeoning field of microfluidics can offer remedies that fulfill many 
of these needs and is thus becoming an ever increasingly desired 
component of next-generation systems. Microfluidics can provide the fun-
damental platform technology that reduces the footprint, minimizes re-
agent consumption, and fully automates monitoring and analytical equip-
ment for operation in the field, monitoring of cities, and detection in the 
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clinic. However, microfluidics faces many challenges before it is ready for 
wide-spread deployment. 
 
The first challenge is interfacing microfluidics with the full scale samples 
input at the front end. ‘Real world’ samples may be measured in milliliter 
volumes while microfluidics typically manipulates nanoliter volumes: 
therefore the sample must be concentrated or many orders-of-magnitude of 
detection sensitivity will be sacrificed at the front end of the system. In ad-
dition, for biodefense and many other applications, a potentially dilute tar-
get must be detected from what can be very large volumes. The BAND 
program specification for civilian protection is 100 organisms in 17,000 li-
ters of air. To work in a microfluidic system, the ‘real world’ input sample 
must therefore be reduced in volume by orders-of-magnitude while still 
achieving the necessary signal-to-noise to maintain sensitivity. This means 
taking 100s of microliters of liquids or thousands of liters of air and con-
centrating the input sample into nanoliters before further microfluidic 
processing and reactions can take place. This can be achieved by chemi-
cally, biochemically, or physically concentrating the sample. 
 
Paramagnetic beads provide one elegant solution to both the ‘macro-to-
micro’ interface and specificity. The beads, typically about several 
microns, can specifically or non-specifically capture nucleic acids, cells, 
viruses, or toxins, from large volumes of solution and move samples from 
the full volume world of milliliters into a hundreds of nanoliters. When a 
capture chemistry such as immunomagnetic separations or hydridization is 
performed with the beads, they can extract the desired target from high 
backgrounds and clutter. Paramagnetic beads simplify sample handling in 
the microfluidic world by minimizing the positioning demands on the 
fluidic system since magnetics can be used to recapture beads at any 
location and potentially eliminate diffusional losses. 
 
Once the sample has been introduced into the submicroliter realm, the next 
challenge is integrating the workflow steps in a microfluidic device. As we 
will see, microfluidics has been applied to the individual processes and 
proof-of-concept publications on almost any conceivable individual step 
are a proof of the potential of microfluidic approaches. However, while 
numerous microfluidic components are well developed in academic or re-
search settings, a key challenge for microfluidics is to either (1) fully inte-
grate all processes to build complete ‘sample-to-answer’ microfluidic sys-
tems, or (2) seamlessly interface microfluidic components with each other 
and with ‘full scale’ components into a complete system. The later requires 
interfacing components (or modules)—such as upstream samples from 
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aerosol collectors, swabs, and blood—with sample preparation compo-
nents and downstream analytical devices, such as real-time PCR or mass 
spectroscopy. Ideally best of breed modules could be interfaced once mi-
crofluidic interfaces and connections are standardized. 
 
In any case, full process integration within a microfluidic system or mod-
ule must be accomplished. The integration requires the coupling of differ-
ent reactions, which may have multiple steps of sample purification, re-
agent addition, mixing, separation, and detection. Microvalves and 
micropumps are invaluable to isolate processes or reactions as individual 
steps and to move fluids to integrate different steps into a workflow. 
 
The fourth challenge is designing manufacturable biodefense microfluidic 
systems. The system should be lower in costs to build and operate, pref-
erably by an order-of-magnitue. The ‘valley of death’ from proof of con-
cept to product must be crossed and scalable manufacturing capabilities 
must be implemented with only low volumes as early adopters provide the 
initial orders. The commercial challenge of crossing the valley of death 
without prior governmental commitment is substantial. 
 
The focus of the remainder of this review is on the microfluidic technolo-
gies that can provide advanced rapid detection and identification of bio-
agents. We review microfluidic technologies that may be used with an em-
phasis on critical battlefield needs and civilian biodefense. In each section, 
the technology is briefly introduced, how microfluidics is being applied to 
advance the state of the art is reviewed, and how this is being applied to 
biodefense is described. In the final sections, fully integrated microfluidics 
systems are assessed and some of the devices under development for bio-
defense are presented. Other chapters in this book review the general state 
of microfluidics and many of the different formats having components that 
might be applicable to biodefense. 

10.5 Microscale Sample Preparation Methods 

Starting from the sample, microfluidics can be applied to lyse organisms, 
concentrate, pre-separate, and purify components for further processing. 
State-of-the-art rapid, automated, miniaturized, modular universal sample 
preparation systems are required to prepare nucleic acids and proteins from 
biological samples in order to detect and identify high priority bioagents. 
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This section describes some of the technologies that can be drawn upon to 
create a front-end that interacts with ‘real world, full volume’ samples. 

10.5.1 Spore disruption 

Analysis of intracellular nucleic acids or proteins requires that cells be dis-
rupted by physical (sonication, heating, or bead beating) or chemical 
means. The most challenging biothreat organisms to disrupt are the Gram 
positive bacterial spores, Bacillus anthracis and Clostridium botulinum. 
Sonication and bead beating are the most common ways to disrupt spores 
today.  
 
Microfluidic-based cell disruption using sonication has been reported. Bel-
grader and coworkers from LLNL reported in 1999 the development of a 
mini-sonication device that disrupted spores in 30 s; when coupled with a 
mini-chip PCR instrument, the complete analysis took 30 min [38]. This 
work was further extended at Cepheid where spores were lysed by a soni-
cation horn (in conjunction with glass beads) through a flexible interface 
using a pressurized microfluidics cartridge [39] then the sonicated lysate 
was PCR amplified after reagent addition in a disposable cartridge [40]. 
Marentis et al. developed a piezoelectric microfluidic mini-sonicator and 
determined that it could lyse eukaryotic cells and spores with an efficiency 
of 50% lysis of B. subtilis spores in 30 s [41].  
 
Laser induced disruption in a polydimethylsiloxane (PDMS) microchip has 
been reported for B. atrophaeus spores using a laser absorbing matrix at 
fluencies below 20 mJ/cm2 and without matrix above that level [42]. Small 
laser diodes and carboxyl-terminated magnetic beads have been shown to 
disrupt E. coli, Gram-positive vegetative bacteria, and hepatitis B virus 
mixed with human serum in a microchip with real time detection [43].  

10.5.2 Pre-separations 

Following lysis, the cellular material often requires separation into compo-
nent fractions. Beads, gels, and membranes can also be incorporated to 
perform pre-separations to remove inhibitors or concentrate samples. They 
can provide high mass transfer rates and be made from polymer, silica, or 
other substrates for microchip liquid chromatography and electrochroma-
tography applications. Agilent has developed a commercial polymer mi-
crofluidic chip for HPLC separation using ablation of polyimide to form 
channels [44]. A microfluidic technique which is increasingly applied is 
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the use of monoliths as a stationary phase (reviewed in [45-47]). The mo-
noliths can be made with a variety of surface chemistries, pore sizes, and 
functionalized coatings.  
 
Dielectrophoretic separations can also be performed on microdevices [48]; 
in this regard, the Nanogen digital array will be discussed in the Microar-
ray Section. Microchips have used dielectrophoretic separations to separate 
cells and nuclei with on-chip micropumps [49], and to separate erythro-
cytes [50]. Dielectrophoretic separations can be combined with microbeads 
to increase the local concentration for enhanced bead binding [51]; with 
microfluidic flow cytometry to sort cells [52]; with immunocapture to as-
say components [53]; and with ultrasonic standing waves [54]. In the fu-
ture, dielectrophoresis may be applied to separate cells from debris and 
environmental contaminants for biodefense purifications. 

10.5.3 Nucleic acid purifications  

Biodefense samples are derived from a wide variety of substrates and ma-
trices. The matrix may contain complex mixtures including inhibitory 
compounds (e.g., mold, hemes, indigo, humic and fulvic acids, chelating 
agents, DNases, RNAses, and proteases) that interfere with DNA amplifi-
cation, the gold standard for bioagent identification. The DoD Critical Re-
agents Program now provides standardized test kits composed of com-
monly encountered inhibitory compounds to aid biodefense development 
and testing. 
 
A number of approaches have been taken to purify nucleic acids before 
analysis at a full volume. Early work showed that dilution of the sample 
can relieve inhibition contained in soil extracts for PCR amplification reac-
tions [55]. However, dilution may not be an option if target concentrations 
are low. Low-melting-temperature agarose has been used to extract DNA 
from soil samples [56]. Solid phase extraction that adsorb analytes onto 
columns, beads, and surfaces and spun separation gels in column format 
are commonly used to purify DNA before analysis. Multistep purifications 
such as organic extracts combined with Sephadex columns have also been 
developed. While these methods are effective, they were best suited for re-
search laboratory environments due to their reliance on supplementary 
equipment, trained personnel, and time-consuming procedures [57]. Most 
are not amenable to a microfluidic format. 
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Microfluidics and microchips are now being applied to miniaturize DNA 
extractions and concentrate nucleic acids. The surfaces of capillaries [58], 
beads [59], and microchips have been used with chaotrophic agents to 
concentrate, and purify DNA in microsystems. Microchips with silicon pil-
lars [60-61], or plastic microchips with silicon dioxide coatings [62] can 
purify DNA using chaotrophic agents, ethanol wash, and elution in water. 
Cepheid reported nucleic acid extraction efficiencies of about 50% and 
concentrated samples about ten-fold for PCR [61]. Silicon microfluidic 
channels have been modified with amino silanes and DNA selectively 
eluted with alkaline rinses [63]. Immobilized beads in microchannels in-
creased the extraction efficiency from serum 88-fold compared with free 
beads [64]. An integrated microfluidic device was developed to pre-treat 
whole blood samples using a micro-filter, micro-mixer, micro-pillar array, 
micro-weir and porous matrix [65]. Sol gels in capillary chromatography 
have been reviewed [66], as have monoliths for preconcentration and sam-
ple extraction [67]. 
 
The Landers group reported silica bead purification of DNA with chaotro-
phic agents and sol gel immobilization [68] on microchips, and demon-
strated purification of B. anthracis DNA [69]. They have demonstrated a 
silica-based monolithic column in a fused-silica capillary [70] and on a 
glass microchip [71] with extraction of model DNA from complex samples 
with efficiencies of 70%. For whole blood and other mixtures they com-
bined a C18 reverse phase column, to remove proteins and other com-
pounds, with a monolithic column to create a dual phase sample prepara-
tion microchip [72-73]. 
 
The authors of this chapter have been developing a device, BeadStorm™, 
for automated magnetic bead purification technology on microfluidic 
handling on microchips (Fig. 10.1) at Microchip Biotechnologies Inc. The 
plastic sample processing cube, about 1 in³, with a 800 uL processing 
chamber is integrated with pneumatically actuated microvalves on a glass 
microchip to direct pressure-driven flows consisting of fluids, beads, and 
samples among reagent and reaction reservoirs. Microvalves replace both 
conventional valves and tubing between reservoirs providing a leak-free, 
self-contained fluid transport. The BeadStorm module manipulates input 
liquid and swabs of biological samples by bead purifying the samples, 
fully preparing them for downstream analysis such as PCR and 
immunoassays. Immunomagnetic separations have also been performed in 
this format. The BeadStorm device has been successfully used to automate 
DNA extraction from buccal swabs for STR amplification. Liquid blood 
samples have also been successfully prepared by the BeadStorm module 
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with automated preparation of DNA from liquid blood sample in less than 
5 minutes. 

Fig. 10.1 BeadStorm device (top panel) and plastic disposable ‘cube’ containing a 
glass chip with microvalves on the bottom to direct flows (bottom panel). 

10.6 Immunomagnetic Separations and Immunoassays  

Immunological techniques are widely used for rapid purification and de-
tection of cells, viruses, and proteins and are the most widely used diag-
nostic method in clinical medicine. The primary antibody is typically at-
tached to a solid surface such a microtiter plate or a bead. The secondary 
antibody is added to generate a ‘sandwich’ assay that can provide a highly 
specific and rapid readout. The antibodies can be polyclonal, with wide 
variation of specificity from batch-to-batch, or monoclonal, which can be 
produced repeatedly with identical avidity to the corresponding antigen. 
Sandwich assays are well developed for use in laboratories, clinics, and 
field applications, and are the most common type of assays for toxin test-
ing. There are many immunoassays that are being applied to biodefense 
and microfluidic immunoassays will be increasingly important in the fu-
ture. 
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10.6.1 Immunomagnetic separations 

Immunomagnetic separation (IMS) is a powerful technology that allows 
targets to be captured and concentrated in a single step using a mechani-
cally simplified format that employs paramagnetic beads and a magnetic 
field (reviewed in [74-76]). IMS is used to capture, concentrate, and then 
purify specific target antigens, proteins, toxins, nucleic acids, cells, and 
spores in a single step. IMS works by binding a specific affinity reagent, 
typically an antibody, to paramagnetic beads, which are only magnetic in 
the presence of an external magnetic field. The beads can be added to 
complex samples such as aerosols, liquids, bodily fluids, or food. After 
binding of the target to the affinity reagent (which itself is bound to the pa-
ramagnetic bead) the bead is captured by application of a magnetic field. 
Unbound or loosely bound material is removed by washing purifing the 
target from other, unwanted materials in the original sample. A similar ap-
proach can purify nucleic acids using a complementary nucleic acid strand 
attached to a bead. Because beads are small and bind high levels of target, 
when the beads are concentrated by magnetic force, they form bead beds 
measured in the hundreds of nanoliters (or as low as a single bead), thus 
concentrating the target at the same time it is purified. The purified and 
concentrated targets can be conveniently transported, denatured, lysed or 
analyzed on-bead, or eluted off-bead for further sample preparation and 
analysis. Immunomagnetic separations are commonly used as an upstream 
purification step before qPCR, electrochemiluminescence, and magnetic 
force discrimination.  
 
As mentioned, paramagnetic beads provide an excellent solution to the 
macroscale-to-microscale interface: beads are an almost ideal vehicle to 
purify samples at the macroscale from large volumes and concentrate the 
specific biomolecules or targets to the nanoscale for introduction into mi-
crofluidics devices. 
 
Immunomagnetic separations are used widely for the detection of microor-
ganisms in food and agriculture. Typically, immunomagnetic beads coated 
with the appropriate antibody are added to material that had been homoge-
nized in a stomacher. The pathogenic strain Escherichia coli O157:H7 can 
be detected directly in ground beef with greater sensitivity than traditional 
plate enumeration methods by using IMS before plating [77]. IMS has also 
been coupled with qPCR [78], fluorescence microscopy, and solid-phase 
laser scanning cytometry [79]. Key parameters affecting detection sensitiv-
ity were shown to include the amount of nanoparticles per assay, immuno-
reaction incubation time, concentration of the target organism, matrix 
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background, and interferents. Generally, interference by non-target micro-
organisms is less than 1% [80]. IMS can also be combined with PCR to ef-
fectively increase the specificity of the overall process by combining the 
specificity of antibody-antigen recognition and the sensitivity of PCR.�
Immuno-quantitative PCR for S. aureus enterotoxin B (SEB) detection 
was found to be 1,000 times more sensitive than enzyme linked immu-
nosorbent assays (ELISA), with little cross-reactivity [81]. 
 
Immunomagnetic separations have been adapted to microfluidic devices. 
In one application, electromagnetic gradients were generated using Cu mi-
cro-coil arrays embedded in a silicon substrate with magnetic pillars com-
posed of NiCoP alloy with an integrated sensing coil to produce tunable, 
localized magnetic forces that were able to trap up to 80% of applied parti-
cles [82]. A miniature, integrated microfluidic device to separate magnetic 
particles from laminar flows was developed by the Whitesides group and 
demonstrated to be effective in separating live E. coli on magnetic beads 
[83]. Clinical applications development includes capture of targeted T cells 
from blood in bead beds contained in microfluidic channels. These studies 
resulted in 20-37% T cell capture, but only allowed flow rates of 3 uL/min 
[84]. Rates of hundreds of microliters per minute are required for most ap-
plications that can be achieved by increasing flow rates or by upstream de-
ployment of IMS or other technologies that specifically capture and con-
centrate targets. 

10.6.2 Immunoassays 

In addition to performing IMS purifications, extensive work has been done 
on developing and integrating complete immunoassays in microfluidic de-
vices. Immunoassays include immunochromatographic lateral flow de-
vices, ELISA, IMS-electrochemiluminescence, time-resolved fluores-
cence, and magnetic force assays. In addition to widespread clinical 
applications, immunoassays are routinely used to detect biosecurity threats 
[85-87]. Future immunoassays will continue to exploit advances in anti-
body production and screening, miniaturization, integration, and multi-
plexing [88]. 

10.6.2.1 Lateral flow 

Lateral flow assays are very simple and compatible with portable applica-
tions. A drop of test solution in buffer is added to a pad containing anti-
bodies coupled to colloidal gold or other labels. The antibody and antigen, 



342   Jovanovich and Horn 

if present, bind and wick down the pad laterally and intercept detection 
lines that contain capture antibody-gold complexes. The gold aggregates 
due to the bivalency of the antibodies and produces a line that is visible by 
eye. Home pregnancy tests are probably the best-known lateral flow de-
vices. Lateral flow devices are simple to use, require little training or 
equipment, and have been devised to detect biothreat agents. Simple dip-
stick immunoassays for E. coli O157:H7 can detect 1 cell per g in ground 
beef, after outgrowth of the sample [89]. A comparison of lateral flow as-
says in a handheld device with ELISAs and PCR found the sensitivity of 
the lateral flow assays were approximately one-hundredth of ELISAs, 
which were in turn one-tenth the sensitivity of PCR assays [90].  
 
Lateral flow devices are being improved with microfluidic technologies. 
Monolithic beds have been combined with electrophoretic separations to 
produce a fast (<10 min), sensitive assay for saliva analysis [91]. An 
ELISA detected staphylococcal enterotoxin B (SEB) in a handheld assay 
for food at about 50 pg/g of matrix using lateral flow [92]. An integrated 
microfluidic device with sample preparation (filtration and mixing) has 
been described to detect botulinum neurotoxin directly from whole blood 
[93].  

10.6.2.2 ELISA 

ELISA is the most commonly used form of immunoassay. ELISAs use an 
antibody bound to a solid phase support, such as a microtiter plate, to cap-
ture analytes from liquids. After washing away unbound material, a secon-
dary antibody with a label or coupled to an enzyme (e.g., horseradish per-
oxidase) is used to produce a visual or fluorescent readout. ELISAs are 
relatively inexpensive, scalable to 96- and 384-well technologies, and can 
be sensitive and specific, depending on the antibody pairs. 
 
Early work with polyclonal antibodies demonstrated detection of the en-
terohemorrhagic E. coli O157:H7 in food at about 1 cell/g sensitivity [94]. 
Anti-S. aureus enterotoxin B (SEB) antibody has been immobilized on 
carboxylated polystyrene microparticles and a competitive assay between 
FITC-labeled SEB was developed to detect 0.125 ng/mL of SEB in drink-
ing water and 0.5 ng/mL in whole milk [95]. SEB has also been assayed by 
direct labeling of secondary antibody with detection limits of 100 pg/well 
[96-97]. 
 
Immunoassays are being adapted to microfluidic devices. Microfluidic 
molded silicone integrated devices have successfully detected botulinum 
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neurotoxin serotype A with results equivalent to full volume assays [98]. 
Microfluidic immunoassays in plastic devices offer the affordability of 
plastics, the availability of diverse microfabrication methods, and many 
well-developed polymer surface modifications [99]. A heterogeneous im-
munoassay with antigens immobilized on PDMS-coated glass microchips 
with electrokinetic-control for multiple analyte detection had detection 
limits for E. coli O157:H7 of 3 ug/mL in an automated prototype [100]. A 
poly(methyl methacrylate) (PMMA) microfluidic immunoassay device 
was modified with poly(ethyleneimine) (PEI), an amine-bearing polymer, 
to increase antibody binding ten-fold [101]; the authors believe this is due 
to the spacer effect as well as the addition of amine groups. Due to the 
smaller dimensions, the microchip reactions were ten-fold faster than 96 
well plates and had a dynamic range of 5 to 1000 ng/mL. An early study 
using glass capillary tubes as a solid support to assay E. coli O157:H7 em-
ployed a competitive-based immunoassay and achieved a detectable limit 
of 1 cfu per 10 g of ground beef [102]. Capillaries have also been em-
ployed to separate complex matrices and detect a model antigen at 10 pM 
with immunoaffinity chromatography using dual syringe pumps, a silica 
bead packed bed, and laser-induced fluorescence [103]. Beads have been 
used on microchips to separate binding steps from the secondary detection 
to reduce background [104] and to mix immunoassays on microchips 
[105].  
 
Microfluidic immunoassays are being adapted for biodefense needs. Liu 
and coworkers [106] developed multi-stage integrated microfluidics for 
immunoassays utilizing electrochemical detection. Micropumps and cir-
cuits were integrated to perform parallel immunoassays for model organ-
isms with enzyme-generated signal detected by active CMOS circuitry 
with resulting sensitivity in the fM range [106]. A Multi-Analyte Array 
Biosensor (MAAB) was developed at the Naval Research Laboratory 
(NRL) to detect multiple target agents in complex samples using a novel 
fluidics cube module to control the flow of solutions over six different 
immunoarray sensors in a small portable device with an evanescent wave 
detector [107]. The MAAB could rapidly detect three toxins: ricin, staphy-
lococcal enterotoxin B, and cholera toxin [108], and S. typhimurium [109]. 
Liquid array-based immunoassays with multiplexed detection have also 
been developed and tested for model organisms [110]. Yang and co-
workers at Nanogen exploited the unique characteristics of their address-
able arrays to develop a device that performed automated electric-field-
driven immunocapture and DNA hybridization [111]. 
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10.6.2.3 Electrochemiluminescence assays 

Immunomagnetic separations have been combined with electrochemilumi-
nescence (ECL) detection [85]. ECL-based assays contain ruthenium la-
bels, which emit light when electrochemically reduced. In ECL detection, 
tripropylamine can be oxided at the surface of an array of electrodes, and 
in turn it reduces the ruthenium, which then emits light. Background noise 
is reduced since the reaction activation is localized and controlled by the 
electrode. Several commercial systems are available, and over 50 immuno-
assays are available on one clinically aimed system. ECL has been further 
developed with microelectrodes manufactured using screen-printing of 
carbon inks onto microtiter plates. 
 
For biodefense, work in 1995 showed that the ECL detection of biotoxoids 
and 100 Bacillus anthracis spores in less than one hour [112]. An ECL as-
say was compared with fluorogenic chemiluminescence (FCL) for the de-
tection of biological threat agents [113]. SEB at a concentration of 1 
pg/mL has been detected in a range of matrices using ECL in a 30 min 
immunoassay and found to be significantly better than ELISA reactions 
[114]. Clostridium botulinum toxins A, B, E, and F were detected at about 
100 pg/mL in clinical samples and food using IMS ECL detection, about 
the same sensitivity as ELISA, but with much more rapid time to results 
[115]. ECL immunoassays have also been used to detect ricin at 0.1 ng/mL 
[116]. In the future, ECL detection may well be integrated with microflu-
idics to produce fully integrated and sensitive laboratory and portable de-
tection systems for biothreat agents.  

10.6.2.4 Time-resolved fluorescence 

Time resolved fluorescence uses lanthanide chelate labels that have very 
long fluorescent decay times and large Stokes shifts [85]. The secondary 
antibody can use a lanthanide such as Europium that fluoresces in an en-
hancer solution. The long decay time can lead to a very low background 
and sensitivity that are an order of magnitude better than traditional ELI-
SAs, but with greater variability [117]. Commercial full scale systems are 
in use to detect biothreat agents including Franciscella tularensis, Clos-
tridium botulinum toxin, and SEB with detection at a range of low pg/ml 
[118].  

10.6.2.5 Magnetic force assays 

Immunoassays have been integrated with magnetic detectors to produce 
microfluidic systems that are being applied to biodefense and other fields. 
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Using this approach, the strength of intermolecular interactions can be 
measured by the force required to disrupt a bond when the target is at-
tached to a magnetic bead [119-120]. The magnetic bead serves as the la-
bel which can be detected by microfabricated magnetoresistive transducers 
on microchips. Multiple analytes can be measured in less than 15 min in an 
array format with sensitivity close to ELISA [121]. Model spores and vi-
ruses can be detected at about 105 cfu/mL and 107 pfu/mL, respectively, 
while SEB was detected at 10 ng/mL. Multiple samples can be measured 
simultaneously and magnetic force is tolerant of different types of ana-
lytes. Multiplexed femtomolar detection of proteins from complex mix-
tures has been shown in a format that may be adapted for a handheld plat-
form for both nucleic acid hybridization assays and immunoassays [122]. 

10.7 Proteomic Approaches 

Proteomic approaches for biodefense rely on identification of proteins and 
peptides to evaluate and characterize potential biothreat agents. Primary 
proteomic approaches for biodefense include separation of proteins and 
peptides by mass spectrometry platforms [123], two-dimensional gel anal-
ysis [124], and protein arrays. Proteomic approaches are being used to 
build a cyberinfrastructure of NIAID-funded centers that are applying 
these tools for biodefense to develop vaccines and proteomic targets [125]. 
Data from mass spectrometry, yeast two-hybrid (Y2H), gene expression 
profiles, X-ray and NMR for Bacillus, Brucella, Cryptosporidium, Salmo-
nella, SARS, Toxoplasma, Vibrio and Yersinia, human tissue libraries, and 
mouse macrophages have been developed [126]. 
 
Microfluidics is being widely adapted to proteomic systems as upstream 
devices and nozzle systems for mass spectroscopy, as reviewed in [127-
128]. In essence, microfluidics is compatible with the low flow rates, small 
sample volumes, and microseparations that are required for mass spec-
trometry. Both microfabricated nozzles and HPLC devices are presently 
commercially available. The various developments are beyond the scope 
of this review, but are described in Chapter 3 of this book.  
 
For biodefense applications, protein profiling has been developed at San-
dia National Laboratory into an autonomous microfluidics system combin-
ing microfluidics sample preparation modules with microchip gel electro-
phoresis [129]. This system is fully automated, with a total 10 min sample 
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preparation and detection time. Sensitivity for B. subtilis spores was 16 
agent-containing particles per liter of air. 
 
Protein arrays [130] containing either antibodies to different epitopes or to 
different proteins arrayed on a solid surface, have been applied to charac-
terize and type biothreats. A protein chip for the ArrayTube platform was 
developed that uses a microtube-integrated protein chip that accomplishes 
detection using the classical sandwich assay and horseradish peroxidase 
colorimetric substrate. Immunoassays were developed for SEB, ricin, 
Venezuelan equine encephalitis virus, St. Louis encephalitis virus, West 
Nile virus, Yellow fever virus, Orthopox virus species, Franciscella tu-
larensis, Yersinia pestis, Brucella melitensis, Burkholderia mallei and Es-
cherichia coli O157:H7 [131]. Invitrogen has been developing its high-
density protein microarrays (ProtoArrays™) for detection of plague, 
smallpox, anthrax, and a number of hemorrhagic diseases, such as ebola 
and dengue fever. Phage display, where the probes on the array are se-
lected from billions of clones, is a potentially powerful application of pro-
tein arrays and may be adopted for biodefense [132], as are peptide arrays.  

10.8 Nucleic Acid Amplification and Detection Methods 

For nucleic acids following sample preparation, amplification technologies 
can be applied that greatly increase the signal. The best known and most 
used DNA amplification method is PCR [133]. PCR uses thermal cycling 
to exponentially amplify DNA using a thermally stable DNA polymerase. 
Each cycle of amplification doubles the amount of template, thereby expo-
nentially increasing the amount of target, and can amplify from as little as 
a single copy of DNA. The specificity of the amplification is determined 
by the pair of primers that initiate the amplification. PCR has become a 
standard clinical and research technique for nucleic acid testing (reviewed 
in [134-136]) and for biodefense [137]. Many different variations of the 
basic PCR reaction have been developed, including qPCR, nested PCR, 
multiplexed PCR, and single nucleotide polymorphism PCR. 
 
qPCR has revolutionized the detection of specific DNA sequences in the 
laboratory, clinic, and field (reviewed in [138-139]). qPCR quantifies the 
amount of original target sequence using a fluorescently-labeled probe that 
acts as a reporter and detection system. In one version, qPCR employs a 
fluorescently–labeled probe that contains a quencher that suppresses the 
fluorescent signal. During the replication process, the signal becomes un-
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quenched, emitting light. As the amplification progresses, the fluorescent 
signal increases. The presence and amount of target DNA in the sample 
can be determined from the cycle number when the signal increases over a 
threshold value, commonly called the cycle threshold (CT). Multiplexed 
reactions make it possible to detect multiple agents in each reaction vessel. 
The amount of DNA produced can also be measured non-specifically us-
ing DNA intercalating dyes and other (specific) probes such as molecular 
beacons. qPCR has specificity and sensitivity equivalent to PCR, while 
simultaneously amplifying, detecting, and quantifying the original DNA 
target in a single, contained reaction. 

10.8.1 PCR and qPCR detection of pathogens for biodefense 

PCR and qPCR are the most widely used methods to detect and identify 
biowarfare agents by identifying target DNA sequences in the laboratory 
and field [140]. Multiplexed PCR assays for virulence factors on two 
plasmids, pXO1 and pXO2, in B. anthracis were able to distinguish it from 
closely related strains [141]. Highly specific assays can identify B. an-
thracis using pXO1, pXO2, protective antigen (pagA), and capsular pro-
tein B (capB) [142] are commercially available for clinical samples [143-
144]. B. anthracis has been detected from soil samples at 10 spores per mL 
[145], in aerosols [146], and in food [147]. qPCR detection assays have 
been multiplexed to detect four biothreat agents, Y. pestis, F. tularensis, B. 
anthracis and B. mallei, simultaneously using molecular beacons comple-
mentary to conserved 16S rRNA targets [148], and with minor groove 
binding probes with a sensitivity of 1 fg of target with no cross reactivity 
[149]. Melting point curves combined with the multiplex amplification 
helped distinguish B. anthracis from Y. pestis and Leishmania [150], and 
between members of the B. cereus group [151]. 
 
The performance of three commonly used qPCR instruments was com-
pared and generally comparable limits of detection, sensitivity, and speci-
ficity were found [152]. The GeneXpert system (Cepheid) is a standard in-
strument for semi- automated sample preparation and qPCR (using the 
SmartCycler as the qPCR platform). Its performance has been evaluated 
and the incorporation of the nucleic acid purification component of the 
sample preparation has been credited with its 1,000-fold improved detec-
tion over the SmartCycler alone for B. anthracis Sterne spores due to re-
moval of inhibitors and concentration of the sample [153].  
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10.8.2 Miniaturized and Microfluidic PCR 

Miniaturized PCR has been an area of intense development with devices 
developed that use microchips and capillaries to perform thermal cycling 
in stationary formats and continuous flow regimes. The advantages of 
miniaturized PCR devices are more rapid assay times, low reagent con-
sumption, and potential integration with upstream sample preparation 
modules. Miniaturization of PCR, including discussion on the types of 
common designs, issues with surface chemistries that can inhibit PCR, 
coating procedures, and heating strategies has been reviewed [154-155].  
 
Miniaturized PCR was initially performed in glass capillary tubing. Capil-
laries are off-the-shelf items that are suitable for sub-microliter reactions. 
Wittver first demonstrated (in 1989) PCR amplification of DNA in sealed 
capillary tubes using a hot air cycler [156]. This basic design became the 
Rapid Cycler (Idaho Technologies), the forerunner to RAZOR, in use to-
day for biodefense applications. Sample volumes were reduced to 1-10 uL 
with cycling times of less than 15 min [157]. A medium-throughput auto-
mated capillary sample preparation system that processed 1,000 one uL 
samples per day was developed [158]; the Acapella-1K (U. Washington, 
Seattle) utilized a mechanical capillary handling system, air cycling, and a 
piezoelectric reagent dispenser [159]. Jovanovich and co-workers devel-
oped a 500 nL sample preparation system also using an air cycler with a 
384-channel capillary cassette (Fig. 10.2). This system used 150 um ID 
capillaries without a coating and standard PCR conditions (except for ele-
vated Mg+2 concentrations). DNA samples were forced onto the surface of 
the glass capillary using chaotrophic agents, the DNA-coated capillary was 
then evacuated, and 500 nL of PCR reagents re-filled the tube by capillary 
action. PCR reaction efficiencies were equivalent to full volume reactions. 
Capillaries have many applications in microfluidics but are currently more 
difficult to integrate with other functions than microchips. The integration 
requires robust microfluidic connectors. 

 
Fig. 10.2 Capillary cassette with 384 capillaries, each with a volume of 500 nL. 
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The first miniaturized PCR reactions in a microchip were performed in an 
etched silicon wafer by Northrup and coworkers, reported in 1993 [160]. 
Wilding et al. reported successful cycling in 5 and 10 uL silicon reactors 
cycled by an external Peltier device in 1994 [161]. PCR reactions have 
been performed in 87 nL in silicon devices [162], which was expanded on 
by Belgrader et al. by addition of capillary electrophoresis on microchip 
[163]. Belgrader and coworkers further reported PCR amplification in sev-
en minutes [164]. 
 
The first miniaturized thermal cycler with real time detection was from 
Northrup and colleagues at LLNL and used silicon based reaction cham-
bers with diode detectors and integrated heaters [165], this same group de-
vised a portable battery-powered unit [166]. Many other reports of qPCR 
devices have followed [167-169]. 
 
Some of the challenges of microfluidic qPCR are control of liquid posi-
tioning, bubble formation, sealing chambers using microfluidic valves, and 
surface interactions. Liquids and targets can be manipulated by precise po-
sitioning by micropumps, by capture onto a surface, or by exploiting beads 
and solid phase chemistries. Microvalves can restrict the liquid solutions to 
proper chambers. One group has simultaneously sealed the reaction cham-
ber with valves that serve as the macro-to-micro interface [170]. For 
poly(cyclic olefin) plastic fabrication, gel valves were used to confine am-
plicons before integrated on-chip gel electrophoresis [171]. Bubble forma-
tion has been found to be primarily due to surface wetting properties of the 
chamber [172]. Surface interactions can be minimized by improving the 
surface chemistry or by increasing channel dimensions to over 125 mi-
crons. 

10.8.3 Heating and cooling approaches 

A challenge for microfluidics is improving heating and cooling rates while 
maintaining good uniformity. One approach has been to microfabricate re-
sistive heaters and sensors directly onto microchips. This has been used to 
achieve 20o C/s heating and 10o C/s cooling rates to detect upper respira-
tory tract infection microorganisms in 15 min [173]. A second approach, 
pioneered by the Landers group, used infrared heating to rapidly heat wa-
ter in fluidic channels [174-175]; cycle times as low as 17s were achieved 
with successful PCR amplification and cycle sequencing. IR driven PCR 
was integrated on a microchip with upstream solid-phase extraction of 
DNA using silica beads in sol gel to isolate DNA from an anthrax spore-
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spiked nasal swab; amplified target DNA sequences were detected on-chip 
with a total processing time of 25 min [176].  
 
A third approach is flowthrough devices with fixed-temperature zones. 
Control of temperature and uniformity is simplified, and power consump-
tion is low since the zones stay at a constant temperature. An added advan-
tage is that cycling times can be reduced due to the elimination of tempera-
ture ramping. The challenge to this approach is to reduce surface 
interactions which can degrade PCR reaction performance. This can be ac-
complished using surface coatings, by controlling surface to volume ratios, 
or by using emulsions. Soper’s group has built flowthrough devices com-
bining flowthrough PCR in a polycarbonate chip and a PMMA chip using 
detection with a ligase assay [177]. Reverse transcription and PCR have 
been integrated in a flow through glass microchip with 55 um channels in-
tegrating different temperature zones; 30 cycles of PCR amplification were 
achieved in 6 min [178]. A ferrofluidic actuator has also been used to 
move a PCR sample plug rapidly between temperature zones [179]. A hy-
brid chip with silicon and PMMA has performed high speed PCR with 
three heated zones [180]. 
 
PCR amplification in small volumes has also been accomplished in mi-
croarray formats. The target DNA is spotted onto a glass slide that has co-
valently attached primers, enabling amplification of bacterial target DNA 
[181]. This approach has been applied to identify bacteria using amplifica-
tion of rDNA sequences [182]. The Solexa DNA sequencer uses a similar 
process to amplify clusters of PCR products from a single template mole-
cule on a surface.  

10.8.4 Miniaturized PCR and qPCR for biodefense  

One of the first miniaturized real-time PCR instruments was developed for 
biodefense applications. The Advanced Nucleic Acid Analyzer (ANAA), 
devised at LLNL, used an array of 10 silicon reaction chambers with thin-
film resistive heaters and solid-state optics to rapidly test samples for 
simulants of biothreat agents with detection limits of 100 to 1,000/mL 
[183-184]. A compact version of a qPCR instrument with a notebook 
computer, two reaction modules with integrated four-color fluorescence 
detection was developed and shown to detect Bacillus spores [166]. A 
handheld device, the Handheld Advanced Nucleic Acid Analyzer 
(HANAA), also developed at LLNL, used plastic reaction tubes with sili-
con and platinum-based thermal cycler units and two light emitting diodes 
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to detect bacteria including B. anthracis Ames [185]. The LLNL group, 
working with Sandia, went on to develop the APDS, which performs con-
tinuous monitoring with a multiplexed immunoassay trigger and confirma-
tory qPCR assays. This has been demonstrated for aerosolized B. an-
thracis, Yersinia pestis, Bacillus globigii, and botulinum toxin [186]. 
LLNL and Sandia also developed a “Biobriefcase” device with a smaller 
footprint that has multiplexed, autonomous detection with immunoassays, 
toxin assays, and qPCR. The Biobriefcase incorporated inhibitor removal 
and concentrated the sample by mixing aerosol-collected liquid with a 
chaotrophic agent prior to silica bead bed purification [187]. The LLNL 
group has also developed a 10-plex PCR amplification with hybridization 
to beads upstream of a flow cytometry readout; 1000 samples were proc-
essed in 8 hours [188]. The LightCycler (Idaho Technology) has been 
adapted into a “ruggedized” Advanced Pathogen Identification Device, 
RAPID, which has been used for field analysis of bioagents and pathogens 
[189]. Y. pestis was detected at about 20 genome equivalents in 75 min us-
ing this system. The latest innovation from LLNL is amplification in emul-
sion of single copy DNA in a lab-on-a-chip format; the system produces 
10 pL droplets that can perform qPCR with thresholds exceeded signifi-
cantly earlier than conventional instruments [190]. 
 
In addition to detecting DNA targets, biodefense needs require that RNA 
viruses be detected. Detection of two RNA-based viruses—Dengue virus 
and enterovirus 71 has been demonstrated with a PDMS microchip that in-
tegrates reverse transcriptase and PCR amplification [191]. Parallel reverse 
transcriptase-PCR assays have been performed in 450 pL and shown to de-
tect as little as 34 copies [192]. A fully integrated handheld device using 
isothermal nucleic acid sequence-based amplification (NASBA) [193], 
which specifically amplifies RNA from primers, was built and shown to 
have comparable results to laboratory instruments. 

10.8.5 Other Nucleic acid amplification methods 

In addition to PCR there are a number of other nucleic acid amplification 
technologies that are being adapted for biodefense: strand displacement 
amplification (SDA), loop-mediated isothermal amplification (LAMP), 
exponential amplification reaction (EXPAR), and rolling circle amplifica-
tion (RCA). SDA uses the primer-directed nicking activity of a restriction 
enzyme and the strand displacement activity of an exonuclease-deficient 
polymerase to amplify DNA [194]. SDA can achieve 108 to 1010 amplifica-
tion in about 15 min [195]. Fluorescence resonance energy transfer  
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(FRET) probes can be incorporated and real time instruments for the clini-
cal laboratory are in commercial use [196-197]. 
 
EXPAR is a DNA amplification reaction that produces short (8-22 nucleo-
tides) in a linear or exponential amplification in isothermal homogeneous 
assays [198]. EXPAR can be extremely rapid with amplification of greater 
than 106. Both real time [199] and end point formats have been developed. 
EXPAR has been applied to biodefense applications as part of the BAND 
project and in other projects as a quick, specific amplification technique.  
 
LAMP is an isothermal DNA amplification method that relies on auto-
cycling strand-displacement DNA synthesis. Four sets of primers are used 
with the thermostable Bacillus stearothermophilus (BST) DNA poly-
merase that has high strand displacement activity [200]. The reaction pro-
duces a white precipitate, magnesium pyrophosphate, which can be easily 
detected as an indicator of a positive amplification reaction [201]. The 
specificity and sensitivity are competitive with PCR, and in some cases 
more sensitive than nested PCR [202].  
 
RCA is an isothermal method that uses Phi29 DNA polymerase to amplify 
circular DNA [203]. Phi29 DNA polymerase is a single subunit with ex-
cellent processivity and can amplify >107 fold [204]. RCA is widely used 
for whole genome amplification, for scarce material, and can non-
specifically amplify trace amounts of DNA. RCA is routinely used at ge-
nome centers preparing template for sample preparation for DNA sequenc-
ing [205]. RCA has also been used for cell free cloning of genomic DNA 
that might be lethal to cells [206]. RCA is a powerful tool for forensic and 
biodefense applications. 

10.9 Microarrays 

DNA microarrays have many potential applications in biodefense. DNA 
microarray technology is a widely used powerful technique that uses large 
arrays of microspots of DNA on a solid support or beads to detect com-
plementary DNA or RNA products from a sample. (Protein arrays were 
briefly discussed in the Proteomics section). For RNA samples, amplifica-
tion of RNA is commonly done by first performing reverse transcriptase to 
create DNA from RNA, and then the resulting DNA can be amplified us-
ing standard DNA amplification methods such as PCR, or whole genome 
amplification, or by in vitro transcription followed by another cycle of re-
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verse transcriptase. Fluorescent labeling can be introduced into the sample 
at various steps in the process. Typically, tens of thousands of spots, each 
containing a unique sequence, are interrogated in a single experiment with 
fluorescent detection. The data can represent a fingerprint of the transcrip-
tional state of an organism (e.g. biothreat agent, or of the response of a 
human potentially infected with the agent), identify DNA sequences pre-
sent in an organism, or resequence organisms [207-208]. The strength of 
the microarray platform is the depth of characterization. The 10,000s of 
analytes measured on a single microarray slide can generate massive 
amounts of data. In the future, DNA microarrays may be displaced or chal-
lenged by digital gene expression methods using next-generation DNA se-
quencing to produce 100,000’s or more sequences from a sample or single 
mRNA detection and enumeration strategies (e.g., Nanostring). 
 
Microarrays have been combined with PCR amplification to identify and 
genetically discriminate B. anthracis from closely related bacterial species 
from the B. cereus group and determine if the strains harbor plasmids 
[209]. DNA microarrays can potentially detect multiple pathogens in a 
single sample. The FDA has developed a microarray, FDA-1, to screen for 
several food pathogens and virulence factors, including SEB [210]. SAIC 
developed its Phase I BAND project based upon a fully automated system 
that would collect air samples and then analyze them for pathogens using 
microarrays. After collection and filtration, reverse transcriptase and PCR 
amplification were used before hybridization to a DNA microarray in a 
cartridge for ten min. The data was then analyzed for fingerprints that indi-
cated the presence of threat agents. 

10.9.1 Microarrays and microfluidics 

Microarray sample preparation is a complicated, multistep process that is 
dependent on the variability of individual operators. Microfluidics, with its 
potential to automate and integrate processes, has been applied to simplify 
and standardize sample preparation (reviewed in [211]). This seminal work 
was performed by Anderson and colleagues at Affymetrix, where a minia-
turized integrated microdevice was developed to prepare samples by ac-
cessing 10 reagents and performing 60 automated operations before per-
forming hybridizations to a microarray. Anderson and coworkers elegantly 
demonstrated a plastic miniaturized sample preparation system for mi-
croarray sample preparation and analysis by hybridization, and showed the 
detection of mutations in the HIV genome from serum samples [212]. The 
advantages of microfluidics for microarray biodefense applications are in-
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tegration of sample preparation steps, potential reductions in reagent cost, 
ease of use, and decreased hybridization times. 
 
The Soper group has integrated microarrays with microfluidic technology 
in plastics. A microarray was fabricated in PMMA using UV exposure of 
the polymer surface, coupling of amine-terminated oligonucleotide probes 
to the surface, and washing the surface [213]. The hybridization and allele-
specific ligase detection reactions were performed in a polycarbonate flow-
through biochip. The system could screen for mutations in 20 min. 
 
Work by Liu and coworkers at Motorola and then Combimatrix has devel-
oped biochips that integrate sample preparation, PCR, and microarray de-
tection [214]. Electrochemical pumps were used with paraffin-based sin-
gle-use microvalves to regulate flow. Detection of pathogens from whole 
blood [214], identification of influenza virus [215], and gene expression 
from a cell line [216] were shown. 
 
A microelectronic array system was developed by Nanogen for microarray 
testing [217]. This system employs dielectrophoresis as a sample prepara-
tion method and the hybridization of nucleic acid to probes attached to 
electrodes is accelerated by application of an electrical potential. The elec-
trodes are covered with a hydrogel. Detection is performed with fluores-
cence probes [218]. 

10.10 Microelectrophoresis and Biodefense 

Electrophoresis is a powerful separation technology with many biodefense 
applications. The advent of capillary electrophoresis (CE) and the mul-
tichannel capillary array electrophoresis (CAE) propelled the applications 
of electrophoresis by increasing separation speeds, automating the analy-
sis, and improving data reliability. Most notably, CAE technology was par-
tially responsible for the early completion of the Human Genome Project 
and has become the separation method of choice for most nucleic acid ap-
plications. 
 
Several PCR-based methods for detailed laboratory characterization of mi-
croorganisms have been developed that rely on electrophoretic separation. 
In this section, we first review several of the separation based typing me-
thods for bacteria identification and discrimination, describe the applica-
tion of microfluidics on microchips to microelectrophoresis, and discuss 
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applications of DNA sequencing in a microfluidic platform to biodefense 
[219]. 
 
VNTR loci analysis [220] is a powerful laboratory tool for identifying bac-
teria, humans, and other organisms. Analogous to microsatellite genotyp-
ing, VNTR PCR amplification detects regions where genetic drift has cre-
ated variable numbers of tandem repeats inserted into the genome, 
plasmids, or other extra-chromosomal elements. VNTR has been used to 
identify Y. pestis [221], Mycobacterium tuberculosis [222], and numerous 
other organisms. 
 
MLVA [223] extend VNTR to assay multiple alleles and provide a finger-
print, analogous to forensics identification by microsatellite DNA analysis. 
Keim and co-workers have identified a set of eight VNTR regions that are 
diagnostic for B. anthracis and characterized 426 B. anthracis isolates into 
89 distinct genotypes [223]. MLVA was used to subtype the anthrax 
strains from the bioterrorist attack in 2001 within eight hours of receiving 
isolates [224]. MLVA has been applied to type closely related Bacillus 
strains but at times required additional information for confirmatory de-
termination of B. anthracis [225]. MLVA types of Bacillus anthracis 
could be further differentiated by single-nucleotide repeats [226]. 
 
AFLP is a PCR-based method that can fingerprint microbes [227], type or-
ganisms, and identify phyllogenetic relationships. AFLP is rapid—it em-
ploys a relatively simple multi-step workflow with standard reagents re-
gardless of the organism typed. AFLP has been applied to differentiate a 
wide variety of microorganisms at the subspecies level [228], including B. 
anthracis [229] and is widely used to classify plants, yeasts, and other or-
ganisms. The AFLP process begins with a two-enzyme restriction digest 
followed by ligation of fluorescently labeled restriction half-site adapters 
to reconstruct the restriction site at the end of the fragments and serve as 
PCR primers. Two or three degenerate nucleotides on the end of the 
adapter reduce the complexity of the amplified products during the high 
stringency PCR amplification. By selection of proper restriction enzyme 
pairs, fluorescently labeled fragments in the range of 100 to 1,000 bases 
can be produced, and then are separated and detected by capillary electro-
phoresis. The resultant pattern is a fingerprint of the test organisms’ ge-
nomic and extra-chromosomal restriction patterns. A post-labeling fluores-
cent method using dye-terminator chemistry can visualize both RFLP and 
AFLP products [230]. cDNA-AFLP can also be performed to visualize the 
gene expression pattern of an organism [231]. 
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Subtle strain-to-strain variations can be characterized by single nucleotide 
polymorphisms (SNPs). SNP typing of intragenic spacers in the 16S-23S 
region has been shown to differentiate closely related Bacillus strains in-
cluding B. cereus from B. anthracis [232]. The identification of the spe-
cific strain of a biothreat organism can help microbial forensics trace the 
origin and determine whether multiple incidents were caused by release of 
identical organisms and therefore share a common origin.  
 
To determine strain variations, the genomic sequence can be determined 
by DNA sequencing. Following the September 11th attacks, the CDC se-
quenced the 16S rRNA gene to definitely identify B. anthracis from cul-
ture-negative clinical specimens of patients with confirmed anthrax [233]. 
In other studies, 183 16S rRNA and 74 23S rRNA sequences for all spe-
cies in the B. cereus group showed disagreement with phenotyping cluster-
ing, but by utilizing rRNA together with gyrB sequences these workers 
could discriminate between groups [234]. Ruppitsch and coworkers 
showed for a wider variety of strains that sequencing of the 16S rRNA 
gene is not always sufficient, but that additional sequencing of intragenic 
sequences can increase resolution and thus differentiate bioagents [235]. 

10.10.1 Microelectrophoresis technologies 

CAE is based upon separation in a capillary, itself a type of microdevice. 
In this review, we use microelectrophoresis to connote separations on mi-
crochips. The interested reader is referred to reviews [236-238] for details 
of chip construction, coatings, operation, and equipment. Most commonly, 
glass microchips are employed but plastic devices have also been devel-
oped [239].  
 
Microchips have the potential to simultaneously separate hundreds of sam-
ples in minutes. Microchips typically consume only picoliters of samples 
and thus can be well matched to microscale sample preparation volumes. 
Fluorescently labeled amino acids [240], DNA restriction fragments [241-
243], PCR products, short oligonucleotides [244], and sequencing ladders 
[245] have been separated by microchip capillary electrophoresis [246]. 
The analyses are extremely rapid, from less than a minute for oligonucleo-
tides to less than 20 minutes for DNA sequencing [247]. We note that next 
generation microfluidic sequencing-by-synthesis [248], microfluidic py-
rosequencing [249], sequencing by ligation, and nanopores may, in the fu-
ture, have biodefense applications for detecting genetically modified or-
ganisms and digital gene expression. 
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 Interfacing upstream microfluidic sample preparation with microscale se-
parations is challenging. The classic Twin-T injector defines roughly a 100 
to 500 picoliter volume in a short sample plug (100 to 500 um) in the sepa-
ration channel with electrokinetic loading [250]. This is only a small frac-
tion of the sample, even if the prepared sample is only 100 nL: for biode-
fense applications this means losing orders of magnitude of potential 
sensitivity during the analysis step. This can be ameliorated with iso-
tachaphoresis, field amplified stacking, DNA binding, and other methods 
that locally increase the sample concentration. Isotachaphoresis concen-
trates samples between leading and trailing electrolytes and can increase 
detection limits by 50-fold or more for DNA [251-252], and stack up to a 
million-fold [253]. Field amplified sample stacking, routinely used in cap-
illary electrophoresis, has been adapted to microchip electrophoresis using 
pressure driven flows to move low osmotic strength samples into position 
for stacking on the column. Concentration effects range from 65-fold in-
crease in signals [254] to 180-fold for model compounds [255].  
 
Separations on microchips are most developed for DNA separations. In 
1998, 96 hemochromatosis samples were genotyped in less than 8 min by 
microelectrophoresis on a microchip [256]. Locus-specific, multiplex PCR 
products specific for deletions causing Duchene/Becker muscular dystro-
phy have been separated on a silicon-glass microchip, and T-cell receptor-
gamma genes and immunoglobulin heavy chain gene on glass microchips 
[257]. Fluorescently-labeled CTTv PCR samples and short tandem repeats 
have been analyzed on single-channel CE microchips [258]. The Mathies 
laboratory genotyped 384 hemochromatosis samples in less than 6 min, 
with detection by a four-color rotary confocal fluorescence scanner [259].  
 
DNA sequencing on microchips was first performed in 1995 in the 
Mathies’ lab [260]; fluorescently labeled DNA sequencing fragment lad-
ders were separated on glass microchips with a denaturing polyacrylamide 
sieving matrix and readlengths of about 200 bases obtained in 15 min. 
Mathies’ lab later reported readlengths of about 500 bases in about 30 min 
in single channel [261]. Jovanovich’s group reported the first multichannel 
DNA sequencing in an array of 16 microchannels with readlengths of 450 
bases in 15 min in an automated instrument [247]. High throughput DNA 
sequencing in 96 channels obtained readlengths of 430 high quality bases 
[262]. To achieve longer readlengths, microchips with 40 to 50 cm separa-
tion channels were constructed and readlengths of 600 to 800 bases re-
ported with plates containing up to 384 channels [263]. 
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Separations on plastic microchips have also been achieved. One of the first 
microelectrophoresis devices, in 1993, used a twin T injector on a PDMS 
substrate to separate proteins and DNA [289]. Plastic substrates offer the 
advantage of potential low cost fabrication once high production volumes 
are achieved, but have been plagued by higher background fluorescence 
signals than glass or quartz devices and require specialized surface coat-
ings [264]. While a detailed review is outside the scope of this article, in-
jection molded microelectrophoresis devices have achieved separation of 
DNA fragments [265-266] and DNA sequencing [267]. Hot embossed 
PMMA with IR detection was shown to sequence DNA out to 450 bases in 
linear polyacrylamide [268].  
 
For biodefense, the breakdown products of G-type and V-type nerve 
agents can be assayed by CE and microelectrophoresis [269]. Wang et al.
[270] combined microchip electrophoresis with derivatization and electro-
chemical detection of thiol-containing degradation of V-type nerve agents 
at micromolar concentrations in less than four min. A microChemLab 
portable device, developed at Sandia National Laboratory, with a fused sil-
ica microfluidic separation chip, a miniature LIF detector, and high voltage 
power supplies [271] can assay proteins and toxins at nanomolar concen-
trations [272].  

10.11 Integrated lab-on-a-chip systems and biodefense  

The achievement of working devices for both microfluidic based sample 
preparation and analysis has created the possibility for complete system in-
tegration to meet biodefense needs. For robust biodefense applications, 
sample preparation and analysis must be integrated either directly in a 
monolithic format or by microfluidic connections. As described above, for 
DNA microarrays sample preparation has been integrated with analysis, as 
first shown by Anderson, and brought to commercial product by Combi-
matrix. 
 
Today, one of the most advanced areas for complete system integration has 
been the integration of upstream sample preparation reaction steps with 
microelectrophoresis on microchips. Microchip and capillary-based analy-
sis systems have the advantages of high-resolution separations with ex-
tremely fast separation times, automation, and nanoliter-scale consumption 
of reagents. Integration of PCR reactions in microfabricated devices with 
microelectrophoresis was first demonstrated in 1996 in collaboration be-
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tween Northrup’s LLNL group and the Mathies laboratory; PCR amplifi-
cation was performed in a silicon device mounted on a glass separation 
device and complete analysis was achieved in 20 min for a cloned human 
gene and 45 min for a bacterial genomic target [273]. 
 
Early work exploited the small volumes in capillaries to prepare samples 
and analyze them by capillary electrophoresis. Swerdlow and colleagues 
developed an automated prototype with a sample loop in an air cycler cou-
pled to a separation capillary [274]. A fully integrated miniaturized inte-
grated microsystem using capillaries was shown to perform all steps in-
cluding PCR amplification in 125 nL and separations starting from buccal 
cells [275]. Integration of PCR reactions in capillaries with separations in 
capillaries has been shown to be effective for DNA typing from blood 
[276] and other materials for human and viral targets [277]. PCR reactions 
and DNA cycle sequencing in capillaries and capillary separations have 
been fully integrated to create a microvolume system with readlengths of 
257 bases in 4 hrs from human DNA [278].  
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Fig. 10.3 Integrated sample preparation, clean-up, and analysis for DNA sequenc-
ing on a microchip, from [283]. Bioprocessor components. (A) Photograph of the 
microdevice, showing one of two complete nucleic acid processing systems. 
(Scale bar, 5 mm.) B–F correspond to the following component microphoto-
graphs. (B) A 250-nl thermal cycling reactor with RTDs. (Scale bar, 1 mm.) (C) A 
5-nl displacement volume microvalve. (D) A 500-um-diameter via hole. (E) Cap-
ture chamber and cross injector. (F) A 65-um-wide tapered turn. (Scale bars, 300 
um.) All features are etched to a depth of 30 um. Copyright (2006) National Acad-
emy of Sciences, U.S.A. 
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PCR reaction chambers have now been monolithically integrated with mi-
croelectrophoresis to create fully integrated microsystems that perform 
PCR on the same device as the separation. Burns et al. integrated sample 
preparation, gel electrophoresis, and on-chip detection for low resolution 
separation of DNA fragments [279]. The Mathies lab showed PCR ampli-
fication and microelectrophoresis separation to determine sex of humans 
from DNA in 15 min [280]. A portable system with 200 nL PCR reactors, 
solid state lasers, pneumatically actuated on-chip micropumps, and micro-
electrophoresis was able to detect 2-3 E. coli or S. aureus cells in less than 
10 min including determining drug resistance [281]. The Mathies lab has 
extended their DNA sequencing on microchips upstream to include inte-
grated nanovolume sample preparation and purification. First, nanoscale 
PCR reactions were combined with capillary electrophoresis analysis 
[282]. Then, sample preparation, cleanup, and DNA separations were 
combined to integrate DNA sequencing, as shown in Fig. 10.3, [283]. A 
250 nL cycle sequencing reaction was performed on microchip, and then 
moved by micropumps onto an acrylamide gel capture matrix with an oli-
gonucleotide hybridization probe to capture the target DNA in a 60 nL 
capture chamber. The affinity capture removes template DNA, desalts, and 
pre-concentrates the sample for microchip electrophoresis for higher injec-
tion efficiencies. The sample is then electrophoresed into an injector and 
separated on microchip. Readlengths up to 556 bases were obtained from 1 
fmol of template. The key to the integration was pneumatically actuated 
microvalves and micropumps [288]. 
 
The Landers laboratory has completely integrated PCR, sample cleanup, 
and capillary electrophoresis on microchips, as shown in Fig. 10.4. A de-
vice with PCR reactions, IR mediated heating, pneumatically actuated on-
chip micropumps, and microelectrophoresis has achieved amplification 
and good separations in less than 12 min [284]. They have detected of B. 
anthracis from whole blood of asymptomatic mice and Bordetella pertus-
sis from nasal aspirate of a patient using on-chip nucleic acid purification 
with a 550 nL PCR reactor coupled to microelectrophoresis analysis with 
control by pneumatic microvalves [285].  
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Fig. 10.4 Fully integrated device for biodefense detection, from [285]. Images 
of the device. (a) (Scale bar, 10 mm.). Domains for DNA extraction, PCR amplifi-
cation, injection, and separation are connected by channels and vias. SPE reser-
voirs are labeled for sample inlet (SI), sidearm (SA), and extraction waste (EW). 
Injection reservoirs are labeled for PCR reservoir (PR), marker reservoir (MR), 
and sample waste (SW). Electrophoresis reservoirs are labeled for buffer reservoir 
(BR) and buffer waste (BW). The flow control region is outlined by a dashed box. 
(b) Schematic of flow control region. Valves are shown as open rectangles. (c) 
Device loaded into the manifold. (d) Intersection between SI and SA inlet chan-
nels, with the EW channel tapering to increase flow resistance. (Scale bar, 1 mm.) 
(e) Image of PCR chamber with exit channel tapering before intersecting with the 
MR inlet channel. (Scale bar, 1 mm.) (f) Image of cross-tee intersection. (Scale 
bar,1 mm.). Copyright (2006) National Academy of Sciences, U.S.A.
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10.11.1 Full microfluidic integration for biodefense 

Fully integrated ‘industrial strength’ microfluidics is being applied to Ho-
meland Security and biodefense in the BAND program by several groups 
including Microfluidic Systems Inc, IQuum, and US Genomics. IQuum 
(www.iquum.com) is developing a Liat™ “detect-to-treat” system. The 
system has a disposable cassette containing reagents and equipment that 
contains air sampling, sample preparation, and real time detection using 
PCR in a “lab-in-a-tube” [286]. The sample moves through segmented 
tube sections containing the reagents using peristaltic pumps and moves 
back and forth between temperature zones to amplify the DNA. 
 
US Genomics (www.usgenomics.com) has taken a very different ap-
proach. Single stranded DNA is prepared from aerosol samples and a set of 
fluorescently labeled probes added. The probes bind to their homologous 
targets, if present. The labeled DNA is then moved through a narrow 
channel one molecule at a time where it is interrogated by laser-induced 
fluorescence. The resulting pattern of binding sites is a fingerprint that can 
identify known and unknown agents from a database [287]. One advantage 
of the approach is the analysis of individual molecules is done without ap-
riori knowledge of the sequence. This potentially enables detection of ge-
netically engineered or previously unknown pathogens. In the future, next 
generation DNA sequencers, mass spectroscopy, and DNA microarrays 
will provide additional solutions to begin to address genetically engineered 
organisms. 

10.12 Summary and Perspectives  

Microfluidics will become an increasing important element of the future 
biodefense portfolio. As shown in this and other chapters in this volume, 
microfluidic components are available in many different shapes and for-
mats: proof-of-concept of just about any imaginable type of sample extrac-
tion, lysis, pre-separations, sample preparation, assay, separation, and de-
tection component has been demonstrated in research settings, at 
universities, research facilities, national laboratories, and in industry. The 
missing component is the integration of the many parts into complete 
working systems that are robust, manufacturable, and maintainable. 
 
Complete integration of complex workflows has proved elusive in full vo-
lume devices and in microfluidics. To fully integrate a microfluidic system 
for biodefense requires taking a sample of several hundred microliters or 
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larger and processing it completely to yield an answer. The chemical and 
biochemical workflow usually has many steps that all have to be devel-
oped, tested, and integrated. In addition, of course, surface chemistries, 
temperature, and other variables must be controlled.  
 
The work described in this review has shown the promise for microfluidics 
for many types of genomic and proteomic devices. Fully microfluidic inte-
grated devices that can input samples and perform sample preparation and 
analysis are just beginning to appear, as are field portable microfluidic ge-
netic analyzers. While there are some examples of success at the research 
and prototype levels, there are only a few fully integrated solutions and 
fewer commercial successes.  
 
Two main microfluidic elements are needed for full integration. The first 
element is an appropriate level of control of the microfluidic volumes. This 
typically requires microfluidic valves, a pumping mechanism, and routers 
to move, mix, and split, and aliquot liquids. Single use valves enable many 
applications in a disposable cartridge, while programmable valves that en-
able multiple uses are required for environmental monitoring and reusable 
applictions. Pneumatically driven programmable microvalves are only now 
becoming more mature and are in use in academia and industry to control 
fluid flows and mixing. These microvalves [288] have proved invaluable 
in the integration by the Mathies and Landers groups, and in industry to in-
tegrate processes onto monolithic microdevices. 
 
The second enabling element will be to connect different microfluidic de-
vices together using standard connections. In microelectronics, USB, 
Firewire, and other standard connectors allow devices to interconnect by 
defining the interface and the protocols. Microfluidics now needs to estab-
lish standards for connections that will enable ‘best in class’ microfluidic 
devices to work together in a ‘plug and play’ manner. A symposium of in-
dustry and academia with government representation, including DoD, 
DHS, and NIST, to discuss achievable initial standards would be invalu-
able and may serve to begin the path towards interconnectivity for micro-
fluidics for biodefense and other applications. In this regard, the physical 
dimension of spacing for connectors needs to be standardized, and stan-
dard protocols for transfer of materials developed. 
 
The future for microfluidics will be bright as individual steps are opti-
mized and integrated. Future microfluidic systems will connect directly to 
‘real world’ samples and fully integrate upstream sample concentration 
and analysis in a single autonomous device. The full integration of micro-
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fluidic processes will enable man-portable and then hand-held biodefense 
devices. Eventually, if biothreats become pervasive, microfluidic home 
and business security devices akin to smoke detectors may provide the 
massive sampling capability needed to detect to warn the public. The pub-
lic and the biodefense community await the transformation that complete 
microfluidic integration of biodefense detection can bring to increase the 
biosecurity of the world. 
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