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Abstract. There a.re m a n y  cryptographic prot,ocols t he  security of which 
depends 011 t,he ciifficuIt.y of solving the discrete Iogarit.hrri prohlcrrl ( [8], 
[g]. [14]. etc:.). In [lo] aitd [ l X ]  it, was described how to apply the number 
field sirvc algorit.hm t,o t,he discrete logarithm problem in prime fields. 
This  wsult,ed i n  t , l i c  a.spnipt.otically fa.st,eat, known discret,e log algoritlun 
for finite fields of 11 eleruents. Very lit,tle is known about, the  behaviour of 
t#liis a1gorit.liin in  practice. In this report we write about our pra.ctical ex- 
prricnce wit,h our  impleruent,a.t,ioii of t,lieir algorithm whose first version 
was coinplet,ed i i t  Oct,ober 19‘3.1 at. t.he Uepart,niriit, of Comput,er Science 
at, t,lie Uiiiversit.at cles Saarlandes. 

1 Introduction 

The iiiiport,aiicr of the Discrete Logarit,liiii Problem lias its roots in i ts  crypto- 
graphic significance. h h i y  protocols in cryptography, for example t,he Digital 
Sigiiaturr St,aiitlartl [1J]. are secure if the iiiiderlyiiig Discrete Loga.rithin Prob- 
leiii is difficult, t,o solve. 
A lot of a.lgorit,liiiis have alrea.dy been created to find a solut,ion to  it aiid there- 
fore to b r i ~ ~ k  one crypt,osyst.eiii associat.ed with it. 

Therc is ail early iiietliod which proves to be yuit>e successful for groups of 
smooth orders. i.e. wliicli 1ia.v~ 110 large priiiie factor. It wa.s published by Pohlig 
aiid Hellmnii [IT] a i d  independently by Silver. It caii be improved by an idea of 
Sha.iilts [ 191. We ac.tually use t,he very pra.ct,ica.l improvement of Pollard [lG]. 
T h e  first of t.he class of index calculus algorithms to which the algorithm we 
discuss beloiigs l o  wa.s published by Iiraitchik and  Cuiiiiiiigliaiii and  later redis- 
covered a.iid ana.lyzed by .4dleiiian, Merlde and  Poirieraiice [5 ] .  It  lias a running 
tiiiir of L,,[+, h ]  for soiiie > 0. Wit,h L,,[D, (i] we iiieaa t,he coiiiiiioiily used 
expression 

L,“/. 61 = exp(6(logp)” . (loglogp)’-v). 

There arc variat,ioiis of t,his indcs  calculus algoritmhin, discovered by Coppersmith, 
~ d l y z l < o  and ~cliroeppcl [-I] mitIi coiijcctured ruiiiiiiig time L,  [i, 61. 
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The first, algorit(1im with expect,ed ruiiiiing time L,[4, 331 was detected by 
Dan Gordon [lo] in 1992. This was improved by Oliver Schirokaiier [16] in 1993 
acliieviiig a.n esptct,ecl ruiiiiiiig time of L, , [+ ,  (?)+I.  

It, is based on t,he Number Field Sieve, a method which has already been 
used to factor integers ([1],[2]). 

If this a.lgorit1im proves to be valua.ble in practice, the security parameters 
of much iinpleinent,ed cryptosystems have to be thought over. In this report 
we write about, our pract.ica1 esperieiice with our first inipleiiientation of their 
algorit,lnii whose first version was c.oiiipleted in October 1994 at the Department 
of Coiiiputer Science a.t, tlie Universitat des Saarlandes. 

For our iiiiplemeiitatioii we used the met,liods described in [lo] and [16]. After 
a short, descript,ion of their algorithm we show how t,he general problem can be 
treated conveniently. Furthermore we consider the running time in practice, and 
give some impressive results concerning tlie comparison with our implementation 
of t,hc a.lgorit1ini of Polilig a.nd Hellinan, which has an  expect,ed running time of 
L,( 1. ). C,lea.rly, a.s t,lie algorithm of Pohlig a.nd Hel1ma.n is not an index calculus 
nietliod. there is need for a coniparisoii wit,h an iiiipleiiieiita.t,ioii of tlie methods 
of Coppersmith. Odlyzko and Scliroeppel [4. 

2 The Discrete Logarithm Problem in IF, 

IVe COii5ider I F l ) ( . ) ,  the cyclic multiplicative group of the prime fields of 11 ele- 
iiieiitb, p prime. which has order p - 1. 
Let u .  b E IF,. 
If there esistb .c E IN0 such that 

WTC defiiie the least siicli s E IN0 a5 the dzscretr logarzthm of b to tlie base u. 

3 The General Number Field Sieve (GNFS) 

IYi th  I / . ,  b E IF,, we det,eriiiirie tlie discrete logarit,liiii x of b to t,he base a modulo 
q IN wliere q is a prime divisor of p - 1. Then we combine the results for every 
q dividing p - 1 via. the Chinese renminder algorithm. In order to determine tlie 
discret.e 1oga.ritliiii z modulo q ,  we use the GNFS to construct, q-th powers in 

If we are able t,o fiiid iiitegers s ,  t with the propert,y 
IF,]. 

d . bt z ,tiilJ mod p 

for some w E IF,,, and a rat,ioiial integer q coprime to t ,  tlieii we have computed 
.I' 1-not1 q .  If tjliis is t,lie ca.se, writing b z us mod p leads t o  

.u G -st- ' iiiod q. 
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So tlie t,a.sk is t<o coiist,ruct a q-  t h  power in IF,, writ,t,eii a.s a nont,rivial product 
of powers of (7, aiid b .  
First, c,lioosr an  irreduciblc polynoiiiial 

f ( X )  = S" +<l,,t-,<Y'z-l + . . . + a,x + no,  

a n  integer 117 aiid a ratioiial factorbase F B I .  
We deiiot,e by A' tmhe field Q[a]. We will work in the ring of integers OK c I<, Q 

a. zero of f in C. 
We choose an a1gebra.ic fact,or Imse F& coiisistiiig of first degree priiiie ideals 
wit,h iioriii less t,liau soiiie hound. 
For a set M of ii~t~egcrs a.iid an iiiteger 1 we say t1ia.t 1 is ill-smooth, if all the 
priine divisors of I lie in M .  We ca.11 1 to he nz-smooth for an integer m, 1 is 

Aft.er t,hr choice of t,lie polynoiiiial f aiicl t,he fact,or ba.ses F B I  aiid FB2. the 
{ 1. . . . , 1?l}-slnoot~ll. 

following coiitlitmioiis on f iiiust, he sa t,isficd: 

f (  1 7 1 )  5 0 1l lOd 1,. 
v t i  = I )  . b wliere h is a Ft i ,  siiioot,li integer, 
p does iiot, ramify in Or<, 
t,lie coiist,aiit, term of ,f is a FL+siiiooth iiit,eger. 
p does iiot, divitlr t,he discriiiiiiia.iit. of f, 
q does iiot, ramify in UJc for each divisor q of p - 1 we want, t,o apply the 
algorit,liiii t,o. 

Because of tlie first coiiditioii the map  

is a ring lioiiioiiiorpliisiii. 

The a.lgorit.liiii det,criiiiiies a 11011 ciiipt,y set, S of pa.irs ( c ,  d )  with the following 
propert>y: 

- n,((. + dm)' i\ oiily divisible by CI aiid b aiitl 

- n , ( c  + r l n  1 ' ~  d 1s a q - t l i  power in Z[CI]. 

Tliercfoi c .  t l i ~  folloniiig coiigiueiit e lioltls. 

It is clear iiiiiiirdiately that n , ( c  + d n i ) ' . , d  is a q-th power in IF,. 
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4 The Sieving Stage 

In  t,lie sieving staage we collect pairs ( c ,  (1) of iiit,egers for which 

- c + d m  is J%-siiiooth 
- c + dcu is Ff?2-smootli. 

Each pair which sat,isfies these conditions we call a hit. 

systein mod q leads to a,n equation 
If we have more t,liaii ( 3 B 1 (  + (3&( hits collected, a. solution of a linear 

U ( c  + dm) = 11 p(c + d o )  

= dW*) 
Ul" mod 1' 

whcre tBlie left, sidc is only tlivisiblc by (1 aiid b. 
In t,hc cast' of ( I ,  b being primes, we have u'b' lily mod p as desired. If U ,  b 

are not. priiiies, me get, a. sinall 1inea.r syst,riii iiiodiilo q. It, is coiiveiiieiit, t,o avoid 
t,liis by using t,lir rediict,ioii we desc,rihe in sectmion 6. 

5 Constructing q-th powers in Of< 

111 t,lic previous sect,ioii t#lie coiistriictioii of a q-t,h power in 0 1 ,  is required. The 
<Mails of t.liis coiist,rurt,ion are t,o be fouiid in [Is]. In tlie followiiig we give a 
brief ovrrvicw. 

Lct, 
T 

p = l  

he the dccoiiiyositioii of q iuto prime ideals of Oh-and 

E = lc1n p{N(7riTy) - l}  

It follolvs that 

-, = 1 l l l 0 C l  C ? h  / x,, 

Defiiie X to he the followiiig map. 

Becaiisc of q iiot Iwiiig raiiiifietl in OI;, this is actmually a lioinoinorphism of semi 
group< a i d  a lioinomorpliism on the group of units of O K .  
\Ve considcr a special case of the inaiii result of [IS]. 
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Propositioiil.  Let 7 be u.'n eleni tx i  of 
CT be the group of ui i%ts of 01;. Let 

tihose norin is not divisible by q .  Let 

U' = { I ]  € u I I] f 1 I n o d g O ~ ) .  

Then 7 is a, q--tli po'wer 111 c' jr i ,  if 

i) the clu.ss nu..rrrber of K % s  not  di.uisihle b y  (I$ 

2.i) U' c U'I. 

2") X(7)  = 0. 

under X modulo q2 using t.he 0-power basis of Z[a]/q2Za[~]. 

iia) ordQ ( 7 )  =: 0 mod g for all  pr ime ideals Q of oj(, 

For each pair ( c , d )  wliicli we have dettcted as a hit we compute tlie image 

1 1 - 1  

X(c t tlcv) = c b;td lll0tl (12OfC. 

c X(c + d o )  = 0 mod ( 1 2 .  

J YO 

We aiiii 

But, all t l i r  X(c  + t l ( t )  are iiiult,iples of (I. Therefore we can divide each 0, by y 
ant1 then t,al;e t,he siiiii mod q iiist,ead of computing iiiod q 2 .  
With  taliis a.rgunient. we supply t,o t,lic cspoiient vector of the prirnc ideals the 
coefficieiit,s bj of t4he ima.gc uiidcr A. This iiieaiis the espoiieiit, v&or ,get,s ex- 
teiided by I I  erit,ries. 
This ronclutlcs t,he coiist,riirt.ioii. 

6 A Reduction of the General Problem 

It, is convenieiit t,n t.raiisforiii tlie original discrete loga.rit,lini problem into an 
easier w e ,  wliicli iiicaiix tlic niimlwrs ( 1 ,  b are priiiie and s ina l l e~  tliaii a. given 
Ijouiid. l'V-t> require t.lie followiiig coiirlit,ioiis on ( I  a i d  b a,iid we will show llow to 
change t.he origiiial t,asl< appropria t,ely. 

Coiiditioii 1: ( I  shall Iic a prime E FBI 
Condition 2: I ,  &ill lie a prime 5 fi 

We give a brief description how this can be achieved. 

TVe factor 1' - 1 = n;=, q t i  using the ellipt,ic curve method because t,liis 
iiiet,liod is fast, eiioiigli for iiuiiilxrs liaviiig less t81iaii 40 digits. 
\Ve fiiitl a gencra.t.or y iiiodulo 1,. which is in our rat,ioiial factor base Ff3i. 
Wc f i i i c ~  I hiir11 tliat u' . (1 c iiiotI p is fpsiiioot,li 

For evciy i we solve y" G ,s, iiiocl 1,: 
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( a )  usiiig tlie GNFS ( m  = 11 . s,, 17 FUl-sinootli) we fiiid a relation 

7 A 25-digit example 

The  first esaiiiplc which coiild iiot be doiie with oiir impleineiitatioii of the 
Pohlig-Hclliiiaii piorctlure was tlic following. 

TVe solved 
7 '  = 1i mod p,  

wliere 11 iq tlie 2S-tligit iiuiiihei 123~5G7S90123~5G~S9000421.  

Fac.t.oriiig p - 1 by trial division equals 

12345G7S9012345G~~9000421- 1 = 22 * 3 . 5  . Q .  

where q is t,lie 23-digit, priiiie nuinher 20576 13 15020576 13150OO7. 

Became of the 23-digit, prime fa.ct,or q in the fa.ctoriza.tioii of p - 1, our imple- 
mcmt,ation of t,lit. iiietliods of Pohlig-Helliiiaii Pollnrd was not, successful wit,hin 
9G hours. 
So we start.ecl our GNFS a1gorit.liiii by usiiig t,he polyiioiiiial 

.f(-Y) = S3 + 57007S2 - 2T942S - 31727 

Siiice 7 7  1 iiioc~ p for q' E { 2 , 3 , 5 ,  q } ,  7 is a generator of IF,). 

a.nd set 177 = 107257599 with f( m) z 0 mod 1). 
As b = 17 is a.n eleiiieiit, of our rat,ional factor base t#liere is iio need of satisfyiiig 
coliclition 3 of sect,ioii 6. 
Tlic primes of bot,li fact.or bases were t,he first-degree priiiies with iioriii less t ,hm 
2100: 110 large priiiies were used. 
Tlir sicviiig iiit,erval for c + dm. c + d a  was choseii as follows: 

-4000000 5 c 5 4000000 
1 5 d 5 500. 

The sieving procednre perforiiied 011 ;I Sparc ELC worldatioii with 16 MB 
R.4M within 12 hours. 
The  solutioii of t,liz 72s x 703 h e a r  system iiiorl q was done oii a Sparc ELC 
worlst'at'ioii wit,h G4 MB RAM withiii & hours. The  solutions of 2 mod 2': 3, 5 
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were easily to obtain by using the Polilig-Hellniaii Sliaiiks procedure. In tlie final 
step we liad to coiiibiiie tlie results by using the Chinese-Remaiiider~Algorithm 
and 

2 = 25G35135091515114GS930Glinod 12345G7S9012345G7S9000420 

8 A 40-digit example 

At Febriiary 2, 1995, the solutioii of oui secoiid interesting example has been 
achieved with the aid of Zayer’s iinpleiiieiitation of the General Number Field 
Sieve, wliicli lids already been ubed buccessfully to factorize a 70-digit number 
and to sieve in the case of a 107-cligit iiiiiiiber [Z]. 

Here we zo l~e t l  
23‘ = 29 iiiocl p ,  

where 1) is t,he 4O-digit iiiiiiiber 310S1938120519GS080419G11909199224122909. 

Factoring 11 - 1 by tiial divizioii equal5 

310S193S1E0510GSOS0419G119~9199224122909 - 1 = 22 . 32 . q ,  where 

q is the 38-digit prinie iiiiiiilwr SG33S717001443557789433GG4144422692303. 

Again 2 3 y  $ 1 iiiotl p for (1’ E {2,3,  q } ,  and 23 is a. generator of IF,. 
Tlie GNFS a l g ~ r i t ~ l i ~ i i  has t xen  started by usiiig tlie polynoiiiia.1 

.f(-Y) = S 3  + G’i025431X2 + 359900029S7045 - 6293411590817 

aid t,hc iiit8cger 7 ~ 1  = 14593810375959 wit#li f ( m )  
Again 1) = 29 is an  elenleiit of our rational fa.ct,or lmse, so t,liere is no need to 
sat,isfy coiitlitioii 3 of sect#ioii 6. 
Tlie primes of tmlie rwt,ioiial factor Imse are t.lie 1403 primes p 5 12503. 
Tlir priiiies of tlie algebraic fac.tor basc. are tlie 1978 first.-degree prime ideals 
wit,li 11or111 less t,liaii 17321. Tlie sieving iiit,erval for c + d771, c + d o  wa.s chosen as 
follows 

0 iiiocl p .  

-5nnnnoo 5 5 5oooooo 

1 5 ClF 5000. 

The  sieving procedure was done on a Sparc ELC workstatmion with 1 G  MB RAM 
wit,liin 21 hours. The solution of tlie 3500 x 3477 linear system mod q was 
ohtained 01-1 a Paragoii iiiassively pa.ralle1 systeiii a t  KFA in Julicli within 40 
iiiiniit,es 011 G O  nodcs. 
Tlie t,asl; w a h  carried out, Ijy a st.ruct,urccl Gauss iii~l~leiiieiita.tiori of Thomas 
Deiiiiy [GI. mliicli uses t,lic LIP pa.clage of Arjeii Leiist,ra [13]. Tlie sohitioils of 
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2 iiiotl 22, 3, 5 were ra.sily obtained by using the Polilig-Hel1iiia.n-SliaiiBs pro- 
ceclurc. In tlie filial s t , rp  wc liad tso co i i i l he  t,hr results iisiiig the Chiiiese- 
Reiiiaiiider-.4lgoritliiii and 

1' = 17G1149741453474132304575201715643940920 

mod 3 1 ~ 6 1 ~ 3 8 1 2 0 ~ 1 9 G 8 0 8 ~ ~ 1 9 ~ 1 1 9 0 9 1 9 ~ 2 2 ~ 1 2 2 9 0 6  

was established , 

9 Experimental Results of the Pohlig-Hellman Algorithm 

Tlir algorit,hin of Polilig aiid Helliiiaii works well in t,he case of q being small. We 
want to know how siiiall the biggest prime f x t o r  q should he so that c o i n p r e d  
d l i  t'hc GNFS iiiipleiiiriit,a t,ioii this algorit,hiii is fa.st,er. Our esperimciital results 
slioir that. t,liere is 110 reasoii to work wit.li it, if q 2 
As almvc. t,lie coiiipnt.atioiis have Ixeii tloiir on a Spa.rr ELC: workst,at,ioii with 
1 G  MB RAM ( 2 1  hlips)). 
As t,lie running t8iiiie of bot,li algorit,liins depeiids oii tlie largest yriiiie factor of 
11 - 1, we liave used t,lw 1ia.rdest priiiics p ,  iminely t,liose primes wlicre ~2 is 
a. prime, t,oo. So t,hc aiiioiiiit, of t.iiiie iieedcd t,o solve the whole problem can 
IIC viewed a.s t,lie tiine to det,eriiiiiic the solut.ioii in the subgroup of quadra,tic 
residues  mot^ 13 wliicli lias order 9. 
We coiisider twciity discrete log prohlciiis, tell wit,li primes of t,liirteeii decimal 
digits aiid tcw wit.h priiiies of fift,eeii decimal c\igit,s. 

D L-P roblcili 
2' z 5 111od 2000000000123 
2 '  5 5 mot1 2000000001143 
13' z 17 iiiod 2000000001599 
5' = 7 mod 2000000002487 
11' 13 inod 2000000003879 

2s 5 inod 2000000004347 
2" 5 mod 2000000007107 

51' % 10 mod 20000000077G7 
5 ' =  - - i inod 2000000008367 
2' 5 iiiod 100000000005083 
5 '  = - 10 1i1oci i~oooooo~~o5527 
5' % 7 iiiod 100000000007807 
5 '  10 iiiod lUU000000008863 
13' z 19 iiiotl 100000000010279 
2' 5 5 iiiotl 100000000012307 
2' s 5 iiiod 100000000013027 

17' % 23 iiiod 100000000015439 
2' 5 5 iiiod 100000000016747 
2' E G iiiod 100000000017899 

2' z 5 l l lo~i 2 ~ o o o o o ~ o ~ ~ ~ 3  

Running t,iiiir 
G iiiiii 25 sec 

45 iniii 58 see 
36 iniii 40 see 
19 iiiiii 10 sec 
99 iiiiii 7 sec 
18 iniii 2 sec 
22 iiiiii 2 scc 
41 iiiiii 14 sec 

15 iniii 33 sec 
24 iiiiii 5G sec 
84 iiiiii 22 sec 
307 iiiiii 34 see 
354 inii i  38 sec 
215 iiiiii 15 sec 
186 miii 33 sec 
117 iiiiii 59 sec 
262 mill 48 sec 
557 miii 8 see 
197 iniii 43 sec 
250 miii 30 sec 
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This is ail average ruiiiiiiig tiiiie of 32 iiiiii. 55 sec. for tlie 13 digit priiiies 
aiid an average ruiiiiiiig time of 2.53 iiiiii. 27 5ec for the 15-digit8 primes. 

10 GNFS versus Pohlig-Hellman-Algorithm 

We have solved the problems of t,lie sectioii before with our Nuiiiber field sieve 
impleiiieiit,at,ioii. 
We start with our choice for t,lie 13-digit priines p .  Here we have chosen a 
polynomial of degree 2 aiid 711 = 1388297. 
If one takes 172 = fl iiist,ead, tlie average iiorin of c + 0 is 3.38. l o9 ,  which is 
sliglit81y larger coiiiparecI t,o our ciioice of 7 7 1 ,  wliere we got 1.21 . lo9. 
Each factor ha.sr is hoiiiidecl by a value Ixtweeii 200 aiid 300, so we expect tm 
get. betweeii 100 a.id 1-10 factor lxw elciiiciit,s tot.ally. 
So t81ie polynomials are det.eriiiiiiet1 by 711 

We have allowed oiic la.rge priiiie for enc,li of t,he ttwo fa.ct,or ba.ses. The large 
pr ime hound for Z is 2000000 and for (I),, it  is 4 O O O O O O .  A description of the 
la.rge priiiie varia.tioii call be fouiid in [I 11. 
Tlie clioicc of elic paraiiiet,ers in t,he c a e  of t,lie 15 digit priincs was quite similar. 
Wit,li n? = 996-1218 me have an a.verage iioriii of 0.0 . 10" i1ist.ea.d of 3.4 .  10' with 

Here t'lie polyiioiiiia.ls are 
711 = &I. 

T h e  large priiiic bounds are chosrii as a h v e .  
Iii t.lie followiiig t,ahle we list, the iiuiiilier of full rela.tioiis, i.e. relat.ioiis without' 
la.rge priiiies as  well a.s the iiuiiiber of singlc large prime rela.t,ioiis wit,li either a. 
large ra t,ioiial priiiie or a. priiiie ideal wit,li la.rge 1101111 aiid t,he iiuiiiber double 
large priiiir relat,ioiis. i.e. a ratioiial siiigle large prime aiid an algebraic siiigle 
large priiiie. 

We have list,ccl t,lic riiiiiiiiig tiiiies of tlie sieve a i d  t,lie solutioii of the liiiear 
syst,e111 lllod (1. 
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Priiiie 
2000000000123 
2000000001443 
2000000001599 
20000000024Si 
2000000003679 
2000000004347 
2000000007107 
2000000007683 
2000000007767 
2000000008367 

100000000005527 
100000000007807 
100000000008863 
1 0 0 0 0 0 0 0 0 0 10 2 79 
1000000 000 123 07 

ioooooooooo5~s3 

ioonooooo~i3o2~ 
ioooooonnni5m 
100000000016747 
1000000000 1'7899 

full siiigle double  
63 95 48 
133 0 0 
9s 105 63 
51 70 56 
35 42 26 
33 70 37 
40 67 39 
174 303 122 
61 96 41 
55 s5 2s 
72 123 53 
111 146 50 
so S7 49 
124 67 54 
114 143 51 

G6 145 4s 
95 SB 54 
104 110 64 
137 103 0 
50 102 35 

Sieve LS total 
02:51 01:46 04:39 
04:29 0 2 1 4  06:43 
03:07 01:G 04:53 
03:OB 01:53 05:01 
03:47 01:19 05:OG 
05:05 02:20 07:25 
05:42 02:46 08:27 
05:24 03:46 09:lO 
07:03 02:22 09:25 
05:24 03:36 09:OO 
05:32 04:lS 09:50 
03:34 03:3S 07:12 
03:24 06:17 11:41 
03:57 06:41 12:37 
03:14 03:43 06:57 
0G:3S 06:04 1 2 4 2  
05:02 06:04 l l : 06  
04:36 0420 06:5S 
0 4 0 1  03:47 07:4S 
07:-42 02:45 10:27 

Tliis i3 ail average ruiiiiiiig t h e  of 6 min .  59 scc. for t h e  13 digit pr imes a i d  
a n  awrage  riuiiiiiig tiine of 9 min.  56 sec for the 15-digit primes. 
All t h e  iiitegei coiiipiitatbii5 were perforined by ur ing tlie lib1 package of Ralf 
Deiitzer [TI. which we have ciiil~eddrd iii R C++ class l ibrary called LiDIA [15]. 
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