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Abstract: At Eurocrypt '94, Stefano D’ Amiano and Giovanni Di Crescenzo presented a proto-
col for untraceable electronic cash based on non-interactive zero-knowledge proofs of knowl-
edge with preprocessing. It was supposed to be provably secure given this and a few other
general cryptographic tools.

We show that this protocol nevertheless does not provide any untraceability and has some
further weaknesses. We also break another “provably secure” system proposed by Di
Crescenzo at CIAC 94,

This is the second case of problems with “provably secure” payment systems. Moreover,
yet another system with this name tacitly solves a much weaker problem than the seminal
paper by Chaum, Fiat, and Naor and most other “practical™ papers in this field (de Santis and
Persiano, STACS 92). We therefore identify some principal problems with definitions and
proofs of such schemes, and sketch better ways to handle them.

1 Introduction

Untraceable electronic cash seems to be a field where schemes called “provably secure”
are easier to break than those constructed ad-hoc — this is the second such case after
[PfWa_92] broke and repaired a system from [Damg_90].1

In the cryptologic community, electronic cash means digital payment systems, nowa-
days offline, that do not fully rely on the tamper-resistance of devices, and that provide
some privacy to their users. It is sometimes said that electronic cash is just like paper cash,
only more secure and transferable over networks. We do not say so, and have experienced
that it is a very confusing thing to say — people associate quite a lot of different properties
with cash, and electronic cash fulfils some of them, but others not, and has some new
unexpected properties.2 Moreover, electronic cash systems differ a lot among themselves.

L' To avoid misunderstandings from the start: Any possible sideswipes are certainly not directed at proving

security in cryptography. Quite the contrary, we would like to advocate that at least all the systems called
provably secure are indeed proved.
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For instance, before [ChFN_90], the term electronic cash was even used for online pay-
ment systems, since no offline ones (at least in the model where one does not fully rely on
the tamper-resistance of devices) were known and it was widely believed that the known
systems were as close as one could get to simulating paper cash.

Hence it should always be said what electronic cash one is talking about. The current
style of expressing this is, in our opinion, one reason for the problems with “provably
secure” electronic cash systems. Hence, in Section 2, we just give a brief sketch of the
definition against which the systems we break are claimed to be secure. We already men-
tion that this is a very weak definition. In Section 3, we describe the system from
[AmCr_94]. In Section 4, we show that it does not even fulfil the weak definition. Actu-
ally, we think that any similar use of non-interactive zero-knowledge proofs with prepro-
cessing will have such a problem. In Section 5, we describe and break the system from
[Cres_94]. This time, we think the claimed restriction of the round complexity cannot be
achieved at all, except under a very unreasonable additional assumption.

In Section 6, we give some recommendations. Mostly, these are hints as to what can be
done to avoid “provably secure” systems being broken in the future, and to make clearer
what properties individual systems are even frying to achieve. In addition, we explain
some more properties that electronic cash can and should have in practice and that are
usually omitted in theoretical papers like the ones considered here or [SaPe_92,
FrYu_93].

Some History

It is not necessary to know much about the history of electronic cash for the purpose of
this paper. For completeness, however, note that electronic payment systems that do fully
rely on tamper-resistance usually follow the description in [EvGY_83], whereas those
that only rely on cryptology for security started with [Chau_83, Chau_85] and similar
papers; [Chau_89] is the most comprehensive one. The latter were all on-line systems,
i.e., they need on-line verification of payments. The first off-line electronic cash system
was presented in [ChFN_90]. At the same time, [Damg_90] presented the first electronic
cash system claimed to be provably secure under a well-known cryptologic assumption.
This was still an on-line system, whereas the corrected version in [PfWa_92] also has an
extension to off-line payments, combining ideas of [Damg_90, ChFN_90]. The newest
efficient, not provably secure systems are [Bran_94, Ferg_94]. Further provably secure
systems were presented in [FrYu_93, SaPe_92]. The latter solves a weaker problem than
the other papers mentioned and relies on non-interactive zero-knowledge proofs in the
shared random-string model. The system in {AmCr_94] can be seen as an adaptation of
that scheme to the other model for non-interactive zero-knowledge proofs, the model with
preprocessing, and to multiple transfers of the “same coin” and divisibility of “coins” into
smaller pieces.

2 Justtwo examples: You cannot simply undo a payment by giving a “coin” back — you can solve some

disputes about whether a payment was made by asking the payer to pay the same “coin” to the payce
again.
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2 The Weak Definition

2.1 Definition Sketch

The electronic payment systems in [AmCr_94, Cres_94], like most others in cryptology
since [ChFN_90], are so-called coin systems. Their most important parts are three proto-
cols:

s Withdrawal, where a user obtains information called “electronic coin” from a bank in
exchange for real money (usually deducted from the user’s bank account). In all exist-
ing constructions, an electronic coin somehow contains a string called “coin number”
and a signature by the bank on the coin number with a special key, such that any sig-
nature with this key is interpreted as “the signed string is a coin of value so-and-so”.
(Thus there are different keys for different denominations.)

s Payment, where one user passes an “electronic coin” to another user.
+ Deposit, where a user exchanges an “electronic coin” for real money again at a bank.

In addition, there is a protocol for establishing a bank account and a start-up protocol for
the bank. In real life, several further protocols are needed, see Section 6.

The requirements made in [AmCr_94] can be stated as follows. (This description is more
informal, but more correct than the original one. Some general problems with require-
ments at this level of abstraction are mentioned in Section 6.)

+ Unforgeability: With k withdrawals, it should be infeasible for the users to compute
k+1 different coins.

« Untraceability: After observing k withdrawals and k deposits, the bank should not be
able to find out which deposit corresponds to which withdrawal, and thus who paid to
whom. (Hence the “electronic coin” must change its outlook between the withdrawal
and the deposit — this is where interesting cryptology, such as privacy homomor-
phisms, comes in.)

» No double-spending: If a user spends the same coin twice, she will be identified as
soon as both payees deposit their copies at the bank.

* No framing: Nobody can wrongly be blamed as a double-spender.

Extensions to the basic scheme in [AmCr_94] are supposed to offer the following two
properties:

+ Transferability: “Coins” received in a payment cannot only be deposited at the bank,
but also forwarded to other users.

* Divisibility: “Coins” can be divided into smaller pieces that can be spent individually.

2.2 Weakness of the Definition of Untraceability

The degree of untraceability required in [AmCr_94] and sketched above is very low:
There is no untraceability against payees, since the adversary is assumed to have
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observed withdrawals and deposits only. Usually, the adversary against untraceability is
assumed to have observed payments, too; see [ChEN_90, FrYu_93]. This deviation from
the usual definition cannot be just a typo in [AmCr_94], since the protocol in [AmCr_94]
for identifying double-spenders deperds on the ability of each payee to identify the corre-
sponding payer.

The lower level of untraceability is unacceptable for several reasons:

1. Protocols providing unconditional untraceability in the usual sense, i.e., against all
coalitions of bank and payees, exist already, e.g., [ChFN_90, FrYu_93, Bran_%94,
Ferg_94].

2. In practice, untraceability by the payee is often just as important as untraceability by
the bank. For instance, people will not want a public transport company to be able to
record all their bus rides any more than a bank (In particular, since this company
would know the times and places, whereas the bank alone would not.)

3. The same low level of untraceability can be achieved much more easily than
described in [AmCr_94]. We sketch this in Section 4.5, after the original protocol.

In the following sections, however, we show that the systems do not even provide this
weak level of untraceability.

3 The System Presented at Eurocrypt 94

Initialization

For initialization, the bank in [AmCr_94] publishes some system parameters and public
keys, especially a public key of an arbitrary signature scheme and a string commitment
scheme.

Each user publishes a public key of a signature scheme, too. Additionally, each user
performs the preprocessing phase of a non-interactive zero-knowledge proof (NIZKP)
system of knowledge with preprocessing, with the user as the prover and the bank as the
verifier.

It is important (although not stated in [AmCr_94]) that the bank’s result, §, of this
preprocessing must be published, too: If a payee receives a coin, he needs this
information for verifying that the coin is valid. More precisely, he needs 8 as an
additional input to the protocol called V,.

Withdrawal

If a payer wants to withdraw a coin, she chooses a coin identifier, ¢, randomly, computes
a commitment, com, of ¢, and sends it to the bank. The bank sends a signature on com
back to the payer.

Based on the information used to compute com, the signature received from the bank,
and the information generated in the preprocessing phase of the NIZKP system, the payer
computes a non-interactive zero-knowledge proof, cp, that will convince a payee that the
payer knows:

* acommitment on ¢ and

* avalid signature by the bank on this commitment.
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Payment

The payer forwards ¢ and cp to the payee. The payee verifies the proof ¢p, using the
result, f, of the bank during the preprocessing phase with the payer.3

Additionally, the payer signs the pair (/D Payee» €) and forwards this to the payee. This sig-
nature is indeed needed by the payee: If ¢ is spent twice, the payee is asked to identify the
party that paid ¢ to him.

The payee can reuse the coin or deposit it. Deposit is simply a payment to the bank. (Note
that all payments after the first one do not involve compuring a proof of knowledge, but
passing the received one on, since only the first payer has the secret inputs needed to
compute such a proof.)

Double-Spending Detection

If the bank receives the same coin in two deposits (i.e., the strings ¢ of the two coins are
equal, the strings cp may or may not be), say from users A and B, it determines all previ-
ous owners of ¢, based on the signatures forwarded in payments. In [AmCr_94], this is
done by broadcasting a request to all users; we do it more practically below. At the end,
either

1. an owner X is detected who does not cooperate, i.e., does not reveal the source of

o

2. anowner X is detected who has paid the coin twice, or

3. two withdrawals of the same ¢ are detected.
In the first two cases, X is assumed to be an attacker. This is clearly not necessarily true in
Case 1: X could simply be unreachable or have lost the necessary information due to a
technical defect. 1.e., this approach works in a technical sense, but would often yield
incorrect results in practice.

Case 2 poses technical problems, see Section 4.3.

Case 3 is not considered in {AmCr_94], but it is no problem: In each of the withdraw-
als, the appropriate sum was deducted from an account, hence there is no fraud at all.

1t should be mentioned that the schemes for double-spending detection based on secret
sharing [FrYu_93, Bran_94, Ferg_94] can be applied to transferable schemes, too
[Antw_90, ChPe_93], i.e., feasible solutions to this problem exist already.

4 Weaknesses of this System

4.1 The Main Untraceability Flaw

Unfortunately, the protocol in [AmCr_94] does not provide any untraceability, not even
the weak version required there:

The protocol in [AmCr_94] is ambiguous about whether ¢ must be passed or only ¢p, but it must: There
is no guarantee that one cannot construct two different NIZKPs on the same ¢, hence c is needed for the
uniqueness of coins. Thus, in [AmCr_94 p.156}, T should be the statement that a commitment and
signature on the given coin identifier ¢ are known, and ¢ should be an input to V,, too.
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During the deposit of a coin (¢, ¢p), the bank must verify that ¢p is a valid NIZKP.
This verification depends on the preprocessing phase of the user X who originally with-
drew the coin; i.e., just like the payee in a payment, the bank must know which string fto
use in the verification protocol V,. It therefore knows the identity of the payer during the
preprocessing with whom this particular 3 was generated, i.e., it has traced this payer.

This is a general problem with NIZKP with preprocessing: At least as long as preprocess-
ing is a 2-party protocol, any reference to it, i.e., any proof, identifies the two parties.
Thus at least the real untraceability against payee and bank seems impossible to achieve
by straightforward use of this primitive. If preprocessing were performed anonymously
before opening an account, all payments of one payer could still be linked, which would
lead to identification after a while. The only remedy would be to execute anonymous pre-
processing once for each coin to be withdrawn, where all preprocessings have to be
unlinkable to the withdrawals. This would be very inconvenient for the users, and the
immediate distribution of all the resulting strings f to all pavees would contradict the
offline properties of the cash system.

4.2 An Untraceability Flaw in Double-Spending Detection

Even without the flaw due to individual preprocessing, the user’s privacy is not really
protected: Until the double-spender is detected, the bank cannot prove that a coin was
double-spent, i.e., the users have to believe this. Thus, a dishonest bank could always
claim that ¢ was deposited twice in order to get the payees to disclose the payers.

The general rule with untraceable protocols should be that a proof of wrong-doing
must be shown before any sensitive information is asked to be disclosed, if at all.

4.3 Finding the Wrong Double-Spender

First, it is wrong to call any user a double-spender who has spent the same coin twice: She
may have received the coin twice, e.g., from an attacker at different times. In this case,
the honest user is likely to be found before the attacker and punished as the double-
spender.

A first refinement, which avoids this problem and the broadcast channel, works as fol-
lows: The bank recursively asks each owner X of ¢ for the identity of the user who paid ¢
to X, starting with X = A, B. At the end, Case 1 and 3 are as above, and Case 2 is modified
to

2. an owner X is detected who has paid the coin twice and cannot show that she also
received it twice.

However, there remains a problem, since the signatures are only on the coin and the iden-
tity of the payee. Consider the graph of payments with one coin in Figure 1.
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Fig. 1: Payment graph with one coin for an attack on the double-spending detection.

A and A, are attackers, the others are honest users. A, is the double-spender. However,
when the bank traces the coin back, A, and H, both show they got the coin from H,. H,
has two completely identical signatures from A;, so she cannot prove she got the coin
twice. Thus H, is punished, and A, never has to reveal that he also got the coin from A4,,
which leaves A, without risk of detection.

To prevent this attack, passing one coin twice to the same payee must yield different sig-
natures, and the payee must be able to verify this. This can be done interactively with a
random challenge or a transaction number from the payee. Non-interactively, one can use
time-stamps if synchronized clocks are available. Otherwise, the payer uses transaction
numbers and the payee must compare a newly received coin with all previously received
ones. This cannot introduce a new untraceability problem, since this scheme has no
untraceability in this respect anyway.

4.4 No Divisibility Together with Transferability

The divisibility scheme [AmCr_94, Sect. 5] may be correct or not — at least for transfer-
able coins it does not make much sense: Divisibility is based on a predefined tree struc-
ture in each coin, and all important complexity parameters (communication during
withdrawal and payment and storage space for a coin) are linear in the number of nodes in
this tree. Thus, this scheme has no real advantage aver using coins of the smallest denom-
ination, such as centimes, only.

To see this complexity, note that a completely separate signature by the bank on a
value d, at each node, I, of the tree must be transferred or stored, respectively, in all these
situations. (If the coin is not transferable, only the signature on the root of the transferred
part of the tree has to be transferred.)

Moreover, the divisibility scheme requires bit-by-bit commitments, whereas much
more efficient string commitment schemes exist [Naor_91]. Hence, independent of devel-
opments in the computational complexity of the general cryptographic tools, it will
remain inefficient. .
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4.5 Achieving Weak Untraceability More Easily

As announced in Section 2.2, we show that the weak untraceability required in
[AmCr_94] can be achieved more easily than with that protocol.

Since the payee knows the payer anyway, no NIZKP is needed for proving the valid-
ity of a coin to a payee. Instead, the payer can forward all information obtained during
withdrawal (i.e., the chosen coin identifier, ¢, the string, r, used to commit to ¢, and the
bank’s signature on the commitment) to the payee, who can easily and noninteractively
verify it. During deposit, the payee proves knowledge of a signature on a commitment to
the coin identifier, using any appropriate zero-knowledge proof scheme (not necessarily
noninteractive now!). This would also remove the privacy flaw exhibited above.

5 The System Presented at CIAC 94

There is no space to describe the system from [Cres_94] completely. However, the prob-
lems can be understood without many details. We first describe a general problem with
the requirements and assumptions, and then show that even those requirements are not
fulfilled.

5.1 Extreme Non-Interactiveness and the Consequences

The main purpose of [Cres_94] is to make all transactions completely non-interactive —
even a withdrawal consists of just one message, from the user to the bank (a broadcast
message to everybody, so that they can later recognize the coin). Now, however, the bank
cannot announce if it rejects the withdrawal since no money is left on the user’s bank
account. Hence either the bank has to accept all withdrawal wishes, or payees will accept
the coin but not be able to deposit it. Although this does not contradict the requirements
made, it must clearly be seen as an error.

Here we more or less agree with [SaPe_92] who claimed that their 2-message with-
drawal was optimal. The only alternative seems to be that everybody mirrors the bank
account of everybody else, and all transactions are carried out via a broadcast channel, so
that everybody can decide locally if a withdrawal is possible or not. This is not too far
from the protocol in [Cres_94], where broadcast channels are also used extensively, but
completely unrealistic in practice.

Thus for any further consideration of that system, one has to give up this notion of
non-interactiveness and assume that the bank broadcasts if it accepts or rejects a with-
drawal.

5.2 No Untraceability

Very obviously, there is no untraceability at all in the scheme, since each coin is identi-
fied by a string (g;, ..., g,) that was broadcast during withdrawal and is transferred in
clear in each transaction with this coin.
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5.3 Cryptographic Security Problems

For spending a coin, a kind of signature scheme is used, where a tuple of numbers (wy, ...,
w,) is signed modulo a Blum integer x, by computing the square roots r; of exactly those
values w; that are quadratic residues. It is said that such a signature can easily be checked
by a recipient. However, deciding quadratic residuosity modulo Blum integers is assumed
to be hard. As an extreme consequence, someone can forge a signature by claiming that
none of the w;’s was a quadratic residue.

Moreover, as is well-known from Rabin’s scheme, such a scheme can be broken if a
chosen-message attack is possible. This is not the case for the original payer in [Cres_94].
However, the payee also has to use this scheme when he deposits the coin. Now w; is con-
structed as rd,g; for certain fixed values r; and d,, but with g, chosen last and by the payer.
The payer is restricted in this choice, but this is only verified by the bank. Thus a collu-
sion of a bank and one payer can perform the chosen-message attack and compute the
secret key of a payee.

Furthermore, the system starts with the bank choosing several random strings, which
should be obtained from the source for shared random strings instead.

6 Recommendations

We do not try to repair the schemes considered above — in both cases we argued that
major changes would be needed. We do not doubt that general cryptologic tools are pow-
erful enough to construct many kinds of electronic payment systems. The question that
interests us more is how one can avoid that further payment systems called “provably
secure” with several, partly obvious, errors are published at refereed conferences. Consid-
ering this and experiences that many people both inside and outside cryptology have no
idea what exactly all these papers about cryptologic electronic payment systems are try-
ing to achieve, we think that the part of cryptology that deals with large protocols has
rather a poor standard of definitions for an exact (and security-related) science. (Of
course, the proof sketches in [AmCr_94, Cres_94] were far too short, too.) We see three
types of problems with the current definitions of payment systems:

1. There is no correct definition yet.4

2. The definitions are incomplete, i.e., properties that would be needed in practice and
that can be achieved, are not mentioned and thus often forgotten in constructions. For
instance, if one does not trust the bank with respect to framing, one should also
require that the bank cannot falsely claim that all the money was already withdrawn
from an account, and that a payee can prove that he deposited money if it later fails to
turn up on his statement of account. Moreover, it may be required that the bank can
only deposit money to the particular payee that the payer intended to pay it to, to say
nothing about receipts for payments.

3. Far fewer names for properties are in use than different properties, and thus things are
often considered equal that are not. This was seen above in the use of “untraceability”
for a far weaker property than in other papers without ever saying so. Actually, the
same weak definition is already used in {SaPe_92]. Similarly, it is hard to find in
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[OkOh_91] and not at all in [OkOh_92] that untraceability there is weak in a different
sense: all payments by one customer can be linked, whereas usually, they are all inde-
pendent.

We do not claim to have a complete definition at present (actually, if we claimed to have
one that fitted on two pages you should be very suspicious), but we can give some hints as
to what such a definition should look like.

a)

b)

Short statements of cryptographic properties (formal or informal) should always come
with an explicit trust model, i.e., for whom a property is guaranteed, and which other
participants have to be trusted to guarantee this. For instance, untraceability is usually
for payers (but some schemes by Chaum offer untraceability for payees instead), and
nobody else is trusted, but [AmCr_94] requires trust in all payees.

A top-level specification is needed where the properties required can be expressed

independently of the trust model or even the details of the protocols to be proved, but

still in a way that can later be combined with a trust model in a formally precise way.5

» For complete protocols, this can mean a specification by an “ideal” protocol per-
formed by a centralized trusted host, together with a definition what it means for a
“real”, decentralized protocol with untrusted participants to simulate the ideal pro-
tocol. This would extend the similar and still unfinished definitions for multi-party
function evaluation (cf. [Yao_82, Beav_91, MiRo_91] for the oldest and newest
versions).

» For individual properties, at least integrity properties, it can mean a specification
in any usual formal specification language, if one defines two things: (1) Once and
for all, what it means for such a specification to be fulfilled in a cryptologic sense,
that is, under a trust model (i.e., with certain participants deviating from their pro-
tocols and colluding), and often with error probabilities or in a complexity theo-

To justify this briefly, we just look at what is both in public and our own opinion the best one, in
[FrYu_93), although we know that we are now being pedantic and that it is good that such a definition
sketch exists at all.

First, it is only semi-formal (no probability spaces defined), and most active attacks are not
mentioned.

Secondly, it is really not quite correct: The property called “unforgeable” here and “unexpandable”
in [FrYu_93] is unfulfillable in any similar form: It says that from the views of customers of n
withdrawal protocols, it should be infeasible to compute n + 1 distinct coins that will lead to successful
purchase protocols. Both the algorithms that compute and spend the “coins” must be adversaries here;
hence the term “coin” cannot be defined as “correct coin”, but any tape content that will lead to a
successful purchase. Now, for any secure system, one can construct a stupid adversary that extends coins
by random bits at the end, but still spends them according to their original part. Thus it can formally
spend many “distinet” coins. To express what was really meant, this property and that of double-
spending detection must be defined in one piece, roughly saying that more successful purchases than
withdrawals lead to identification.

Thirdly, some standard requirements are missing, e.g., “no framing” from above, or that the bank
should not be forced to carry out a withdrawal if the user has no real money. (The latter can trivially be
fulfilled with the protocols in {FrYu_93], but we saw that the protocol in [Cres_94] does nort fulfil it.)
Just to prevent misunderstanding: We do not mean “logics of authentication”, which people outside
cryptology use as top-level specifications for lack of such things from inside cryptology, although it
seems clear that monotonic logics cannot possibly fulfil what most people expect of them, and although
the formal semantics of those logics makes assumptions about cryptologic primitives that the definitions
of these primitives do not justify.
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retic sense only. (2) What aspects of the protocols considered are visible to the
outside world (“interface behaviour”), i.e., are mentioned in the specification. E.g.,
the problem with the notion of “coin” when held by an adversary (Footnote 4) dis-
appears if one specifies in terms of inputs that start transactions, e.g., “withdraw,
amount”, and outputs denoting the result of such transactions (such as “deposit
accepted™) alone (cf. [Pfit_93] for such a definition of the (much simpler) proper-
ties of signature schemes).

¢) Properties that deal with provability can only be defined by reference to a verification
protocol. For instance:

»  “No framing” needs a protocol prove_framing between a bank, a third party, and
possibly the accused payer. The requirement of the bank is roughly that it can con-
vince any honest third party that someone was a double-spender if double-spend-
ing occurred; the requirement of each payer £ is that no honest third party will be
convinced of P double-spending if P follows her protocols.6

+ The fact that the bank cannot deduct more real money from a bank account than
the electronic money the payer requested and received must be defined with a pro-
tocol audit_withdrawals between the bank, a third party, and the payer. In con-
structions, the bank may show signed withdrawal requests to the third party
(which must be produced and stored in the withdrawals), and if the payer claims
she did not receive the corresponding coins, it must basically be possible to send
them again.
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