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Abstract

In this paper we study. the influence of key scheduling algorithms on the strength
of blockciphers. We show that the key scheduling algorithms of many blockciphers
inherit obvious relationships between keys, and use these key relations to attack the
blockciphers. Two new types of attacks are described: New chosen plaintext reductions
of the complexity of exhaustive search attacks (and the faster variants based on com-
plementation properties), and new low-complexity chosen key attacks. These attacks
are independent of the number of rounds of the cryptosystems and of the details of the
F-function and may have very small complexities. These attacks show that the key
scheduling algorithm should be carefully designed and that its structure should not
be too simple. These attacks are applicable to both variants of LOKI and to Lucifer.
DES is not vulnerable to the related keys attacks since the shift pattern in the kev
scheduling algorithm is not the same in all the rounds.

1 Introduction

In this paper we describe new types of attacks on blockciphers: chosen plaintext reductions
of the complexity of exhaustive search and chosen key attacks in which only the relations
between pairs of related keys are chosen by the attacker, who does not know the keys
themselves. The chosen plaintext attacks reduce the complexity of exhaustive search and
the complexity of the faster chosen plaintext attacks based on complementation properties
by a factor of three. The chosen key attacks have very low complexities, however, they can
be used only whenever the attacker can choose the relationships between unknown keys and
wish to know the keys themselves.

These attacks are based on the observation that in many blockciphers we can view the
key scheduling algorithm as a set of algorithms, each of which extracts one particular subkey
from the subkeys of the previous few rounds. If all the algorithms of extracting the subkeys
of the various rounds are the same, then given a key we can shift all the subkeys one round
backwards and get a new set of valid subkeys which can be derived from some other key. We
call these keys related keys.

An interesting feature of the attacks based on related keys is that they are independent

of the number of rounds of the attacked cryptosystem. These attacks are applicable to both
variants of LOKI{5.4). and to Lucifer|{16]. Nevertheless. they are not applicable to DES[14]
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due to the observation that the number of shifts of the key registers (C and D) in the key
scheduling algorithm is not the same in all the rounds. However. if the shifts by one bit
in the key scheduling of DES would be replaced by shifts by two bits, DES would become
vulnerable to this kind of attack as well.

Another potential application of related keys is to analyze hash functions (either hash
functions based on blockciphers or general hash functions). It may be possible in such func-
tions to choose the message in a way that the related keys property suggest an additional
message with the same hash value. Currently, we are not aware of a particular such appli-
cation to hash functions. but designers of hash functions should be careful to design their
functions immune to this weakness.

The results of the attacks are as follows: The complexity of a chosen plaintext attack
on LOKIS9 is about 1.5 - 2%, which is almost three times faster than previously reported
chosen plaintext attacks. The chosen key chosen plaintext attack takes a few seconds on a
personal computer and its complexity is about 2!7, and the complexity of the chosen key
known plaintext attack is about 2%2. The corresponding complexities of the attacks on the
newer LOKIO1 are 1.375 - 257, 232 and 28 respectively. The complexity of the chosen key
chosen plaintext attack on Lucifer is about 233. The DES, the IDEA cipher[11,12] and the
FEAL cipher[15,13] are not vulnerable to these attacks.

Recently, Lars Ramkilde Knudsen found independently[9] the basic concept of the cho-
sen plaintext related keys attacks and applied it to LOKI91. However, his attack (whose
complexity is 1.07 - 26?) is still 50% slower than the corresponding attack we present in this
paper.

2 Description of LOKI89 and LOKI91

LOKI is a family of blockciphers with two variants: The original LOKI cipher, which was
renamed to LOKI89[5], and the newer variant LOKI91[4]. Both variants have a structure
similar to DES[14}, with replaced F function and initial and final permutations and a replaced
key scheduling algorithm. The new F function XORs the right half of the data with the
subkey and expands the result to 48 bits, which enter into four 12-bit to 8-bit S boxes. The
output of the S boxes is concatenated and permuted to form the output of the F function. In
LOKI89 (see Figure 1), the initial and the final permutations are replaced by transformations
which exclusive-or the data with the key. The key scheduling algorithm takes a 64-bit key,
declares its left half as the value of K1 and its right half as the value of K2. Each other
subkey Ki (out of K3,...,K16) is defined by rotating the subkey Kj of round j = ¢—2by 12
bits to the left (Ki = ROL12(Kj)). Thus, all the subkeys of the odd rounds share the same
bits and all the subkeys of the even rounds share the same bits.

LOKI91 (see Figure 2) differs from LOKI89 by the choice of the S boxes, which are chosen
to hold better against differential cryptanalysis. The initial and the final permutations are
eliminated. The new key scheduling algorithm declares the value of the left half of the key
to be K1 and the same value rotated 12 bits to the left is declared to be K2. The value of
the right half of the key is declared to be K3 and the same value rotated 12 bits to the left is
declared as K4. Each other subkey Ki (out of K35,...,K16) is defined by rotating the subkey
Kj of round j = i — 4 by 25 bits to the left (Ki = ROL25(Kj)). Still, the subkeys share bits

with a very structured order.
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Figure 1. Qutline of LOKI89. Figure 2. Outline of LOKI9L.

3 The Chosen Key Attacks

In the chosen key attacks, two related keys with certain relationship are used and several
plaintexts are encrypted under each of them. The attacker knows only the relationship
between the two keys, but not the keys themselves. He receives the ciphertexts and use
them to find both keys. Two kinds of chosen key attacks are studied: a chosen key known
plaintext attack in which only the relation between the keys is chosen by the attacker, and
a chosen key chosen plaintext attack in which the attacker chooses the relation between
the keys as well as the plaintexts to be encrypted. These attacks are independent of the
exact number of rounds of the attacked cryptosystem, and even if the number of rounds is
enlarged (and especially if doubled), the resulting cryptosystem remains vulnerable to the
same attack.

3.1 LOKI89

In LOKISY. every choice of two subkeys. one from an odd round and one from an even round.
have a corresponding 64-bit key. Since all the algorithms of deriving the subkeys from the
two preceding subkeys are the same, the position of the rounds in which two subkeys present
does not affect the derivation of the following subkeys (nor the preceding ones). If we only
fix two subkeys K2 and K3 of a kev K. and define a second key K~ by choosing K1* = K2 and
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Figure 3. Relations of subkeys in the key scheduling algorithm of LOKI89.

K2" = K3. then the values of the subkeys Ki* of the key K™ are the same as of the following
subkeys K(i + 1) of the key K. In this case, K* = (K2,K3) = (Kg, ROL12(K_)). Therefore,
the following property holds for any two such related keys: If the data hefore the second
round in an encryption under the key K equals the data before the first round in an encryption
under the key K", then the data and the inputs to the F functions are the same in both
executions with a difference of one round. In this case, if the plaintext P is encrypted under
the key K, then the data before the second round is (PR ® Kn, PL & Ky & F{Pr® Kgr,KL)).
This data equals the data before the first round in the other encryption under the key K=,
whose value is P* § K™ = (P} @ Kg, P @ ROL12(K.)), and thus in such a pair

P'=(PR,PL@Kl,@ROLl?(KL)@F(PRGBKR,I'\.L)]. (1)

We see that the right half of P equals the left half of P* and that the relation between the

other halves depends on the keys. In such a pair. there is also a similar a relation between
the ciphertexts

C*=(Cr3 KL 3 ROL12(KL)® F(CL&® Kg,K),CL). (2)

Figures 3 and 4 describes the relations between the subkeys of the two keys and the relations
between the values during the two encryptions.

) A chosen key chosen plaintext attack based on this property chooses a 32-bit value Pg,
2% plaintexts Py,... Pessas whose right halves equal Pr and whose 32-bit left halves are
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Figure 4. Relations during LOKI89 encryption.

randomly chosen, and 2'® plaintexts Fj,...,Pgs3s Whose left halves equal Pr and whose
32-bit right halves are randomly chosen. Two unknown related keys are used to encrypt
these plaintexts on the target machine: a key K is used to encrypt the first 2'¢ plaintexts
and the key K* = (Kg,ROL12(KL)) is used to encrypt the other 2¢ plaintexts. In every
pair of plaintexts P; and P; we are guaranteed that P;; = Pip and by the birthday paradox
with a high probability there exist two plaintexts P, and P} such that Pjzy = PL ® K. &
ROL12(K.)® F(P.r®Kg,Ky). In such a pair the data is the same in both executions shifted
by one round. It is easy to identify this pair, if it exists, by checking whether Cy = Ci.
This test has a probability of 2732 to pass accidentally, and thus only few pairs may pass
this test.

A pair with this property relates the values of the two plaintexts and of the two ciphertexts
to the key by equations 1 and 2. Thus, such a pair reveals the value of

F(PR& Kp KL )® F(CLoKp,KL)=Pro PO C; & Cr

in which the only unknown value is K, @ Kg. Out of the 23 possible values of K & KRg, only
few values satisfy the equation. Using differential cryptanalytic{1,2} optimization techniques,
such as difference distribution tables and storing the possible pairs of each of their entries in
a special preprocessed table, the identification of the value of K; & Kg can be done in few
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operations. After we find K; & Kag, it is easy to calculate K; = ROL12(K) by equations 1
and 2 and to derive K and K",

A similar chosen key known plaintext attack uses 23? known plaintexts P; encrypted
under an unknown key K, and 2%% known plaintexts P encrypted under the related key
K™ = (Kr,ROL12(K,)). By the birthday paradox there is a high probability to have a pair
in which the property holds. It is easy to identify this pair by the 32 commen bits of the
plaintexts and the 32 common bits of the ciphertexts. This pair may be used to reveal the

keys in the same way as in the chosen key chosen plaintext attack.

3.2 LOKI91

The key scheduling algorithm of LOKI91 derives the subkeys of the even rounds in a different
way than the subkeys of the odd rounds. In particular, the subkey of an even round i is
just a rotated value of the subkey of the previous round i — 1, and it is independent of the
value of round ¢ + 1. Thus, we cannot shift the subkeys and the data by one round in the
second execution without changing their values. However, we can shift them by two rounds
instead. In this case we define the second set of subkeys to be K1* = K3, K2" = K4 and so
on. The keys themselves are K and K* = (Kg, ROL25(K)). Since the shift is increased to
two rounds, we cannot easily identify the pair we are looking for. Luckily, the two subkeys
K1 and K2 share the same 32 bits, and thus given a plaintext P, we have only to guess 32
bits of the key in order to find the data before the third round, which we define as P~.

In the chosen key chosen plaintext attack, the attacker chooses a random plaintext P.
For each one of the 232 possible values of K1 and K2, he calculates the data before the third
round, and defines these 2%2 values as P7. Given the ciphertexts C = LOKIS1(P, K) and
Cr = LOKI91( P, K*), he searches for the plaintext P which was defined by the real values
of K1 and K2 by verifying the relationships between the ciphertexts. The subkeys K15 and
K 16" share the bits of K1 and K2, which he has already guessed. Thus, it is easy to find the
real values of K1 and K2 by calculating further from C into C? by each possibility, and only
the possibilities which result with the encrypted value of C] might have the real value. After
we find these 32 bits of the keys, it is easy to find the other 32 bits by exhaustive search.

The best choice of a chosen key known plaintext attack uses 2!¢ plaintexts P; and 2%
plaintexts P;. With high probability there is a pair P; and P;. for which P} equals the data
before the third round during the encryption of P;. The attacker can identify the key by
guessing the 32 bits of K1 and K2 and verifying which of which is possible in a way similar
to the chosen key chosen plaintext attack.

4 The Chosen plaintext attacks

In this section we describe a chosen plaintext attack which reduces the complexity of ex-
haustive search using related keys. This attack can be combined with the attacks based on
complementation properties{7] and its fastest variant is almost three times faster than the
corresponding attacks based only on complementation properties. When this attack is used
against 64-bit blockciphers, it requires about 232-237 chosen plaintexts, whose corresponding
ciphertexts are to be stored in random access memory during the analysis.

The idea is similar to the attack based on the complementation property of DES[T7].
The complementation property of DES suggests that whenever a plaintext P is encrypted
under a key K into a ciphertext C = DES(P,K), then the complement of P is encrypted
by the complement of K into the complement of C: C = DES(P,K). The attack chooses a
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Cycle Size  Number of Cvcles Number of Elements in the Cycles

1 16 16
2 120 240
4 16,320 65,280
8 33,546,240 268,369,920
Total 33,562,696 268.435,456'

T 268.435.456 = 228
Table 1. Cycles of half-keys for LOKI89.

complementary pair of plaintexts P, and P, = P,. Given their ciphertexts C; = DES(P;,K)
and C; = DES(P;,K) under the same key K, the attacker searches for the key K by trying
all the keys K’ whose most significant bits are zero (i.e., half of the key space). For each
such key, he encrypts P, into C' by C’ = DES(P,K'). If C' = Cy, it is very likely that
K = K'. In addition, the attacker can predict the ciphertext of P; under the key K' to be
C, without an additional encryption. If C' = (,, it is very likely that K = K’, since due to
the complementation property C; = DES(P;,K). Otherwise, neither K’ nor K’ can be the
key K. This attack can be carried out even under a known plaintext attack[l], given about
23 known plaintexts, since it is very likely that two complementary plaintexts exist within
233 random plaintexts due to the birthday paradox.

LOKI89 has several complementation properties(3,1,4,10,8]. A key complementation
property causes any key to have 15 equivalent keys which encrypt any plaintext to the
same ciphertext. These 15 keys are the original key XORed with the 15 possible 64-bit
hexadecimal numbers whose digits are identical. Encryption with these keys results with
the same inputs to the F' functions in all the 16 executions. Therefore, most of the keys are
redundant and a known plaintext attack can be carried out with a complexity of 2% rather
than 2%,

Another complementation property of LOKI89 is due to the observation that XOR-
ing the key with an hexadecimal value gggggggghhhhhhhh, and XORing the plaintext by

plaintext attack by a further factor of 16 to 2%,

The attack we present in this section can predict the values of additional ciphertexts
generated from additional plaintexts under related keys. Let P be any plaintext, K be any
key and C be the ciphertext C = LOKI8I(P,K). Let K™ = (Kg, ROL12(K;)) and let P* be
the plaintext whose data before the first round of the encryption under K* is the same as the
data before the second round during the original encryption of P under K. Then, the first
15 rounds of the encryption C* = LOKI83(P*,K") have exactly the same data and subkeys
as the last 15 rounds of the original encryption of P, and the right half of C* equals the left
half of C (i.e., Cp = CL).

For each key, there is one equivalent key whose four most significant bits are zero, and
one complement key whose four most significant bits of its both halves are zero. In the
following definition, the nezt operation rotates an half-key by 12 bits (as is done in the key
scheduling algorithm every round) and finds the supposed equivalent value of the result.
Definition 1 The nezt operation takes a 32-bit value, rotates it 12 bits to the left (ROL12)
and XORs it with an 32-bit hexadecimal number whose all digits are equal. such that the
four most significant bits of the result are zero.

Table 1 shows the cycle size. number of cycles and the total number of elements in the cyvcles
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generated by the next operation. We see that almost all the cvcles have the maximal size
eight.

In our attack we use the observation that the shift of one round of the data and the
subkeys can be done in both the backward and forward directions. Therefore. each trial
key can predict ciphertexts under three related keys, and thus the attack requires to try
about a third of the number of keys required by the attack based on the complementation
properties. Usually it is not possible to find a subset of the keys which satisfv the related
keys conditions and contain exactly a third of all the keys. The best choice for LOKI89 is to
try 3/8 of the keys. We preprocess a list of half-keys {L;}, with the properties: {1) The four
most significant bits of all the values in the list are zero, and (2) The list contains exactly
one value from each cycle of the next operation. This list contains about 2?* half-keys. The
list can either be stored in memory using about 4 - 2%* = 2%7 bytes, or stored as a bitmap
using 228/8 = 2%° bytes?.

The attack requires 237 chosen plaintexts whose ciphertexts are stored in a random access
memory (whose size is 290 bytes). The attack is as follows:

1. Choose any plaintext Py, and calculate the 15 plaintexts P, i € {1;...., F.}, by

2. For each plaintext P;, choose the additional 23? plaintexts P s = (Pg, Pi = k) whose
left halves are the right half of P; and whose right halves receive all the possible values
by XORing all the possible 32-bit values k to the left half of P..

3. For each plaintext P, choose the additional 22 plaintexts P, = (Pip @ k. P.r) whose
right halves are the left half of P; and whose left halves receive all the possible values
by XORing all the possible 32-bit values k to the right half of P..

4. Given the ciphertexts {C;}, {Cis}, {C},}, try for each pair of half-keys (Li, L;) all the
24 keys K’ of the form K’ = (RORm(L;), ROLn(L;)), where m is a multiple of four
and n is eithern = m, n = m 4+ 4, or n = m + 8. Figure 5 shows the choice of such
24 trial keys, which are denoted by t. All the keys are covered by the trial keys. The
trial keys K’ are covered by themselves. The other keys are covered by the key relation
property by trial keys created from (L;, L;). These keys are surrounded together with
the swapped value of their trial keys. Examples of four such triples are marked in gray.
The keys denoted by * are covered by two trial keys. The figure should be interpreted
cyclically through its edges. This is the best coverage possible for LOKI89.

5. Encrypt the plaintext Py under each trial key K’ into C* = LOKI89( Py, K').
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of P, with a seventeenth round (just calculate one additional round from C’ using the
subkey K17’ which can be easily derived from the key K'), and if the result C” equals

or any one of its 15 equivalent keys.

8. Calculate one additional round backwards from Py using the subkey K0’ which can be
easily derived from the key K', and fix & to be the output of the F function in this
round. If the data after the fifteenth round during the encryption of P, under the key

*We have also devised an additional algorithm which chooses the trial keys on the fly and does not require
a list of potential half-keys. However, due to technical details, the efficiency of the attack is reduced. Since
the memory space required by the attack is much larger than the list of potential half-keys. this list does not
affect the space complexity of the attack.
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Figure 5. The choice of the trial keys.

The encryption key K must be recognized by either step 6, step 7. or step 3. Since the
comparisons in steps 6, 7 and 8 are much faster than a trial encryption, the complexity of
the attack is the total complexity of step 5. If the number of elements in each cycle would
have been divisible by three, the complexity of the attack would decrease relatively to the
attack based on complementation properties by a factor of 1/3. In the case of LOKI89
this factor is only 3/8, and the complexity of the attack is (3/8) - {(2%8)? = 1.5 - 25% trial
encryptions?,

The application of this attack to LOKI91 is similar. The main two differences are: (1)
The plaintexts are chosen with respect to changes in the half of the key which affects the first
two rounds, rather than changing the plaintext’s halves directly. (2) The trial keys generated
in step 4 of the attack cover only half of the keys, since there is only one complementation
property. Thus, we use twice as many trial keys, namely the original trial keys and the same

trial keys whose right halves are complemented. The complexity of this attack on LOKIS1
is 1.375 - 28!, which is about 5.8 times faster than exhaustive search.

3This part of the algorithm requires the calculation of one additional round for any trial key K’, which
slows the attack by a factor of 17/16. In parallel hardware implementations. this behavior can be solved
easily. In software, it can also be solved by using large hash tables and checking the existence of ciphertexts
hefore the calculation of the additional round.

1Hf we choose carefully the order of trying the trial keys, we can reduce the average case complexity
slightly from 1.5 - 2%3 by about 8%.
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Round 12 3 4 53 6 7 8 9 10 11 12 13 14 15 16
Shifts 11 2 2 2 2 2 2 1 2 2 2 2 2 2 1
Modified variant 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2 2

Table 2. The numbers of shifts in the key scheduling algorithm of DES. and a modified
variant vulnerable to the related kevs attacks.

5 Application to Lucifer

In Lucifer{16]. the subkeys are derived by shifting the key by a fixed number of bits every
round and selecting specific bits as the subkeys. and thus the derivation algorithm of the
subkeys from the previous subkeys is the same in all the rounds. Therefore. chosen key
attacks similar to the attacks on LOKI89 are applicable, but since the blocksize and the
size of the key are 128 bits. the complexities become 2% for the chosen kev chosen plaintext
attack and 25 for the chosen key known plaintext attack. Lucifer has no complementation
properties, and thus the complexity of the chosen plaintext attack is 1.3 - 21%6.

6 DES

DES[14] is not vulnerable to the related keys attacks since the number of shifts in the key
scheduling algorithm is not the same in all the rounds. While usually the key registers are
shifted by two bits after each round. they are shifted only by one bit after the first. the ninth
and the fifteenth rounds. However. if we modify this shift pattern to shift the key registers by
the same number of bits in all the rounds (either one or two or any other number including
seven which was suggested in [6]), the resultant cryptosystem becomes vulnerable to the
related keys attacks. Table 2 describes the numbers of shifts before each round in the key
scheduling algorithm of DES and a variant with modified shift numbers which is vulnerable
to the related keys attacks.

7 Summary

In this paper we described new cryptanalvtic attacks which are applicable to the LOKI
family of blockciphers and to Lucifer. These new attacks are based on the structure of the
key scheduling algorithms. These attacks are independent of the number of the rounds of
the cipher. The same attacks could be applicable to DES if only minor changes would be
made to the shift pattern of its key scheduling algorithm. and thus these attacks show how
so small points in the design of a cipher can contribute to its strength. The results of the
related kevs attacks are sumimarized in table 3.
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