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Abs t rac t .  The contribution of this paper are twofold. First, we present 
a n  efficient computationally secure anonymous channel which has no 
problem of ciphertext length expansion. The length is irrelevant to the 
number of MIXes ( control centers ). It improves the efficiency of Chaum’s 
election scheme based on the MIX net automatically. Second, we show 
an election scheme which satisfies fairness. That is, if some vote is dis- 
rupted, no one obtains any information about all the other votes. Each 
voter sends O(nk) bits so that the probability of the fairness is 1 - 2 - k ,  
where n is the bit length of the ciphertext. 

1 Introduction 

Chaum showed a computationally secure anonymous channel called a MIX net 
[I]. I t  hides even the  traffic pattern,  that is, who sends whom. The  MIX net 
consists of a series of control centers called MIXes. However, the length of the 
ciphertext which each sender sends is very large. It grows proportionally to the 
number of MIXes. 

Anonymous channels and election schemes are closely related to each other. 
An anonymous channel hides the correspondences between the  senders and  the 
receivers. An elec.tion scheme hides the correspondences between the voters and 
the content of each vote. From this point of view, Chaum proposed an election 
scheme based on the MIX net [l]. However, the election scheme based on the  
MIX net provides very low level of correctness. It doesn’t satisfy even fairness. 
Tha t  is, suppose tha t  only one vote is disrupted. Still, everyone can know all 
the other votes in his election scheme. Then ,  this information will influence the 
re-election greatly. 

Chaum showed another anonymous channel called a DC net [3], and an elec- 
tion scheme based on the DC net [2]. While the DC net is unconditionally secure, 
the participants must share random riumbers beforehand. I t  also has a problem 
of message collision. The  election scheme based on the DC net has the same 
problems. 

Benaloh showed a totally different yes/no election scheme which is based on 
zero knowledge interactive proof systems (ZKIP)  and secret sharing schemes [4]. 
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Benaloh's scheme provides very high level of correctness, that is, fault tolerancy. 
The total number of yes votes is successfully obtained even if less than a half of 
control centers ( corresponding to MIXes ) are dishonest. However, the disad- 
vantage of Benaloh's scheme is efficiency. Let pi be the cheating probability of 
voter i. To obtain that pi 5 2-k, each voter has to send O ( n k N )  bits, where 71 

= the size of each ciphertext and N = the number of the control centers. 
The contribution of this paper are twofold. First, we present, an efficient 

computationally secure anonymous channel which has no problem of ciphertext 
length expansion. The length is irrelevant t o  the number of MIXes. It improves 
the efficiency of Chaum's election scheme based on the MIX net automatically. 
Second, we show an election scheme which satisfies the fairness. That is, if some 
vote is disrupted, no one obtains any information about all the other votes. Each 
voter sends O(nk)  bits so that the probability of the fairness is 1 - 2-k, where 
n is the bit length of the ciphertext. 

2 Chaum's Work 

2.1 

Let EA be a public key and E i l  be a secret key of Alice. We assume that, for 

Basic Usage of Public Key 

any x, 
EilE~(x) = E A E A ~ ( X )  = x. (1) 

Let Mi be a plaintext and Ci be the ciphertext (1 5 i 5 n) .  Suppose that Mi 
and Ci are made public. Also suppose that n is small enough. When we want 
to  hide the correspondence between Mi and Ci, each Mi should be encrypted as 
follows. 

C; = E A ( M ~  o Ri),  

where Ri is a random number. If Ri is not attached, it is easy to find the 
correspondence between M; and Ca. 

The digital signature for a random number M can be given by 

D = E,'(M o 0'). 

Everyone can verify the validity of the signature by forming 

E A ( 0 )  = M 0 0' 

and by checking 0', where 1 is a sufficiently large number. 

2.2 Anonymous MIX Channel 

Chaum showed a scheme which hides even the traffic pattern. The model is as 
follows. There are n senders, Al  ~ . . . , A,, . Each A, wants to send a message mi 
to  a receiver Bi in such a way that the correspondence between Ai and Bi is 
kept secret. It is assumed that there exists a shuffle machine agent Sl ( called a 
MIX ). Let the public key of Bi be Eg, and the public key of S1 be El.  

An anonymous channel is realized by the following protocol. 
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[ Simple MIX Anonymous Channel ] 

Step 1. Each Ai chooses a random number R and writes 

Ci = E1(R 0 Bi 0 EB,(mi))  (2) 

on the public board. 

board in a lexicographical order. 

In this protocol, anyone except for S1 cannot see the correspondence between 
{ A * }  and {Bi}. To hide the correspondence even from S1, k MIXes SI, . . . , S k  

are used. The protocol is as follows. Let Ei be the public key of Si. 

[ k MIXes Anonymous Channel ] 

Step 2. S1 decrypts i t ,  throws away R,  and writes { B i o E ~ , ( m i ) }  on the public 

Step 1. Each Ai chooses random numbers R1, . . . , Rk and writes 

El(R1 0 Ez(R2 . . Ek(& 0 Bi 0 E ~ , ( m i ) )  ' ' .)) 

on the public board. ( We say that Ai sends Bi o Eg, (mi )  to  the k MIXes 
anonymous channel. ) 

Step 2. S1 writes 

Ez (Rz . ' ' Ek ( Rk 0 Bj 0 Es, (mi) )  . . ') 

on the public board in a lexicographical order. 
Step 3. &,S3,. . . , and Sk-1 execute the same job as Step 2 in sequence. 
Step 4. Finally, Sk writes Bi o Eg,(mi) on the public board in a lexicographical 

order. 

In this protocol, if at least one MIX is honest, the correspondence between { A * }  
and {Bi} is kept secret even from the MIXes. 

2.3 Election Scheme 

Chaum proposed an election scheme based on the k MIXes anonymous channel. 
In the k MIXes anonymous channel, if sk is dishonest, sk may write something 
other than Bi o E i , ( m i )  on the public board. Ai can detect this error. However, 
if A; claims, s k  can know the correspondence between Ai and Bi because s k  
knows Bj. This is a serious problem if the anonymous channel is used for an elec- 
tion scheme. To overcome this problem, Chaum proposed the following election 
scheme. 

Let Pi be a voter and V ,  be his vote. 
(Registration phase) 

Step 1. Each Pi chooses (I<i ,KtF1),  where Ii'i is a public key and is the 
secret key. Pj writes 
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on the public board with his digital signature. ( Pi sends Ii i  to the k MIXes 
anonymous channel. In step 1 of the k MIXes anonymous channel, Bi 0 
Egi (mi) is replaced by li'i .) 

Step 2. The k MIXes anonymous channel shuffles {li'j} in secret. ( Step 2 and 
3 of the k MIXes anonymous channel are executed.) 

Step 3. sk writes Ii'i on the public board in the lexicographical order. 

Let the list be ( l ? l ,  J i 2 , .  . .). 
(Claiming phase) 

Step 4. Each Pi checks that his I<i is in the list on the public board. If not, Pi 
claims and the election stops. If there are no claims in some period, goto the 
next phase. 

(Voting phase) 

Step 5. Each Pi writes 

Ei(R1 o&(R2...Ek(Rk ~ ( l i ' i o ~ ~ ~ ' ( t ; ; O o ' ) ) ) . . . ) )  

on the public board with his digital signature. ( Pi sends Ki o K r l ( K  0 0' ) 
to the k MIXes anonymous channel. ) 

Step 6. After the deadline of the voting period, the L MIXes anonymous chan- 
nel shuffles lii o K8Y1(K o 0') in secret. 

Step 7. s k  writes li'i o KzT1(t;; o 0') on the public board in the lexicographical 
order. Let the list be (u1 o q), (u? o WZ), . . .. 

Step 8. Everyone checks that ui = li'i, and ui(wi) = * .  . . * 0' for each i. If the 
check fails, stop. 

Step 9. It is easy for everyone to obtain {Vl, . . . , Vn}. 

Remark. At Step 1 and Step 5, digital signatures are necessary to  check the 
voters' identities. 

3 Proposed Anonymous Channels 

The problem of the k MIXes anonymous channel shown in 2.2 is that each 
sender Ai has to send a very long message at step 1. The length of El(R1 0 
E2(R2 . . . Ek(& o Bj o E ~ , ( m i ) )  . . .)) is proportional to k, which is the number 
of the MIXes. 

In this section, we will present an anonymous channel which has no problem 
of such ciphertext length expansion. 

[ Proposed Anonymous Channel ] 
The proposed scheme makes use of ElGamal cryptosystem. The authority pub- 
lishes ( q ,  g, c ) ,  where 
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- y is a large prime number. 
- y is a primitive element of GF(q) .  
- c is the factorization of y - 1. ( Everyone can check that y is a primitive 

element by using c.) 

(Secret key of Si)  Xi E {I , . . . , y -  1) 
(Public key of Si) Y,  (= gx: mod q )  
( Si chooses Xi and publicizes Yi.  ) 

Step 1. Each sender Ai chooses a random number R and computes 

Aj writes (Coi,Cli)  on the public board. Define f j ( t l  U , T )  as 

For i = 1 , .  . . , k, do the following. 

Step 2. Let the latest list on the public board be 

Si chooses random numbers T I ,  . . . , T,, and computes fi(tj, uj r j )  for each j. 
Step 3. Si writes {fi(t j ,  u j ,  r j ) }  ( j  = 1 , .  . . ~ n )  on the public board in a lexico- 

graphical order. 

Finally, we have a list of {Bi o E ~ , ( m i ) }  in a lexicographical order on the public 
board. 

In this protocol, ((JOi,Cli) changes as follows for some random numbers 
R 1 , .  . . , & - I .  

Note that I(C~clClt)l = 2 x I y I .  Thus, the proposed anonymous channel has 
no problem of the ciphertext length expansion. It is also easy to see that,  if 
there exists a t  least one honest S2, the correspondence between Aj and Bi is 
kept secret from any adversary. 
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4 Proposed Election Scheme 

The  proposed anonymous channel of Sect,. 3 can be direct,ly applied t,o Chaum‘s 
election scheme in subsection 2.3. Then, the communication roinplexit,y is im- 
proved automatically. 

However, the  Chaum’s election scheme has a problem of fairness as ment.ioned 
in the Introduction. Tha t  is, suppose that only Vl i s  disturbed by Sk. Then.  
from the final list on the  public board, everyone knows t8hatm some vot,e has 
been disrupted. However, a t  the  same t<ime, everyone knows {Vz, . . . , L‘,,}. This 
information ( for example, the number of yes votes and t,hat, of no votes ) will  
affect the re-election greatly. 

Let’s study this problem more in detail. For simplicity, suppose that, each 
voter Pj is honest. ( It  is clear that, Pi cannot, vote more than one v0t.e in  
Chaum’s scheme. ) Consider the following t,wo events.( We assume t,liat. t.here 
are some undisrupted votes. ) 

Event 1 ; Some vote cannot be recovered. 
Event 2 : Some undisrupted vot,e is made public. 

Define Pd as follows. 

P d  P,-[ Event 2 I Event. 1 1. 
In the Chaum’s scheme, if Sk behaves a.s above, t,hen always Pd = 1. 

This section will present, an elect.ion scheme such t.hat. Pd is negligibly sniall. 
We gives a high level description of t,he proposed election scheme in t.his sect ion. 
The  details will be given in the next, section. The  proposed electmion schenw 
consists of three phases as Chaum’s scheme of 2.3 does. Our regist,ratioii phase 
and claiming phase are the same as t,hose of Chaum’s scheme. In what. follows. we 
will show our voting phase protocol. In addition to S1,. . , ~ sk, we use so whose 
role i s  t o  flip a coin. ( Instead of So, we can use a collect,ive coin flipping prot,ocol. 
Such So or a coin flipping protocol is also necessary in Benaloh’s electmion scheme 
[4].) In this prot,ocol, we use a variat,ion of t.he anonymous channel proposed in 
Sect,. 3.  

4.1 

First, we will present, our voting phasa protorol which achieves that P<, 5 I /2  

Proposed Voting Phase Protocol (1)  

Step 1. Each P, chooses two raiidom numbers R,1 and K,? such that 

where @ denotes bit,wise exclusive OR. 

group public key crypt,osyst,em given in 5.1  is used. ) 

of ( ( ~ i l  o o’),(R,~ o 0’) 

Step 2. Each Pi sends t,he cip11ert.ext.s of R,l o 0’ and Rj2 o 0’ t o  ,5’1 - Sk. ( A 

Step 3. After the deadline of tthe voting period, $1 - S k  shuffles t.hc ciphertrxts 
i n  secret. 
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Step 4. At this moment, we have a secretly shuffled list of ciphertexts of 
( ( R 1 1  0 0'1, ( a 1 2  0 o r ) ) ,  ( ( a 2 1  0 O'), (R22 0 o r ) ) , .  ' ' .  
For each i ,  one of Rjl o 0' and Rj2 o 0' is randomly chosen and made open. 
More precisely, So flips a coin for each i. If the coin is head, S1 - sk decrypt 
the ciphertext of I&loO' and make it open. Otherwise, f i z  00' is made open. 

Step 5. Everyone checks the form of 0' of the decrypted pieces ( in the same 
way as step 8 of the protocol in 2.3). If some disruption is detected, the 
protocol stops. 

Step 6. Otherwise, for each i ,  the remained pieces are made open. Then, the 
form of Or is checked. ( The same check as step 8 in 2.3 is done.) 

Step 7. For each i such that no disruption is detected for both pieces, V, is 
obtained from Ril o 0' and Rj2 o 0' by using eq. (3). 

Remark. Voter's identity checking is done in the same way as in Chaum's election 
scheme by using digital signatures. 

Example 1. Let the number of voters be 3. 
[ Step 1 and 2.1 ( Voting ) 

voter 1 (R11 , Rlz) anonymous channel 
voter 2 (R2l , R 2 2 )  j anonymous channel 
voter 3 (R31, R32) + anonymous channel 

[Step 3.1 ( Shuffling ) 

[Step 4.1 ( Cut and Choose ) 

[Step 6.1 ( Opening ) 
I 

(R31 I R32)i (R11 I R12)i (d21 I R22) 
R32, R11 and R22 are made open. 

[Step 7.1 ( Reconstruction ) 

V l  = R31 @ R32 

V z  = Rii @ R12 

V 3  = Rzi Cb Rzz 

Theoreml. In the above protocol, pdl 2 1/2. 

Proof. Note that 
Pd = Pr{ No disruption is detected at Step 5 1 Event 1 }. 
Event 1 occurs if some dishonest Sj has rewritten a t  least one element of 

{Ril o O r }  u {Riz o O'}. Suppose that one element of {&I o 0') U {Riz o 0') is 
disrupted. Then, this cheating is detected a t  Step 4 and Step 5 with probability 
1/2. 0 
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4.2 

Next, we will show our voting phase protocol which achieves that  Pd 5 1/2", 
where h is a security parameter. 

Proposed Voting Phase Protocol ( 2 ) 

Step 1. Each P; chooses h pairs of random numbers (R11, RzI),  . . . .  (Rlh, Rzh) 
such that 

V ,  = R11 @ R21 = ' . .  = R I I ~  @ R2hr (4) 

where @ denotes bitwise exclusive OR. 
Step 2. Each Pi sends the ciphertexts of 

((Rfl  O O ' , R t 2 1 0 0 1 ) ,  . . . I (  R;hOO',R;hOO')) 

t o  s1 - S k .  

Step 3. The anonymous channel shuffles 

{(Rfl 0 o', h$1 0 o ' ) ,  ... , ( @ h  0 o', Rfh 0 0')) 

in secret. 

open ( for V i  ). 

disruption is detected, stop. 

Step 4. For each j, one of Rf j  o 0' and Rbj o 0' is randomly chosen and made 

Step 5. Check the form of 0' of the opened pieces as Step 8 in 2.3. If some 

Step 6. Open all of Rf j  o 0' U Raj o 0'. Check the form of 0'. 
Step 7. Let 

G(i )  !? {j I No disruption is detected both for Rij o 0' and Raj o O'}. 

J ( i )  fi minG(i) if I G(i)  I> 1.  

Example 2. [Step 1 and 2.1 ( Voting ) 

voter 1 (Rtl ,  Ril) ,  . . . . . . .  (Rib, Rib) anonymous channel 
voter 2 (I?;,, Ri1), . .  . . . . .  (RTh, Gh) + anonymous channel 
voter 3 ( R ; ~ ,  &),. . . . . . .  ( R ; ~ ,  R ; ~ )  + anonymous channel 

[Step 3.1 ( Shuffling ) 

[Step 4.1 ( Cut and Choose ) 
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[Step 6.1 ( Opening ) 

(@I , 

(Error, R;,) * (Rt,, R;Z) 
(Error,G1) * (Ri2,Error) + (Ri3,Ri3)  

Error means that some disruption is detected. 

[Step 7.1 ( Reconstruction ) 

V1 = R;l % RZ, 

V2 = Rt.7 tb K.& 

V g  = R;? + RZ2 

Theorem2. In the above protocol, Pd 5 1/2" 

Proof. Note that 

or one of RYi and R$ is disrupted for 1 5 V i  5 h } .  
Pd = P,.{ no disruption is detected a t  Step 5 I there exists V, such that both 

Suppose that there exists V, such that one of RTi and RZi is disrupt,ed for 
0 1 <_ V i  5 h .  This disruption is detected at, St,ep 5 with probabilit,y l/2'L. 

5 Full Description of the Proposed Election Scheme 

The proposed election scheme uses a modification of the anonymous channel 
given in Sect.3. The modified anonymous channel makes use of a group public 
key cryptosystem [5]. 

5.1 Group Public Key Cryptosysteni 

Remember that we have used 

( Common public inforination ) p ,  y ,  c 
( Secret key of Si ) Xi E {l,  . . . , q - -  1 )  
( Public key of Si ) Yi (= yx* mod q )  

in Sect.3. This setting is the same as t,hr group public key cryptlosystem in [5]. 
The public key of the group is I'I . . .  Y k .  All S, have to cooperat,e tlo decrypt, 
ciphertexts. 

Let m be a plaintext. The ciphertext of the group public key cryptosystem 
is given by 
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~ ( m , r )  2 ( y r , m i  x ( ~ 1  . . . Y ~ ) I ' )  mod q ,  

where T is a random number. The decryption protocol is given as follows. 
Let 

A 
Q = y" mod y ,  

b = nz x (Y1 . . . Y k ) I '  mod y .  

[ Decryption Protocol ] 

Step 1. Each Si computes 2, = a x i ( =  (y")xi = Y,' mod q )  and makes Zi open. 
Step 2. Everyone comput,es 

A 

b/(Z1 . . . Z k )  = m x (Yl " . Y k ) l ' / ( Z 1  " . Z k )  = m. 

5.2 One more tool 

Let 
A h ( a , b , e )  = (0 x y ' , b  x (Yl . . . Y k ) e )  mod q .  

Lemma3. l f ( a , b )  = E ( m , r ) ,  then h ( u , b , e )  = E ( n i , r + c ) .  

The proof is immediate. 

times yields E ( m , z )  for some 2. 
From this Lemma 3, we see that applying h to E ( m ,  r )  successively several 

5.3 Modified Anonymous Channel 

We show a modification of the anonymous channel shown in Sect. 3, which will 
be used in the next subsection. 

Step 1. Each sender Ai writes E ( &  o EB,(mi),  ri )  on t,he public hoard, where 

Step 2. 5'1 chooses random numbers e l ,  e 2 , .  . . , and computes 
T;  is a random number. 

h(E(Bi o E ~ , ( m i ) , r i ) , e i )  = E(B;  0 E ~ , ( 7 r i ; ) , ~ ;  + e i )  

for each i. 5'1 writes {E(& o E ~ , ( n ~ i ) , r ,  + e i ) }  on the public board in a 
lexicographical order. 

Step 3. S2 - Sk do the same job in sequence. Then, we have a list of {E(B;,  o 
Es,(mi) ,  xi)} in a lexicographical order on the public board, where xi is a 
random number. 

Step 4. S1 - SI, obtain {Bi o E ~ , ( r n i ) }  by executing the decryption algorithm 
in 5.1. 
If at least one S, is honest, nobody knows the correspondence bet,ween Ai 
and Bi. 
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5.4 Details of the Election Scheme in 4.1

We show the details of the election scheme shown in 4.1. The details of the
protocol of 4.2 will be obtained similarly.

Step 1. Each voter Pi chooses two random numbers Rn and Ri2 such that

Step 2. Each P,- chooses r,i and r,2 randomly. He computes

o A ' - ^ ^ i ° 0'), r,-i)

and writes them on the public board.
At this moment, there is a list on the public board such that

( ( a n , & n ) , ( a i 2 , & 1 2 ) ) , ( ( a 2 i , & 2 i ) , ( 0 2 2 , 6 2 2 ) ) , • • • •

Step 3. For i — 1,. . . , k, do the following in sequence.
Let the latest list on the public board be

Si computes

for each j , where tj\ and ejj are random numbers. Si writes

on the public board in a lexicographical order.
Step 4. Let the list on the public board at this moment be

So chooses a random bit rf,- for each i. By using the decryption protocol given
in 5.1,

Slt...,St decrypt (& ii,^1)(= E(Ki o I<~\iin oQ^^n)), if d{ = 0
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S1, . . . ,  Sk decrypt ( i y i a , p i 2 ) ( =  E ( K ( ~ ~ ~ - ~ ( R i z o O ‘ ) , r i a ) ,  i f d i  = 1.  

Step 5 .  Everyone checks the form of 0’ of the decrypted pieces ( in the  same 
way as Step 8 of the protocol in 2.3) .  If some disruption is detected, the  
protocol stops. 

Step 6. Otherwise, for each i ,  the remained pieces are made open. Then ,  the 
form of 0’ is checked. ( The  same check as Step 8 in 2.3 is done.) 

Step 7. For each i such that no disruption is detected for both pieces, V ,  is 
obtained from &I o 0’ and &z o 0’ by using eq. ( 3 ) .  

6 Conclusion 

First, we have presented an  efficient computationally secure anonymous channel 
which has no problem of ciphertext length expansion. The  length is irrelevant 
t o  the  number of MIXes. I t  improves the efficiency of Chaurn’s election scheme 
based on the MIX net automatically. Second, we have shown an election scheme 
which satisfies the fairness. That is, if some vote is disrupted, no one obtains any 
information about all the other votes. Each voter sends O ( n k )  bits so that the 
probability of the  fairness is 1 - 2 - k ,  where n is the bit length of the ciphertext. 
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