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Abstract 
Th is  paper describes a str ict ly deterministic digital signature scheme using public-key cryp- 

tosystems. Th is  scheme is i n  discussion inside a working group o f  I S 0  on signature schemes 

(TC97/SC20/WG2). A work ing d ra f t  has been writ ten and accepted recently (with formal 

modifications t o  b e  added). B y  th is  presentation we hope t o  receive useful remarks for im- 

proving this scheme. T h i s  scheme is the fastest known scheme for the verification o f  signature 

(only one square plus some very easy operations). 

W e  introduce t h e  not ion o f  signatures wi th  shadow - tha t  is, when the signature is math- 

ematically attached together  the  message to  sign - and with imprint - t h a t  is, where the 

message and the  signature are two  separate entities. 

Th i s  scheme is RSA-based and, i n  some aspects, is a variant o f  Rabin-Will iams schemes. 

However, if the scheme is correctly implemented, it is immune against the at tacks by chosen 

messages. T h e  technique is well-known: You introduce a redundancy in the message before 

you sign w i th  your secret function. Th is  tr ick permits t o  the secret function t o  b e  defined 

nearly nowhere: T h e  mul t ip l icat ive at tack of Davida, for instance, is then w i t h o u t  effect. 

T h e  original p a r t  o f  t he  paper is an effective and efficient proposition for t he  function of 

redundancy and i t s  uses and a structured way t o  sign and t o  verify w i th  a weak dependence 

f rom the functions. If you use the RSA or one o f  i ts variants, you are in  a context  where each 
known optimisation i s  possible. 

The  function o f  redundancy is defined in such a way tha t  the system resists t o  any known 
attack; moreover the  redundancy is used, if necessary, t o  identify the correct message f rom the 

possible ones when you veri fy the signature. Indeed, in  the scheme o f  Will iams, the  operation 
of signature needs a square root: T h e  message thus needs to be a quadratic residue. A useful 

result is t ha t  f r o m  t h e  set { a ,  -a,  a / 2 ,  -a /2 } ,  there is one and only one quadratic residue 

. So, in fact, you can detect  t he  unique quadratic residue f rom this set then you extract the 

square roo t  o f  th is  one. T h e  redundancy is also used t o  indicate the length of the signed 

message (if the message is short) or o f  the hashed value o f  the  message. 

M a n y  useful detai ls will be given in the ful l  paper. 
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