Strong Practical Protoco]sr

Judy H. Moore
Sandia National Laboratories
Albuquerque, NM 87185

Recent progress in the area of cryptography has given rise to strong cryptoalgorithms
using complex mathematical systems. These algorithms often require quite sophisticated
computing capabilities for their implementation and are designed to withstand attack by
equally sophisticated opponents with nearly unlimited resources available to them.
However, the mere existence of such algorithms is not enough to solve the problems of
message secrecy and authentication. The procedures for handling the data, including the
use of a cryptoalgorithm, must insure that the desired level of security is achieved.

Such a set of rules or procedures is known as a cryptographic protocol.

There have been many examples in the Titerature ([21,{31,(61,{71,{10], [11]) in the
past few years of protocol failures. These examples sometimes involve the cryptanalysis
of the particular instance of the cryptosystem used, but often merely demonstrate the
failure of the protocol to provide the advertised level of security and/or authentication.

Research in the area of cryptographic protocols has been considering methods to
provide "provably secure" protocols ([1],[4],[5],[8],[9]1). Progress has been made,
although, as might be expected, the initial results either apply to systems which have
been idealized in order to simplify the problem or use techniques to gain security which
are not practical for application. These techniques are obtained using abstract
principles designed to model ideal security systems. However, when cryptosystems are
actually fielded, much less abstract principles are applied. Rather than trying to model
ideal systems to provide "provably secure" protocols, we propose the development of
techniques for use by protocol designers to precisely define the security provided by the
protocol.

Modern systems designed to protect information can make use of cryptography, physical
barriers and procedural constraints to accomplish their goals. It is important to note

that, in general, elements from each of these three areas are required for optimal
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protection. Perhaps because the physical barriers seem more concrete, the analysis of
their effectiveness appears to be easier than the analysis of the cryptographic portions
of the protocol. Such an analysis giveS rise to some broad guidelines for the purpose
behind any element in a protection system. In particular, it seems that the value of any
security measure lies in its capacity to contain the threat within a well-defined and
reasonable boundary. The guardian of an object utilizes a security measure, not because
it will provide absolute security, but rather because it can limit the threat and clearly
define the boundary of the security problem remaining. For example, the purpose of a
barbed wire fence around a secure area is to 1imit the attention of the guards to that
well-defined boundary. It also limits the threat to those willing and able to confront
the barbed wire. The guard force is still necessary since the fence cannot praovide
absolute security. Similarly, the use of a secure encryption algorithm to maintain
secrecy in communications between two parties, does not eliminate the need for some
jnformation to be kept secret. At best, it transfers the need for protection to the key,
which should be smaller and more easily controlled than the messages themselves.

From the above discussion, we abstract the following principle for application to the
development and analysis of protocols. Each component of a protocol should serve to
either limit the number of opponents capable of posing a threat or limit the exposure to
these opponents of the protected data. The protocol designer must attempt to demonstrate
how the protocol accomplishes this and to what degree it can be expected to provide the
desired security. It is important to notice that the key word used here is limit, not
eliminate. This reflects the effect of what is probably an axiom; namely, that we cannot
eliminate the problem; we can only bound the problem. Absolute security, provable
security may not be required, but careful analysis of the how the critical components
bound the problem is essential in order te assure that, when the protocol is actually
fielded, the declared level of security is not degraded.

To illustrate this kind of analysis, consider the example of a communications network
using a public key cryptosystem. We assume a Central Keying Authority (CKA) which is
responsible for issuing to each subscriber in the network, a cryptosystem designed to
provide a secrecy channel for communications with that subscriber. The CKA also publishes
the public parameters of each subscriber’s cryptosystem. We will use the notation Ei(M)
to denote the encryption of a message M using the published parameters of the ith
subscriber. The decryption of a ciphertext C wusing the secret parameters will be

denoted by Di(C). In order to send a message M to subscriber i, a transmitter looks up
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the public encryption parameters and sends Ei(M) across open communication lines.
The specification of the public key algorithm to be used is of course critical her
but much can be said before proceeding further. The critical components to be analyzed

this Tevel of specification are:

1. The CKA must choose good parameters to insure that the best possible security -
achievable with the chosen cryptosystem. Without this requirement, the cryptosystem
cannot serve to 1imit the threat. The CKA must also be trusted not to divulge each
subscriber’s secret parameters since failure to accomplish this may result in exposure 1
the threat of the data to be protected.

2. The CKA must publish and maintain the integrity of the public parameters. This
is necessary not only to facilitate the communications network, but also to limit the
exposure to the threat of the data, since the insertion of fraudulent information in the
directory would enable an unauthorized user to pose as an authorized subscriber.

3. The subscribers must take appropriate measures te maintain the secrecy of their
decryption functions in order to limit the threat by requiring some effort to decrypt tr

messages.

Since the purpose of the described protocol is to allow for messages which are not
understandable by an outsider to be sent to a given subscriber, the remaining analysis
required involves the description of the extent to which this is possible. For example,

if Ei(M) is sent to subscriber i, the meaning of M might be exposed if:

1. Ei is not a strong cryptofunction, so that a decryption of Ei(M) is possible
by a simple cryptanalysis of the algorithm. For example, if RSA is used, the threat is
potentially Timited to those capable of factoring the modulus. If the parameters are
properly chosen, this threat can be made quite small. However, the protocol designer
and/or analyser must be careful to avoid the pitfail of claiming that finding the meanin
of M means breaking the cryptosystem Ei’ as the remaining points will address.

2. Ei(M) may be jibberish to the outsider, but the meaning of M may still be
discernable. This, of course, is possible if the number of messages that can be
meaningful to the subscribers is small so that precalculation of Ei(N) for all possibl
N could make the meaning clear by a simple table lookup [11]. Therefore, the message

space must be large enough to limit this threat to the desired level.
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3. Ei(M) might be used together with a collection {Ej(H)) of encryptions of the
same message to other subscribers. In the case of an RSA system, this is possible when a
common modulus for each subscriber or if a small common encryption exponent is used
[31,[6],[10].

4, Ei(M) might be used together with {Ej(Mj)), where Mj is some known variant of
M, to reconstruct M. For example, if Mj is M together with a time stamp and the

encryption function is RSA with a small exponent [6].

Each of these represents a known problem for some or all public key cryptosystems
which are also logically obvious areas of concern. The protocol designer should therefore
take care to consider each of these in the specification of the cryptoalgorithm to be used
and the parameters to be chosen.

It is important for the protocol designer to be precise in the statement of the
security provided by each component of the protocol. In practical application, broad
assumptions need to be replaced by specific measures of the level of degradion of security
if the the given condition is not met. For a simple illustrative example, the statement
that the CKA must be trusted to maintain the secrecy of the subscribers’ decryption
functions, should really be replaced by the statement that no messages for a given
subscriber can be secret if the CKA has divulged the decryption parameters of the
subscriber. While this is of course obvious, if the protocol designer adopts this style
of describing the protocel, the security issues become clearly demarked.

When protocols are designed, some assumptions about the setting or the
cryptoalgorithm used are inevitably made. There is no problem for a practical protocol
application with such assumptiaons, as long as these are clearly defined. In fact, the
failure to identify some assumptions is quite often the root of protocol failures, so that
a clear definition of all assumptions is necessary for the development of strong
protocols. However, one further step would be very useful to both the designer and the
applier of a protocol. This step would entail the analysis and possible quantification of
the effect on the protocol if some identified assumption is not vaiid. The benefits of
this approach are twofold. First, when the protocol is applied, the advertised level of
security will not be degraded by the failure to meet some unspecified requirements for the
system. Secondly, the protocol designer will have a more clearly defined protocol and may
find that unnecessary assumptions could be discarded, making the protocol more widely

applicable.
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By way of summary, what we actually propose is a change in perspective in two areas
for the design and analysis of protocols. First, for each element of the protocol, the

following questions should be answered:

1. How does this element Timit the threat or the exposure to the threat?

2. To what extent does this element actually meet that goal?

Secondly, when assumptions are made, they must be c¢learly defined and the level of
security lost when the setting for an application of the protocol does not satisfy the

assumption should also be clearly defined.
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